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called on the Economic and Financial Crimes Commission (EFCC) 
to investigate the expenditures of the Independent National 
Electoral Commission (INEC). In its statement, the groups 

cited the need for an investigation in order to enable 

Nigerians to understand how resources earmarked for the 
elections were expended, given the widespread condemnations 
which greeted the results." 


17. (U) On May 2, Action Congress (AC) Osun State 
gubernatorial candidate Rauf Aregbesola accused the police of 
arresting over 200 of his supporters on trumped-up charges. 


18. (U) On May 10, in an attempt to halt LGC elections, 
political thugs associated with Adedibu and Akala stormed the 
offices of the Oyo State Independent Electoral Commission 
(OYSIEC), destroying election materials. The police arrested 
10 suspects, including the Deputy Governor-elect, Taofik 
Arapaja, but no charges had been filed. 


19. (U) On May 10, the Abuja High Court granted Democratic 
People\'s Party gubernatorial candidate Ovedje Ogboru 
permission to institute a case against Inspector General of 
Police (IGP) Sunday Ehindero. Ogboru planned to protest an 
order for his arrest issued by Ehindero, claiming it was an 
attempt to prevent him from filing a petition to the 

electoral tribunal. Twenty other plaintiffs were also 

granted permission to ask the court to release them from 
detention. 


20. (U) Additional information about the April 2007 election 
can be found in mission cables. 


Section 4 - Government Attitude Regarding International and 
Nongovernmental Investigation of Alleged Human Rights 
Violations 


21. (U) The International Coordinating Committee of National 
Institutions for the Promotion and Protection of Human 

Rights, a UN body, chose to defer the re-accreditation of 

Nigeria pending fulfillment of its pledge to investigate the 
removal of the Executive Secretary of its National Human 

Rights Commission (NHRC), Bukhari Bello. The body asked the 
GON to provide it with documents concerning the appointment 
and dismissal of members of the commission as well as 
evidence the NHRC has continued to address human rights 
violations since Bello\'s removal on June 19 of last year. 


Section 5 - Discrimination, Societal 
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Abuses, and Trafficking in Persons 


22. (U) In April, Foreign Minister Joy Ogwu chaired the 
signing ceremony for the United Nations Convention on the 
Rights of Persons with Disabilities. Ogwu said the National 
Assembly, in conjunction with the Convention, was in the 
process of finalizing a disability law to guarantee the 

rights of the disabled. 


23. (U) On May 1, the police arrested two young men in 
Uro-Irri, Delta State, who are believed to be connected to a 
human trafficking syndicate based in Libya. The two men 
reportedly facilitated the transport of a young woman from 
Uro-Irri toQibya, and demanded 1 million naira 
(approximately $8,000) to assist in her return. 


24. (U) On May 23, police in Port Harcourt tear-gassed 25 
physically disabled protesters outside the Rivers State 
Government House. The delegation was seeking an audience 
with Governor Peter Odili to discuss issues of the disabled 
who reside in Rivers State. 


25. (U) BAOBAB for Women\'s Human Rights representative 
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Mufuliat Fijabi, speaking at a forum in Ibadan, spoke of the 
need to campaign to address the issue of violence against 
women in Nigeria. Fijabi called on the National Assembly to 
pass the Bill to end Violence Against Women. 


26. (U) The International Labor Organization (ILO) reported 
over 6,000 children engaged in labour had been rehabilitated 
in Nigeria and Ghana between 2004 and 2006. The ILO said 
this was part of the U.S. Department of Labor-funded 
International Programme on the Elimination of Child Labour to 
Combat Child Trafficking in West Africa. ILO Director 
General Juan Somavia said that in Nigeria, the number of 
children repatriated internally were 99 male and 151 female; 
while 39 male and 71 female were repatriated outside Nigeria. 
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27. (SBU) It is uncertain what priority the Umaru Yar'Adua 
administration will place on human rights. Yar\'Adua could 
signal a new commitment by the government to human rights by 
signing the FOIB. A quick passage, followed by a genuine 
effort to reform the police and the desultory court process 
would also gain support from the Nigerian public, which 

dreads dealing with all facets of law enforcement. The 

record of the police could be improved over time by promotig 
community policing and the need to be more accountable to the 
public. In addition, the courts have a role in reform by 
prosecuting human rights violators through a more efficient 
judicial process. 
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SIPDIS 
SIPDIS 
DEPT FOR AF/RSA, ATTN: JOHN KELLEY 


E.O. 12958: N/A 

TAGS: KSUM, PREL, BY 

SUBJECT: BURUNDI'S SECOND VICE PRESIDENT TO LEAD DELEGATION 
AT AU SUMMIT 


REF: SECSTATE 78471 


Burundian Second Vice-President Gabriel Ntisezerana will lead 
Burundi\'s delegation to the AU Summit in Accra the Director 

of Information in the Ministry of Foreign Affairs confirmed 

on June 27. Second-Vice President Ntisezerana will depart 
Bujumbura June 29. Burundi\'s delegation also includes 
Foreign Minister Antoinette Batumubwira. She departed Burundi 
June 26 and is already in Accra. We have no further details 
regarding other members of the delegation, or departure or 
arrival times. 

MOLLER 
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SIPDIS 
SIPDIS 
NSC FOR ABRAMS/SINGH/MARCHESE/HARDING 


E.O. 12958: DECL: 06/28/2017 

TAGS: PGOV, PREL, PTER, SY, IS, LE 

SUBJECT: LEBANON: GOL CLOSE TO SUBMITTING TRIBUNAL JUDGE 
NOMINEES TO UNITED NATIONS 


Classified By: Ambassador Jeffrey D. Feltman, Reasons: Section 1.4 (b) 
and (d) 


1. (C) Justice Minister Charles Rizk provided Ambassador on 
June 28, 2007 with a list of names of twelve Lebanese judges 
the GOL intends to nominate to the UN for selection for the 
four seats on Special Tribunal. He said all twelve have 
agreed to have their names put forward. The GOL has its 
preferred four nominees. Rizk indicated those on the list he 
gave the Ambassador and the GOL will discreetly inform UN 
Legal Advisor Michel. The four include a Sunni, a Maronite 
Christian, a Greek Catholic and a Greek Orthodox. Rizk also 
gave the Ambassador the names of the GOLVs two nominees for 
the one Deputy Prosecutor position; it has no preference 
which of the two the UN selects. One is a Sunni and one a 
Maronite, so if the UN were concerned about confessional 
balance among the preferred judges, it could select a deputy 
prosecutor to correct that. 


2. (C) Rizk said the two lists now go to PM Siniora, who is 
out of the country and expected to approve them when he 
returns, and then on to the UN. 


3. (C) Below are the names of the nominees (Note: strictly 
protect. These persons are at risk of being threatened or 
assassinated for agreeing to act as Tribunal judges). 
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The four preferred nominees are: 


Mr. Ralf Riachi 

Mr. Choucri Sader 
Mr. Akram Baassiri 
Mr. Saad Jabbour 


The eight other nominees are: 


Mr. Afif Chamseddine 
Mr. Samir Alieh 

Mr. Joseph Maamari 
Mr. Nadim Abdelmalak 
Mr. Walid El-Akoum 
Mr. Tannous Mechleb 
Mme. Micheline Braidi 
Mr. Ali Ibrahim 


The two nominees for deputy prosecutor are: 


Jocelyn Tabet, Maronite 
Ghassan Oueidat, Sunni 


4. (C) Comment: While the Lebanese did not move quite as 
quickly in completing their lists as Rizk promised lO A/S 
Silverberg at the beginning of June, it is still good news 

that the Higher Judicial Council has made its recommendations 
for the judges and that Rizk has made his recommendations 
regarding the deputy prosecutor. When PM Siniora returns to 
Lebanon from abroad, we will push on what is presumably an 
open door to get these lists forwarded to New York ASAP. 
Regarding the judges, Ralf Riachi and Choucri Sadr, 
presumably, are shoe-ins for the UN. According to all 

reports we have heard, they forged extremely good relations 
with UN/OLA chief Nicolas Michel during the negotiations of 
the statutes for the Special Tribunal for Lebanon. We do not 
know the other two judges on the preferred list, but Rizk 
assured us that they are highly reputable. As for the 
proposed candidates for the deputy prosecutor slot, both 
Tabet and Oueidat are well regarded in legal circles. Tabet, 
we note, is very close personally to Deputy Prime Minister 
and Defense Minister Elias Murr (who, of course, is one of 
the victims of the assassination attempts, having survived a 
car bomb on July 12, 2005). 


5. (C) Comment, continued: As noted above, it is important 
to keep these names confidential, to lower the security risks 
against the candidates. We hope that Sadr and Riachi are 
already keeping a low profile, since it is a common 
assumption that will be nominated. In a sad commentary on 
the current security situation in Lebanon, Riachi told us 
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recently that, as an unmarried bachelor with no children and 
no close relatives in Lebanon, he is more dispensible than 
judges with family obligations -- and thus Riachi concludes 
that he is an easy choice for the risks associated with the 
tribunal. 
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SIPDIS 
SIPDIS 
NEA/ELA; NSC FOR MARCHESE 


E.O. 12958: DECL: 06/28/2017 

TAGS: PGOV;PREL;ECON;PTER;SY 

SUBJECT: IMPACT OF SARG CLOSING OF THREE OF FOUR BORDER 
CROSSINGS WITH LEBANON 


REF: DAMASCUS 0484 
Classified By: Charge d\'Affaires Michael Corbin, reasons 1.4 b/d 


1. (C) SUMMARY: SARG officials and Syrian media have 
characterized the recent closing of three of the four land 
border crossings with Lebanon as a security precaution in the 
wake of the fighting in the Nahr al-Barid camp in Lebanon. 
For now they are publicly denying they will close the fourth 
and final border crossing at Al-Masna\'/Jdeideh. Commercial 
traffic through the Jdeideh crossing appears to be flowing in 
both directions, but excess demand from trucks that normally 
transit the other three border crossings is creating delays. 
Syrian businessmen express concern about instability in 
Lebanon but downplay any significant negative economic impact 
for Syria as a result of the recent border closings. Syrians 
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say, however, that increasing apprehension of Lebanese 
hostility towards Syrians is encouraging them to delay travel 
into Lebanon for vacation, shopping, or business interests. 
End Summary. 


2. (C) SARG CLOSES THREE OF FOUR OFFICIAL BORDER CROSSINGS 
WITH LEBANON: There are four official land border crossings 
between Syria and Lebanon. On May 20 the Syrian Ministry of 
the Interior announced that it was temporarily closing the 

two northern border crossings with Lebanon, al-Aridha and 
al-Dabbousiyah, until the situation in Northern Lebanon 

became secure (reftel). On June 21, the Ministry of the 

Interior subsequently announced it would close a third 

Lebanese border crossing at Al-Jusah-al-Qa. The SARG 
continues to assert that security concerns are the reason for 

the border closings and deny rumors that they will close the 
remaining border crossing of al-MasnaV/Jdeideh to squeeze the 
Lebanese economy. Nevertheless, Vice-President Farouk 
al-Shar\'a\'s comments at a June 22 press conference, repeating 
these denials, also conveyed an undertone of political threat 
when he said \"Syria cannot resort to completely closing the 
borders unless it became impossible to improve 
Syrian-Lebanese relations.\" 


3. (C) BACKLOG OF COMMERCIAL TRUCKS AT THE JDEIDEH BORDER 
CROSSING: On June 27 Econoff traveled mid-morning to the 
Syrian-Lebanese border at Jdeideh and observed a backlog of 
more than 250 trucks headed for Lebanon on the Syrian side of 
the border. Half of the trucks had Syrian license plates, 

with others from Lebanon, Turkey, Jordan, and multiple Gulf 
countries. 

We also understand that there is a significant backlog on the 
Lebanese side of the border. The Jdeideh border crossing did 
not appear to be adopting measures to assist movement of 
commercial trucks to reduce the excess demand generated from 
the closed border crossings. Contacts also report that 

Syrian customs agents ) unlike during border closures in 
previous years - are not being moved from other border 
crossings to increase the truck volume handled at Jdeideh. 
Contacts report that the regular twice-daily escort by Syrian 
customs officials of trucks transiting from Lebanon through 

Syria for third countries continue to occur. 


4. (C) Several truck drivers waiting on the Syrian side of 

the border ) from Lebanon, UAE, and Syria ) separately told 
Econoff that the backlog was abnormal, but that truck traffic 

was moving, and that they hoped the delay would diminish in a 
week\'s time once new procedures were in place. They added 
that they were not overly concerned about the closures 

because in their assessment the delay was minimal compared to 
border closings in previous years. 
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5. (C) ECONOMIC IMPLICATIONS OF BORDER CLOSINGS: Syrian 
businessmen downplay significant economic impact for Syria 
from the closed border crossings, but acknowledge there are 
some negative implications - albeit much less than for 
Lebanon. Contacts assert that the trucking delays will 

likely increase prices for some commodities such as cement 
and add to the rising rate of inflation in Syria (Note: 
Independent sources estimate inflation is around 20 percent 
when factoring in real estate prices). Contacts also point 

to the central role Syria plays in the transit trade from 
Lebanon to other countries, acknowledging that the delays 
will lead to a loss in transit fees at the closed border 
crossings - especially as SARG customs is not increasing its 
capacity to handle truck traffic at Jdeideh. 


6. (C) Contacts estimate that the black market trade between 
Syria and Lebanon will also be hampered by the border 
closings. Certainly much of the black market trade occurs 
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illegally at unofficial crossings along the Syrian-Lebanese 
border, but some does come through the official checkpoints. 
Hence the closures will further exacerbate price increases in 
Syria. SARG figures place Syria\'s 2006 exports to Lebanon at 
only USD $379 million or just 4 percent of Syria\'s total 

exports (USD $10.1 billion) and Syria\'s 2006 imports from 
Lebanon at only USD $176 million of just 1.7 percent of 
Syria\'s total imports (USD $10.6 billion), but contacts 

estimate that the black market trade - including diesel, 
cigarettes, and cement ) far exceeds the formal numbers. 


7. (C) SYRIANS HESITANT TO TRAVEL TO LEBANON: Notably, 
compared to the heavy truck traffic at Jdeideh, Econoff 
observed that there were relatively few passenger vehicles, 
either coming from or going to Lebanon. The cars that were 
passing in either direction predominantly carried Lebanese 
license plates. This is consistent with assertions from 
business contacts that most Syrians are indefinitely delaying 
travel to Lebanon ) even though this may undermine business 
interests that many of them have there. Marwan Al-Kadri, the 
exclusive agent for Kickers, Gap, and Banana Republic-brand 
clothing, echoed others when he told Econoff that more than 
ever before Syrians are concerned about traveling to Lebanon, 
believing they could be targeted by anti-Syrian Lebanese 
groups ) especially in the event of another bombing such as 
the one that killed Lebanese parliamentarian Walid Eido. 
There are also rumors among business contacts that Syrian 
workers in Lebanon are beginning to return to Syria both 
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because of a lack of work and their own security concerns. 
Overall, these concerns appear to be manifesting themselves 
in other ways, with some Lebanese businessmen in Syria 
reporting that they are not as warmly welcomed in Syria as 
before, and some Syrian businessmen voicing frustration with 
the regional political instability and claiming satisfaction 

with the border closings if it means Syria can distance 

itself from the problems in Lebanon. 


8. (C) COMMENT: Since the 2005 withdrawal of Syrian troops 
from Lebanon, Syrians have generally become less reliant on 
its neighbor as a shopping or vacation destination - 

reinforced by recent Syrian trade liberalizations that make 

it easier for Syrians to import luxury goods directly. The 
current instability next door appears to continue that trend. 
Overall, the border closings appear to have a far greater 
economic impact on Lebanon than Syria. Separately, while the 
SARG publicly claims that instability in Lebanon prompted the 
closure of the three crossings north of Damascus, Shar\'a\'s 
June 22 remarks hint at possible political motivations for 

the closures and at the possibility that Syria could 

completely close the border. To avoid the quantum leap in 
negative publicity and a backlash in criticism such a move 
could certainly entail, the SARG may conduct themselves for 
now with the lower-level pressure on Lebanon that the three 
border closures allow. 

CORBIN 
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DEPT FOR EUR/SE AND DRL 


E.O. 12958: N/A 

TAGS: PHUM, PGOV, TU 

SUBJECT: AMNESTY INTERNATIONAL SUES LOCAL GOVERNMENT OVER 
FROZEN BANK ACCOUNT 
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Sensitive but unclassified. Please protect accordingly. 


1. (SBU) Summary. Amnesty International\'s (Al) Turkey branch 
filed civil cases against two local government authorities, 

the Beyoglu District Governor\'s office and the Istanbul 
Governor\'s office, for failing to respond to queries related 

to the January seizure of 75,000 YTL (approx 57,000 dollars) 
held in Al\'s local bank account. Al officials told us that 

they still have not been officially notified of the 

justification for the decision to freeze the accounts. 

Although Turkish law stipulates that all organizations must 
receive permission from the local authorities to conduct 
fundraising, Al claims this requirement is not uniformly 
applied. End Summary. 


2. (SBU) The Director of the Amnesty International (Al) 
Turkey office told us that they were not given prior 
notification of a January decision by the Istanbul Governor\'s 
office to freeze the organization\'s bank accounts. Their 
bank was reluctant to provide them with details on the freeze 
order, beyond indicating that the basic charge was 
\"unauthorized fund raising.\" Al applied to the governor\'s 
office to learn the justification for the decision, but 

according to Al received no response, despite a legal 
requirement for a response to be given within 60 days of the 
application. In mid-May Al filed suit in a local 

administrative court requesting a stop-action decision as 
well as compensation for their loss. 


3. (SBU) Immediately following their application to the 

court, Al was fined for \"unauthorized fund raising\" by the 
Beyoglu District Governor\'s office. According to Al, the 
official document they were given by the district governor\'s 
office indicated they had 15 days to appeal the fine and 
directed them to apply to the Court of First Instance. 
However, the Al lawyer informed them that the appeal period 
was only 7 days and that they must apply to a different 
administrative court. Al applied to both courts within the 7 
day window. The Court of First Instance refused to hear the 
case. The case remains open at the administrative court. Al 
officials refused to speculate whether the incorrect 
instructions were intentional, but indicated that the action 
was not a sign of \"good will.\" 


4. (SBU) Al officials told us that they received 

authorization to function in 2002 and had not experienced any 
problems with local government since that time. The Turkish 
Law on Fund Raising requires official authorization for fund 
raising by any organization that is not already listed by the 
Ministry of Interior as \"an organization working for the 
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public good." Membership fees and donations to associations 
do nat fit the definition of fund raising. 


5. (SBU) Al officials speculate that complaints they filed 
against police harassment and detention of Al members 
involved in a street campaign may have prompted the freezing 
of the bank accounts as well as the fine. They claim that 

the fund-raising activities they engaged in are common and 
that they have been singled out for harassment by the 
authorities. They further argue that only 1,200 YTL (less 
than USD 1,000) of the 75,000 YTL (approx USD 57,000) in 
their accounts was raised by the methods in question - online 
credit card payments and direct donations on the street - and 
that \"it is unfair that they seized all 75,000." 


6. (SBU) Comment: We have no way of knowing what caused the 
governor\'s office to issue the freeze order for Al\'s account 

and no way to substantiate Al\'s claim that their complaints 

about police mistreatment prompted retaliation by the 

governor\'s office. However, in Turkey governors and deputy 
governors are Ministry of Interior appointees not elected 

officials. Similarly police officers are central government 

(Ministry of Interior) employees not local or city employees. 

We will continue to monitor this case. End Comment. 

JONES 
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E.O. 12958: DECL: 06/26/2017 

TAGS: ECON, SP, PREL, EWWT, SCUL, PHSA, PBTS 

SUBJECT: BRITISH AMBASSADOR TALKS ABOUT ODYSSEY 

REF: MADRID 1191 

Classified By: AMBASSADOR EDUARDO AGUIRRE FOR REASONS 1.4 (b) and (d) 
1. (C) In a June 26 courtesy call, newly arrived British 

Ambassador to Spain Denise Holt (strictly protect) told the 


Ambassador that tensions with Spain over Odyssey were 
continuing to pose an unnecessary threat on the two 
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countries\' bilateral relationship. Holt stated for the 

record that the British were in no way linked to Odyssey\'s 
\"Black Swan!" shipwreck find, and that the only link was the 
contractual agreement between the Ministry of Defense and 
Odyssey to salvage the HMS Sussex. Nonetheless, the extent to 
which the Spain-Odyssey controversy had affected British 
interests in Spain was spurring the British Embassy to 

distance themselves as much as possible from Odyssey. 


2.(C) To that end, Holt said that they would be reviewing 

the contract between Great Britain and Odyssey in an attempt 
to terminate the contract. Holt noted that she would be 
describing to London the impact that the Odyssey controversy 
was having locally on bilateral relations (as well as on 
Gibraltar issues). She confirmed that though the two Odyssey 
vessels were in port in Gibraltar, the British would not aid 

the vessels when and if they should sail out. 


3. (C) Comment: The British Embassy in Madrid is now intent 
in distancing themselves as much as possible from the dispute 
between Odyssey and Spain. Having suffered the brunt of the 
backlash both in the press and with their interactions with 
GoS, Ambassador Holt wants to salvage their relationship and 
improve cooperation between the two countries on the 
sensitive matter of Gibraltar. The Ambassadors agreed that 
the Odyssey \"treasure find\" should not weaken bilateral 
relations between three allies and that both countries should 
encourage Odyssey and Spain to find a satisfactory solution 
to the dispute. Embassy will continue to work closely with 

our counterparts in the UK Embassy here to ensure that the 
Odyssey issue has minimal impact on both nations\' extensive 
interests in Spain. 


AGUIRRE 
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SIPDIS 


SENSITIVE 
SIPDIS 


AF/EX AND AF/C, M/R FOR LYNN BULLIVANT, MARY RIOS AND 
PATRICK TRUHN;EUCOM FOR MAJ DIANE WINEINGER 


E.O. 12958: N/A 

TAGS: AODE, AMGT, ASEC, KMRS, CD 

SUBJECT: CHAD: ANNUAL REVIEW OF MOA BETWEEN COM AND COCOM 
ON SECURITY OF DOD ELEMENTS 

REF: 06 SECSTATE 198572 

1. (SBU) Embassy EAC met to discuss the annual review of the 

appendices of the Memorandum of Agreement (MOA) between the 

Chief of Mission and the Combatant Commander (COCOM) (reftel 

B). Following are new annexes A and B. 


2. (SBU) Annex A: DOD Elements and Personnel under the 
Security Responsibility of the Chief of Mission 


A.1. Defense Attache Office 
A.2 Marine Security Guard Detachment 


A.3 DOD personnel detailed to other USG departments or 
agencies 


A.4. DOD Humanitarian Demining Operations (HDO) 

A.5. Military Information Support (MIST) 

A.6. Military Liaison Elements (MLE) 

A.7 Civil Military Support Element 

A.8 DOD temporary Duty elements and personnel assigned in 
support of an element under COM authority, whose country 


clearance and deployment TDY orders specify the COM as 
responsible for security. 


3. (SBU) Annex B: DOD Elements and Personnel under the 
Security Responsibility of the Combatant Commander 


B.1 CDRUSEUCOM Assigned forces: None identified at this 
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time. 


B.2 Non-CDRUSEUCOM Assigned forces: None identified at this 
time 


B.3. Other CDRUSEUCOM Assigned Forces, who may be involved 
in recurring deployments and possess an adequate organic 
force protection capability such as: 


Joint Combined Exercise Teams (JCET) 
Joint Planning and Assistance Teams (JPAT) 


B.5 Other temporary duty (TDY) elements and personnel 
assigned in support of an element listed above. 


B.6 All other DOD elements and personnel, except those 
specifically enumerated in Annex A. 


B.7 In all cases, the country clearance request and orders 
directing TDY and/or deployment will specify force protection 
responsibility. 


WALL 
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SIPDIS 


DEPARTMENT FOR ISN, EB, IO, VCI, P, EUR, T, NEA, SCA, EAP, 
WHA 
TREASURY FOR TFI 


E.O. 12958: DECL: 06/27/2017 

TAGS: PREL, PARM, KNNP, EFIN, UNSC, EUN, IR, LG 

SUBJECT: LATVIA: ACCEPTS IRANIAN DESIGNATIONS AND 
IDENTIFIER REQUEST; REJECTS IRANIAN EMBASSY OVERTURE 
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REF: A. A) STATE 85197 
B. B) STATE 89511 
C. C) STATE 73219 


Classified By: Ambassador Catherine Todd Bailey, for Reasons 
1.4 (b) and (d) 


1. (C) Acting Pol-Econ Chief delivered reftel demarches to 
Reinis Kalnins, MFA Senior Desk Officer for the Middle East 
and Africa Division, on June 28. Kalnins stated that the MFA 
would review the reftel A additions to the list of designated 
Iranian entities and individuals subject to E.O. 13382. 
Regarding the request for identifier and background 
information in reftel B, he said that the MFA was grateful 

for the information provided in the non-paper and that the 
GOL would certainly share any information they may obtain 
regarding Iranian individuals and entities. Kalnins was also 
provided reftel C information regarding the USG\'s UNSCR 1747 
60-day Report, and he noted that Latvia had completed its 
60-day report earlier in June. 


2. (C) Kalnins said that he was not aware of any Iranian 
attempts to utilize the Latvian financial system or business 
community for its nuclear or weapons programs. He added that 
while the GOL does not maintain contact with the Government 
of Iran, the Latvian embassy in Sweden had recently been 
approached by the Iranian embassy there with an offer to 
initiate economic contacts. Kalnins said that the Latvian 
government rejected the approach. 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, BL, SCUL 
SUBJECT: SOCCER IN THE ANDES 


REF: LA PAZ 1739 


1. SUMMARY: FIFAVs (the International Soccer Federation\'s) 
May 27 ban on international matches above 2,500 meters has 
provoked a sharp backlash in Bolivia. President Evo Morales 
has initiated an international campaign to overturn the 
decision, asking governments to contact their soccer 
federations to seek support for suspending the ban pending a 
medical study on the effects of altitude (reftel: A). On June 
26, embassy La Paz received a diplomatic note and a letter 
from President Morales addressed to President Bush 
reiterating these requests. Post has informally translated 

the letter, which we forward to you for your consideration 
below: END SUMMARY. 


2. (COMPLIMENTARY OPENING): 


The campaign initiated by Bolivia against FIFAYs decision 
which affects every Andean country - and threatens to divide 
South American soccer - is sustained by the peoples! right to 
play sports where they are born and live, without suffering 
discrimination or exclusion on account of their geographic 
conditions, ethnicity, culture, economic status, or any other 
natural trait. 


In that sentiment, we believe that soccer cannot lose its 
universal spirit and should maintain its values of 
brotherhood, solidarity, and friendship between peoples as a 
sport without borders or altitude limits. Above all, we are 
convinced that the social value of soccer as a motor of 
integration in Latin American and the World should prevail. 


In the virtue of these arguments, | would like to emphasize 

the demand for which Bolivia has become the standard-bearer, 
pronounced on June 14, in front of the Confederacin 
Sudamericana de Ftbol (CONMEBOL). With the cohesion of the 
Andean countries to unify the voice of all South America - 
together and unanimously ) we are soliciting the suspension 

of FIFA\'s executive committee ban at its next meeting in 


Column 3 
Zurich on the 27th of June. 


With these antecedents and applying the spirit of brotherhood 
that should guide the relations between peoples, countries, 
and continents, permit me to respecttully solicit your 

backing and solidarity with this just cause that has been 
pronounced in one voice of all of South America. To have this 
voice listened to and to stop these recurring threats to the 
practice of soccer at altitude, we must strengthen the 
solidarity and cohesion of the representatives of the 
associations and confederations of profession soccer and 
especially the members of FIFA\'s executive committee. 


From the Andes and Latin America, we recognize, applaud, and 
enjoy the diversity of the sport and invite the peoples of 

the world to join us so that no one is prohibited from 

continuing to play soccer in the mountains, by the sea, in 

the tropics, on plains, or anywhere else the people want. 


(COMPLIMENTARY CLOSING) 
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E.O. 12958: DECL: 06/28/2017 

TAGS: PHUM, KDEM, PGOV, SOCI, RS 

SUBJECT: AMBASSADORYS ROUNDTABLE WITH HUMAN RIGHTS NGOS 


Classified By: Ambassador William J. Burns. Reason: 1.4 (d). 


1. (C) In a June 27 discussion, five human rights NGO 
activists offered the Ambassador their advice for coping with 
an increasingly assertive President Putin. They suggested 
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that like-minded countries speak with one voice, that the 
\"tools\" of international organizations and agreements be used 
as appropriate, and that the West treat Putin\'s expressions 
of concern about developments in other countries with the 
same seriousness that they expect for their concerns about 
unsettling developments in Russia. The participants also 
suggested that efforts be made to demonstrate the link 
between an increasingly prosperous Russia and respect for 
human rights; as, for example, in the fight against 
corruption. End summary. 


2. (SBU) The Ambassador on June 27 discussed with 
representatives of five of Russia\'s leading human rights 
organizations the current state of human rights in Russia, 
projected developments during the 2007 - 08 election cycle, 
and the role of the opposition in Russia\'s political 

calculus. Attending the discussion were: 


-- Lyudmila Alekseyeva, Chairwoman, Moscow Helsinki Group 
-- Tatyana Lokshina, International Programs Coordinator, 
Demos Center 

-- Yuriy Dzhibladze, President, Center for Development of 
Democracy and Human Rights 

-- Tatyana Kasatkina, Executive Director, Memorial 

-- Aleksandr Petrov, Deputy Chairman, Human Rights Watch 


3. (C) All of the participants endorsed Dzhibladze\'s 
description of Russia as increasingly centralized and less 
democratic than it was when President Putin took office. 
Economic improvements and increased stability since the 
tumultuous Yeltsin years had not stimulated greater GOR 
self-confidence. Instead, restrictions on the freedom of the 
media had increased, and an \"external enemy,\" the United 
States, had been created to unify Russians and rationalize 
some of the steps taken. 


4. (C) Putin\'s increasing self-assertiveness presented a 
challenge both to the West, Dzhibladze said, and to human 
rights advocates in Russia. It had strained U.S.-Russian 
relations, although Dzhibladze doubted that Putin wanted to 
revive the Cold War. Domestically, Putin\'s assertive defense 
of Russian \"sovereign democracy\" had placed GOR critics in a 
difficult position, as democracy had not been rejected out of 
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hand. Dzhibladze and the other participants agreed that the 
Presidents assertiveness required a carefully considered 
response. Like-minded countries should express their 
concerns about Russia with one voice, in order to avoid 
charges of partisanship, and the \"tools of international 
organizations\" should be used, where possible. Putin\'s 
concerns about the human rights performance of other 
countries should receive a serious hearing, in order to 
legitimate expressions of concern about human rights 
developments in Russia. 


5. (C) The participants thought that human rights presented 
special difficulties for Putin, because he and many of his 
advisors believed that Russia could be modernized without 
undue concern for them. Putin\'s belief was belied by the 
continuing inability of the GOR to address problems like 
corruption in the absence of an impartial judiciary, and the 
continuing erosion of the legitimacy of the electoral system. 
Putin, the participants thought, did not understand that 
genuine democracy was as important to Russia\'s future as 
security and a booming economy. 


Worrisome Developments 
in the Caucasus 


6. (C) Alekseyeva and Lokshina worried about developments in 
Chechnya and the North Caucasus. While kidnappings may have 
decreased in Chechnya, they were increasing in the North 
Caucasus and Dagestan, they alleged. The new-found 
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\"stability\" in Chechnya was a by-product of Chechen President 
Kadyrow\'s willingness to terrorize whole families in order to 
blunt resistance to his rule. It had resulted, Alekseyeva 
maintained, in the flight of younger males into the mountains 

in order to avoid being caught up in one of the government\'s 
frequent sweeps. 


Changes to NGO Law 
Under Discussion 


7. (C) President Putin\'s increasingly frequent comments about 
the allegedly negative role of foreign-funded NGOs worried 
the participants. They thought it important that the USG 
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assure the GOR that it had no intention to subvert the 

regime, and to note that cross-border aid to NGOs was widely 
practiced, including by Russia, whose Ministry of Foreign 
Affairs had aid programs in the Baltic States. 


8. (C) The participants noted they had taken up Putin\'s 
invitation to offer amendments to the 2006 NGO law. Their 
proposals were currently under discussion. There were signs 
that some of them were meeting resistance in the Ministry of 
Justice, but the proposals had found support elsewhere in the 
Russian bureaucracy. It was difficult for the participants 

to predict when they would received a final verdict. 

Alekseyeva thought that an increasingly active Public Chamber 
was usurping the NGOs traditional territory. Her concern did 
not seem to be shared by the others present. 


9. (C) The participants were clearly worried about negative 
human rights trend lines. However, the advice they offered 
for dealing with Putin, and their own discussions with the 
GOR on the NGO law, indicated that they still believed it 
possible to modify the behavior of the government, even as 
the GOR enters a period when it will be preoccupied above all 
by its own survival through the Duma and presidential 
elections. 

BURNS 
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SUBJECT: SPAIN/UNIFIL: POLITICAL AFTERMATH OF CAR BOMB 


Column 3 
ATTACK 


REF: MADRID 1265 


MADRID 00001276 001.2 OF 002 


Classified By: DCM Hugo Llorens for reasons 1.4 b 4 d. 


1. (C) SUMMARY. After allowing 48 hours of respectful calm in 
which to bury the victims, President Zapatero and opposition 
Popular Party (PP) leader Mariano Rajoy pummeled each other 
in Parliament over responsibility for the car bomb deaths of 

six Spanish soldiers serving under UNIFIL in Lebanon 

(reftel). The Ambassador and DCM are engaging GOS and PP 
contacts to encourage unity on the Afghanistan and Lebanon 
missions, given USG interest in the strategic success of 

those missions. Defense Minister Alonso has decided to focus 
his July 2 appearance before the Parliamentary Defense 
Committee on the Lebanon deaths and thus will not ask at that 
time for permission to send 52 military trainers to 

Afghanistan, as planned. DCM called MOD Policy Director Luis 
Cuesta on June 28 to emphasize the importance of deploying 
the trainers as soon as possible. Cuesta said that the delay 
does not indicate a change in Spanish Government policy, but 
rather reflects Alonso\'s desire to avoid mixing the Lebanon 
and Afghanistan issues in Parliament. He told DCM that 
Alonso intends to get Parliamentary approval for the 
deployment in July. END SUMMARY. 


2. (U) The Spanish military command has ordered the army to 
immediately deliver to its forces in Lebanon four armored 
personnel carriers (APCs) of the type destroyed by the car 
bomb on June 24 but equipped with frequency inhibitors. 
Three additional APCs, as well as 30 frequency inhibitors for 
installation in other vehicles, will follow as soon as they 

are available. According to press reports, this equipment 

had been destined for Spanish forces in Afghanistan. 
Meanwhile, Spanish troops in Lebanon have been ordered to 
avoid unnecessary movements. 


-- PARLIAMENTARY CONFRONTATION OVER LEBANON DEATHS -- 


3. (U) During the June 27 Parliamentary question-and-answer 
session in which President Zapatero addressed the attack in 
Lebanon, Zapatero and PP leader Rajoy harshly criticized each 
other. Rajoy blamed Zapatero for deaths in both Lebanon and 
Afghanistan that he said were caused by Zapatero\'s lack of a 
serious commitment to the safety of the troops evidenced by 
the absence of frequency inhibitors on Spanish military 
vehicles. He pressed Zapatero to acknowledge that Spanish 
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troops are serving in a combat role rather than a 

humanitarian role, attempting to draw a parallel between 
former president Aznar\'s deployment of forces to Iraq and 
Zapatero\'s deployment of forces to Afghanistan and Lebanon. 


4. (U) Zapatero said that Spanish troops are better equipped 
now than they were under Aznar, and claimed that whereas 
Spain began implementing a frequency inhibitor installation 
program in November 2005, no other country\'s troops in 
Lebanon have such equipment. Zapatero said that \"the 
Ministry of Defense and the Ministry of Foreign Affairs will 
provide comprehensive information about the circumstances, 
the political situation, and the consequences of the Spanish 
military presence in Lebanon in the immediate future.\" 
Lebanese PM Fuad Siniora paid a surprise visit to Madrid June 
28 to meet with President Zapatero, with the focus of the 
meeting expected to be the investigation into the attack 
against the Spanish soldiers. 


-- LEBANON DEATHS DELAY AFGHANISTAN OMLT APPROVAL -- 


5. (C) Defense Minister Alonso was scheduled to address the 
Parliamentary Defense Committee on June 26 to get approval to 
deploy two Spanish training teams (OMLTs) to Afghanistan, but 
the session was postponed because of the official funeral for 
the soldiers killed in Lebanon. Alonso\'s session was 
rescheduled for July 2, and the press initially reported that 
Alonso would discuss both Lebanon and the OMLTs during the 
session. Alonso, however, has decided to focus the July 2 
session exclusively on Lebanon. MOD Policy Director Cuesta 
told DCM that the Minister had decided that, because the 
deaths in Lebanon were such a serious issue, it would show 

bad taste and bad political strategy to try to address the 

OMLTs during the same session. Cuesta emphasized that Alonso 
was not under pressure from Zapatero and that the decision 
does not reflect a change in GOS policy towards the OMLTs. 

He said that Alonso intends to go to the Defense Committee in 
July to get the necessary approval. (NOTE. Parliament begins 
its summer recess at the end of this week, but it would be a 
relatively easy, common step to reconvene the Defense 


MADRID 00001276 002.2 OF 002 


Committee in order to hold the needed vote. END NOTE.) 
-- COMMENT -- 
6. (C) Ambassador and DCM are talking with senior GOS 


officials and top PP leaders - including Aznar, with whom 
Ambassador has a previously scheduled dinner - to encourage a 
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united front on key strategic issues such as Lebanon and 
Afghanistan. 

AGUIRRE 
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DEPT FOR EB/OIA 


E.O. 12958: N/A 

TAGS: EINV, KIDE, CASC, PGOV, BU 

SUBJECT: BULGARIA: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS 


REF: STATE 55422 


1. The United States government is aware of two (2) claims of U.S. 
persons that may be outstanding against the Government of Bulgaria 
(GOB). 


2. List is keyed according to reftel instructions. 
A) Claimant A (ongoing case) 
B) 2000 


C) In 1999, Claimant A established a subsidiary, which purchased a 
controlling interest in a Bulgarian fertilizer company through the 
privatization process. The subsidiary was holder of the fertilizer 
company shares. Shortly after the privatization, the Russian 

partner in the subsidiary of Claimant A, through a scheme involving 

a bogus loan, acquired the fertilizer company shares from the 
subsidiary through another Cyprus-registered holding company, which 
he controlled. 


The Russian partner -- without a power of attorney or any other 
authority from the claimant -- signed a loan agreement between the 
claimant\'s subsidiary (on behalf of the fertilizer company) and his 
separate holding company for $4 million to purchase pipes. When, as 
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expected, the fertilizer company could not repay the loan, the 

holding company sued and gained control over claimant\'s subsidiary 
and therefore the fertilizer company. On August 30, 2000, the 
Vratsa Regional Court issued a decision regulating the transfer of 
9,683,000 shares of the fertilizer company from the claimant\'s 
subsidiary to the Russian partner\'s holding company. 


Shortly after the holding company took over the shares of the 
fertilizer company, the Privatization Agency agreed to sell the 
remaining 14 percent of the shares still held by the GOB to the 
holding company. 


The claimant has since been caught in a legal dilemma in Bulgaria 
between the questions of jurisdiction and reciprocity. On one hand, 

the Bulgarian courts claimed that they did not have jurisdiction 

because the case is between two American registered companies. 
However, when the claimant won its case before the New York Supreme 
Court in June 2001, Bulgaria refused to recognize the New York 

court\'s decision because the United States and Bulgaria do not have 

a reciprocity agreement. 


The Sofia City Court issued a decision on July 14, 2003, ordering 

the Cyprus-registered company to restore the above shares to the 
claimant. Further to an appeal submitted by the Cyprus-based 
company, on December 18, 2003, the Sofia Appellate Court overruled 
the Decision of the Sofia City Court. 


Following the above Decision, the claimant submitted an appeal of 
cassation before the Supreme Court of Cassation (SCC), which was 
heard by its Commercial Division (case No. 144/2004) on June 16, 
2004. This is the highest court and its decision is final for all 

parties concerned. On September 10, 2004, a three-judge panel of 
the SCC upheld the decision of the Sofia Appellate Court. On March 
8, 2005, a five-judge panel of the Supreme Court of Cassation issued 
its final decision and turned down yet another appeal. 


In the meantime, a separate case in the Vratsa District Court went 

forward based on the claim of the Bulgarian state natural gas 

company BULGARGAZ and the Bulgarian state electrical company NEC for 
proclamation of declaring the fertilizer company insolvent. The 

court declared the fertilizer company insolvent on December 14, 

2004. 


Despite the court ruling, the Post-Privatization Agency (PPA) has 
initiated legal proceedings against the claimant for failing to meet 
commitments under the privatization contract. In addition, the PPA 
sent, on April 11, 2005, a letter requesting the claimant pay $7.4 
million for non-performance under the privatization contract. 
Embassy asked the PPA to reconsider this in light of the Bulgarian 
Court\'s determination that claimant is not the owner of the plant. 
The director of the PPA responded that she found it very unusual 
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that the privatization agreement allowed for 100% of the company 
shares to be transferred, while all liabilities for performance 

under the privatization agreement stayed with the buyer (IBE). We 
relayed this information to the attorney for IBE with the request to 
confirm. No response to this request has been received. The 
privatization agreement in fact allowed for the transfer of shares 

to third parties, while IBE retained all liabilities and 

responsibilities. 


A) Claimant B (new case) 
B) 1999 


C) In 1999, through its daughter company, Claimant B started 
developing the Chelopech deposit on the grounds of a Contract for 
Granting Concession for Mining Underground Resources 
(Gold-Copper-Pyrite Ores from the Chelopech Deposit). The 
gold/copper mine at the time was sustaining financial losses and 
exhibiting low morale amongst its staff due to shortage of funds for 
mine upgrades. The implementation of the project will avoid the 
liquidation of the mine providing full-time employment to more than 
860 people. Claimant B agreed to dedicate funds to developing 
municipal infrastructure and assist in improving municipal services. 
Consistent with the Investment Promotion Act and the Rules for its 
implementation, in February 2006 Claimant B received a Certificate 
for First-Class Investment. In this Canadian company, about 40 
percent of the shares are held by U.S. companies and individuals. 


In November 2005, Claimant B deposited with the Ministry of 
Environment and Waters (MoEW) an Environment Impact Assessment (EIA) 
statement done by an independent team of experts, followed by EIA 
public hearings held a month later. At the beginning of 2006, a 

date was set for a meeting of the Higher Council of Environmental 
Experts (HCEE) at the MoEW for consideration of EIA. The 
consideration, however, was postponed by MoEW which requested 
clarification of the issue regarding the hygiene protection belt 

around the tailings management facility. The MoEW minister Djevdet 
Chakarov argued his obstruction was based on his ambition to protect 
the state interest, as well as the opposition of some intellectuals 
against the further implementation of the project. In March 2006, 
HCEE reconvened and approved the EIA overwhelmingly (with 22 in 
favor and only 1 against). Instead of passing a resolution on the 

EIA, in April 2006 MoEW further delayed the procedure by asking the 
Ministry of Economy and Energy (MEE) to issue its opinion on the 
EIA, which was positive. 


Again in March 2006, Claimant B filed an appeal against the MoEW\'s 
silent refusal to rule on the EIA. At the end of 2006, a 

three-member panel of the Supreme Administrative Court revoked the 
MoEW\'s silent refusal and returned the case to MoEW, obligating the 
minister to issue a resolution on the EIA, which the MoEW appealed 
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against. In April 2007, a five-member panel of the Supreme 
Administrative Court re-confirmed its Resolution 10363/24.10.2006 as 
a final one. To date, the MoEW has not yet complied with the court 
resolution and has not passed a resolution on the ElA. 


In 2006, the USG supported the Canadian Embassy\'s efforts to draw 
attention to the case, by pointing to it as an example of business 
climate deterioration and discussing it in meetings with AmCham. In 
early 2007, Ambassador Beyrle mentioned the case privately during 
meetings with high-level GOB officials. In 2007, representatives of 
Claimant B met with USG executives in Washington D.C. and Brussels. 


The minister does not have any legal ground to obstruct the 
investment project, and the reason for his obstructive behavior is 
his attempts to mislead the court by pushing for a whole new EIA 
procedure and thus causing a further delay of Claimant\'s project 
operations. 


3. Claimant reference list: 

Claimant A: IBE Trade, U.S. Company 

Claimant B: Dundee Precious Metals, Canadian-U.S. Company 
BEYRLE 
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SUBJECT: (U) PRIME MINISTER GORDON BROWN NAMES HIS CABINET 
REF: A. LONDON 2473 


B. LONDON 2446 


Column 3 
Classified By: PolCouns Richard Mills for reasons 1.4 (b, d) 


1. (U) A day after taking over as Prime Minister, Gordon 
Brown has named his Cabinet. As expected, this is the 
biggest reshuffle since the Labour Party came to power in 
1997. It includes several realignments, and has the maximum 
number of paid Cabinet Ministers permitted by law (22). 

While promoting several close allies, Brown has retained some 
capable supporters of his predecessor Tony Blair, including 
Foreign Secretary David Miliband, the subject of ref A. 

Initial reaction from the pundits is favorable: the process 

was well organized and the outcome manages both to convey a 
sense of a fresh start after ten years in power and to 

fulfill Brown\'s pledge to form a Government \"of all the 
talents.\" The departure from the Cabinet of several women 
(including Foreign Secretary Margaret Beckett, Health 
Secretary Patricia Hewitt, Chancellor of the Duchy of 
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Lancaster Hilary Armstrong, and Leader of the House of Lords 
Baroness Amos) is partially offset by the appointment of the 

first female Home Secretary, Jacqui Smith. Brown has not 

named a Deputy Prime Minister. Sub-Cabinet appointments to 
Her Majesty\'s Government are expected tomorrow, June 29. All 
members of the Government must be members of one or the other 
of the Houses of Parliament, therefore those listed below who 

are not Lords (Baronesses, in the case of women) are all MPs. 


2. (C) THE CABINET: 


- Prime Minister, First Lord of the Treasury and Minister for 
the Civil Service - Gordon Brown. 


- Chancellor of the Exchequer - Alistair Darling. Like 

Brown, Darling is a Scot, and his path to taking on the 
difficult task of succeeding the most powerful Chancellor of 
recent times, was smoothed once another senior Scot in the 
Cabinet, John Reid, announced that he would step down when 
Blair did and not take another cabinet seat. (There had been 
grumblings in England about \"too many Scots\" at the top of 
the UK Government once Brown came to office.) Darling is 
seen as highly capable, experienced and reliable, and very 
discreet; he was once voted Britain\'s most boring politician. 
He has been in the Cabinet ever since Labour took power in 
1997, first as Brown\'s deputy as Chief Secretary to the 
Treasury, and then successively as Secretary of State for: 
Social Security; Work and Pensions; Transport, Scotland 
(concurrently with Transport), and Trade and Industry. 


- Secretary of State for Foreign and Commonwealth Affairs - 
David Miliband. See reftel. 
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- Secretary of State for Justice and Lord Chancellor - Jack 

Straw. A former Foreign Secretary and Home Secretary, Straw 
deftly threw his support to Brown last year and was his 

campaign manager for Leader of the Labour Party. Until 
yesterday Leader of the House of Commons, he was in charge of 
building cross-party support for reform to the House of 

Lords. He will now have the lead on constitutional reform. 


- Secretary of State for the Home Department - Jacqui Smith. 
Britain\'s first female Home Secretary. Promoted to the 

Cabinet in May 2006 as Chief Whip, she proved to be a \"safe 
pair of hands" during a potentially tumultuous time when 
impatient Brownites and others were trying to force Blair out 

of office, believing that his unpopularity due to Iraq was 

hurting the party. Her unexpected appointment has attracted 
the most media comment and there has been some initial media 
pundit reaction that she may lack the necessary background 

for this important post. 


- Secretary of State for Defence and Secretary of State for 
Scotland - Des Browne. Browne, a Scot, was already Defence 
Secretary; he adds to his portfolio the Scotland account. 
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- Secretary of State for Health - Alan Johnson. A former 
postman and general secretary of the Communication Workers 
Union, Johnson is the first union leader in 40 years to hold 

a Cabinet post. An effective and popular politician, he was 

the favorite to win election as Deputy Leader of the Labour 
Party, but was narrowly defeated by Harriet Harman after five 
rounds of complex vote-allocation by the party\'s electoral 
college (ref B). Since entering Cabinet in 2004, he has 
successively headed the Departments of: Work and Pensions; 
Trade and Industry; and Education and Skills. Johnson\'s new 
job is highly sensitive: Brown says reform of the National 
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Health Service is his immediate priority." 


-Secretary of State for Environment, Food and Rural Affairs - 
Hilary Benn. A sideways move from the Department for 
International Development. Benn can be expected to draw on 
the wide range of contacts he formed in his last job in order 

to promote global action on climate change. Widely esteemed 
as capable, sincere and nice, though he finished a 
disappointing fourth out of six in the race for Deputy Leader 

of the Labour Party, after a late start that forced him to 
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scramble to get onto the ballot. 


- Secretary of State for International Development - Douglas 
Alexander. One of Brown\'s closest allies and proteges, 
Alexander is another Scot, just 40 this year. A lawyer by 
training, he studied for a year at the University of 
Pennsylvania. He served in a number of junior-minister 

posts, most recently Minister for Europe in the Foreign and 
Commonwealth Office, before joining the Cabinet as Transport 
Secretary and Scotland Secretary in 2006. Brown has already 
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announced that Alexander is also the Labour Party\'s 
general-election coordinator. 


- Secretary of State for Business, Enterprise and Regulatory 
Reform - John Hutton. Very much a Blairite, but did a good 
job as Secretary of State for Work and Pensions in the last 
Cabinet. His new position represents a rejigging of the 
Department of Trade and Industry. 


- Leader of the House of Commons, Lord Privy Seal, Minister 
for Women, and Labour Party Chair - Harriet Harman. The 
surprise winner of the tightly-contested race for Deputy 

Leader of the Labour Party, Harman returns to the Cabinet 

after being demoted in 1998. She will manage the day-to-day 
work of the House of Commons. She is expected to focus much 
of her attention on liaison between the Government and the 
Labour Party. See also ref B. 


- Secretary of State for Work and Pensions and Secretary of 
State for Wales - Peter Hain. Despite finishing fifth (out 

of six) in the race for Deputy Leader, Hain remains in the 
Cabinet. He keeps Wales and shifts from the Northern Ireland 
Office to the Department for Work and Pensions. 


- Secretary of State for Transport - Ruth Kelly. Some 

pundits expected this Blairite to be dropped from the Cabinet 
after controversial tenures at Education then Communities and 
Local Government. Kelly may have benefited from the fact 
that several other female members of the Cabinet were 
leaving, including Foreign Secretary Margaret Beckett, Health 
Secretary Patricia Hewitt, Chancellor of the Duchy of 
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Lancaster Hilary Armstrong, and Leader of the House of Lords 
Baroness Amos. 


- Secretary of State for Communities and Local Government - 
Hazel Blears. Previously known as a Blairite, she argued 
forcefully for party unity during the transition from Blair 
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to Brown. Despite finishing last in the race for Deputy 
Leader, she reportedly won Brown\'s respect for resolutely 
defending the party line when other candidates veered to the 
left to curry favor with the party rank-and-file. 


- Parliamentary Secretary to the Treasury, and Chief Whip - 
Geoff Hoon. A return to the Cabinet for the former Defence 
Secretary who was demoted to the sub-Cabinet post of Minister 
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for Europe in the Foreign Office. 


- Secretary of State for Children, Schools and Families - Ed 
Balls. Brown\'s alter ego in running the economy, and still 
only 40, Balls only became an MP in 2005 and this is his 
first Cabinet post. The ministerial responsibilities 
previously held by the Education Secretary are split: Balls 
will not have to deal with skills training, higher education 
and science. Brown sees high-quality education for all as 
the key to achieving his vision of Britain as \"the great 
global success story of this century.\" He has pledged to 
increase spending-per-pupil in state schools to the current 
level in private schools. 


- Minister for the Cabinet Office, and Chancellor of the 
Duchy of Lancaster - Ed Miliband. David Miliband\'s younger 
brother, age 37, with a similar reputation for intellect. A 
member of Brown\'s inner circle since 1994, Ed Miliband 
chaired the Council of Economic Advisers to the Chancellor 
from 2004 until being elected to Parliament in 2005. In 2002 
he began a two-year stint teaching economics at Harvard. 
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- Secretary of State for Culture, Media and Sports - James 
Purnell. He was the expert on cultural policy at Number 10 
Downing Street before becoming an MP in 2001. Most recently 
a junior minister in the Department of Work and Pensions. 

Like David Miliband, he is a Blairite who advocated a smooth 
transition to Brown. 


- Secretary of State for Northern Ireland - Shaun Woodward. 

A defector from the Conservative Party in 1999; his seat then 

is now held by Conservative Leader David Cameron. Woodward\'s 
wife is heiress to the Sainsbury supermarket-chain fortune. 


- Leader of the House of Lords and Lord President of the 
Council - Baroness Ashton of Upholland. Until now a junior 
minister in the Justice Department with the lead on human 
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rights, European Union and international policy. 


- Chief Secretary to the Treasury - Andy Burnham. A member 
of Blair\'s policy unit until becoming an MP in 2001, he rose 

to be a junior minister in the Home Office in 2005 and has 
been effective in a sub-Cabinet posting at the Department of 
Health since 2006. 


- Secretary of State for Innovation, Universities and Skills: 
John Denham. He resigned his position as a junior minister 
in the Home Office in protest at the decision to go to war in 
Iraq, but did so quietly and with dignity. The same year he 
became chair of the Select Committee on Home Affairs. 


3. (SBU) The following sub-Cabinet ministers will also 
attend Cabinet meetings: 


- Cabinet Minister for the Olympics and London - Tessa 
Jowell. A demotion: Jowell was Secretary of State for 
Culture, Media and Sports. In that job she led HMG\'s 
multi-billion Pound efforts in support of the 2012 London 
Olympics, and will carry on with that assignment. 


- Minister for Children and Youth Justice: Beverley Hughes. 
A competent junior minister in several departments, most 
recently in the Department for Education. Remained loyal 
despite being forced to resign over an immigration fiasco 
when she was at the Home Office. 


- Lords Chief Whip and Captain of the Gentlemen at Arms: 
Lord Grocott. No change. 


- Attorney General: Baroness Scotland of Asthal. Until now 
a junior minister in the Home Office. She played an 
important constructive role in the successful effort to bring 
the U.S.-UK extradition treaty into force. Of Afro-Caribbean 
heritage, she is the only person of color attending Cabinet. 


- Minister for Housing - Yvette Cooper. Ed Balls\'s wife, 
highly regarded in her own right, sometimes tipped to be a 
future prime minister. She has been in charge of housing and 
will now attend Cabinet, reflecting the priority Brown 

attaches to increasing the availability of affordable housing 

in order to achieve his vision of a \"property-owning 
democracy." 


- Minister for Africa, Asia and UN: Lord Malloch Brown. Was 
Kofi Annan\'s Deputy Secretary General of the United Nations. 
While in that role, he gave a speech in June 2006 criticizing 
Va decades-long tendency by U.S. Administrations of both 
parties to engage only fitfully with the UN," which he said 
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was meant as \"a sincere and constructive critique of U.S. 
policy towards the UN by a friend and admirer.\" 


- Parliamentary Private Secretaries to the Prime Minister: 
lan Austin, Angela E. Smith. Austin is Brown\'s former press 
secretary; Smith has been a junior minister since 2002, most 
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recently in the Department for Communities and Local 
Government. 


Visit London\'s Classified Website: 
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1. (C) SUMMARY: REINALDO ESCOBAR AND YOANI SANCHEZ, TWO OF 
THE DRIVING FORCES BEHIND THE INNOVATIVE AND INCREASINGLY 
POPULAR ON-LINE MAGAZINE CONSENSO (CONSENSUS), DISCUSSED 
ORIGINAL APPROACHES TO CIVIL DIALOGUE IN CUBA WITH COM 

MICHAEL PARMLY AND A/PAO JOHN VANCE. CONSENSO FOSTERS 
DISCOURSE FROM ALL POLITICAL AND CIVIC POINTS OF VIEW IN 

CUBA\'S BARREN, STRICTLY CONTROLLED MEDIA LANDSCAPE. THE VERY 
EXISTENCE OF CONSENSO, WHICH PAYS NOTHING TO ITS STAFF OR 
CONTRIBUTORS, IS GROUNDBREAKING IN CUBA AND POSES A THREAT TO 
A CUBAN GOVERNMENT WITH LITTLE TO GAIN AND MUCH TO LOSE FROM 
OPEN DEBATE. RECOGNIZING THE TIGHTROPE ON WHICH IT HAS 
WALKED SINCE THE MAGAZINE\'S 2004 ESTABLISHMENT, CONSENSO\'S 
EDITORIAL BOARD AVOIDS AFFILIATIONS WITH SPECIFIC 
ORGANIZATIONS, ESCHEWS DONATIONS GIVEN WITH CONDITIONS AND 
ADHERES TO A RIGIDLY NON-PARTISAN EDITORIAL POLICY IN ITS 
ENDEAVOR TO ANSWER TWO QUESTIONS: WHAT KIND OF CUBA DO WE 
WANT? HOW DO WE ARRIVE? END SUMMARY. 


2. (C) HUSBAND-AND-WIFE TEAM REINALDO ESCOBAR AND YOANI 
SANCHEZ VISITED THE U.S. CHIEF OF MISSION\'S RESIDENCE TO 

SHARE THEIR IMPRESSIONS OF CUBA\'S MEDIA ENVIRONMENT AND 
EXPOUND UPON THE UNIQUE POSITION THEREIN OF THEIR ON-LINE 
PUBLICATION, CONSENSO. ESCOBAR (WHOSE LONG AND 
WELL-DOCUMENTED TRACK RECORD OF STUBBORNLY INDEPENDENT 
JOURNALISM ONCE EARNED HIM A RIDE ON A DOWNBOUND ELEVATOR 
FROM A LOFTY POST AT GOC MOUTHPIECE “JUVENTUD REBELDE\" TO A 
LIFT REPAIRMAN JOB) IS CONSENSOV\'S CHIEF EDITOR. YOANI 

SANCHEZ, A PHILOLOGIST, IS CLOSELY INVOLVED IN CONSENSO\'S 
DAY-TO-DAY ADMINISTRATIVE OPERATIONS. THE DUO IS UNIQUE 
AMONG CUBA\'S INDEPENDENT JOURNALISTS IN THAT THEY VOLUNTARILY 
RETURNED TO CUBA TO HELP EFFECT CHANGE AFTER HAVING 
ESTABLISHED SUCCESSFUL CAREERS IN EUROPE. INDEED, CITING THE 
FACT THAT \"THE BATTLE MUST TAKE PLACE IN CUBA,\" MS. SANCHEZ 
CLAIMS TO HAVE DISCARDED HER PASSPORT. 


3. (C) CONSENSO IN ITS CURRENT FORM WAS BORN AS THE RESULT OF 
AN EDITORIAL SPLIT AT ITS PRECURSOR BETWEEN FACTIONS LED BY 
CIVIL SOCIETY ACTIVIST (AND ALLEGED REGIME FLACK) MANUEL 
CUESTA MORUA AND REINALDO ESCOBAR. UNWILLING TO FOLLOW 
CUESTA MORUA\'S EDICT FAVORING A PARTISAN EDITORIAL TACK, 
ESCOBAR LED A SPLINTER GROUP\'S MIGRATION FROM THE BOARD. 


4. (C) WHEN CUESTA MORUAYS PUBLICATION SUBSEQUENTLY LOST ITS 
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EDITORIAL BEARINGS AND FOUNDERED IN 2004, ESCOBAR CLAIMS 
SEVERAL MEMBERS OF ITS BOARD ASKED THAT HE TAKE THE REINS AND 
RESTORE ITS LUSTER. ESCOBAR ASSENTED WITH THE CAVEAT THAT 
THERE MUST BE NO FORMAL OVERSIGHT COMMITTEE AND THAT HIS 
ROLE, GIVEN HIS JOURNALISM EXPERIENCE, WOULD PRINCIPALLY BE 
THAT OF A STYLE AND NOT A CONTENT EDITOR. THE RESULT WAS 
CONSENSO. 


5. (U) ACCORDING TO ESCOBAR, CONSENSO BEGAN ACQUIRING WIDER 
READERSHIP ONLY AFTER ITS UNBLINKING JOURNALISM (MOST 

RECENTLY SHOWCASED IN CONSENSO\'S POWERFUL CONDEMNATION OF THE 
GOC, THE CATHOLIC CHURCH AND THE VATICAN IN CONNECTION WITH 

THE DISAPPEARANCE OF CATHOLIC LAY LEADER DAGOBERTO VALDEZ\' 
INFLUENTIAL PERIODICAL \"VITRAL\") AND NON-PARTISAN NATURE 

GAINED CREDIBILITY WITH BOTH POTENTIAL CONTRIBUTORS AND ITS 
READERSHIP. ESCOBAR BELIEVES THE FACT THAT NEITHER THE 
EDITORIAL BOARD NOR CONTRIBUTORS ARE COMPENSATED FOR THEIR 
WORK IS AN IMPORTANT ELEMENT, ALTHOUGH HE ACKNOWLEDGES IT 
REDUCES CONSENSOVS POOL OF CONTRIBUTORS, MANY OF WHOM WOULD 
RATHER SUBMIT THEIR ARTICLES TO PARTISAN--BUT 
PAYING--PUBLICATIONS. 


6. (U) IN AN ATTEMPT TO RETAIN IMMEDIACY AND GAIN RELEVANCY, 

AT THE BEGINNING OF 2007 CONSENSO INCREASED ITS ANNUAL OUTPUT 
FROM TWO TO TWELVE EDITIONS. IF THE EXPONENTIAL GROWTH IN 
CONSENSOVS WEBSITE\'S (WWW.DESDECUBA.COM) PAGEVIEWS IS ANY 
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INDICATION, IT WAS A WISE MOVE. BETWEEN FEBRUARY AND MAY THE 
NUMBER OF VISITS INCREASED FROM 11,800 TO 67,422--AND JUNE IS 

ON TRACK TO EXCEED MAY\'S RECORD BY A HEALTHY MARGIN. 
(COMMENT: BECAUSE CONSENSO IS WEB-HOSTED OFF THE ISLAND, WE 
EXPECT MOST CUBANS ON THE ISLAND ARE UNABLE TO BREAK THROUGH 
GOC INTERNET FILTERS TO ACCESS IT. STILL, WE HAVE HEARD FROM 
CUBANS ON THE ISLAND THAT THEY ARE FAITHFUL READERS.) 


7. (U) BILLING ITSELF AS \"A SPACE FOR REFLECTION AND DEBATE 

ON PROGRESSIVE CUBAN THINKING\" CONSENSO ADDRESSES ISSUES 
ACROSS THE POLITICAL, ECONOMIC, CULTURAL, ECOLOGICAL, 
HISTORICAL, ETHICAL, EDUCATIONAL AND SPIRITUAL SPECTRA. 
CONSENSO CLAIMS TO BE \"MORE A PARLIAMENT THAT EXAMINES AND 
DISCUSSES THAN A TRIBUNAL WHERE ONE DENOUNCES AND 
ASSEMBLES...AND MORE AN OBJECTIVE SEARCH THAN A PARTISAN 
INTENT; WITHOUT HEROIC HASTE BUT WITHOUT FEAR OF THE TRUTH OR 
THE CONSEQUENCES OF SPEAKING IT." CONSENSO\'S BOARD VALUES 
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ITS PLURALISM, NOTING CONSENSO \"WILL ALWAYS HAVE SPACE FOR 
ALL TENDENCIES WITHIN THE BROAD MEASURE OF DIFFERENT 
PROGRESSIVE CURRENTS...WORKING FOR CUBA\'S AND THE WORLDYS 
WELFARE, CULTURE, DEMOCRACY AND PEACE; RESPECT, \"BECAUSE 
(CONSENSO) ALWAYS AVOIDS PERSONAL ATTACKS, VERBAL VIOLENCE 
AND INSULTS OF ANY TYPE, SUCH AS THE VICE OF DISQUALIFYING 
THOSE WHO THINK DIFFERENTLY;\" SERIOUSNESS, BECAUSE CONSENSO 
INSISTS THAT ITS CONTRIBUTORS SPECIFY WHERE THEY OBTAINED 
THEIR FIGURES OR STATE WHY THEY WERE UNABLE TO ACCESS 
RELIABLE SOURCES; AND ITS INDEPENDENCE, \"BECAUSE CONSENSO IS 
NOT OVERSEEN OR AFFILIATED WITH ANY POLITICAL PARTY, 
ORGANIZATION OR UNION--NOR DOES IT RECEIVE FINANCING FROM ANY 
CUBAN INSTITUTION OR ANY FOREIGN GOVERNMENT.\" 


8. (C) COMMENT: NOBODY LOOKS BAD IN THEIR OWN MEMCON. 

ESCOBAR HAD A STORY TO TELL AND DID SO PERSUASIVELY. 
MOREOVER, ESCOBAR\'S WEBSITE \"WALKS THE WALK" TO MATCH HIS 
\"TALKING THE TALK,\" IN TERMS OF TAKING ON HOT TOPICS. 

ACCEPTING VIEWS FROM ALL POINTS OF THE IDEOLOGICAL COMPASS 
WHILE ENDORSING NONE OF THEM, CONSENSOYS EDITORS ARE STAKING 
THE PUBLICATION\'S SURVIVAL ON ITS IMPARTIALITY. THAT SAID, 

ONE WHO SPENDS ANY LENGTH OF TIME IN CUBA DEVELOPS A HEALTHY 
CYNICISM. CONSENSOVS AIM TO CREATE A MARKETPLACE FOR THE 
UNTRAMMELED EXCHANGE OF IDEAS IS UNPRECEDENTED IN CUBA. THE 
MOST RECENT ISSUES CLEARLY ILLUSTRATE CONSENSO\'S EDITORS ARE 
SERIOUS ABOUT THE EFFORT. INDEED, CONSENSO\'S UNEQUIVOCAL 
STANCES ON CONTROVERSIAL ISSUES MAY SPELL AN UNTIMELY DEMISE 
FOR CONSENSO BUT THE CONCEPT ESCOBAR AND HIS TEAM ESPOUSE 
WILL NOT BE SO EASILY QUELLED IN THE LONG TERM. AT THE CLOSE 

OF HIS VISIT, ESCOBAR SUBMITTED AN INTERVIEW REQUEST 

SOLICITING RESPONSES TO EIGHTEEN QUESTIONS (SEPTEL). IT 
WARRANTS SERIOUS CONSIDERATION. 

PARMLY 
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SUBJECT: MOROCCOYS COMPETITIVITY GAP 


REF: CASABLANCA 102 


This cable is sensitive but unclassified. Not for internet 
distribution. 


1. (SBU) Summary: Morocco\'s weak showing in the 
newly-published competitivity index of the World Economic 
Forum has again highlighted an issue that has sparked 
extensive public comment and debate in recent months, 
particularly in the context of the failure of Moroccan 

exports to become a locomotive for economic growth. The 
Finance Ministry\'s respected Division of Studies and Planning 
published a detailed assessment of MoroccoYs competitive 
shortcomings in February, and spirited exchanges surrounded 
the topic at the June 12 annual meeting of the Moroccan 
exporters\' association. Key factors identified by both 

public sector experts and businesses themselves include the 
overvalued Moroccan dirham, a shortage of skilled labor, 
overconcentration by business on a limited number of 
primarily low value-added sectors, expensive logistics, and a 
fiscal regime that falls far short of regional rivals. The 

impact is clear: Morocco ranked 72d in the WEF index, far 
behind regional leader Tunisia (in 29th place), and export 
growth from 1995-2006 averaged only five percent annually, so 
that the export coverage rate fell from 65 percent to 54 
percent over the period. End Summary. 


2. (U) While in this pre-electoral period, the GOM typically 
focuses its public comments on the reforms it has undertaken 
over the last five years, senior GOM officials are forthright 

in admitting that Morocco\'s export sector is not one where 
they have had much success. In his remarks opening the June 
12 National Exporters\' Meeting in Skhirat, Prime Minister 
Jettou highlighted a number of positive developments in the 
export sector, including growth in electronics exports (up to 

15 percent of Morocco\'s total exports in 2006) and the 
recovery of the textile-apparel sector in 2006 from its 2005 
downturn. He conceded, however, that \"Morocco\'s export 
performance had \"fallen short\" of the government\'s ambitions. 
He argued that much more must be done and pressed for 
businesses themselves to take action to diversify Morocco\'s 
exports, particularly into high value-added sectors, a trend 
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he argued the governmentVs industrial policy (the Plan 
Emergence\") will foster. He also urged business to update 
its management structures, increase its expenditure on 
research and development, and engage in more dynamic 
commercial promotion. 


3. (SBU) For their part, our business interlocutors, like 
business participants at the assembly, prefer to focus on the 
range of constraints they perceive in government policy. 
Skhirat participants cited Morocco\'s fiscal regime, with a 
company tax rate 75 percent higher than regional leader 
Tunisia; a lack of trained workers as a result of 

shortcomings in the education system; continuing weaknesses 
in Morocco\'s logistical base (despite recent improvements); 
and Morocco\'s overvalued exchange rate. In a recent meeting 
in Casablanca, a senior executive with the General 
Confederation of Enterprises of Morocco (CGEM) echoed these 
themes, while also highlighting shortcomings in Morocco\'s 
judiciary and the continued inflexibility of Morocco\'s labor 
market, despite implementation of a new labor code in 2004. 
He and others, however, also concede the shortcomings 
identified by Jettou, attributing the failure to aggressively 
exploit market opportunities in part to language and cultural 
barriers. 


4. (U) Not surprisingly, all these topics also figured in the 
2007 WEF index. Surveyed executives cited access to 
financing, tax rates and regulations, corruption, 

infrastructure and workforce issues as their major concern. 
Morocco\'s relatively restrictive foreign currency regulations 
were also cited by some respondents, as was inefficiency of 
the government bureaucracy and restrictive labor regulations. 
In a sign of the stability of Morocco\'s political and 

economic framework, however, only a handful of respondents 
cited inflation, policy/government instability, and crime and 
theft as concerns. Overall, Morocco was ranked in 72nd place 
in the survey, well behind regional leader Tunisia (in 29th 
place), behind Egypt (65th) and barely ahead of Algeria 
(76th). 


5. (SBU) The most comprehensive recent analytical examination 
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of these competitive issues comes from the respected Studies 
and Planning Division of the Finance Ministry, which 
published a stark report in February detailing Morocco\'s 
competitive shortcomings. It highlighted the continuing 
challenge through a range of negative statistics-- a steadily 
increasing trade deficit from 1994-2005, a decline in the 


Column 3 

import coverage ratio to just above 50 percent, the failure 

of exports to contribute more than 1.2 percent on average to 
annual economic growth (half the rate in Turkey and Tunisia 
and a third that of Romania), and a decline in Morocco\'s 
share in the world market, despite conclusion of free trade 
agreements with Turkey, the United States and others. The 
only bright spot in an otherwise somber picture was Morocco\'s 
success in increasing its competitivity in exporting 

electronic components and information technology. 


6. (U) The analysis of Ministry experts confirms the issues 
cited by businessmen at Skhirat and in our own meetings 
regarding the key internal constraints facing Moroccan 
companies. Morocco, it shows, is more expensive than its 
rivals in areas ranging from labor costs to the cost of 
logistics. Labor costs, the Ministry argues, are increased 
not just by inflexibilities resulting from the labor code, 

but by the lack of education of most workers, which limits 
their productivity. It points out that fewer workers have 
completed secondary school in Morocco than in any of its 
emerging market rivals, while only 20 percent of Moroccan 
companies provide training to their workers. As a result, 
Moroccan productivity has slipped in recent years. This, 
coupled with appreciation of the dirham against the dollar 
over the 1994-2005 study period, greatly worsened Morocco\'s 
position, particularly in comparison to Asian rivals which 
link their currency to the dollar. The competitive impact 
was only cushioned by the dirham\'s slight depreciation 
against the Euro, given the fact that Europe absorbs 
two-thirds of Morocco\'s exports. Even there, however, 
Morocco\'s market position has stagnated, with exports to 
France falling short of those of Tunisia. 


7. (U) Logistics is another key impediment highlighted by the 
Finance Ministry. It estimates that transport costs 

constitute 20 percent of gross domestic product in Morocco, 
versus 10-16 percent in the EU and 15-17 percent in other 
emerging economies. The cost of shipping a container from 
Agadir to France equals that of shipping a container from 
Istanbul to France, while the cost of crossing the Straits of 
Gibraltar is two to three time the cost of other similar 

crossings. These issues were the focus of a recent meeting 
between Transport Minister Ghellab and the British Chamber of 
Commerce in Casablanca, at which textile exporters complained 
that transport times to Europe are twice what they need to 

be, with concomitant costs. Participants pressed for the 
government to \"reconsider\" its international transportation 
policy and work to reduce these costs. 


8. (U) The Finance report also documents the shortcomings of 
Moroccan companies. Few invest in research and development 
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(total R and D spending is negligible, as only 5 percent of 
companies invest in this area, far less than their 

competitors in other emerging markets), and companies are 
dependent on a limited number of products and markets. Thus 
phosphates and textiles account for 50 percent of Moroccan 
exports, while France and Spain alone represent 50 percent of 
Morocco\'s international market. While some successes have 
been registered with high tech products, these still only 
account for 10 percent of Moroccan exports, while low-tech 
and agricultural exports still account for over two-thirds. 
Another telling statistic cited in the report is that the 

world\'s most dynamic 10, 50 and 100 products only constitute 
1.3, 1.4 and 1.7 percent (respectively) of Moroccan exports, 
whereas they form 25, 52, and 70 percent of trade worldwide. 


9. (SBU) Comment: Morocco is working on many of these issues, 
through both its ambitious effort to improve the country\'s 
logistical base and encourage investment in key industrial 
sectors. These measures have clearly not been as successful 
as the government would have wished in improving Morocco\'s 
overall competitiveness, while equally critical issues 

regarding the country\'s tax regime and legal system remain to 
be addressed. End Comment. 
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1. (C) In a June 26 courtesy call, newly arrived British 
Ambassador to Spain Denise Holt (strictly protect) told the 
Ambassador that tensions with Spain over Odyssey were 
continuing to pose an unnecessary threat on the two 
countries\' bilateral relationship. Holt stated for the 

record that the British were in no way linked to Odyssey\'s 
\"Black Swan\" shipwreck find, and that the only link was the 
contractual agreement between the Ministry of Defense and 
Odyssey to salvage the HMS Sussex. Nonetheless, the extent to 
which the Spain-Odyssey controversy had affected British 
interests in Spain was spurring the British Embassy to 
distance themselves as much as possible from Odyssey. 


2.(C) To that end, Holt said that they would be reviewing 

the contract between Great Britain and Odyssey in an attempt 
to terminate the contract. Holt noted that she would be 
describing to London the impact that the Odyssey controversy 
was having locally on bilateral relations (as well as on 
Gibraltar issues). She confirmed that though the two Odyssey 
vessels were in port in Gibraltar, the British would not aid 

the vessels when and if they should sail out. 


3. (C) Comment: The British Embassy in Madrid is now intent 
in distancing themselves as much as possible from the dispute 
between Odyssey and Spain. Having suffered the brunt of the 
backlash both in the press and with their interactions with 
GoS, Ambassador Holt wants to salvage their relationship and 
improve cooperation between the two countries on the 
sensitive matter of Gibraltar. The Ambassadors agreed that 
the Odyssey \"treasure find\" should not weaken bilateral 
relations between three allies and that both countries should 
encourage Odyssey and Spain to find a satisfactory solution 
to the dispute. Embassy will continue to work closely with 

our counterparts in the UK Embassy here to ensure that the 
Odyssey issue has minimal impact on both nations\' extensive 
interests in Spain. 
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WHA/EX PLEASE PASS USOAS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PHUM, HA 
SUBJECT: HAITIAN OFFICIALS WARN ILLEGAL MIGRANTS 


REF: PORT-AU-PRINCE 867 


1. Summary. A Haitian migration official and prosecutor 
denounced persons who undertake and organize migrant voyages 
during a June 15 conference on clandestine sea migration held 

on the lle de la Tortue. Though the message coming from 

Haitian officials on illegal migration, delivered with 

accompanying graphic photos of shark-bitten corpses, is a 
welcome step in changing permissive attitudes toward alien 
smugglers, illegal migrants, who are already in desperate 

straits, are just as likely to ignore the authorities 

threats against them. End summary. 


2. Jeanne Bernard Pierre, the chief administrator for the 
Office of National Migration and Michenet Balthazar, the 
government prosecutor for the northern port city of 
Port-de-Paix, participated in the conference organized by 
parliamentary Deputy Marc Antoine Francois and attended by 
Poloff. Displaying the graphic photos of shark-bitten 
corpses of Haitian migrants from a capsized boat off the 
coast of Turks and Caicos (reftel), Pierre denounced the 
organizers of the clandestine voyages as criminals, pointing 
out that they took the desperate migrants\' money, knowing 
that the overwhelming majority of migrants will not reach 
their destinations, and if they do, are ultimately 

repatriated. She also denounced the cottage industry that 
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has sprung up to serve the illegal migrants and emphasized 
that the difficulty of obtaining a U.S. visa was no excuse 

for embarking on clandestine voyages. 


3. Balthazar noted that he understood that many residents on 
the poverty stricken island wanted to leave. Nevertheless, 
they need to respect and fulfill the legal conditions for 

their departure. He bluntly stated, W'If you try to go 

illegally, you will be arrested and you will go to prison for 

a long time.W He repeated that the same would hold true for 
the organizers of the clandestine voyages. 


4. Senator Evaliere Beauplan of the Northwest Department, 
also attending the conference, claimed that the GoH and the 
USG had to accept that the GoH\'s lack of a comprehensive 
development plan for the Northwest Department and the USG\'s 
visa requirements were the driving forces contributing to the 
clandestine voyages. 


5. Comment. Pierre\'s and Balthazar\'s comments prompted 
vehement responses in the Q&A sessions from participants who 
agreed with the senator\'s position that people mired in 
poverty are justified in trying to escape their 

circumstances. Balthazar\'s failure to draw little 

distinction between alien smugglers and their victims 

certainly exacerbated the audience\'s negative response. The 
governmentVs limited capacity to prosecute and jail anyone 
\\for a long time,W also certainly undercut his tough talk. 
Nevertheless the conference, which received national media 
attention, was a welcome first step from Haitian officials in 
condemning the predatory practices of alien smugglers and 
highlighting the dangers in emigrating by sea. 

SANDERSON 
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DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA AND USCENTCOM FOR POLAD 


E.O. 12958: DECL: 06/28/2017 

TAGS: PGOV, PREL, KDEM, KJUS, ET, SO, ER 

SUBJECT: ETHIOPIA: PRIME MINISTER OUTLINES SOMALIA 
STRATEGY, OPPOSITION HIGHLIGHTS DOMESTIC PROBLEMS 


Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B) AND (D). 


1. (S/NF) SUMMARY. In a June 28 address to Parliament, 
Ethiopian Prime Minister Meles highlighted successes in 
Somalia, stressing that the upcoming National Reconciliation 
Congress (NRC), anticipated African Union Mission in Somalia 
(AMISOM) expansion, and enhanced security for Somalia\'s 
Transitional Federal Government (TFG) would soon allow 
Ethiopia to finalize its troop withdrawal from Somalia. 

British Ambassador told us that Prime Minister Meles said 
privately that Ethiopian troop withdrawal could occur by the 

end of the summer. Meles reaffirmed Ethiopia\'s commitment to 
the Ethiopia-Eritrea Boundary Commission (EEBC) decision but 
warned Eritrea that while Ethiopia wants a peaceful and 
sustainable demarcation of the border (which includes a 
dialogue on the fundamental differences which divide the two 
countries), Ethiopia is prepared to repulse Eritrean military 
attacks. On domestic politics, Meles praised the National 
Electoral Board (NEB) process, judicial reform, civil service 
reform, and good governance efforts. 


2. (SBU) During the questioning period, opposition MPs 
focused on domestic problems, noting high inflation and low 
salaries. The opposition parties criticized the procedures 

for selection of new NEB commissioners as arbitrary. They 
termed the ruling party\'s passage of bills as \"dictatorial\" 
and bemoaned the EPRDF\'s failure to secure consensus on 
issues. They criticized the Prime Minister for not having an 
exit strategy for Somalia, and questioned why Ethiopia had to 
pay a heavy price in Somalia when addressing domestic 
problems were so critical. Meles, own party criticized him 
about rumors of a possible release of the opposition CUD 
detainees, saying it undercut due process when the courts 
found the detainees guilty of breaking the law. 


3. (C) Unlike his previous appearance before the Parliament 
in March 2007 to discuss the budget (when he criticized the 
opposition and provided brief answers), the Prime Minister 
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went into detail on domestic challenges and spent a great 
deal of time explaining the detainee issue. He said the 
judicial process had to take its course through the 

deliberation and sentencing of the detainees, and that 

release of the detainees should only be addressed after the 
courts had completed its procedures. The Prime Minister also 
criticized the Ambassadors who gave the detainees false hope 
that they could circumvent the constitution and secure the 
release of the detainees. Foreign embassies could express 
their views, but could not change judicial procedures. 

Finally, the Prime Minister stressed his commitment to help 
lower inflation and support government employees facing 
financial hardship. END SUMMARY. 


4. (SBU) The Prime Minister delivered a forty-minute speech 
on June 28 on the government\'s progress in Somalia and on 
some domestic issues, specifically political reform and the 
economy. He provided a hopeful picture of Ethiopian troops 
leaving Somalia in the near future. The Prime Minister noted 
that extremists\' activities and Ethiopia\'s \"errors\" in 
\"trusting\" some Somali clan elders too much or not working 
closely enough with them, had forced a delay in executing the 
third and final phase of withdrawal of Ethiopian troops from 
Somalia. The Prime Minister said this had been corrected, 
through the military operations in Mogadishu and closer 
coordination with the clan elders. He expressed hope that 

the NRC would will take place, help resolve clan problems, 

and bring Somalia together. AMISOM needed to be expanded, 
and the Prime Minister called on donor countries to fulfill 

their pledges. He was hopeful that more AMISOM troops would 
arrive, enhancing the security of the TFG. 


5. (SBU) The Prime Minister reaffirmed the GOE,s commitment 
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to the EEBC decision and to a peaceful and sustainable 
demarcation of the border with Eritrea. He stressed that 
dialogue to resolve the fundamental differences that divide 
the two countries was essential to ensure that demarcation 
would succeed. Meles criticized Eritrea for sponsoring 
instability in the region directed towards Ethiopia. 
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Ethiopia was committed to peace but was also prepared to 
repel any armed attack from Eritrea. 


6. (SBU) Meles commented on the progress of political reform, 
calling processes to reform the National Electoral Board and 
press laws as moving the country in the right democratic 
direction. He called for capacity building, better 

recruitment and training procedures, and improving the skills 
and knowledge of the civil service. This would help enhance 
operational effectiveness of the government. 


7. (SBU) Chairman of the opposition United Ethiopian 
Democratic Front (UEDF), Dr. Beyene Petros, focused on 
inflation and the need to raise salaries of civil servants. 

On Somalia, he and other opposition leaders, like the 

Coalition for Unity and Democracy\'s (CUD) Temesken Zewdie and 
Oromo Federalist Democratic Movement (OFDM) leader Bulcha 
Demeksa, questioned why Ethiopia had to pay such a heavy 
price for peace in Somalia when challenges at home were so 
pressing. Bulcha added his personal criticism, questioning 

why Ethiopia was working with the U.S. on actions in Somalia, 
and asking what the U.S. had provided Ethiopia (in return), 

if anything. Beyene noted that political reform and good 
governance had to be addressed. He said the opposition was 
ready to participate in the NEB discussions but opposed the 
procedures used to appoint new board members. The opposition 
questioned the press law and broadcast law as legislation in 
need of serious review. Temesken and one of his colleagues 
called Meles and the ruling EPRDF \"dictatorial\" in their 

actions: failing to gain consensus on issues and instead 

taking unilateral decisions. 


8. (SBU) A ruling EPRDF parliamentarian questioned the Prime 
Minister on rumors that the detained opposition party leaders 
(convicted on June 11 of subversion) would soon be released. 
He questioned why the Prime Minister would circumvent the 
judicial process when the courts had found the detainees 

guilty. He called on the Prime Minister to respect due 

process and the laws of Ethiopia. 


9. (SBU) Meles provided a detailed response to opposition 
questions, without the dismissive criticism he showed during 
his last appearance in the Parliament on the budget (March 
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29). Meles explained that inflation in the capital had 

fallen slightly, but that controlling inflation remained a 

top priority for the government. Acknowledging that salaries 
had not kept pace, he said there was an urgent need to 
address the salary disparity of civil servants. He noted 

that the government was nat firing civil servants through its 
reductions in force; his goal was to improve efficiency, 

raise quality, and lower government cost. The Prime Minister 
also said unemployment would be addressed through economic 
reform and boosting economic growth. 


10. (SBU) Meles stressed that his government was committed to 
good governance. He said his government had fostered 
consensus, listening to the opposition and taking their views 
into consideration. He criticized opposition MPs for not 

using the \"opposition day\" and \"questioning of the Prime 
Minister,\" as they had the right to do. He also criticized 

the opposition for walking out of NEB deliberations. They 
were welcome to return to discussions but had to commit to 
debate the issues and not walk out again. The Prime Minister 
concluded that when a vote was necessary, the majority vote 
must prevail; and this must be respected. He questioned 
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which country allowed its parliament not to respect or 
observe a majority vote on issues. Agreeing on issues only 
through consensus would lead to delay and lack of results. 
There comes a time, the Prime Minister noted, when majority 
vote will move an issue forward. 


11. (SBU) The Prime Minister went into detail on the troubles 
in the Ogaden (in Ethiopia\'s Somali Region). While he blamed 
Eritrea for fostering extremist activities, Meles focused on 

his efforts to reach out to the Ogaden National Liberation 
Front (ONLF) as well as to the Oromo Liberation Front (OLF) 
in the Oromo area. The GOE would negotiate with rebel 
groups, ignore past problems, and even absolve criminal acts 
of violence, if such groups committed to observe the 
constitution and renounce violence. Thus far, these rebel 
groups had not committed to these conditions and had elected 
violence, he said. 


12. (SBU) On detained opposition leaders, Meles made it 
clear that the judicial process would be respected and that 

no outside influence would sway the work of the courts. He 
criticized foreign Ambassadors and missions for conveying 
false hope to the detainees that they would be released. The 
actions of the foreign ambassadors had been unhelpful, wrong 
and \"shameful\". Any discussion of clemency or pardon could 
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not occur until after the court had finished its procedures. 


13. (SBU) Finally, Meles said the U.S. did not provide 
assistance for activities in Somalia, but did provide other 
assistance which was appreciated and noted, such as food aid 
and other assistance. He reaffirmed that Ethiopian troops 
would depart Somalia and that the government was focused on 
resolving domestic challenges. 


14. (S/NF) COMMENT. British Ambassador Bob Dewar told the 
Ambassador that during a private meeting, Prime Minister 
Meles said that Ethiopian troops would withdraw from Somalia 
by the end of the summer. The cost of operations was far too 
high to maintain troops there for long. Ethiopia received no 
financial support, and it had other obligations as well, such 

as training TFG troops and civil servants, thus far at 

Ethiopia\'s expense. 


15. (C) The clear message on the detainees was for the 
foreign embassies to refrain from making any comments or to 
involve itself in Ethiopia\'s judicial process. While 

decision on release has been made, the emphasis is that this 
is an Ethiopian process and that foreign Embassies should 
remain respectful of the process. END COMMENT. 
YAMAMOTO 
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TREASURY FOR OTA WARFIELD, VAN KOCH, MILLAR 
COMMERCE FOR ITA SARAH COOK 

SOUTHCOM FOR POLAD 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREL, PA 

SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE JUNE 16-22, 
2007 


1. SUMMARY 


-- Striking Uranium 

-- Child\'s Name: Unknown 

-- Cargill Investment Worth Beans 
-- INL Funds Fight for IPR 

-- Drug Addiction Doubles 


STRIKING URANIUM 


2. (U) Alexander Hirtz of Transandes Paraguay SA announced 
that the Canadian company has confirmed the existence of 
uranium in the Yuty area of the Caazapa Department. Hirtz 
(the firm,s primary investor) explained that the next step 

is to determine the quantity of uranium located at the Yuty 
find. The company currently has USD six million invested 
towards uranium mining in Yuty. Paraguay has a similar 
geological make up as South Africa (where a large uranium 
deposit exists), thus the potential for a substantial find of 
enriched uranium in Paraguay does exist and could be of 
considerable importance and financial gain for Transandes 
Paraguay SA and any others involved in the project. (NOTE: 
Press reports indicate that demand for uranium in the region 
is expected to grow as Argentina has almost completed 
construction on a second nuclear power plant and Brazil also 
has plans for the construction of a nuclear power plant. END 
NOTE.) 


CHILD\'S NAME: UNKNOWN 


3. (U) According to GOP data over 77 percent of children in 
Caaguaz are not documented in the Civil Registry. The 
Department of Caaguaz held an event this week to create 
awareness about the large number of unregistered children in 
the region. Various government ministries (Youth and 
Adolescence Secretariat, Ministry of Justice and Work, 
Ministry of Public Health and Social Justice, the Ministry of 
Education and Culture, and the Interior Ministry,s 
Identification Department of the National Police) in 
conjunction with the NGO Plan Internacional - Paraguay, 
formed an inter-institutional roundtable in 2005 to modify 
law and policy to facilitate registration. They also began a 
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national registration campaign. (NOTE: since then 26,000 
children and adolescents have bee registered; however, 

factors such as distance from a Civil Registry and parental 
indifference continue to be a major source of the problem. 

END NOTE.) GLOBAL Infancy, Plan Internacional and the Youth 
and Adolescence Secretariat presented a proposal at the event 
to initiate further efforts for the remainder of the year. 


CARGILL INVESTMENT WORTH BEANS 


4. (U) United States based agricultural company Cargill broke 
ground on June 19 to begin construction of a river port and 
soybean crushing facility near Asuncion. According to 

Cargill, the total investment could reach USD 180 million. 

The initial USD 17 million investment will increase the 

port\'s capacity as a grain terminal. Once completed, the new 
terminal is expected to create 3,000 jobs. Cheaper and more 
reliable barge transportation from Asuncion to Argentina on 
the Paraguay River justifies the new facility even though 

most of the soybeans are grown near other Cargill facilities 
near Ciudad de Este on the less easily navigable Parana River 
in eastern Paraguay near Brazil. Cargill exported more that 
USD 300 million worth of agricultural products from Paraguay 
in 2006. 


INL FUNDS FIGHT FOR IPR 


5. (U) In a joint ceremony with Paraguay,s Attorney General 
Ruben Candia Amarilla, Ambassador Cason donated USD 130,000 
worth of INL-funded equipment and vehicles to the Public 

Ministry for the benefit of Paraguay,s specialized IPR 

prosecutors on June 20. Computers, scanners, cameras and 

other office equipment along with five 4x4 trucks will be 

assigned to the Attorney General,s IPR units in Asuncion and 


Ciudad del Este. Press coverage of the ceremony emphasized 
the Ambassador,s remarks about the importance of protecting 
intellectual property rights. 


DRUG ADDICTION DOUBLES 


6. (U) A new study by the Paraguayan Drug Observatory 
released January 19 shows that habitual consumption of 
marijuana among adolescents has almost doubled between 2001 
and 2005. The survey-based study showed an increase from 1.3 
percent in 2001 to 2.2 in 2005. The study determined that 
school children will come into contact with up to 13 

different illegal substances (including cocaine, ecstasy, 
amphetamines, and methamphetamines) by the time they reach 
middle school. The study also found that 64 percent of 
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minors consume alcohol. 40 percent of that group consume on 
a regular basis, of which 25 percent are under the age of 
fourteen. Social programs that provide treatment do exist 
(such as Alcoholics Anonymous and Narcotics Anonymous), and 
the Drug Observatory has begun prevention programs in 
schools. SENAD formed a Micro-trafficking Department to 
combat smaller scale drug operations that focus on 
adolescents. However, the increased numbers of drug users 
demonstrates the necessity for further improvement. 

CASON 
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PARIS FOR NASA EUROPEAN REP (MILLER) 


E.O. 12958: DECL: 06/27/2017 

TAGS: TSPA, PREL, KSCA, NASA, IT 

SUBJECT: ITALIAN PRIME MINISTER RAISES ALPHA MAGNETIC 
SPECTROMETER WITH PRESIDENT BUSH 


Classified By: A/DCM DAVID PEARCE, FOR REASONS 1.4 (B) AND (D) 
1. (U) This is an action request. Please see paragraph 4. 


2. (C/NF) During President Bush\'s June 9 meeting in Rome, 
Prime Minister Romano Prodi raised the Alpha Magnetic 
Spectrometer (aka anti-matter spectrometer - AMS) experiment, 
saying that the GOI hoped the AMS would be carried on the 
planned October Space Shuttle flight, and expressing concern 
that the U.S. might cancel the launch. We understand that 

the Italian Deputy Chief of Mission also raised AMS recently 

in Washington. 
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3. (C/NF) The Italian Space Agency (ASI), which is involved 
only marginally in the AMS experiment, has been aware for 
approximately a year that NASA had determined that there was 
no possibility for the AMS to be manifested on the remaining 
Space Shuttle flights before the Shuttle is retired in 2010. 
AMS\'s fate was discussed on June 1 during NASA Deputy 
Administrator Shana Dale\'s meeting with the new ASI 
President, Giovanni Fabrizio Bignami, who reacted with 
understanding when she confirmed NASA\'s difficult decision, 
which was based on the agency\'s priorities to retire the 
Shuttle while also meeting U.S. commitments to international 
partners to complete construction of the International Space 
Station (ISS). We also understand that Bignami did not raise 
AMS during his June 19 meeting with Administrator Griffin. 
We therefore consider it probable that the impetus behind 
Prodi\'s action comes from the Ministry of Universities and 
Research and the National Institute of Nuclear Physics 
(INFN), which provided Italy\'s $312 million contribution to 

the experiment. 


4. (SBU) ACTION REQUEST: Department and NASA, please 
provide points for the Embassy to reply to the Prime 

Minister, including, if appropriate, information on possible 
NASA non-Shuttle or other non-NASA flight alternatives for 

the AMS instrument. END ACTION REQUEST. 

Spogli 
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Classified By: Ambassador Paul Trivelli for reason 1.4b 


1. (C) SUMMARY: The Nicaraguan Resistance Party\'s (PRN) 
internal problems continue. The Supreme Electoral Counsel 
canceled internal PRN elections, citing irregularities and 
internal struggles. There is a serious rift between PRN 
president Salvador Talavera and vice president Julio Blandon. 
The Sandinista National Liberation Front (FSLN) hopes to 
gain control of the PRN by supporting Blandon and to finance 
an independent PRN campaign in Nicaragua\'s northern 
departments to divide the Liberal vote. END SUMMARY. 


CSE Cancels PRN\'s Convention 


2. (SBU) In a June 25 meeting with Poloff, Luis Fley, 
Director of International Relations for the PRN, lamented 
that the PRN\'s internal problems continue to worsen (reftel). 
The PRN, which has tried for nearly a year to convene a 
party convention to elect new leadership, had their June 24 
convention canceled on June 20 by the Supreme Electoral 
Counsel (CSE) due to irregularities and in-fighting. 

Although frustrated by the cancellation and the further delay 
in holding party elections, Fley commended the CSE for acting 
quickly and correctly to avert further problems. In fact, in 
the weeks prior to the elections, Fley asked PRN President 
Salvador Talavera to cancel the convention after discovering 
irregularities in the list of convention participants. 

Talavera refused. 


PRN Talavera Changes Convention Participants 


3. (C) Talavera unilaterally substituted approximately 120 

of the 476 names on the convention list -- including 15 of 

the 17 PRN executive committee members -- with neither board 
nor membership approval. By doing so, he effectively removed 
them from their elected positions. Because convention 
attendees are elected party members, they cannot be replaced 
without a convention vote. In the weeks leading up to the 
election, Fley, a candidate for the PRN party presidency, had 
repeatedly asked Talavera for a copy of the list to review 

the convention attendees, but Talavera stalled. Upon seeing 
the changes made to the list, Fley immediately asked Talavera 
to delay the elections and denounced Talavera\'s tampering to 
the CSE. 


Vice President Holds Mini-Convention 
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4. (SBU) In defiance of the CSE\'s order, PRN vice president 
Julio Cesar Blandon (commandant Kaliman) held a parallel 
convention on June 24 in which he was elected president. 
According to Fley, no more than a few dozen Blandon-loyalists 
attended, insufficient to legitimize his election. The 

results were further negated by the CSE\'s refusal to 
recognize the election due to their earlier letter 

prohibiting the PRN\'s convention. Fley and other PRN leaders 
have petitioned the CSE magistrates for a new convention 
date. They hope to meet with the CSE representatives this 
week to discuss the matter. 


A Story of Betrayal 


5. (C) Fley explained that Blandon\'s decision to hold a 
parallel convention was caused by a serious rift with 

Talavera, dating back to September 2006 when Talavera very 
publicly signed a \"peace accord\" with then-presidential 
candidate Daniel Ortega. Talavera signed this agreement 
without the approval of either the PRN executive committee or 
the membership. Expecting Talavera\'s treachery lay at the 
heart of the conflict, poloff was surprised to learn, 

instead, that it was a fight over the spoils of Talavera\'s 

deal. Fley stated that Talavera received six trucks, 24 
motorcycles, and $180,000 to divide up between himself, 
Blandon, and several other PRN members. However, as the lead 
instigator, Talavera kept everything for himself and his 

family. 


PRN - Tool to Further Divide the Liberals 


6. (C) With the PRN leadership divided and Blandon looking 
for a way to get even with Talavera, the FSLN, reported Fley, 
offered to sponsor Blandon\'s convention to topple Talavera. 
Although Talavera has been an FSLN ally, Fley believes the 
FSLN has grown tired of Talavera\'s public whining about its 
failure to deliver on campaign promises and wants him out of 
the picture. In addition, Talavera angered Lenin Cerna, one 
of President Ortega\'s most trusted confidants, by breaking up 
with Cerna\'s daughter after a several-month romantic 
relationship in which Talavera had allegedly promised to 
marry her. 


7. (C) Further, and more importantly, Fley opined that the 
FSLN was privately trying to buy Blandon\'s allegiance without 
ruining his public image and credibility within the PRN (the 
way Talavera\'s was ruined through his deal with Ortega). 
Maintaining the image of credible leadership in the PRN is 
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critical to the FSLN, emphasized Fley, because it wants to 
use the PRN in Nicaragua\'s northern departments -- the base 
of the party\'s strength -- to compete with the Nicaraguan 
Liberal Alliance (ALN) and Liberal Constitution Party (PLC) 

for Liberal votes. Fley stressed that if Blandon wins the 

PRN elections, the FSLN will finance an independent PRN 
campaign to divide the Liberal vote. 


Comment 


8. (C) The PRN continues to flounder, wracked by internal 
bickering and financial problems. The organization\'s 

official charter expired in April of 2006, and although the 

CSE has yet to take any official action to close the party, 

the possibility looms in the background. As a political 

figure, Talavera has been completely discredited and has 
alienated himself from both the Liberal and Sandinista camps 
through his constant scheming. While Fley and others 
continue to struggle to unify the party, he is keenly aware 

that the PRN remains vulnerable to influence and manipulation 
as evidenced by the FSLN\'s financing of Blandon\'s parallel 
convention. As a result, Fley is desperate to convene a 
convention to purify the party\'s leadership and re-energize 

the bases prior to the 2008 elections. Fley assured us that 
most PRN leaders and members remain committed to the alliance 
with the ALN in 2008. 
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SUBJECT: GHANA\'S NEW NARCOTICS DIRECTOR, GROWING 
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REF: A. ACCRA 1275 
B. ACCRA 1280 
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Classified By: PolChief Scott Ticknor for reasons 1.4 (d) and (e). 


1. (C) Summary: On June 13, Polchief and Pol FSN met with 
Ben Botwe, who recently took over from Major General 
Richardson Baiden as the Acting Executive Director of Ghana\'s 
Narcotics Control Board (NCB). Botwe is preparing a budget 
for urgent funding priorities and wants to build a stronger 
relationship with the police. He lacks security or law 
enforcement experience and we question whether he has the 
political weight or support to make an impact in his new job. 
The British continue to be very discouraged by the narcotics 
situation in Ghana. Other governments share these concerns 
and the Mini-Dublin group of donors plans to write to the 
Minister of Interior urging more effective action against 
narcotics trafficking. End summary. 


Meeting the New Man at NCB 


2. (SBU) Botwe, who only started two weeks ago, said he 
plans to create a three-year strategic plan for 

counternarcotics. Asked about the dimension of the narcotics 
concern, he said \"shipments are happening,\" although he was 
not sure why they are coming to Ghana. He wants to establish 
SOPs for handling relations with other government agencies 
and to strengthen Human Resources management. He saw the 
need to strengthen existing programs, rebuild internal 
structures, and work with the media on an anti-drug campaign. 


3. (SBU) In the short-term, he will prepare an "immediate 
needs budget\" for the Minister of Interior, who he claims has 
assured him additional resources. NCB has just graduated 35 
new recruits as core field staff but needs additional 

vehicles and equipment. Botwe said the GOG has approved 60 
more new recruits before the end of 2007. He hopes to work 
with local authorities to strengthen air and sea interdiction 

as well as intelligence gathering. Equipping the navy to do 

a better job in counternarcotics is a high priority, he said. 
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4. (SBU) Botwe hoped to strengthen the NCB\'s relationship 
with the Ghana Police Service and opined that the recent 
dismissal of over 80 police officers suspected of narcotics 
offenses is a healthy \"purging\" of the police system. He 
thought the NCB should take the lead in narcotics 
intelligence gathering, monitoring, coordination and 
reporting, providing overall direction for counternarcotics 
while also helping other agencies with expertise and capacity 
building. The NCB should participate in operations but it 

has no prosecutorial or arrest authority and its agents are 
unarmed, he said, lamenting that in the past the NCB had 
taken on too many police duties. This had created tension 
with the police, reducing the GOG\'s ability to conduct 
sustained raids, he said. 


Brief Bio 


5. (U) Benjamin Kwame Botwe (47) was the Chief Regulatory 
Officer and Deputy Chief Executive (Drugs Division) of the 

Food and Drugs Board from 2000-2007. Starting in 1988, he 
held different jobs at the Food and Drugs Board, including 

three years (1997-2000) as Principal Enforcement Officer. He 
holds a Masters in Public Administration from the Ghana 
Institute of Management and Public Administration (GIMPA) and 
a Masters of Science (Pharmaceutical Analysis) in Quality and 
Management. 


Other Government Views of Narcotics in Ghana 


6. (C) The British remain very concerned about narcotics 
trends in Ghana. A British Embassy official provided 
PolChief with data from Operation Westbridge, a 
U.K.-supported program to strengthen narcotics interdiction 
at Accra\'s airport. He reported that in the seven months 
since the start of this Operation at the end of November, 
2006 the UK had made 51 seizures of narcotics originating 
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from Ghana, totaling 197.5 kilograms of cocaine, 713 

kilograms of cannabis and 300 grams of heroin. Operation 
Westbridge is ongoing but will now shift from screening 
passengers to also screening freight. Lagos-based British 
Serious Organized Crime (SOCA) Officer John King recently met 
PolChief after several days of discussions with 

counternarotics contacts in Accra, including the Ministers of 
Interior and National Security. King told PolChief that the 
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U.K. recently shared intelligence with the GOG on a vessel 
coming to Ghana from South America suspected to be carrying 
cocaine. King said a vessel left from Tema to provide the 
suspect ship with fuel and water. According to King, 

however, the Ghana navy failed to find it and may not have 
even tried (although it is not clear to us that the navy 

received the U.K. information). King found Minister of 

Interior Kan-Dapaah dismissive and irritated when King raised 
problems with narcotics at the airport. King concluded that 
the GOG was more indifferent to the narcotics issue than in 
2006 and had made little progress to tackle this problem in 
the past year. 


7. (C) These concerns were mirrored in a June 25 
Mini-Dublin Group meeting, the second such narcotics 
cooperation meeting held in Accra, hosted by the French 
Embassy and attended by diplomats from the U.S., Dutch, 
Spanish, Italian, British, and German Embassies. The French 
DCM told the group that two weeks ago a French naval vessel 
intercepted a ship loaded with cocaine coming to Ghana from 
South America. Given concerns about narcotics trafficking 
here, a French narcotics liaison officer will be assigned to 
Ghana starting in September, she said. The German official 
noted that Lufthansa is seeing small but increasing 

quantities of narcotics trafficking on its flights out of 

Ghana. The Germans are also exploring assigning a permanent 
narcotics liaison officer to Accra. The Italian rep said 

their Dakar-based narcotics watcher is reporting a large 
increase of narcotics trafficking from South America through 
West Africa. The group agreed to send a joint letter to the 
Minister of Interior expressing growing concerns about 
Ghana\'s narcotics situation. 


Comment 


8. (C) Botwe hopes he can apply to the NCB his experience 
combating counterfeit drugs at the Food and Drugs Board. His 
approach is bureaucratic, focused on structures, plans and 
institutional arrangements. He brings to the job managerial 
and some drug-related experience. This may be helpful in 
rebuilding the NCB if he has the resources and political will 

to back him. As recently as June 19, Minister of Interior 
Albert Kan-Dapaah publicly asserted that \"restructuring and 
strengthening the NCB, particularly its human resource 
capacity, is one of the key issues the government has decided 
to implement.\" He reportedly told a recent Heads of Mission 
meeting that he was very concerned about Ghana\'s growing 
narcotics problem and its potential impact on Ghanaian 
politics. The additional NCB recruits and Botwe\'s desire to 
strengthen coordination with the police are positive 
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developments. 


9. (C) While these are still early days for Botwe, his 
nomination appears to be one more discouraging sign of the 
GOG\'s weak counternarcotics efforts, reinforcing our 
impressions from the Ambassador\'s recent meeting with 
President Kufuor and from PolChief\'s recent meeting with the 
Attorney General (reftels), in addition to the worries of our 
colleagues in the Dublin Group. Botwe lacks experience 
dealing with illicit narcotics and turned to his deputy, a 

senior police officer, on any substantive questions. He 

lacks the energy or independent political standing of his 
predecessor, who nonetheless was unable to make much impact. 
More worrisome, according to our Political Assistant Locally 
Engaged Staff, Botwe had a reputation at the Food and Drugs 
Board for being amenable to influence. 
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E.O. 12958: DECL: 06/27/2017 
TAGS: ASEC, GH, PINR, PREL, PTER 
SUBJECT: GOG CONCERNS ABOUT SECURITY AT THE AU SUMMIT 


Classified By: Ambassador Pamela E. Bridgewater for reasons 1.4 (d0 and 


(e). 


1. (S) Summary: On June 27, the Ambassador met with 
Secretary to the President D.K. Osei at his urgent request, 


SIPDIS 

to discuss security concerns related to the African Union 

Summit. Hundreds of undocumented, armed individuals 

suspected to be Libyans have arrived at the airport. Osei 
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was concerned that Moummar Qadaffi\'s imminent arrival in 
Ghana over land poses security challenges for Ghana. End 
summary. 


2. (S) The GOG had detained over 200 suspected Libyans 
arriving at Accra\'s airport over the past two days without 

visas, passports or other documentation. These individuals 
were not on the flight manifests and came armed. The GOG has 
detained them, pending identification by Libya\'s National 
Security Coordinator. National Security Minister Francis 

Poku and the head of the Ghana Immigration Service have been 
sent to remain stationed at the airport to monitor the 

situation. According to Osei, President Kufuor had asked him 

to get involved because he did not think Poku was being tough 
enough on the Libyans. 


3. (S) Libya was seeking to solicit former President J.J. 
Rawlings and NDC loyalists in planning a rally to attract 

100,000 people, Osei said, adding that Libya did not seek 
permission from the GOG. He noted that Libyan President 
Moummar Qadaffi is expected soon in Ghana, traveling through 
Africa by road on his way to the African Union Summit in 

Accra, and he has requested a meeting with Kufuor immediately 
upon arrival. Libya\'s Ambassador to Ghana has gone to the 
border and Qadaffi is expected to arrive from Cote dVlvoire 

in a convoy of 100 cars. 


4. (S) The GOG plans to insert a security vehicle in every 
fifth car in QadaffiWs convoy and to refuse entry to anyone 
without proper documentation. The GOG is strengthening 
overall surveillance, doubling security for Egyptian 
President Hosni Mubarak, and increasing security for South 
African President Mbeki (who will be housed adjacent to 
Qadaffi and has very different views on the future of the 
AU), according to Osei. 


5. (S) Comment: The Ambassador promised to share this 
information within the USG and reinforced this promise in a 
subsequent phone conversation with President Kufuor. This is 
the first we have heard of serious security concerns 
surrounding the AU summit. Post has no information that the 
arrival of suspected Libyans represents a direct threat to 

U.S. interests. However, we will closely watch Libya\'s role 
and the overall security environment here over the next week 
and we would appreciate any other USG information there may 
be about this development. 


6. (S) Comment Continued: The GOG has an Embassy in Libya, 
so arriving without proper documentation is understandably 
troubling. The GOG wants at all costs to avoid Middle East 
tensions being played out during the AU Summit. Qadaffi is 
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seeking support for his pan-African vision of Africa and he 
will seek supporters from all sources. 
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E.O. 12958: DECL: 06/27/2017 
TAGS: ASEC, GH, PINR, PREL, PTER 
SUBJECT: GOG CONCERNS ABOUT SECURITY AT THE AU SUMMIT 


Classified By: Ambassador Pamela E. Bridgewater for reasons 1.4 (d0 and 


(e). 


1. (S) Summary: On June 27, the Ambassador met with 
Secretary to the President D.K. Osei at his urgent request, 


SIPDIS 

to discuss security concerns related to the African Union 
Summit. Hundreds of undocumented, armed individuals 
suspected to be Libyans have arrived at the airport. Osei 
was concerned that Moummar QadaffiWs imminent arrival in 
Ghana over land poses security challenges for Ghana. End 
summary. 


2. (S) The GOG had detained over 200 suspected Libyans 
arriving at Accra\'s airport over the past two days without 

visas, passports or other documentation. These individuals 
were not on the flight manifests and came armed. The GOG has 
detained them, pending identification by Libya\'s National 
Security Coordinator. National Security Minister Francis 

Poku and the head of the Ghana Immigration Service have been 
sent to remain stationed at the airport to monitor the 

situation. According to Osei, President Kufuor had asked him 

to get involved because he did not think Poku was being tough 
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enough on the Libyans. 


3. (S) Libya was seeking to solicit former President J.J. 
Rawlings and NDC loyalists in planning a rally to attract 

100,000 people, Osei said, adding that Libya did not seek 
permission from the GOG. He noted that Libyan President 
Moummar Qadaffi is expected soon in Ghana, traveling through 
Africa by road on his way to the African Union Summit in 

Accra, and he has requested a meeting with Kufuor immediately 
upon arrival. Libya\'s Ambassador to Ghana has gone to the 
border and Qadaffi is expected to arrive from Cote dVlvoire 

in a convoy of 100 cars. 


4. (S) The GOG plans to insert a security vehicle in every 
fifth car in QadaffiWs convoy and to refuse entry to anyone 
without proper documentation. The GOG is strengthening 
overall surveillance, doubling security for Egyptian 
President Hosni Mubarak, and increasing security for South 
African President Mbeki (who will be housed adjacent to 
Qadaffi and has very different views on the future of the 
AU), according to Osei. 


5. (S) Comment: The Ambassador promised to share this 
information within the USG and reinforced this promise in a 
subsequent phone conversation with President Kufuor. This is 
the first we have heard of serious security concerns 
surrounding the AU summit. Post has no information that the 
arrival of suspected Libyans represents a direct threat to 

U.S. interests. However, we will closely watch Libya\'s role 
and the overall security environment here over the next week 
and we would appreciate any other USG information there may 
be about this development. 


6. (S) Comment Continued: The GOG has an Embassy in Libya, 
so arriving without proper documentation is understandably 
troubling. The GOG wants at all costs to avoid Middle East 
tensions being played out during the AU Summit. Qadaffi is 
seeking support for his pan-African vision of Africa and he 

will seek supporters from all sources. 
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E.O. 12958: DECL: 06/22/2017 
TAGS: ECON, ENRG, GH 
SUBJECT: HIGH HOPES FOR LIQUID GOLD 


Classified By: ECON Chief S Driano, reason 1.4(D) 


1. (C) Summary: To much fanfare, Kosmos Energy, a 
Dallas-based oil company, announced that an exploration well 

in deep water about 30 miles offshore of GhanaYs West coast 
had hit oil. While further exploration is required before 

the commercial viability of the find can be confirmed, the 

local Kosmos representative, George Owusu, indicated that he 
is very confident there are commercial quantities based on 

the characteristics of what has been found thus far. The 

Ghana National Petroleum Corporation (GNPC) director general, 
M.O. Boateng, was somewhat more cautious about asserting the 
scope of the find but is also clearly expecting follow-on 

drilling to reveal significant quantities of oil. Under 

best-case scenarios, it will be at least 3 years before 

commercial oil production could begin. End Summary. 


2. (SBU) Kosmos Oil holds a 30.8% stake in the West Cape 
Three Points oil block and is the operator of the block. The 
other owners are a Houston based firm, Anadarko, a UK firm 
Tullow, and Ghana\'s National Petroleum Corporation, which, by 
law, is granted a 10% share of any oil resource. The block 

is one of several in the Gulf and the oil discovery is from a 
geological structure that straddles into the adjacent block 

in which Tullow has a 60% stake and Kosmos and Anadarko have 
20% each. Amerada Hess and Vanco, both US firms, have 
control of two other blocks to the South of the block where 
Kosmos found oil. 


3. (C) The local Kosmos rep said that there is a block that 
has not been claimed just to the southeast of the block where 
they struck oil and Kosmos is interested in obtaining it but 
has not stated so publicly. GNPC said there were two blocks 
closer to the Togolese border that have attracted commercial 
interest recently, with a deal for one of the blocks 

involving two U.S. firms as part of a larger consortium block 
likely to move forward. A key constraint in developing the 
current find is equipment availability. Neither Kosmos, nor 
its partners, own rigs or drilling equipment. Kosmos just 
barely met the three year deadline to undertake drilling that 
was stipulated under its agreement with the GoG. The rig 
used for the exploration in the West Cape Three Points block 
is headed to a site offshore of Benin. It was slated to go 

to the Gulf of Mexico after that but Kosmos is hoping to 
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obtain its services for additional drilling in July. Even if 

they succeed, additional appraisal wells will be needed. It 
will be September or October at the earliest before the work 
can be done. 


4. (SBU) In addition to the offshore oil prospects, Boateng 
said that GNPC believes there are strong prospects for 
finding oil in the Voltaine landmass (basically the area 
including and surrounding Lake Volta. GNPC is in the process 
of developing preliminary data; it has done aero-magnetic 
surveying and expects to start aero-gravity surveys in 
August. The data will enable them to identify promising 
areas for further seismic testing. Boateng said they are 
looking for help, government or private sector, to enable 
them to accelerate the research process and are willing to 
offer firms a first right of refusal for development in 
exchange for technical assistance with data gathering. 


5. (SBU) The Kosmos find is not Ghana\'s first oil 

discovery. The Salt Pond field offshore from Takoradi 
produces about 700 barrels a day. GNPC holds a 45% stake in 
Salt Ponds; Lushan Oil, a U.S. firm, holds 55%. According to 
GNPC the crude from Salt Ponds is sent to the Tema Oil 
Refinery. The hope for commercial quantities of oil in Ghana 

is not new and Ghana\'s legal and regulatory framework for oil 
is fairly well defined and established. GNPC has 

responsibility for oversight of exploration and exploitation. 

The Petroleum Exploration and Production Law requires 
investors to give a 10% stake to GNPC at no cost and pay a 
royalty on gross income that is negotiated but usually falls 
between 4% and 7.5%, depending on the level of risk. The 
Petroleum Income Tax law sets a 35% income tax on oil company 
profits. These provisions are similar to the arrangement 

under the Mining Code. The royalty is supposed to be used to 
support community development in affected areas. The 
petroleum sector\'s fiscal and regulatory frameworks are being 
reviewed and proposed legislative changes may be presented to 
Parliament this summer. Under consideration are changes that 
would more clearly specify the royalty rates and introduce 

new requirements related to decommissioning in an attempt to 
address environmental concerns. 


6. (C) GNPC has a somewhat checkered past. In 2003, a 
tanker of oil from the Salt Pond field went missing and has 
never been accounted for, a fact that has resurfaced in the 
press since the oil discovery. In addition, the previous 
Managing Director of GNPC is mired in a long-running court 
case under which he has been charged with causing financial 
loss to the State for his role in guaranteeing a loan to a 
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cocoa farm that GNPC had to pay. Some observers believe the 
case is politically motivated as the previous Managing 

Director was close to President Rawlings and the law on 
financial loss was not in place at the time the guarantee was 
made, but did exist when the guarantee was paid out. The 
prospect of GNPC being caught in political battles in the 

future is relatively high and could affect decisions about 

block allocations and resource utilization. 


7. (SBU) While this is not Ghana\'s first oil strike, it is 

the first that shows indications of being a significant find. 
GoG officials have been quick to publicly acknowledge that 
oil has not brought much good to the people of many oil-rich 
African countries. President Kufuor has vowed that Ghana 
would learn from the mistakes of others. 


8. (C) Comment: If commercial reserves are confirmed, 
Ghana\'s capacity to manage the resource well remains to be 
seen. Unlike in many other African countries, the prospect 

of oil is coming at a time when the country is stable and has 
demonstrated sound economic and fiscal management. Ghana\'s 
performance on governance is better than many African 
countries, as borne out by World Bank, Transparency 
International and other studies. Ghana\'s experience with 

gold, its other major natural resource, has not been ideal 

(e.g., there are significant problems of illegal mining and 

poor environmental practices), but it has not been 

characterized by massive corruption or wealth accumulation 

for government officials. Nonetheless, democratic 

institutions are weak and there is a growing concern about 
corruption, financial fraud and narcotics trafficking. The 
discovery of oil further raises the stakes in the 2008 

presidential and parliamentary election and the future 
management of this sector depends heavily on who gets elected 
in what promises to be a tight race. End comment. 
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E.O. 12958: DECL: 06/27/2017 

TAGS: PHUM, PREL, IR, IZ, UK 

SUBJECT: IRAN IN IRAQ: IRANIAN DEMARCHES UK ON IRANVS GOOD 
INTENTIONS, IRANIAN AMBASSADOR REBUFFED ON DIRECT ACCESS TO 
NUMBER 10 


REF: 6-28 EMBASSY LONDON -- NEA/IR AND EMBASSY 
BAGHDAD E-MAIL 


Classified By: Political Counselor Rick Mills for reason 1.4 (b) and (d 
) 


1. (CO/NF) Summary: The Iranian Ambassador conveyed a 
pro-forma summary of its own benign intentions in Iraq during 

a June 22 demarche at the Foreign and Commonwealth Office 
(FCO). The demarche was intended to provide an Iranian 
version of the May 28 U.S.-lran talks in Baghdad, according 

to feedback from the FCO. The FCO interlocutor was Iraq 
Director Simon McDonald, the successor to Blair foreign 

policy advisor Nigel Sheinwald. The FCO notetaker for the 
meeting told poloff that, following the demarche, Mcdonald 
dismissed the Iranian points as another example of Iran\'s 
\"usual, fatuous\" claim of good intentions on Iraq. Iranian 
Ambassador Movahedian also awkwardly raised with McDonald the 
idea of the Ambassador serving as a principal conduit in any 
future direct Iranian exchanges with Number 10, in place of 
what FCO calls the \"Sheinwald-Larijani channel" Movahedian 
also suggested the idea of direct Iranian engagement with the 
UK on the nuclear issue, with himself as interlocutor. 

McDonald politely but firmly dismissed Movahedian\'s 
suggestions. End Summary. 


The Iranian Spin on Meetings with U.S. 

2. (CO/NF) UK FCO Iran Team leader Will Gelling shared with 
London Poloff the substance of an Iranian MFA demarche 
delivered June 22 by Iranian ambassador Movahedian to FCO 
Iraq Director Simon McDonald, for which Gelling was the 
notetaker. Movahedian provided a written Iranian summary 
(ref) of the May 28 meeting in Baghdad between Ambassadors 
Crocker and Qomi, and made the following points: 


-- the IRI is doing its best to help Maliki and others 
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improve security, and he (Movahedian) hoped for a \"new start" 
with HMG after Mr. Brown\'s accession as Prime Minister; 


-- the IRI is ready to take any steps required to help in 
this regard; 


-- and lran\'s concerns in Iraq should be taken seriously. 


3. (CO/NF) McDonald replied to Movahedian that there have 
already been numerous bilateral and multilateral contacts 
between the UK and Iran regarding Iraq. The UK objective is 
to leave the south of Iraq with a security situation in place 
which will not collapse without a UK presence, but attacks by 
\"JAM gangsters\" slow progress toward this objective. 
McDonald told the Iranian ambassador that HMG supports formal 
Iran-Iraq government to government links but not informal 

ties such as grew up under Saddam Hussein and informal 
Iranian activity in the south other than dialogue should 

stop. Gelling said the FCO would make no reply to the IRI 
written summary of the Baghdad meetings. Gelling also 
offered the judgment, with which McDonald reportedly agrees, 
that Movahedian was fishing for some change in UK Iraq policy 
and was passing the \"usual, fatuous\" message on Iran\'s good 
faith in Iraq. 


Iranian Ambassador Proposes Himself as A Communication Link 
4. (CO/NF) Gelling said Movahedian also mentioned an 

interest, apparently a personal one, in engaging with the UK 

on issues beyond Iraq security, to include the nuclear file, 

a subject in which Movahedian has had no role to date. 

Gelling said Movahedian, although he did not explicitly 

mention the existing Sheinwald-Larijani channel, also spoke 

of serving as an Iranian channel between Number 10 and 
Ahmedinejad. Gelling commented that Movahedian had for some 
time been frustrated with not having Number 10 access. 

Gelling said Movahedian\'s June 22 comments were a clumsy (and 
unsuccessful) effort to insert himself into that channel and 

into the nuclear issue. McDonald did not respond to 

Movahedian other than to note without elaboration that any 
Number 10 access would be up to the new Prime Minister; 
McDonald did not offer to pass on Movahedian\'s suggestion. 
Gelling\'s judgment was that Movahedian\'s suggestion was a 
personal initiative, rather than part of an approach directed 

by Tehran. 


5. (CO) Embassy Comment: Previous FCO comments to Poloff on 
Movahedian indicate he is not, unlike his predecessor, well 
respected by FCO or among UK Iranian expats - he is widely 

seen as having been appointed by Anmedinejad strictly for his 
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political reliability, not his competence. It is not 
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surprising a Movahedian attempt to circumvent or halt the 
existing UK channel to Larijani, and to suggest direct 
engagement with the UK on the nuclear issue, would be inept 
and unsuccessful. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
TUTTLE 
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RR RUEHWEB 
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R 281746Z JUN 07 

FM AMEMBASSY BELMOPAN 

TO RUEHC/SECSTATE WASHDC 0657 
INFO RUEHBJ/AMEMBASSY BEIJING 0003 
RUEHGT/AMEMBASSY GUATEMALA 0056 
RUEHUB/USINT HAVANA 0002 


SIPDIS 
SIPDIS 


DEPT FOR DS/CR, DS/CR/CIL, DS/IP/WHA, WHA/CEN, CA/VO, 
DS/FLD/MFO, GUATEMALA FOR DHS/ICE 


E.O. 12958: DECL: 06/22/2017 

TAGS: ASEC, CVIS, BH 

SUBJECT: BELMOPAN: DIRECTOR, BELIZE IMMIGRATION MEETS WITH 
RSO RE IMMIGRATION CORRUPTION PROBLEMS 


Classified By: RSO Patrick J. Harms for Reasons 1.4 (b) and (d). 


1. (C) SUMMARY: On June 21, 2007, Gareth Murillo, Director of 
Immigration, met with RSO Belmopan to share information re a 
suspected corrupt Immigration Officer assisting a Cuban with 

a counterfeit Guatemalan passport and U.S. visa, and the 
political pressure to issue visas to Chinese (and the flow of 
Chinese through Cuba). END SUMMARY. 


2. (SBU) Director of Immigration Gareth Murillo requested a 
meeting with RSO Belmopan the afternoon of June 21, 2007. In 
the meeting, he presented photocopies of a Guatemalan 
passport and a U.S. visa for Juan Emelio PINEDA GUZMAN 
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(SUBJECT). Murillo stated SUBJECT was Cuban, and had been 
detained by U.S. Immigration and Customs Enforcement (ICE) in 
Miami on June 16 because both the passport and visa were 
counterfeit. SUBJECT had departed Belize that day via 
American Airlines to Miami. 


3. (SBU) Murillo stated American Airlines had been approached 
by U.S. ICE with the potential of being fined for allowing a 
blatant counterfeit document through. The American agent at 
the airport in Belize City reported that he remembered 
SUBJECT going through the checkpoint, but that he was 
escorted by a Belize Immigration Officer, Nikolai ZELAYA. 
Murillo said ZELAYA had long been suspected of corruption, 
and asked if ICE could obtain a statement from SUBJECT that 
could be used to fire ZELAYA. RSO told Murillo such an 
attempt would be made, and asked if charges would be brought; 
Murrillo stated if a sworn statement had enough evidence, he 
would attempt to charge ZELAYA. 


4. (C) Murillo also spoke of the political pressure to grant 
visas to Chinese and Cubans. Many, he said, come through 
Cuba. He stated he would ask \"those in position\" to stop 
putting such pressure to grant so many visas to Chinese, due 
to the overwhelming workload and inability to screen the 
applicants. (Belize is a human smuggling transit point, and 

it is widely believed that large numbers of Chinese are 
moving through Belize with the sanction of politicians.) RSO 
asked Murillo how many came through Cuba, and he said he was 
unsure. RSO asked if he would provide that information, and 
he replied that he would. It has now been one week, and in 
each contact since Murillo has not had that information. 


5. (SBU) Following the meeting with Murillo, RSO contacted 

Miami Field Office (DS/FLD/MFO) re obtaining a statement from 
SUBJECT. Special Agent Fernando Cepeda contacted Immigration 
officers at Miami Airport, and confirmed SUBJECT\'s arrival, 
detention, and release. An address for SUBJECT has been 
obtained, and SA Cepeda is attempting to contact SUBJECT to 
obtain a statement re Zelaya. 


6. (C) RSO believes Murillo\'s assistance and commitment is 
limited, and does not expect accurate numbers of visas issued 
from the Belizean Embassy in Cuba. 


7. (U) Point of Contact for this cable is Patrick Harms, RSO, 
Belmopan, 501-822-4011, ext 4007. 


DIETER 


113801 
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DE RUEHSG #1038 1791806 

ZNR UUUUU ZZH 

P 281806Z JUN 07 

FM AMEMBASSY SANTIAGO 

TO RUEHC/SECSTATE WASHDC PRIORITY 1732 

INFO RHMFISS/HQ USSOUTHCOM MIAMI FL PRIORITY 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA/BSC, DRL, INR, PM 


E.O. 12958: N/A 

TAGS: MARR, MASS, PREL, PHUM, Cl 

SUBJECT: CHILE: MILGP REQUEST FOR HUMAN RIGHTS VETTING FOR 
NAVAL COMMAND COLLEGE 


REF: FISCHER-CRETAROLO EMAIL 06/15/2007 
1. This is an action request. See paragraphs 2 and 3. 


2. Action request: Embassy requests the Department assist 

in conducting a Leahy Amendment Human Rights review, as well 
as a general name check, of the following Chilean candidate 
who has been nominated for training in the U.S., pursuant to 

the Leahy Act and Foreign Assistance Act. Please transmit 

the results of such, including information not strictly 

covered by the Leahy Amendment, to Embassy. 


3. The proposed training is the Naval Command College 
Course, which will take place at the Naval War College, 
Newport Rhode Island, from July 25, 2007 through June 20, 
2008. The name and identifying information of the proposed 
candidate appear in the following format: Name, rank, unit, 
date of birth, place of birth and national identification 
number. 


a. Marcelo GOMEZ Garcia, Commander (Navy), Head of the 
Planning Department, 4th Naval Zone (Iquique), 09 April 1965, 
Santiago Chile, 09.464.940-4. 


4. Embassy\'s ongoing investigation has not found credible 
information that the candidate has been involved in gross 
human rights violations. 

KELLY 
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PP RUEHWEB 

DE RUEHBU #1262/01 1791829 

ZNR UUUUU ZZH 

P 281829Z JUN 07 

FM AMEMBASSY BUENOS AIRES 

TO RUEHC/SECSTATE WASHDC PRIORITY 8531 

INFO RUEHAC/AMEMBASSY ASUNCION PRIORITY 6313 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 6178 
RUEHCV/AMEMBASSY CARACAS PRIORITY 1316 
RUEHLP/AMEMBASSY LA PAZ JUL 4723 
RUEHPE/AMEMBASSY LIMA PRIORITY 2079 
RUEHMD/AMEMBASSY MADRID PRIORITY 1857 
RUEHMU/AMEMBASSY MANAGUA PRIORITY 0124 
RUEHME/AMEMBASSY MEXICO PRIORITY 1388 
RUEHMN/AMEMBASSY MONTEVIDEO PRIORITY 6545 
RUEHQT/AMEMBASSY QUITO PRIORITY 0946 
RUEHSG/AMEMBASSY SANTIAGO PRIORITY 0540 
RUEHSO/AMCONSUL SAO PAULO PRIORITY 3392 
RUEAIIA/CIA WASHINGTON DC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RUCPDOC/USDOC WASHINGTON DC PRIORITY","UNCLAS BUENOS AIRES 001262 


SIPDIS 


SENSITIVE 
SIPDIS 


TREASURY FOR CLAY LOWERY, NANCY LEE, AJEWEL, WBLOCK, LTRAN 
NSC FOR JOSE CARDENAS, ROD HUNTER 

PASS FED BOARD OF GOVERNORS FOR RANDALL KROSZNER, PATRICE 
ROBITAILLE 

PASS EXIM BANK FOR MICHELE WILKINS 

PASS OPIC FOR JOHN SIMON, GEORGE SCHULTZ, RUTH ANN NICASTRI 
USDOC FOR 4322/ITA/MAC/OLAC/PEACHER 


E.O. 12958: N/A 

TAGS: EFIN, ECON, EINV, AR 

SUBJECT: ARGENTINA ECONOMIC AND FINANCIAL REVIEW, JUNE 
12-27, 2007 


REF: BUENOS AIRES 1180 


1. (U) Provided below is Embassy Buenos Aires\' Economic and 
Financial Review covering the period June 12-27, 2007. The 
unclassified email version of this report includes tables and 


SIPDIS 

charts tracking Argentine economic developments. Contact 
Econoff Chris Landberg at landbergca@state.gov to be included 
on the email distribution list. This document is sensitive 


Column 3 

but unclassified. It should not be disseminated outside of 
USG channels or in any public forum without the written 
concurrence of the originator. It should not be posted on 
the internet. 


-- FATF approves Argentine terror finance law 

-- Energy Shortages Continue 

-- GDP growth and industrial production decelerate 

-- Strong May primary fiscal surplus thanks to pension funds 
transfer 


2. (SBU) On June 27, member countries of the Financial Action 
Task Force (FATF) agreed during the ongoing plenary in Paris 
to accept the enactment of Argentina\'s counter-terrorism 
finance (CTF) law as adequate to end FATF\'s multi-year 
follow-up process on this issue. With this decision 

Argentina will no longer face the possibility of FATF 

sanctions over its non-compliance with FATF\'s terrorism 
finance requirements. During the plenary meeting, GoA 
officials stated that the GoA expected to publish the law 

next week in the Official Gazette, and it would enter into 

force eight days after the date of publication. 


3. (SBU) As reported in past Reviews, the Argentine Congress 
has been reviewing the GoA\'s draft counter terrorism and 
counter terrorism finance law since President Kirchner 
submitted it to the Senate on December 20, 2007. During 
FATF\'s last plenary, in February 2007, FATF members gave the 
GoA until the June 25-29 plenary to pass the legislation, or 

face the possibility that FATF would issue a public statement 

of non-compliance. After several months of inaction, the 

Senate passed the bill on June 6, followed rapidly by passage 
on June 13 in the Chamber of Deputies. 


4. (SBU) Despite some weaknesses, this law represents an 
improvement to the legal and regulatory framework. Argentine 
lawyers generally argue that the current penal code is 
sufficient to address any crime that could fall under the 
definition of terrorism or facilitating terrorism, and argue 

that the main benefits of this law are to send a signal and 

to provide the legal foundation for the Central Bank and 
Financial Investigative Unit\'s enforcement measures. 
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5. (SBU) The law is not without its detractors. The vocal 
human rights NGO, \"CELS\" (Centro de Estudios Legales y 
Sociales), has criticized the legislation, alleging that the 
Congress rushed passage only to fulfill the FATF requirement, 
and did not give it adequate review. CELS argues that the 
law is ambiguous and leaves it open to abuse with respect to 


protection of human rights. 


6. (SBU) Natural gas and electricity shortages continue to be 
front page news in Argentina, and are impacting industrial 
production, government operations, and possibly even 
sovereign bond prices. Most analysts consider this a 
temporary energy \"crunch,\" and not the beginning of an energy 
crisis for the time being, and expect warmer weather would be 
enough to alleviate the problem. The colder than normal 
weather recently, coupled with lower hydroelectric output 

(due to below-average rainfall and runoff from snowcaps), 
exposed the real crisis -- inadequate energy sector 
infrastructure. These supply bottlenecks will likely cause 
shortages and rationing, particularly during summer and 
winter peak usage periods, for years to come. 


7. (SBU) The culprit is the lack of investment that began in 
the late 1990s and was exacerbated by the 2001/2002 crisis 
and subsequent government price freezes and controls, and 
this is unlikely to change until the GoA adjusts its energy 
sector policies. So far, the GoA has dealt with the problem 
through rationing and short-term fixes (such as rationing, 
reducing government operations, and consumer education 
programs on energy conservation). The GoA has enforced the 
rationing primarily on the industrial sector and has 

prioritized energy supplies to residential areas. Many 
industries are coping with the shortages by shifting 
production to periods when residential demand is low. 


8. (SBU) Industrial production (IP) increased a modest 0.4% 
m-o-m and 6.4% y-o-y in May, disappointing the market, which 
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forecast a 6.9% y-o-y increase. The soft May reading was not 
the result of the GoA\'s recent rationing of natural gas and 
electricity, as local media have erroneously reported. 

Rather, it is largely explained by labor strikes over higher 
wages, technically scheduled work stoppages for maintenance, 
as well as by two holidays that shortened production 
schedules during May. The negative impact of energy 
rationing is yet to come, and will be felt strongly in 
June-August (usually the coldest months in the southern 
hemisphere). The GoA also reported an increase of only 0.2% 
m-o-m in April of the seasonally adjusted EMAE index 
(estimador mensual de actividad economica), a proxy for GDP 
growth. This was lower than the 0.6% seasonally adjusted 
average increase in the first quarter of the year, and may be 
an indicator that overall growth is slowing. Nevertheless, 

the index increased 8.4% on a year-on-year basis, driven 
mainly by the services-related sectors, such as financial 
services, retail and wholesale trade, and transport and 
communication. 


9. (SBU) This winter\'s colder than normal weather and lower 
hydro output could accelerate the decline of IP and GDP 
growth. As reported in the last Review, many local analysts 


predict growth to decelerate further in coming months due to 
the energy shortages, with the worst case scenario of a 
reduction in 2007 real GDP growth of one to two percentage 
points. However, other analysts discount their impact and 
argue that the expected weaker performance of the 
manufacturing (industrial) sector (which represents about 22% 
of GDP) will be at least partly offset by expected record 

grain harvests this year. Even so, energy sector problems 
have ancillary costs, including increased power generation 
expenditures (through use of diesel generators), increased 
government subsidies (that primarily benefit residential 
consumers, and which will worsen GoA fiscal performance), and 
higher fuel imports (which could dent the trade surplus). 

The media also reports that Argentina\'s bond prices have 
fallen, as the market adjusts downwards its expectations of 
future growth, so the GoA\'s cost of financing could also 
worsen. 


Strong May primary fiscal surplus thanks to pension funds 
transfer 


10. (SBU) The GoA announced June 21 a record monthly primary 
fiscal surplus of ARP 5.3 billion ($11.7 billion) for May, a 

37% y-o-y increase. The primary surplus for the first five 

months of 2007 was ARP 12 billion (almost $4 billion). The 
strong result in May is explained by rising tax collection 

(up 30% y-o-y) and an extraordinary ARP 1.5 billion (roughly 
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$500 million) transfer from the private pension funds to the 
GoA as part of the counter-reform of the pension system 
(explained below). The higher surplus also comes in the face 
of rapidly increasing primary and capital expenditures (up 
45% and 51% y-0-y, respectively) ahead of the October 
presidential elections. 


11. (SBU) Excluding the one-time pension funds transfer, the 
primary fiscal surplus would have only reached ARP 3.8 

billion, 2.4% lowerthan in May 2006. According to analysts 
from Argentine think tanks FIEL (Fundacion de Investigaciones 
Economicas Latinoamericanas) and Ecolatina, the reform of the 
pension system will result in transfers of ARP 8 billion 

($2.6 billion) in 2007, or about 1% of GDP. This will allow 

the primary fiscal surplus to remain at about 3.5% of GDP, as 
in 2006. Otherwise it would fall to the range of 2.5% of 

GDP. Local analysts consider that the huge revenue cushion 
available -- including from pension transfers -- will allow 

the GoA to avoid moderating its primary spending growth in 
the months leading to the elections. 


12. (SBU) Note: the so called counter-reform of the pension 
system allows workers in the private sector to transfer back 
to the federal government\'s pay-as-you go system. The May 
transfer is a \"stock\" transfer, (accumulated savings), which 
has a one-time impact, as compared to a monthly \"flow\" 
transfer. It is also interesting to note that the transfer 

reflects the composition of the pension fund portfolio, which 
is only about 5% cash and the remainder in assorted financial 
assets (e.g., stocks, government bonds). Therefore, a 
significant portion of the transfer booked as GoA revenues 
will not provide financing unless the stocks and bonds are 
sold. Also important to note is that the transfer from the 
private pension system to the government pay-as-go-system 
also creates a future liability for the GoA, as it is now 
responsible for making future payments to future retirees. 
End Note. 


WAYNE 
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FM AMEMBASSY BRASILIA 

TO RUEHC/SECSTATE WASHDC 9370 

INFO RUEHSO/AMCONSUL SAO PAULO 0257 
RUEHRG/AMCONSUL RECIFE 6873 
RUEHRI/AMCONSUL RIO DE JANEIRO 4692 
RUEHBU/AMEMBASSY BUENOS AIRES 4890 
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RUEHAC/AMEMBASSY ASUNCION 6194 

RUEHMN/AMEMBASSY MONTEVIDEO 6952 

RUEHSG/AMEMBASSY SANTIAGO 6337 

RUEHLP/AMEMBASSY LA PAZ 5486 

RUEHPE/AMEMBASSY LIMA 3512 

RUEHCV/AMEMBASSY CARACAS 3736 

RUEHQT/AMEMBASSY QUITO 2251 

RUEHBO/AMEMBASSY BOGOTA 4263", "UNCLAS SECTION 01 OF 02 BRASILIA 001220 


SIPDIS 


DEPT PASS TO ONDCP 
AID/W FOR LAC/AA 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: SNAR, PGOV, ETRD, ENRG, BR, BL 
SUBJECT: BRAZILIAN SUPPORT FOR BOLIVIA ON CN ISSUES 


REF: A) La Paz 1594, B) Brasilia 1025, C) Brasilia 1067 


1. (SBU) Summary. Worried about the potential for increased 
narco-trafficking to (and through) Brazil, the Lula administration 

has sought to provide both economic and moral support to the Morales 
government. Consistent with their perception of Brazil as the 
(self-anointed) leader of South America, policymakers here have 
endeavored to help out their western neighbors - as long as it does 

not impinge upon Brazil\'s business interests. The Brazilian 
government has also encouraged the USG to continue to extend ADPTEA 
benefits to Bolivia, arguing that this would be an effective way to 
encourage that country to cooperate on counter-narcotics and 
otherwise moderate its behavior. All this concern for the Bolivian 
government reflects not only Brazilian leaders\' desire to bolster 

fellow leftist travelers, but the fact that Brazil really doesn\'t 

have a plan B should the narco-trafficking situation in Bolivia spin 

out of control. End Summary. 


2. (SBU) Within the Planalto (the Brazilian White House), one 
initiative that Lula\'s advisors have considered to ease the 
trafficking problem has been the idea that Brazil and the U.S. might 
collaborate to help promote ethanol production in the western and 
northern region of Bolivia. On at least two occasions, Lula Chief 

of Staff Dilma Rousseff has raised this with high-level USG 
interlocutors, although at no point has she actually provided USG 
officials with a detailed program plan. To the extent that the 
developing road network in the MAP region (Madre de Dios in Peru, 
Acre state in Brazil, and the Pando in Bolivia) and other border 
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areas will only increase integration, reftel B, at the conceptual 

level this idea makes a fair amount of sense. The same roads over 
which cocaine products are smuggled could be used to transport sugar 
cane - which when refined into ethanol could more efficiently supply 
the local market than imports from distant coasts. 


3. (SBU) Meanwhile, on several occasions it appears that the 
Bolivians have requested that Brazil raise with the USG La Paz\'s 
desire for the continuation of trade benefits under the APDTEA. In 
turn, key policymakers here, such as ForMin Amorim, have touched 
upon this issue in their contacts with USG counterparts. 


4. (SBU) However, Brazil\'s solicitous attitude towards the 

Bolivians has it limits. The year-long negotiations between 
Petrobras and Bolivian energy authorities over the price of gas 
exports to Brazil and the disposition of Petrobras refineries proved 
to be quite contentious, with at various points La Paz threatening 

to seize Brazilian facilities and Brazil threatening to cease 

planned investment in Bolivia. While the mid-June 2007 payment by 
the Bolivians to Petrobras in compensation for the refineries has 
calmed the situation somewhat, given Brazil's continuing worries 
regarding the reliability of natural gas supply this issue is bound 

to flare up again at some point in the future. Meanwhile, the 
construction of several contemplated bi-national hydroelectric 
facilities along the border seems to be far off, probably more due 

to environmental and community opposition, though, than any issues 
involving bilateral Brazil-Bolivia relations. Reftel C. 


5. (SBU) For their part, the Brazilian Federal Police are very 
concerned about Bolivian coca leaf production and 
paste/base/hydrochloride trafficking. They are aware that increased 
leaf production will eventually translate into more 
smuggling/domestic consumption and are awaiting the fallout. 
Indeed, by all accounts, the situation here is getting worse. A 

recent UN report indicates that domestic drug consumption has risen 
in Brazil, and that the country has consolidated its position as an 
international distribution center for Colombian and Bolivian drugs. 
According to the report, the percentage of the Brazilian population 
that consumes cocaine has risen from 0.4% in 2001 to 0.7% in 2005, 
while it remained stable for most of the world. 
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6. (SBU) In our view, Brazilian policymakers do not appear to 
spend a great deal of time thinking about the impact increasing 
narco-trafficking might have upon their country. And reflecting 

this, there has not been any noticeable effort to increase 
interdiction assets or provide greater funding for the Bolivian 
border. Still, policymakers here clearly realize that a retreat by 

La Paz with respect to the drug trade would adversely affect Brazil. 
Notwithstanding assistance by the Mission\'s Narcotics Affairs 
Section to Federal Police efforts aimed at the Bolivian frontier, 
Brasilia\'s ability to control the border remains minimal at best. 

In many ways, the Brazilian government\'s only option is to encourage 
the Morales government to continue the fight against the traffickers 
-- right now, it has no feasible alternative option. 


Chicola 
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SIPDIS 

SIPDIS 

STATE FOR WHA/CAR 

E.O. 12958: N/A 

TAGS: OTRA, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO LEWSEY FOR TRAVEL TO 
BARBADOS 

REF: USDOC 06066 

1. Embassy Bridgetown welcomes and grants clearance to 
Clement Lewsey to travel to Barbados from July 13-20, 2007, 
for meetings related to the Mainstream Adaptation to Climate 


Change (MACC) project. 


2. Per reftel, Embassy understands assistance is not 
required. 


3. Embassy Bridgetown requests an outbrief be provided to 
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the Political/Economic Section relating to activities while 

in the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 
x4230, or by fax at 246/227-4174. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


5. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, travelerYs checks, and 
credit cards are routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 
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(i.e., tetanus, diphtheria, and oral polio vacine) are 
required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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SIPDIS 
SIPDIS 
STATE FOR WHA/CAR 


E.O. 12958: N/A 

TAGS: EAGR, OTRA, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO SIVINSKI FOR TRAVEL 
TO BARBADOS 


REF: USDA 685556 


1. Embassy Bridgetown welcomes and grants clearance to John 
Sivinski to travel to Barbados from July 9-13, 2007, for the 
purpose of acting as on-site advisor to APHIS biological 

control program for fruit flies. 


2. Per reftel, Embassy understands assistance is not 
required. 


3. Embassy Bridgetown requests an outbrief be provided to 
the Political/Economic Section relating to activities while 

in the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 
x4230, or by fax at 246/227-4174. 


4. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


5. The exchange rate in Barbados is two Barbados dollars for 


Column 3 
one U.S. dollar. U.S. currency, traveler\'s checks, and 
credit cards are routinely and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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DEA HQS ATTN: OC, Ol, OIA, OEL/N. JONES AND PIZARRO, 
DEA CARIBBEAN DIVISION ATTN: SAC HARRIS, ASAC GUARINO, RAC DOBY AND 
SA ANDREW ARTHURTON 


E.O. 12958: N/A 

TAGS: ASEC OTRA VC XL 

SUBJECT: COUNTRY CLEARANCE FOR SPECIAL AGENT ANDREW ARTHURTON JUNE 
28, 2007 THROUGH JULY 1, 2007 


REF: TELCOM BETWEEN ACTING COUNTRY ATTACHE ROGEANA PATTERSON, RAC 
JAMES DOBY AND A/RAC ERIC LEE ON JUNE 28, 2007 


1. Embassy Bridgetown welcomes and grants country clearance to SA 
Andrew Arthurton from June 28 through July 1, 2007 for travel to St. 
Vincent. The purpose of his visit is to provide operation support 

for an ongoing investigation. 


2. Embassy point of contact is Acting Country Attache Rogeana 
Patterson at 246-227-4171. 


3. Hotel reservations have been confirmed for traveler(s) at the 
Cobblestone Inn, telephone number 784-456-1937. The hotel rate is 
US$107.00 per night. The current per diem in St. Vincent is US$107 
for lodging, and US$89 for M&IE. 


4. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, St. Vincent Customs and 
Immigration is visitor-friendly. The taxi rate from the airport to 

the hotel is approximately EC$25 (US$10.00). The exchange rate is 
approximately 2.66 Eastern Caribbean Dollars for 1 U.S. Dollar. You 
should bring enough U.S. Dollar bills to pay the taxi. U.S. 

currency, traveler's checks, and credit cards are routinely and 
widely accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 
St. Vincent. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 
passports. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
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clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


7. Departure tax for St. Vincent is EC$45 or USD$17. 


8. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for he actual costs attributed to its visit. Direct cargo costs 
include, but are not limited to: airport transportation ad 
expediting; driving services; American and LES overtime (for such 
services s airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per die costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/ small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas are not generally recommended, especially at night. 
Be vigilant when using public telephones or ATM machines near 
roadsides or quiet areas. As in many U.S. metropolitan areas, 
wearing expensive jewelry, carrying expensive objects, or carrying 
large 

amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 


Column 3 

visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 
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Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitors health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 

cases are most often seen in the summer months. Persons should 
therefore, protect themselves with insect repellant. There is also 

a growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 

medical specialties have practitioners here. 
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TREASURY FOR L LAMONICA 


E.O. 12958: NA 
TAGS: ECON, EFIN, JM 
SUBJECT: USITC BIENNIAL CARIBBEAN BASIN INVESTMENT SURVEY 


REF A: STATE 065843 


This cable is Sensitive But Unclassified. Please protect 
accordingly. 


1. Bilateral trade between Jamaica and the U.S. rose to USD 2.3 
billion or 37 percent of Jamaica\'s total trade at the end of 2005. 

At this level, the U.S. remained Jamaica\'s major trading partner. 
But while trade between both countries has grown in absolute terms, 
the U.S. share of trade has fallen steadily since 1996, when it 
peaked at 47.3 percent. The declining share of trade can be 
attributed to a number of factors, chief among them the demise of 
Jamaica\'s garment industry. Apparel earnings peaked at USD 288 
million in 1995, providing the major impetus for the explosion in 
non-traditional export earnings, which recorded annual average 
growth of 15 percent during the first half of the 1990s. However, 
since 1995 apparel earnings have declined on average by almost 30 
percent, reflecting rising competition from Mexico following the 
implementation of NAFTA coupled with Jamaica\'s challenging 
macroeconomic environment, characterized by high interest rates, 
exchange rate instability, and high labor, security, and utility 

costs. 


2. Jamaica\'s share of trade with the U.S. has also been negatively 
affected by rising international oil prices, which has caused the 

growth in total trade (39 percent) between 2001 and 2005 to outpace 
the growth in bi-lateral trade (27 percent) with the U.S. 

Venezuela, which provides concessionary financing under the 
PetroCaribe Agreement and Trinidad and Tobago (T&T) are the main 
beneficiaries of this rising oil bill. Increased international 

competition from China and T&T has also caused some amount of trade 
diversion. This competition could become even more pronounced as 
China extends its global reach. Signs of this dynamic are already 
playing out, with the GoC financing a number of infrastructural 

projects at concessionary rates. These developments are executed by 
Chinese firms, which then import much of the required material from 
home. Some amount of import substitution is also evident as local 
producers respond, albeit slowly, to growing demand for fruits and 
vegetables from the expanding tourism sector. 


3. Although bilateral trade has shrunk, Jamaica\'s balance of trade 
(exports minus imports) with the U.S. has deteriorated from a 
deficit of USD 1 billion in 2000 to USD 1.5 billion in 2005. The 
worsening trade balance is being driven by a combination of rising 
imports and declining exports. Imports have been fuelled by refined 
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products imported by oil marketing companies. Food for the growing 
tourist market and machinery and transport equipment to support the 
infrastructural boom are the other major components driving import 
growth. In sharp contrast, exports have declined by 21 percent over 
the period due in large part to the demise of garment manufacturing 
and lowering crude material exports. The only real export successes 
appear to be in beverages, chemicals, and mineral fuels. 


4. The demise of the apparel sector actually influenced a 
contraction in non-traditional exports, which moved from a high of 
USD 478 million in 1995 to USD 283.3 million in 2004. 
Hurricane-related damage to the agricultural sector also contributed 
to the drop in 2004. However, by the end of 2005, there were signs 
of recovery, led by ethanol exports following the rehabilitation of 

a dehydration plant. This resurgence has spilled over into 2006, 
with export earnings reaching a record USD 1.95 billion. 
Non-traditional exports, which almost doubled, accounted for USD 610 
million of this amount. This was largely due to the USD 156 million 
expansion in the exports of mineral fuels (mostly ethanol) to USD 
267 million. There was also a steep increase in the export of 
chemicals and crude material, led by waste and scrap metals. Food 
and other food exports also contributed to record export earnings. 


5. While the apparel sector in its original form will most certainly 
disappear, efforts to diversify the island\'s export and production 
base could be further enhanced in late 2007 and 2008, as another two 
ethanol plants come on stream. There are also plans to expand 
capacity at the plants in operation. But while the revival of 
ethanol exports and to a lesser extent food exports based on 
improved technology is welcome, the sustainability of these and 
other non-traditional exports will be dependent on special and 
differential treatment. In fact, the current and expected pattern 
of ethanol exports might not be dissimilar to that of apparel 
exports in the 1990s and any lifting of the tariff on ethanol from 
Brazil would lead to the immediate and sure demise of the local 
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ethanol industry. Therefore hindsight suggests that while 
CBERA/CBTPA will remain necessary for Jamaican exporters of 
non-traditional products to remain afloat in the short- to 
medium-term, it is far from sufficient for these producers to remain 
competitive in the long run. It might therefore be important to 
reiterate that long-term competitiveness will ultimately hinge on 
the Gou\'s ability to make the structural adjustments (labor market, 
education, customs, utilities) necessary for exporters to become 
competitive. 


6. (SBU) Begin Report: Answers are keyed to question format 
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contained in ref A. The SBU classification is assigned solely 
because of the business confidential contents contained in the 
report. 


A. Data on CBERA-related investment activity during 2004 by sector. 


a. Name of Company - Red Stripe 

b. Investment in 2006 - USD 7 million 

c. New or expansion investment - New and expansion 

d. Located in free trade zone - No 

e. Types of products exported - Brewed Beers and Stouts 

f. Estimated value of exports to the U.S. - USD 34 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 80 

percent 


a. Name of Company - Petrojam Ethanol 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - Since November 2006 

e. Types of products exported - Anhydrous ethanol - Fuel Additive 

f. Estimated value of exports to the U.S. - About USD 65 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - None 


a. Name of Company - Jamaica Ethanol Processing Ltd 

b. Investment in 2006 - USD 200,000 

c. New or expansion investment - Expansion 

d. Located in free trade zone - Yes 

e. Types of products exported - Anhydrous Fuel Grade Ethanol 

f. Estimated value of exports to the U.S. - USD 90 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Unlikely 

h. Approximate share of inputs from CBERA beneficiary origin - None 


a. Name of Company - Jamaica Agricultural Development Foundation 


Column 3 

b. Investment in 2006 - USD 1.5 million 

c. New or expansion investment - new 

d. Located in free trade zone - No 

e. Types of products exported - West Indian Sea Island Cotton 

f. Estimated value of exports to the U.S. - Zero 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 50 

percent 


a. Name of Company - Jamaica Export Trading Company 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Fresh and processed foods, pimento, 

ground calcium carbonate and crafts products 

f. Estimated value of exports to the U.S. - USD 229,305 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 
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h. Approximate share of inputs from CBERA beneficiary origin - None 


a. Name of Company - Jamaica Fibreglass Products 

b. Investment in 2006 - USD 500,000 

c. New or expansion investment - Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Restaurant furniture 

f. Estimated value of exports to the U.S. - USD 500,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - 30 

percent 


a. Name of Company - West Indies Synthetics 

b. Investment in 2006 - USD 5 million 

c. New or expansion investment - New and Expansion 
d. Located in free trade zone - No 

e. Types of products exported - Beverages and plastics 
(disposables) 

f. Estimated value of exports to the U.S. - USD 1 million 
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g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - 25 

percent 


a. Name of Company - Jalex Manufacturing 

b. Investment in 2006 - USD 250,000 

c. New or expansion investment - Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Aluminum extrusions, scrap 

f. Estimated value of exports to the U.S. - USD 540,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - 10 

percent 


a. Name of Company - Starfish Oil 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Scented candles, aromatherapy oils 

and soaps, bath salts and incense 

f. Estimated value of exports to the U.S. - USD 200,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 50 

percent 


a. Name of Company - P.A. Benjamin Manufacturing Company 

b. Investment in 2006 - USD 250,000 

c. New or expansion investment - New and Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Pharmaceuticals (health care) and 
food flavorings 

f. Estimated value of exports to the U.S - USD 310,000 

g. Would project have been launched in the absence of CBERA/CBTPA 
preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 30 
percent 


a. Name of Company - Gray\'s Pepper Products 
b. Investment in 2006 - USD 80,000 
c. New or expansion investment - Expansion 
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d. Located in free trade zone - No 
e. Types of products exported - Pepper sauces 
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f. Estimated value of exports to the U.S. - USD 1 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 50 

percent 


a. Name of Company - Jamaica Cane Products Sales 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Raw sugar 

f. Estimated value of exports to the U.S. - USD 6.6 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - None 


a. Name of Company - Betapac 

b. Investment in 2006 - USD 30,000 

c. New or expansion investment - Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Curry powder 

f. Estimated value of exports to the U.S. - USD 150,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 20 

percent 


a. Name of Company - National Baking Company 

b. Investment in 2006 - USD 8 million 

c. New or expansion investment - New and expansion 

d. Located in free trade zone - No 

e. Types of products exported - Buns, biscuits and crackers 

f. Estimated value of exports to the U.S. - USD 1 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 25 

percent 


a. Name of Company - Shim Successors 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Fruit syrup 

f. Estimated value of exports to the U.S. - USD 40,000 
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g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - 20 

percent 


a. Name of Company - Nestle Jamaica 

b. Investment in 2006 - USD 905,000 

c. New or expansion investment - New and expansion 

d. Located in free trade zone - No 

e. Types of products exported - Milk-based products 

f. Estimated value of exports to the U.S. - USD 1.5 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 45 

percent 


a. Name of Company - JABEXCO 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Tilapia fish, chicken and beef 

f. Estimated value of exports to the U.S. - USD 2.2 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 90 

percent 


a. Name of Company - Jamaica Standard Products 

b. Investment in 2006 - USD 70,000 

c. New or expansion investment - Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Green and roasted coffee and sauces 

and spices 

f. Estimated value of exports to the U.S. - USD 200,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 
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h. Approximate share of inputs from CBERA beneficiary origin - None 


a. Name of Company - Salada Foods Jamaica 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Coffee 

f. Estimated value of exports to the U.S. - USD 253,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 50 
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a. Name of Company - Coffee Industries 

b. Investment in 2006 - USD 50,000 

c. New or expansion investment - Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Roasted coffee beans 

f. Estimated value of exports to the U.S. - USD 771,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - Yes 

h. Approximate share of inputs from CBERA beneficiary origin - 50 

percent 


a. Name of Company - Central Food Packers 

b. Investment in 2006 - Zero 

c. New or expansion investment - N/A 

d. Located in free trade zone - No 

e. Types of products exported - Bammies, jerk and pepper sauces, 

jerk seasonings, solomon gundy, roots wine, canned ackee and 

callaloo 

f. Estimated value of exports to the U.S. - USD 500,000 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - 5 

percent 


a. Name of Company - Walkerswood Caribbean Foods 

b. Investment in 2006 - USD 2 million 

c. New or expansion investment - New and Expansion 

d. Located in free trade zone - No 

e. Types of products exported - Jerk Seasonings, sauces, preserves, 

condiments, dried spices and canned vegetables 

f. Estimated value of exports to the U.S. - USD 3.1 million 

g. Would project have been launched in the absence of 
CBERA/CBTPA preferences - No 

h. Approximate share of inputs from CBERA beneficiary origin - 50 

percent 


7. Jamaican exporters have become less responsive to the CBI survey. 
In fact, there has been a steady decline in the number of 

respondents, with almost 30 percent of the exporters contacted not 
responding. This increased apathy appears to be largely due to a 

lack of awareness of the benefits of the initiative and to a lesser 

extent apprehension about the use of the information. Surprisingly, 

a number of exporters told emboff that they were unaware of the 
content and by extension the importance of the CBERA, suggesting the 
need for some form of education. That said, a few exporters have a 
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high level of awareness and one even suggested that the initiative 
was one effective way the USG could help developing countries to 
grow out of poverty, without monetary handouts. Another exporter 
said that without the facility he would not be in business. 


8. Managing Director of Petrojam Ethanol, Ricardo Neins said the 
continuation of CBI preferences were pivotal to his business and his 
major concern was the possibility of the USG extending similar 
benefits to other countries like Brazil, which would literally kill 

the local ethanol industry. So important is this issue to Jamaica, 
that in conjunction with some Central American countries it has 
engaged the services of George Fitch to lobby Congress not to lift 
the tariff on ethanol from Brazil. Neins told emboff that he would 
prefer if Jamaica had its own quota, especially with so many new 
plants in the pipeline. Interestingly, one major food exporter said 
he was not comfortable providing the information requested for the 
survey. \"To be frank | do not see the relevance of providing this 
sort of firm specific information," he said. \"| am not convinced 
that this is the kind of data a bureaucrat would want to see,\" he 
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continued. The exporter said that bureaucrats are generally more 
interested in overall trade data and not in a small company in a 

small country like Jamaica. \"Only private sector competitors would 
have an interest in this kind of company-specific information,\" he 
stated. \"I can only imagine that this data would be filed in a 

library somewhere for private sector competitors to access when 
necessary,\" he concluded. Despite assurances that this was not the 
case, he refused to provide any data. 


9. B. Foreign Direct Investment in 2005 (USD Million) 


Agriculture/Manufacturing/Distribution 118.9 
Information Technology/Communication 55.0 
Minerals and Chemicals 12.8 
Insurance 0.0 

Tourism 106.7 

Mining 111.6 

Other 75.9 

Sub-total 480.9 

Retained Earnings 201.6 

TOTAL 682.5 


Source: Bank of Jamaica 


10. Foreign Direct Investment flows to Jamaica recovered in 2005 due 
to increased manufacturing, mining, and information technology 
investment. Total FDI in 2005 increased by 13.4 percent to USD 
682.5 million, the second highest FDI level recorded by the island 

in history. The resurgence in manufacturing is associated with a 
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USD 100 million expansion in the cement plant and was particularly 
important as the construction sector was becoming a consistently 
poor performer in the Jamaican economy. Mining investment is due to 
continued expansion in capacity at the country\'s bauxite plants to 
benefit from increasing international aluminum prices. The country 
also continues to benefit from robust growth in information 
technology investment as two firms rolled out fiber optic 
infrastructure. FDI to Jamaica is expected to jump in 2006 and 

2007, given the surge in tourism investment, particularly from 
Spanish hotel chains such as RIU, IberoStar, Bahia Principe, and 
Fiesta. In addition, the country could benefit significantly from a 

USD 1 billion expansion project being undertaken by Alcoa to expand 
capacity once the Gou is able to guarantee energy at competitive 
rates. Investment in information technology could also increase as 
the Gou has just sold a fourth cellular license. 


11. (SBU) The Jamaica Trade Board is the agency charged with 
administering the CBERA/CBTPA program in Jamaica. An official there 
told emboff that, during 2006, 484 certificates were issued at a 

value of USD 64.7 million, down from 546 in 2005. While the number 
of certificates issued has declined due to the demise of the apparel 
industry, the value of exports has soared due to ethanol. She 

stated that the CBI is underutilized because most manufactured 
products cannot meet the Wholly Produced or 35 percent Value Added 
criteria. She attributes this development to the fact that most raw 
materials are sourced outside the U.S. and Caribbean Basin countries 
for competitiveness purposes. She noted that if the Rules of Origin 
were expanded to include a change in Tariff Heading, more 
manufactured products would become eligible for export to the U.S. 
under CBI. 


12. Jamaica Trade and Invest (JTI) (formerly Jamaica Promotions - 
JAMPRO) has about 1,300 registered exporters of which about 1,000 
export to the U.S. However, most do not benefit from CBI as they 
cannot meet the eligibility criteria. Cheronne Allen, Policy 
Development Consultant, told emboff that while JTI does not monitor 
the use of the CBI, they are happy with any trading arrangement that 
provided access to Jamaica\'s non-traditional products. She said the 
trend points to a steady growth in products such as sauces, one of 
the \"champion\" products of the island. Allen said that while the 

CBI provides market access to the U.S., the existing non-tariff 
barriers (NTBs) tend to make market penetration very difficult. 

VThe results of the CBI may therefore show greater impact where the 
NTBs are removed and the Jamaican products are provided access to 
the U.S.\" 
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1. Embassy Bridgetown grants country clearance to Beryl Armbrister, 
OFDA/IRG Consultant, to travel to St. Kitts and Nevis O/A July 3-6, 
2007. The purpose of the visit is to meet with National Disaster 
Office. 


2. Embassy point of contact is James Goggin, USAID Representative, 
tel. 1-246-227-4118, cell 1-246-243-1172, fax 1-246-228-8589. 


3. No Mission support is requested. 


4. Post\'s resources do not allow us the flexibility to meet and 
assist visitors at the airport. The exchange rate is approximately 
2.70 Eastern Caribbean Dollars for 1 U.S. Dollar. You should bring 
enough U.S. Dollar bills to pay the taxi. U.S. currency, traveler\'s 
checks, and credit cards are routinely and widely accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 

St. Kitts and Nevis. No visa is required if your stay is under six 

months, including those travelers arriving with diplomatic or 

official passports. For further information, travelers may contact 

the Embassy of St Kitts and Nevis, 3216 New Mexico Avenue, NW 20016, 
Tel 202-686-2636 Fax 202-686-5740. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor's baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 
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7. Departure tax for St. Kitts and Nevis is xcd $30 or USD $11. 


8. ICASS TYD Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 
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Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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SIPDIS 
SIPDIS 
AIDAC FOR MDRO 
E.O. 12958: N/A 
TAGS: AMGT, EAID, ASEC, OTRA, CS, BB 
SUBJECT: COUNTRY CLEARANCE FOR HERRERA O/A JULY 15-29, 2007. 
REF: A. SAN JOSE 01228 
B. SECSTATE 8377 
1. Embassy Bridgetown warmly welcomes and grants country clearance 
for OFDA Darlington Computer Manager, Ricardo Herrera to travel to 
Bridgetown, O/A June 15-29, 2007. The purpose of the visit is to 
provide OFDA/LAC coverage (preparedness and response) to the Eastern 


Caribbean during Hurricane Season 2007. 


2. Embassy point of contact is James Goggin, USAID Representative, 
tel. 1-246-227-4118, cell 1-246-243-1172, fax 1-246-228-8589. 
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3. No Mission support is requested. 


4. PostVs resources do not allow us the flexibility to meet and 
assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 
the hotel is approximately BDS$30 (US$15). The exchange rate is 
approximately 2 Barbados Dollars for 1 U.S. Dollar. You should 
bring enough U.S. Dollar bills to pay the taxi. U.S. currency, 
traveler\'s checks, and credit cards are routinely and widely 
accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


7. Departure tax for Barbados is BDS$60 or USD$30. 


8. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
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confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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TO RUEABND/DEA HQS WASHDC 
RUEABND/DEA SAN JUAN PR 
RUEABND/DEA SAINT THOMAS VI 


SIPDIS 
SIPDIS 


DEA HQS ATTN: OC, Ol, OIA, OEL/N. JONES AND PIZARRO, 
DEA CARIBBEAN DIVISION ATTN: SAC HARRIS, ASAC GUARINO, RAC DOBY AND 
SA ANDREW ARTHURTON 


E.O. 12958: N/A 

TAGS: ASEC OTRA VC XL 

SUBJECT: COUNTRY CLEARANCE FOR CUSTOMS AND BORDER PROTECTION AIR AND 
MARINE SUPPORT PILOTS JORGE DELGADO, JOSE RIVERA AND ROBERT LEBRON, 
AND AVIATION ENFORCEMENT OFFICERS ALEXANDER SANTIAGO AND JUAN GARCIA 
ON JUNE 28, 2007 


REF: TELCOM BETWEEN ACTING COUNTRY ATTACHE ROGEANA PATTERSON, RAC 
JAMES DOBY AND A/RAC ERIC LEE ON JUNE 28, 2007 


1. Embassy Bridgetown welcomes and grants country clearance to 
Border Protection Air and Marine Support Pilots Jorge Delgado, Jose 
Rivera and Robert Lebron, and Aviation Enforcement Officers 
Alexander Santiago and Juan Garcia for June 28, 2007 for travel to 
St. Vincent. The purpose of their visit is to provide operation 

support for an ongoing investigation. 


2. Embassy point of contact is Acting Country Attach Rogeana 
Patterson at 246-227-4171. 


3. No Hotel reservations are required. The current per diem in St. 
Vincent is US$107 for lodging and US$89 for M&IE. 


4. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, St. Vincent Customs and 
Immigration is visitor-friendly. The taxi rate from the airport to 

the hotel is approximately EC$25 (US$10.00). The exchange rate is 
approximately 2.66 Eastern Caribbean Dollars for 1 U.S. Dollar. You 
should bring enough U.S. Dollar bills to pay the taxi. U.S. 

currency, traveler's checks, and credit cards are routinely and 
widely accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 
St. Vincent. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 
passports. 
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6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


7. Departure tax for St. Vincent is EC$45 or USD$17. 


8. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for he actual costs attributed to its visit. Direct cargo costs 
include, but are not limited to: airport transportation ad 
expediting; driving services; American and LES overtime (for such 
services s airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per die costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas are not generally recommended, especially at night. 
Be vigilant when using public telephones or ATM machines near 
roadsides or quiet areas. As in many U.S. metropolitan areas, 
wearing expensive jewelry, carrying expensive objects, or carrying 
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large 

amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
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burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 

cases are most often seen in the summer months. Persons should 
therefore, protect themselves with insect repellant. There is also 

a growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 

medical specialties have practitioners here. 
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RHEFDIA/DIA WASHDC 

RHMFISS/JOINT STAFF WASHINGTON DC 
RHEHAAA/NSC WASHDC 

RUEKJCS/OSD WASHDC 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
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TAGS: PGOV, PM, PREL, SOCI 

SUBJECT: PANAMA: PRIVATE ORGANIZATION GIVES TO SCHOOL WHAT 
GOP DOES NOT 


1. (U) The Santa Rosa School-- an impoverished public school 
in Ipeti, Darien Province-- inaugurated on June 15 its 
kindergarten and newly installed indoor plumbing, projects 
supported by the U.S.-based Panama Missions. The completion 
of these efforts was yet another success for the Embassy\'s 
People-to-People program that put an industrious teacher 
searching for assistance in touch with Panama Missions, who 
provided the necessary funding, supplies, and sweat equity 
for this project. EMBOFFs\' visit to this school provided a 
snapshot of the state of public schools in rural and 
impoverished areas of Panama. End Summary. 


2. (U) EMBOFFs visted the Santa Rosa School in Ipeti, Darien 
Province to celebrate the completion of a new kindergarten 
classroom and bathroom equipped with indoor plumbing and 
running water. The completion of this project was another 
success story for posts People-to People program, putting a 
Panamanian school in need with a U.S. charity willing to 

offer a helping hand. Panama Missions, a private, Christian 
charitable organization, provided about USD 2,500 and 
supplies for these construction projects, after an 

industrious teacher, tired of waiting for the GOP to filter 
limited resources down to this remote school, approached the 
director of the organization about fulfilling this need. The 
Embassy facilitated this contact. 


3. (U) The Santa Rosa School is a public, government-funded 
school, but lacks adequate resources for upkeep and projects 
such as this one. The kindegarten through sixth grade school 
services an impoverished population of children from the 
province, where most homes lack electricity, indoor plumbing, 
and running water. A Ministry of Education facility, the 

Santa Rosa School often suffers from financial deprivation as 
teachers go weeks without pay and basic needs go unmet. In 
spite of Panama MissionsY work, the school still has no 
electricity and will not have electricity until October. 


4. (SBU) Comment: The condition of the Santa Rosa School is 
a symptom of a larger disease that afflicts the public 

schools in Panama, where funding and other resources are 
often not adequately provided, frequently poorly managed, and 
inadequately distributed. Corruption further contributes to 

the inadequate allocation and distribution of resources. 
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Embassy Panama will continue to investigate issues related to 
education funding. 
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RHEHNSC/NSC WASHDC PRIORITY 

RUCNMEM/EU MEMBER STATES COLLECTIVE 
RUEHWH/WESTERN HEMISPHERIC AFFAIRS DIPL POSTS""CONFIDENTIALCARACAS 001 


SIPDIS 
SIPDIS 


HQSOUTHCOM ALSO FOR POLAD 
DEPT PASS TO AID/OTI RPORTER 


E.O. 12958: DECL: 06/28/2031 

TAGS: PGOV, PHUM, SOCI, VE 

SUBJECT: JOURNALISTS, STUDENTS COMMEMORATE \"DAY OF THE 
JOURNALIST\" 


Classified By: Political Counselor, Robert R. Downes 
for Reason 1.4(d). 


1. (SBU) Tens of thousands of Venezuelans participated in 
peaceful demonstrations nationwide on June 27 to commemorate 
the \"Day of the Journalist\" and to mark the one-month 
anniversary of the BRV-imposed shutdown of Radio Caracas 
Television (RCTV). In Caracas, the National Press Workers\' 
Union organized a sizable demonstration from the \"House of 
the Journalist\" to the former headquarters of RCTV. Students 
from the various city universities participated in the day\'s 
activities as well. Many, however, joined the march at 

varying places and times as final exams were being 
administered, the students told the local media. Before 
joining the larger demonstration to RCTV, students from the 
National Journalism College marched to the Apostolic 
Nunciature to express their support for University of the 

Andes student leader Nixon Moreno, who is currently seeking 
asylum following BRV threats on his life. Political parties 

also made their presence felt at the event. Zulia state 
Governor and leader of opposition party Un Nuevo Tiempo 
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Manuel Rosales and party members joined Primero Justicia and 
Bandera Roja in the demonstration. The peaceful march was 
temporarily interrupted by a group of Chavistas who crossed 

the security barrier and allegedly attacked the marchers. 

The Metropolitan Police removed the attacking group and the 
march continued to RCTV. Coverage of the event was sparse 
and uneven as only opposition media outlet Globovision 

carried the demonstrations live. 


2. (SBU) Similar pro-democracy activities were organized in 
other major cities. In San Cristobal, journalists and 

students marched to local radio and newspaper stations in 
support of freedom of expression. In Merida and Maracaibo, 
journalists protested the BRV\'s decision to revoke RCTV\'s 
broadcasting license and the government\'s ongoing harassment 
of independent journalists and media outlets. Student 

protests were also reported in Ciudad Guyana and Puerto 
Ordaz. 


3. (SBU) Separately, a much smaller pro-government group 
called Journalists for Truth held a rally at Plaza Bolivar. 

The event was presided over by former Vice President Jose 
Vicente Rangel and National Assembly Second Vice President 
Desiree Santos Amaral to also mark the \"Day of the 
Journalist.\" Rangel dismissed the pro-RCTV demonstrators by 
saying they were \"condemned to failure.\" 


4. (C) Comment. A month after RCTV\'s closure, supporters of 
freedom of expression continue to be able to mobilize 
substantial numbers of people to protest the government\'s 
action. Interestingly, the horns, noisemakers, and speakers 

that have characterized the recent pro-democracy marches were 
noticeably absent from the June 27 activities. Event 
coordinators called on participants to \"reflect\" on the BRV 
attacks on the media, a concept that appears to have 

resonated with the demonstrators. End Comment. 
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RUEHBU/AMEMBASSY BUENOS AIRES 2952 
RUEHCV/AMEMBASSY CARACAS 0503 
RUEHGT/AMEMBASSY GUATEMALA 1028 
RUEHLP/AMEMBASSY LA PAZ JUN PANAMA 0848 
RUEHQT/AMEMBASSY QUITO 1309 
RUEHSN/AMEMBASSY SAN SALVADOR 2429 
RUEHSG/AMEMBASSY SANTIAGO 1356 
RUEHUL/AMEMBASSY SEOUL 0554 
RUEHTG/AMEMBASSY TEGUCIGALPA 0763 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEHRC/DEPT OF AGRICULTURE WASHINGTON DC 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR E, EB, EB/TPP, WHA/AND 

STATE PLEASE PASS TO USTR FOR VERONEAU, EISSENSTAT, HARMON 
COMMERCE FOR MCAMERON 

TREASURY FOR LEE, JEWELL 

PLEASE PASS TO EXIM 


E.O. 12958: N/A 

TAGS: ETRD, ECON, PGOV, PE 

SUBJECT: PERU'S CONGRESS APPROVES AMENDMENTS TO FREE TRADE 
AGREEMENT 


1. (SBU) Summary: Almost a year to the day after passing 

the U.S.-Peru Trade Promotion Agreement (PTPA), the Peruvian 
Congress approved the agreement\'s subsequent amendments June 
27 by vote of 70 to 38, with one abstention. Following two 

hours of spirited debate, the three major political blocs, as 
announced, supported the bill. Nationalist parties (UPP and 
PNP) voted against, and used the debate to criticize the 
government. Business groups received the news positively. A 
victory for President Alan Garcia, the GOP now only awaits 
action on the PTPA by the U.S. Congress, which the GOP hopes 
will approve the agreement with amendments before the August 
recess. End Summary. 


2. (U) Trade Minister Mercedes Araoz, who had jubilantly 
signed the amendments Monday June 23 in a widely publicized 
event, outlined the documents to the Congress on the 
afternoon of June 26. Accompanied by Prime Minister Jorge 
del Castillo and the rest of the cabinet, Araoz, in top form, 
explained how the amendments were clearly in the country\'s 
interest. She asked legislators how could any of them vote 
against better health, better enforcement of core labor 
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rights, and more resources to fight illegal logging? Citing 
Chilean and Mexican experts at a well-timed conference 
earlier this week (sponsored by the Congress), Araoz pointed 
to the successes of US free trade agreements with those 
countries. 


THE \"INTERNAL\" FTA 

3. (U) Araoz described the PTPA as necessary for the Garcia 
government\'s policies, i.e. implementing an FTA \"hacia 
adentro,\" an \"internal\" FTA agenda that would enable more 
Peruvians to take advantage of free trade agreements, as well 
as other antipoverty programs that seek to decrease poverty 
by 10% by 2011, lower child malnutrition, eliminate forced 

and child labor, and improve infrastructure and government 
services. 


4. (SBU) Several congresspersons stressed the need for 
internal reforms to properly implement and take advantage of 
the PTPA, such as increasing formalization and improving 
infrastructure. One curious absence in the past weeks has 
been economist and Presidential envoy Hernando de Soto, who 
had been replaced in January 2007 as the GOP\'s chief lobbyist 
in Washington by former Production Minister David Lemor. De 
Soto\'s absence was even noted in the debate. Nevertheless, 
both FTA opponents and supporters echoed de Soto\'s idea of an 
FTA \"hacia adentro,\" i.e. an effort to enable Peruvians to 

take fuller advantage of a trade agreement. 


SUPPORTERS POINT TO ATPA, BIOFUELS 

5. (U) Among the government\'s allies, the Fujimoristas 
(Alianza para el Futuro) said they supported continuing 
progress along the economic reform / trade opening lines that 
former President Alberto Fujimori initiated in the early 

1990s. Others, from the pro-business Unidad Nacional (UN) 
party, cited the need to continue the success of the one-way 
Andean Trade Preferences Act (ATPA). Rafael Yamashiro, a UN 
Congressman from Ica, the seat of the asparagus industry, 
described how the growth of the agro-export industry in his 
region through ATPA and ATPDEA had reduced poverty and 
created full employment and a substantial higher quality of 
life in the last 10 years. The PTPA, he said, was necessary 
to give that chance to other egions in Peru. 


6. (U) A number of Members expressed with satisfaction that 
Peruvian ethanol would now enter the US duty-free and exempt 
from internal US taxes as a result of the PTPA. Peru, which 
will likely be self-sufficient in energy, notably gas, by 

2011, is attracting new investment in biofuels. Several 
Members expressed hope that the amendments would improve 
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labor and environmental enforcement in Peru. Others thanked 
U.S. Democrats for improving Peru\'s access to generic 
medicines. 


OPPONENTS: \"GENUFLECTING\" BEFORE THE U.S. 


7. (SBU) The debate included vocal (and often abusive) 
complaints from anti-FTA Members: criticizing the Garcia 
Administration for signing the amendments without thoroughly 
consulting the Congress, that they were only given the text 
the day before, and that they were only allowed a couple of 
hours of floor debate without review by the relevant 
committees (a motion to send to committees was defeated 
38-70). PNP Member Isaac Mekler, representing Callao, asked 
how Peru could accept that the U.S., the \"world\'s worst 
environmental offender\" could monitor Peru\'s forests. He 
criticized pro-trade advocates, saying that while they might 
believe that \"rising tides lifted all boats,\" in reality, 

\"only the yachts\" would be lifted. Anti-FTA groups had 
organized a protest in front of the Congress the night before 
the vote, but only 30-40 people participated. 


8. (U) Opposition Members also complained that the 
amendments were entirely imposed by the USG, with no 
amendments by the GOP (such as more protection for Peru\'s 
farmers). Several Members referred to U.S. imperialism or 
Peru \"genuflecting\" before the U.S. They also criticized 
President Garcia for flip-flopping on his early campaign 
promises to renegotiate the PTPA to make it more favorable to 
Peru\'s farmers. 


9. (U) Peru\'s principal business groups reacted positively to 
the vote. Jaime Caceres, president of CONFIEP, Peru\'s most 
important business association, expressed his hope that this 
vote would lead to the U.S. Congress\' s approval of the 
agreement. Jose Luis Silva, president of Peru\'s exporters 
association(ADEX) congratulated the Congress for supporting 
jobs and economic integration, and urged his countrymen to 
work together on the \"internal agenda\". 


COMMENT: BALL IN WASHINGTON\'S COURT 

10. (SBU) Despite the sharp comments in the debate, the 
Congressional discussion over the PTPA amendments actually 
had an almost palpable air of inevitability. In fact, most 

Peruvians do agree that the PTPA is essential for the 

country\'s continued economic growth and for the government\'s 
plans to significantly reduce poverty. The latest polls 

(CPI, 2007) actually show public support for the trade 

agreement increasing from 55% in May 2006 to 59% in May 2007. 
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With the Peruvian legislature expeditiously approving the 
amendments requested by the U.S. Democratic congressional 
majority, all eyes are now on the U.S. Congress. Peruvians 
most earnestly hope the U.S. Congress will take up and 
approve the amended PTPA before the August recess now that 
Peru has completed its side of the bargain. 

STRUBLE 
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SUBJECT: CNO MULLEN SPEAKS WITH FM ASO AND DEFMIN KYUMA 
ABOUT INFORMATION SECURITY 


Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (B) (D) 


1. (S) SUMMARY. On June 18, 2007 Chief of Naval Operations, 
Admiral Mike Mullen met with Foreign Minister Aso, Defense 
Minister Kyuma, and Ministry of Defense (MOD) Administrative 
Vice Minister Moriya. Admiral Mullen expressed appreciation 
for the close working relationship between the Japanese 
Maritime Self Defense Force and the U.S. Navy, especially in 
the Indian Ocean. Mullen highlighted in each meeting the 

U.S. concerns about the AEGIS compromise and information 
security in general. All senior Japanese officials gave the 
consistent message that information security is an 
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increasingly important mission for the Government of Japan. 
Regarding the Special Measures Agreement, the Foreign 
Minister and MOD leadership agreed that Japan\'s contributions 
are integral to the alliance and that negotiations should be 
concluded as quickly as possible. All agreed that the 

arrival of the USS George Washington (CVN 73) in August of 
2008 will not be delayed. END SUMMARY. 


Information Security 


2. (S) Discussions regarding AEGIS information security was 
central to Admiral Mullen\'s visit when he met Foreign 

Minister Taro Aso, Defense Minister Fumio Kyuma, and 
Administrative Vice Minister (AVM) Takemasa Moriya. Admiral 
Mullen expressed the U.S. desire to see a comprehensive 
change in the way the government of Japan treats classified 
information. The Japanese Maritime Self Defense Force\'s 
(JMSDF) efforts to investigate and ascertain what information 
was leaked are commendable Admiral Mullen commented, but 
those efforts alone do not solve the larger problem, which is 
government-wide. Admiral Mullen told all three senior 

officials that the U.S. is now forced to work under the 
assumption that the Chinese had full access to the 
information compromise. 


3. (C) In response, all three senior Japanese officials 

agreed that it is a serious problem and told Admiral Mullen 

that Japan understands the \"deep implications\" and is working 
to improve their handling of classified information. FM Aso 
told Admiral Mullen that Japan\'s culture and history have 
previously made it so information security was not a 

priority, but the current international political atmosphere 

and the fast pace of technological development is forcing 
Japan to make a comprehensive reevaluation of its information 
security practices. FM Aso reassured Admiral Mullen that 
Prime Minister Abe and his cabinet are fully aware of the 
seriousness of the information security issue. AVM Moriya 
apologized for the event and echoed FM Aso\'s remarks by 
stating that during the Cold War, Japan enjoyed a safe 
environment and didn\'t have to be concerned about information 
security. In the last decade the need to keep military 
information out of the public sphere has become very 
important. So now the government is forced to recognize the 
importance of information security. Japan is committed to 
making the maximum effort at the government level to 
strengthen information handling procedures. He added that a 
consensus on how to handle such efforts is still in the 

works. DefMin Kyuma reiterated that the MOD is taking action 
to tighten its security 
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SMA and DPRI 


4. (C) On the Defense Policy Review Initiative (DPRI), FM 

Aso, DefMin Kyuma, and AVM Moriya agreed with Admiral Mullen 
that the last eighteen months have shown remarkable progress 
but significant work lies ahead. DefMin Kyuma and AVM Moriya 
emphasized the government of Japan\'s recent efforts to pass 

the DPRI realignment funding bill and the role of the JMSDF 

in ensuring the Futenma Relocation Facility (FRF)-related 
environmental study was not disrupted by protesters. AVM 

Moriya assured the CNO of JapanYs commitment to implement the 
DPRI agreement within 5 years. FM Aso said that the Liberal 
Democratic Party (LDP) has become more cognizant of Okinawa\'s 
role in realignment and now thinks of the governorship of the 
island as a \"must win position" He said the new governor is 


a positive development and he is a very decent man. Admiral 
Mullen expressed his thanks for Japan\'s efforts and looked 
forward to future cooperation. 


5. (C) Admiral Mullen urged that Japan ensure that the DPRI 
and Special Measures Agreement (SMA) budgets remain two 
separate entities and that SMA be renewed. DefMin Kyuma said 
he was of a common mind with the CNO and that he expects the 
government of Japan to renegotiate the SMA \"as best we can\" 
with negotiations taking place rapidly He cited the Ministry 

of Finance as putting up obstacles. AVM Moriya agreed that 
SMA remains important for the support of the alliance in that 

it provides for a continued U.S. presence in Japan. 


BMD and Collective Self Defense 


6. (S) Admiral Mullen also discussed ballistic missile 

defense (BMD) in the larger collective self defense debate. 
AVM Moriya noted that recently there had been a lot of North 
Korean missile activity. Japan greatly appreciates the 
deployment of U.S. Aegis ships to this region; it greatly 
strengthens collective capabilities. FM Aso underscored the 
need to present the collective self defense issue in a way 

that the Japanese public will find acceptable. By continuing 

to highlight the Self Defense Force\'s role in the Global War 

on Terror and the continuing close working relationship 
between the JMSDF and the U.S. Navy in the Indian Ocean, the 
Japanese public is warming to the idea of collective self 
defense and BMD. Even ten years ago, FM Aso said, the 
Japanese public would have been uncomfortable with the SM-3 
refits to the Kongo class destroyers and the role they would 
play in BMD. However, the public today does not think twice 
about the refits, seeing them as a necessary and normal 


Column 3 

operation. FM Aso said he expects the same growing public 
acceptance in the collective self defense discussion. 

Admiral Mullen emphasized the fact that the short lead-times 
to make critical engagement decisions in a crisis about 
missile defense and collective self defense are very 
challenging. A full understanding of what role Japan will 
play in a crisis is essential to future cooperation. 


Arrival of the U.S.S. George Washington 


7. (C) Admiral Mullen expressed appreciation for the work the 
government of Japan has done in preparation for the arrival 

of the USS George Washington (CVN 73) to Yokosuka (He later 
repeated this in a call on the Mayor of Yokosuka). In 

particular, DefMin Kyuma and AVM Moriya praised the 
leadership of Rear Admiral Jamie Kelly at the Yokosuka Naval 
Base as well as the surrounding community. FM Aso noted that 
the recent signing of an MOU for disaster preparedness by the 
U.S. was very beneficial. All of Admiral Mullen\'s 

interlocutors agreed that the forward deployment of the 

George Washington is essential to the security of the region 
and that there should be no delay to its arrival. Despite 

the good work already completed, Admiral Mullen emphasized 
the need to not take the carrier\'s arrival for granted. He 
encouraged FM Aso and DefMin Kyuma to continue to work 
towards a smooth outcome. 


8. (U) Admiral Mullen has cleared this cable. 
schieffer 
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SUBJECT: FARC ASSASSINATES ELEVEN COLOMBIAN HOSTAGES 


REF: A. REF A) BOGOTA 1224 
B. REF B) BOGOTA 3651 


1. Summary. The FARC assassinated eleven Colombian state 
assemblymen on June 18, according to a FARC communique issued 
June 28. The FARC claimed the hostages were killed in a 
crossfire during a military attack. President Uribe 

condemned the FARC for the murders, and he confirmed that GOC 
did not attempt a rescue. The president also confirmed the 

GOC would consult with family members prior to launching 

rescue attempts, and that the GOC would also consult with the 
USG prior to any rescue attempt of three U.S. citizens held 

by the FARC. Uribe reiterated the GOC will not accept a 
\"despeje\" with the FARC, but said that a planned June 29 

meeting of European emissaries with the FARC to discuss a 
humanitarian accord should go forward. End summary. 


2. On June 28, the Revolutionary Armed Forces of Colombia 
(FARC) announced in a communique through its unofficial 
portal ANNCOL that eleven of twelve assemblymen from the 
department of Valle de Cauca taken captive in April 2002, 
were killed on June 18, in a cross fire when an unidentified 
military group attacked their camp. Assemblyman Sigifredo 
Lopez reportedly survived because he was detained in a 
different location. 


3. President Alvaro Uribe held an emergency security council 
meeting the morning of June 28, announcing that the FARC had 
assassinated the hostages. Uribe confirmed that no military 
rescue operation had taken place when the hostages were 
killed. He cited numerous cases in which the FARC had 
executed hostages and later justified the executions with the 
false excuse of a rescue/crossfire. Uribe stated the GOC 
would, in all cases, consult with hostage family members 
prior to any rescue attempt--citing the case of Foreign 
Minister Fernando Araujo, freed from the FARC in a military 
rescue attempt in January (Ref A)--and said no consultation 
in this case had occurred because there had been no rescue 
attempt. Defense Minister Juan Manuel Santos provided 
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details for the media on all military operations around the 
date of the killings in the southwest of Colombia; none 
matched the FARC description of events. 


4. Uribe also confirmed that he would consult with the USG 
prior to launching any rescue attempt for Marc Gonsalves, 
Keith Stansell and Thomas Howes (Ref B) (or with the French 
Government in the case of Ingrid Betancourt). Uribe added 
that the GOC had not determined the location of the AMCIT 
hostages or Betancourt. The president asked the international 
community to condemn the FARC for the killings and to provide 
forensic assistance to find the remains of the assassinated 
hostages and investigate the facts surrounding their 

killings. 


5. Finally, Uribe reiterated that the GOC \"will not accept a 
zone of despeje!" or free members of the FARC who intend to 
return to FARC ranks. He said that French, Swiss, and 
Spanish emissaries should move ahead with a planned meeting 
with the FARC on June 29 in Geneva to discuss a possible 
humanitarian accord to free remaining hostages. 


6. President Uribe\'s office asked the Embassy to provide a 
Spanish version of the Department spokesman\'s press statement 
to be posted on the presidency\'s web site. We are 

translating the guidance which we understand was used by the 
Department on June 28. 

Drucker 
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Summary 


1. (C) VA pity,\" was how Vice Trade Minister Toshiaki 
Kitamura termed the collapse of last weekYs G-4 Doha Round 
meeting when outgoing EMIN met him in a farewell call on 
June 25. Kitamura and other officials from the Trade and 
Foreign Ministries have told us that the Japanese 
government is trying to piece together what happened in 
Potsdam and identify a way forward. Japan, the officials 
claim, remains committed to a successful outcome of the 
Round, but there is substantial uncertainty about 

the WTO roadmap but also to do with Japanese Upper House 
elections at the end of July. End summary 


2. (C) In a farewell call June 25 for outgoing EMIN, Vice 
Trade Minister Toshiaki Kitamura expressed disappointment 
that the G-4 meeting broke down the previous week in Potsdam. 


Trade Minister Amari and Agriculture Minister Akagi were 
getting ready to travel to Germany to attend a follow on 

G-6 meeting. Just 10 hours before the G-4 meeting came to 
an abrupt halt, according to Kitamura, he had briefed Amari 
that his sources were indicating room for \"convergence\" at 
Potsdam. A MOFA official we talked to on June 21 while the 
G-4 meeting was taking place was similarly upbeat. 


3. (C) Kitamura told EMIN that he was not ready to 

throw in the towel on the Round yet. He pointed to WTO 
Director General Lamy\'s remarks after the G-4 meeting 
failed to produce a breakthrough. Lamy indicated that he 
would look for the chairs of the NAMA and Agriculture 
negotiations to issue updated texts for the negotiations as 
soon as possible and go from there. If the atmosphere is 
right, Kitamura said, maybe there could be a ministerial 
soon after that. The Vice Minister quipped that a year ago 
he had described Doha as in \"intensive care,\" but in any 
case it was \"still alive." 


4. (C) At the working level, MOFA and METI officials we 
talked to separately indicated Japan was still in 

information gathering mode. They recognize that, at least 
in the short term, for the Round to move forward it will be 

in the hands of WTO Director General Lamy and the Chairs of 
the NAMA and Agriculture Negotiations. When the Chairs 
will be in a position to distribute texts to member states 

is a big question. Of even greater concern, according to 
Akira Ookoochi, Senior Deputy Director of the Multilateral 
Trade Division at MOFA, was what priority the U.S. 
administration would attach to the Round going forward. He 
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and his colleagues were \"very anxious.\" 


5. (C) At METI, Kazumi Nishikawa, Deputy Director of the 
Multilateral Trade Division, told us his office was trying 

to piece together what happened in Potsdam. He said he was 
concerned that some of the concessions that the United 

States and EU appeared to be willing to make in the context 
ofthe G-4 on NAMA -- particularly on tariff coefficients 

-- would be hard to take back now in meetings with the full 
WTO membership. He also asked for an update on where Trade 
Promotion Authority (TPA) stood in the Doha context and 

also whether USTR Schwab planned to attend the APEC 
Ministers\' Meeting on July 5. Echoing his colleague at 

MOFA, he acknowledged that Japanese Upper House elections 
in late July loomed over the Doha discussion at senior 

levels, but was more interested in talking about the 

political climate for the Trade Round in Washington. 

schieffer 
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E.O. 12958: DECL: 06/28/2017 

TAGS: PGOV, PHUM, KDEM, KPAO, AM 

SUBJECT: PRESSING THE CASE AGAINST LAW AIMED AT RADIO 
LIBERTY 


REF: YEREVAN 829 
Classified By: Steve Banks, Pol/Econ Chief, reasons 1.4 (b,d) 


1. (SBU) CDA worked the phones June 27-28 to raise our 
concerns about pending legislation that appears aimed at 
shutting down RFE/RL broadcasts in Armenia. He spoke with 
president chief of staff Armen Gevorgian, twice with State 

and Legal Affairs Committee chair David Harutyunian, and 
finally with Prime Minister Serzh Sargsian. Gevorgian 
promised to convey our concerns to the president, but hedged, 
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suggesting that we all wait and see how the legislation 

unfolds in the parliament. Gevorgian also grumped that \"it 
seems everything is somehow connected to Millennium 
Challenge," in response to CDA\'s point that new laws whose 
transparent purpose seems to be to shut down the USGVs Radio 
Liberty news broadcasts would likely not sit well with the 

MCC Board. 


2. (SBU) Committee Chairman David Harutyunian, of the ruling 
Republican Party, took our concerns seriously and later spoke 
against the draft bill during the parliamentary floor debate, 

as did opposition leader Raffi Hovhanissian and independent 
parliamentarian Victor Dallakian. Harutyunian called back 

late in the day to let us know that parliament appeared 

poised to pass the draft language on first reading late June 

28, and to enact it on second reading June 29. He advised 
that the best (perhaps only) way to delay this would be for 

us to convince the government to pull it back. 


3. (SBU) CDA then reached PM Sargsian by phone to again 
outline our deep objections to this legislation, and express 
how this would be seen in Washington. Sargsian was 
reassuring. He assured CDA that however this plays out 
legislatively, his government had no intention of restricting 
Radio Liberty broadcasts and that these transmissions would 
not ultimately be restricted or disadvantaged. 


4. (SBU) A/DCM passed our strong reservations to FM 
Oskanian\'s executive assistant/alter ego, Salpi Ghazarian, to 
convey to the minister. CDA and other emboffs will another 
opportunity during a previously scheduled meeting with 
National Assembly Speaker Tigran Torossian June 29. 


5. (C) COMMENT: We have little doubt that this legislative 
push is coming from the Presidency, which has made clear to 
us its annoyance with Radio Liberty\'s election-period 

editorial tenor. The National Assembly -- firmly under 

ruling party control, notwithstanding Harutyunian\'s 

principled objections -- appears set to follow instructions. 
More interesting and less clear to us is the prime minister\'s 
role in this. The message from Sargsian was essentially 
\"don\'t worry, I\'ll take care of this,\" though it seemed he 
would not move to block parliamentary passage of the draft 
amendments. We are not sure exactly what this means. Our 
guess is that this may be an example of a policy tussle 
between the offices of the president and prime minister. Our 
growing sense -- not yet well substantiated -- is that there 

are behind-the-scenes struggles going on between the offices 
of the president and prime minister on the directions, ways, 
and means of government decision-making during this long 
transition period to Sargsian\'s widely-presumed accession to 
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the presidency in early 2008. Sargsian\'s slightly puzzling 
response may be a symptom. 

GODFREY 
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Column 3 
Index: 
1) Top headlines 


2) Editorials 
3) Prime Minister\'s daily schedule 


4) Yomiuri election-series poll: Abe support rate up slightly to 34 
percent, but non-support rate remains high at 51.8 percent; Voters 
also prefer DPJ (24 percent) over LDP (22 percent) 


5) Upper House committee rams through pension bills in raucous 
atmosphere; civil service reform bill sent directly to floor 


6) Eager to prepare for upcoming Upper House election, lawmakers in 
Diet clash over remaining bills, with opposition readying 
no-confidence motion 


7) Ex-Peruvian president Fujimori\'s decision to run for an Upper 
House seat creates headache for the Foreign Ministry 


8) Foreign Minister Aso refuses to be pessimistic about upcoming 
Upper House election 


9) LDP rates its 2005 political manifesto (campaign pledges) as 34 
percent achieved 


10) Former intel chief arrested for fraudulent real estate scheme 
involving pro-Pyongyang Chosen Soren 


11) Survey shows over half of social dropouts (NEETs) were bullied 
in the past 


12) Defense Minister\'s advisory panel proposes revision of rank and 
pay scheme in SDF 


13) Japan in sub-cabinet talks asks Iran to stop uranium enrichment 
program 


14) China blasts Japan on historical responsibility issue 


15) JCP lawmaker in Diet committee presses Abe government to 
\"clearly apologize\" for comfort-women issue, in wake of House 
committee passing resolution 


16) Japan, Russian delegates to six-party talks emphasize important 
of North Korea quickly implementing first stage of its nuclear 
promise 


17) Japan seeks additional documents and date from US in ongoing 
beef talks 
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18) METI prepares new strategy for FTAs, plans to simplify export 
procedures 


Articles: 

1) TOP HEADLINES 

Asahi: Mainichi: Yomiuri: Sankei: Tokyo Shimbun: 

Former Public Security Intelligence Agency director general under 
arrest on suspicion of fraud involving sale of Chongryon head 
office: Tokyo District Public Prosecutors Office decides investment 
offer was fake 


TOKYO 00002958 002 OF 012 


Nikkei: 

Sale of state-owned land: Finance Ministry to introduce new system 
of examining land utilization plans, when selecting buyers, to 
prevent reselling 


Akahata: 
Missing pension premium payment records: We will send payment 
records to all contributors,\" says MEXT minister 


2) EDITORIALS 

Asahi: 

(1) Adoption of SIA reform bill by Upper House committee is a snap 
decision 

(2) Sale of Chongryon head office: lt is flabbergasting that former 
Public Security Intelligence Agency (PSIA) director general 
arresting on suspicion of fraud 


Mainichi: 

(1) Former PSIA director general under arrest: Truth behind the sale 
of Chongryon headquarters should be unraveled 

(2) Former Prime Minister Miyazawa passes away: Symbol of a dovish 
politician till the end 


Yomiuri: 

(1) Former PSIA director general Ogata under arrest: Thorough 
investigation into Chongryon case urged 

(2) Former Prime Minister Miyazawa dies: Living witness to post-war 
politics 


Nikkei: 

(1) Tokyo District Court respects wishes of Bull Dog Sauce 
stockholders regarding takeover bids 

(2) Shed light on full picture of fraud involving former PSIA 
director general 
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Sankei: 

(1) Former PSIA director general arrested: Shed light on relations 
with Chongryon as well 

(2) TBS shareholders meeting: It is time for Rakuten to lay down its 
arms 


Tokyo Shimbun: 

(1) Former PSIA director general under arrest: What happened in the 
backdrop? 

(2) Death of former Prime Minister Miyazawa: Another politician with 
good sense gone 


Akahata: 
(1) SIA reform bill: It is not possible to dissolve pension 
anxieties with forced adoption of the bill 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, June 28 


NIHON KEIZAI (Page 2) (Full) 
June 29, 2007 


10:18: 
Met at Kantei with Finance Minister Omi. 
13:04: 
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Met with Chief Cabinet Secretary Shiozaki. 

13:45: 

Met at LDP headquarters with Policy Research Council Chairman 
Nakagawa. 

15:34: 

Met with LDP Election Bureau chief Yatsu. 

15:57: 

Met at Kantei with Land, Infrastructure and Transport Minister 
Fuyushiba. 

17:21: 

Visited the residence of late Miyazawa to pay his respects to the 
ex-premier. 

18:02: 

Met at Kantei with Deputy Chief Cabinet Secretary Matoba. 
18:51: 

Returned to his official residence. 


4) Poll: Cabinet support up slightly to 34 percent; 24 percent to 
vote for DPJ, 22 percent for LDP 


YOMIURI (Page 2) (Full) 


Column 3 
June 29, 2007 


The Yomiuri Shimbun conducted its second telephone-based serial 
public opinion survey on June 26-28. The rate of public support for 
Prime Minister Abe and his cabinet was 34.4 percent, with the 
nonsupport rate at 51.8 percent. The support rate marked a slight 
increase of 1.5 percentage points from the last survey conducted 
June 5-7, and the nonsupport rate showed a slight decrease of 1.9 
points. 


In the breakdown of support for the Abe cabinet, male support 
accounted for 37 percent, with female support at 33 percent. In the 
last survey, female support was higher than male support. This time 
around, however, male support topped female support. Support 
decreased in the brackets of those in their 20s to 40s but increased 
among those over the age of 50. Among those in their 60s, support 
was up 8 points. In the breakdown of supporters for political 

parties as well, the Abe cabinet\'s support rate posted a slight 
increase among those who support the ruling Liberal Democratic 
Party. Among those who support New Komeito, the LDP\'s coalition 
partner, the support rate rose nearly 20 points. As seen from these 
findings, the Abe cabinet\'s support rate seems to have stopped 
falling. 


Respondents were also asked which political party they would like to 
vote for in the July 29 election for the House of Councillors. In 
response to this question, 24 percent picked the leading opposition 
Democratic Party of Japan (Minshuto), with 22 percent choosing the 
LDP. In the last survey, the LDP was slightly above the DPJ. In the 
breakdown of public support for political parties, however, the LDP 
stood at 31.5 percent, down 1.6 points, and the DPJ at 19.9 percent, 
also down 2.6 percent. The proportion of those with no particular 
party affiliation reached 34.8 percent, up 4.2 points. 


In the survey this time, respondents were further asked to pick one 
or more policies or issues they would like to view as important. To 
this question, \"pensions\" scored 67 percent, topping all other 
issues as in the last survey. Among other answers, \"education,\" 
third in the last survey, was in second place with 41 percent. 
\"Politics and money\" was in third place with 40 percent. 
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Abe has now put off the House of Councillors election for a week and 
extended the current Diet session. Asked about this, a total of 61 
percent gave negative answers, with a total of 27 percent 

affirmative. Meanwhile, a total of 65 percent were negative about 

the government\'s response to its pension record-keeping flaws, with 
a total of 27 percent affirmative. Respondents were further asked if 


Column 3 

they thought the government\'s plan would resolve the pension 
problem. In response, 67 percent answered \"no,\" with 26 percent 
saying \"yes.\" The figures denote the public\'s deep-rooted distrust. 


5) Upper House committee forces through vote on SIA reform and 
pension bills; National civil service revision bill to be sent 
plenary session skipping committee vote 


ASAHI (Page 1) (Full) 
June 29, 2007 


A set of bills related to reform of the Social Insurance Agency and 
a bill to remove the five-year statute of limitations on pension 
claims (to cover unpaid pension benefits in full) were adopted 
yesterday by a majority of the ruling parties at the House of 
Councillors Committee on the Health, Labor and Welfare. Despite 
resistance from opposition parties, including Minshuto (Democratic 
Party of Japan), the ruling coalition rammed the vote through 
committee. Strongly reacting against the ruling camp\'s tactics, the 
opposition bloc intends to submit a no-confidence motion against the 
cabinet. The ruling coalition, meanwhile, plans to send a bill 
amending the National Civil Service Law to a plenary session, 
bypassing a committee vote. A fierce battle between the ruling and 
opposition camps will reach a climax at the final stage of the 
regular session of the Diet. 


The Upper House committee ended the question-and-answer session 
regarding the SIA reform related bills before 7:00 p.m. yesterday. 
Committee Chairman Yosuke Tsuruho, a member of the ruling Liberal 
Democratic Party (LDP), then proposed putting the legislation to a 
vote. He took a vote then, while surrounded by opposition lawmakers 
vocally opposing the vote-taking. 


A bill amending the Political Funds Control Law to require 
lawmakers\' political fund management organizations to attach 
receipts to their funding reports for every item costing 50,000 yen 
or more was approved by a majority of the ruling parties ina 
session yesterday of the Upper House Special Committee on 
Establishment of Political Ethics and Election System. The ruling 
parties plan to adopt the measure at a plenary session today along 
with the bills related to reform of the SIA. 


The Upper House Committee on the Cabinet yesterday spent six hours 
for deliberations on the bill amending the National Civil Service 

Law. After the session, the ruling camp proposed taking a vote on 

the bill, but Committee Chairman Seiji Fujiwara, a Minshuto member, 

did not accept the ruling camp\'s proposal. The session, therefore, 

was dismissed. The committee has now spent 29 hours for the 
deliberations on the measure, an hour short of the ruling 

coalition\'s goal of 30-hour-debate. LDP Upper House Diet Affairs 
Committee Chairman Tetsuro Yano conveyed to his Minshuto counterpart 
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Akira Gunji his intention to put the legislation to a vote at a 
plenary session today, skipping a committee vote. 


The opposition intends to do their best to prevent the bill from 
being passed, even sitting up all night. They plan to submit 
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no-confidence motions against Health, Labor and Welfare Minister 
Hakuo Yanagisawa and against Tsuruho to the Upper House and a 
no-confidence motion against the cabinet to the Lower House. Chances 
are that the fierce battle will continue until the early morning of 

June 30. 


6) Extended Diet session seems likely to end late this week, before 
July 5, amid calls for early start of preparations for Upper House 
election 


TOKYO SHIMBUN (Page 2) (Abridged) 
June 29, 2007 


Shoichi Takayama, Katsumi Sekiguchi 


The current Diet session, which was extended until July 5, is 

unlikely to last until that day, as the ruling coalition appears to 

be rushing all key bills through the Diet by the end of this week, 
despite protests from the opposition parties. Because of the 
extension of the Diet session, the Upper House election was delayed 
for one week, but the Diet session seems likely to come to an end in 
effect before July 5. Why? 


The ruling coalition\'s initial plan was to pass the bills related to 
reform of the Social Insurance Agency (SIA) and a bill lifting the 
statute of limitations on pension claims into law on June 29 anda 
bill revising the National Civil Service Law into law on July 4. 


However, the ruling bloc turned around this line to \"boldly\" 
introduce the bill revising the National Civil Service Law in a full 
session of the Lower House without taking a vote on the bill at a 
committee in a bid to get the bill enacted into law today. In spite 
of objections from the ruling bloc, these bills are expected to be 
passed into law possibly early tomorrow. 


Behind this move is the mood of lawmakers wanting to devote all 
their energies to election campaigning for the Upper House as 
quickly as possible. For those lawmakers, \"It\'s better to rush the 
key bills through the Diet,\" a senior Upper House member of the 
ruling Liberal Democratic Party (LDP) said. 


If the bills were to be put to the vote the day before the Diet 
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session ended, the opposition parties would think they would be able 
to drive the ruling bloc into killing the bills. The ruling parties 
apparently do not want to see this sort of situation arise. 


In addition, the ruling coalition is concerned about the opposition 
partiesW strategy of shedding light on the ruling bloc\'s 
\"highhandedness relying on the strength of numbers.\" It is thus no 
wonder that the ruling bloc would think it is wise to take a vote on 
particularly the bill amending the National Civil Service Law, which 
is critically called \"a bill promoting amakudari (practice of 

retired bureaucrats getting jobs in the private sector),\" together 
with other bills, including the bill intended to reform the SIA. 


The opposition parties are fiercely protesting against the way the 
ruling coalition is running the Diet session, but they, too, want to 
end deliberations on the bills by the end of the week. 


Lawmakers of the opposition bloc also want to devote their energies 
to election campaign as quickly as possible. 
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The opposition parties intend to focus on the missing pension 
records in their election campaign with a senior member in charge of 
Diet policy of the opposition Democratic Party of Japan (Minshuto) 
saying: \"Using the pension issue as our grounds, we want to submit a 
no-confidence motion against the cabinet at the end of the Diet 
session and appeal to the public about our stance against the 
government in the Upper House election.\" In short, the opposition 
bloc has calculated that it will be able to successfully make a 

strong appeal to the public if the Diet session ended after 
deliberations on the pension reform bill ended, instead of 

continuing deliberations on the bill revising the National Civil 

Service Law after a no-confidence motion is rejected. 


7) Fujimori announces his candidacy for Upper House election 


SANKEI (Page 2) (Excerpts) 
June 29, 2007 


Michiya (?) Matsuo, Los Angeles 


Former Peruvian President Alberto Fujimori, currently under house 
arrest in Chile, formally announced on June 27 that he would run in 
Japan\'s House of Councillors election on the People\'s New Party 
ticket. Fujimori\'s decision, coming at a time when the Chilean 
Supreme Court is examining whether he should be extradited to Peru, 
came as a surprise. 
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In announcing his candidacy, Fujimori said: \"I\'d like to use my 
experience for the benefit of Japan, where my parents are from. | 
will tackle Asian affairs and the North Korean issue." 


Fujimori also indicated that he would stay in Chile until the court 
examination is over without considering going back to Japan for the 
time being. 


In November 2005, the former Peruvian president entered Chile after 
spending years in exile in Japan. The Peruvian government is seeking 
his extradition, on the grounds that he was involved in murder and 
corruption during his 10-year tenure as president from 1990. 


Under Japan\'s Public Offices Election Law, it is possible for a 
person to run in a Japanese election while under house arrest in a 
foreign country. Fujimori, a citizen of both Japan and Peru, has 
Japanese suffrage. 


It would be unprecedented for a former foreign head of state to run 

in a Japanese national election. Being under house arrest, it would 

be effectively impossible for Fujimori to conduct election campaign 

in Japan, and even if he were elected, he would not be able to 

attend Diet sessions or carry out political activities in Japan. 

Some Japanese lawmakers have begun speculating about his motive. 


PNP deputy head Shizuka Kamei, in a press conference at party 
headquarters yesterday, made a telephone call to Fujimori which went 
as follows: 


Kamei: \"Hello, please tell everybody about your resolve." 


Fujimori: \"| am going to run in the race to tackle Asian affairs and 
for the security of Japan. | am going to work hard for the people of 
Japan. 
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Fujimori\'s candidacy can said to be the last resort for the PNP, 
which is struggling to win national recognition. Kamei, who had sent 
his secretary to Chile to live in Fujimori\'s home for two weeks to 
convince him to run in the race, said smilingly: \"| would like to 

see him inject vitality into Japanese society as the last samurai.\" 


There has been talk since this spring that Fujimori would run in the 
race. Some say that the PNP asked Fujimori to run and others say 
that he sold himself. Minshuto (Democratic Party of Japan) Secretary 
General Yukio Hatoyama said: \"Mr. Fujimori asked us to back him, but 
we declined it.\" 
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The PNP planned to field Fujimori for the Tokyo electoral district, 
but the former president, who was secretly studying Japan\'s 
situation, insisted on running in the proportional representation 
segment, according to sources. 


Under the Citizenship Law, anyone with a parent born in Japan can 
have Japanese nationality. Fujimori\'s family register is in Kumamoto 
City, and he has a Japanese passport. So he has no legal problem in 
entering Japan. But chances are slim for the Chilean government to 
remove Fujimori from house arrest to allow him to conduct election 
campaign in Japan. Given the situation, his campaign would be 
confined to roadside speeches and disseminating flyers by PNP 
members on his behalf. 


Kamei said: \"When Mr. Fujimori applies the Chilean government for 
his departure from the country, | would like to see the Japanese 
government assist him.\" In the meantime, Chief Cabinet Secretary 
Yasuhisa Shiozaki simply said: \"We will watch the Chilean court 
examination.\" Fujimori\'s candidacy might escalate into a diplomatic 
issue. Because Fujimori has Japanese suffrage, the government is 
required to protect it. \"| hope Fujimori\'s candidacy will not make 
things complicated,\" a government source noted. 


8) Aso, LDP factions reject pessimistic views about fate of Upper 
House election 


YOMIURI (Page 4) (Full) 
June 29, 2007 


In meetings of factions in the Liberal Democratic Party yesterday, 
participants presented one view after another denying pessimistic 
views coming from inside and outside the party about the fate of the 
upcoming House of Councillors election. 


Foreign Minister Aso stressed in a meeting of the Aso faction: 
\"Predicting the outcome of the election is what is done by prophets. 
We will support our candidates based on the circumstance of each 
constituency. This is the proper way.\" 


Election Bureau Director General Yoshio Tanizu said in a meeting of 
the lbuki faction: \"The harsh situation for the LDP has begun to 
improve. In the poll the LDP has conducted every weekend, as well, 
(support rates for LDP-endorsed candidates in the Upper House 
election) have been on the rise after hitting a record low in the 
survey on June 9-10.\" 


It is unprecedented for an official responsible for the party\'s 

election campaign to disclose even part of the results of its own 

poll. Observers see Tanizu\'s reference stemmed from a desire to 
dispel the depressed mood sweeping across the party now waging an 
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uphill campaign. 


Nobutaka Machimura, chairman of the Machimura faction, also said: 
\"It is utter nonsense to already predict the outcome of the 
election.\" 


9) LDP attains 34 percent of campaign pledges for Lower House 
election in 2005 


YOMIURI (Page 4) (Full) 
June 29, 2007 


The Liberal Democratic Party released a report evaluating progress 
in attainment of its campaign pledges (manifesto) for the House of 
Representatives election in 2005. The manifesto included 120 policy 
measures. According to the report, the party has already carried out 
41 (34.2 percent) of all items, including the privatization of 

postal services. In the run-up to the Upper House election, the LDP 
aims to underscore its achievements by releasing the report. 


The report classified the 120 policy items into 41 already 
implemented, 78 under way, and one kept intact. 


Among the items already implemented, the party included \"the 
full-fledged start of preparation for a new constitution," with the 
enactment in the current Diet session of the Referendum Law 
providing for procedures for revising the Constitution. \"Decisive 

action for reforming the Social Insurance Agency\" was included among 
the items under way. 


The one item categorized as kept intact is \"promotion of sound 
growth of children.\" The LDP intends to expedite discussion, with 
the aim of swiftly enacting legislation for sound growth of 
children. 


10) Ogata arrested on suspicion of fraud in connection with 
Chongryon sale deal; To be questioned over accepting 130 million yen 
as well 


TOKYO SHIMBUN (Top play) (Excerpts) 
June 29, 2007 


The Tokyo District Public Prosecutors Office\'s special investigation 
squad arrested yesterday three individuals, including former Public 
Security Intelligence Agency Director-General Shigetake Ogata, 73, 
and former real estate company president Tadao Mitsui 73, on 
suspicion of fraud in connection with an aborted purchase of the 
head office of the pro-Pyongyang General Association of Korean 
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Residents in Japan (Chongryon). It has also become clear that Ogata 
had received 130 million yen from Mitsui. Prosecutors are also 
expected to grill Ogata and Mitsui on suspicion of swindling 
Chongryon of a large sum of money. 


In addition to the post of PSIA director-general, Ogata served as 
head of the high public prosecutors offices in Sendai and Hiroshima. 
The Chongryon case has escalated into the arrest of a former PSIA 
director-general. 


Also arrested is Koji Kawase, 42, a former trust bank employee and 
Mitsui\'s acquaintance. 


According to the investigation, Mitsui, who was asked by Chongryon 
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to look for a prospective buyer of its head office, asked in early 
April for the cooperation of Ogata, who was on friendly terms with 
Mitsui. 


Mitsui later introduced Ogata to Chongryon Vice Chairman Ho Jong 

Man, 76, and Koken Tsuchiya, 84, a lawyer for Chongryon and a former 
president of the Japan Federation of Bar Associations. Ogata and 

others consequently established the investment fund Harvest in 

Meguro Ward and explained Chongryon that the company would purchase 
the property for 3.5 billion yen by soliciting funds from an 

aviation venture company president and others. 


11) More than half of NEETs were bullied at school, according to 
survey 


YOMIURI (Page 37) (Full) 
June 29, 2007 


One out of three young people who are not currently engaged in 
employment, education or training, the so-called NEETs, was a truant 
or a dropout, and more than half of them had faced bullying at 
school, according to survey results released yesterday by the 

Ministry of Health, Labor and Welfare. This was the first survey on 
NEETs by the ministry. It was also revealed that they tend to quit 
jobs in a short period time due to an awareness of having difficulty 

in associating with others. 


The survey was conducted from January last year through this March, 
targeting about 830 young people who visited job-assistance agencies 
intended for NEETs. 


According to the survey, those who left senior high school, 
university, or technical school before graduating accounted for 31.7 
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percent, and those who experienced truancy came to 37.1 percent. In 
addition, 55 percent of respondents said they had been bullied at 
school. The survey result shows that they had suffered a reversal in 
school life. To questions to find out why they began to be reluctant 

to be employed, 64.6 percent picked \"difficulty in making a friend;\" 
and 64.4 percent selected \"difficulty in speaking with others." 

Those who once worked for more than one month accounted for 79 
percent, but more than 60 percent of them engaged in part-time 
jobs. 


12) SDF payroll review eyed 


SANKEI (Page 5) (Full) 
June 29, 2007 


The Defense Ministry yesterday held a meeting of its in-house panel 
to reform Japan\'s defense capabilities on the side of manpower, with 
Defense Minister Fumio Kyuma presiding. In the meeting, the panel 
worked out a report for a review of the Self-Defense Forces! 
personnel and payroll systems. The report, factoring in the nation\'s 
declining birth rate and the SDF\'s diversified and international 
activities, is aimed at securing and nurturing human resources. It 
features creating new ranks, such as sergeant major, and rescaling 
pay for SDF personnel. The Defense Ministry plans to translate these 
plans into action, starting in fiscal 2010. The SDF currently has 

only one pay scale for its personnel. They rise in rank, but their 

pay increase is said to be low. The SDF\'s pay will be rescaled for 
three categories-top brass (in the ranks of general and admiral), 
cadre, and the rank and file. Each pay scale will have widened wage 
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differentials between ranks. This is intended to encourage SDF 
personnel to rise in rank and heighten their morale. 


13) Japan urges Iran to stop uranium-enrichment program 


ASAHI (Page 4) (Full) 
June 29, 2009 


Japan and Iran held yesterday in Tokyo a meeting of their deputy 

foreign ministers. In the session, Japan\'s Deputy Foreign Minister 

Mitoji Yabunaka called on his Iranian counterpart Mehdi Safari to 
suspend his country\'s uranium-enrichment program, saying, \"Depending 
on your country\'s response to the nuclear issue, there is a 

possibility that it would be difficult for Japan to offer economic 
cooperation to your country.\" 


According to Japanese Foreign Ministry source, Iranian Deputy 
Foreign Minister Safari told Yabunaka: 
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\"We have no choice but think about the use of nuclear power 
development to deal with a rapid increase in our population. Japan\'s 
applying pressure is a double standard. The international community 
does not treat Iran fairly.\" 


Safari also said: \"Iran has not supported North Korea\'s missile 
development.\" 


14) China criticizes Japan in connection with US \"comfort women\" 
resolution 


ASAHI (Page 4) (Full) 
June 29, 2007 


Kenji Minemura, Beijing 


Referring to the passage of a resolution on the wartime \"comfort 

women\" resolution by the US House Committee on Foreign Affairs at a 
press briefing yesterday, the Chinese Foreign Ministry\'s Deputy 
Spokesperson Qin Gang noted: \"The Japanese government should assume 
a responsible attitude for history.\" 


Qin stressed that the issue of comfort women is a serious crime 
committed by Japan during World War Il, and stated: \"The Japanese 
government should listen to the fair views of the international 
community.\" The state-run news agency, Xinhua News Agency in its 
commentary dated June 27 said: \"International criticism of Japan\'s 
response is building. As a result, (Japan) has met with protests 

even from legislators of the United States, an ally of Japan.\" 


15) Lawmaker Ogata in Diet special committee asks government to 
clearly apologize for the \"comfort women\" issue 


AKAHATA (Page 4) (Excerpt) 
June 29, 2007 


Lawmake Yasuo Ogata of the Japanese Communist Party in the Upper 
House special committee on the abduction issue yesterday brought up 
the US House of Representatives resolution on the comfort-women 
issue which has just passed committee. He called on the Japanese 
government to apologize clearly. The resolution seeks a formal 
apology from the Japanese government, but the Japanese government 
takes the position that \"we have received the understanding of the 
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US government,\" by the fact that Prime Minister Shinzo Abe during 


his April visit to the US stated, \"| am sorry.\" However, after the 
prime minister returned from the US, he stated, \"| never apologized 
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while in the US.\" 


Ogata pursued the prime minister about whether he had or had not 
\"apologized.\" Chief Cabinet Secretary Shiozaki clearly stated that 

no apology had been made, saying, WHow the words are taken will vary 
from person to person. The prime minister\'s words were neither one 
nor the other." 


16) Japan, Russia share the perception about importance of early 
implementation of initial-phase action by DPRK 


ASAHI (Page 4) (Full) 
June 29, 2007 


Russian Vice Foreign Minister Losykov, the chief representative to 
the six-party talks on North Korea\'s nuclear issue, arrived in Japan 
yesterday, and met with Kenichiro Sasae, director-general of the 
Asian and Oceanian Affairs Bureau of the Foreign Ministry. The two 
officials shared the same view that North Korea must implement the 
initial-phase steps as quickly as possible. 


After the session, Losykov, referring to US Assistant Secretary of 
State Christopher Hill's recent indication that he wanted to pursue 
four-way talks of the six-party member countries, excluding Japan 
and Russia, to create a permanent peace mechanism on the Korean 
Peninsula, noted: \"We should not be jealous about that. If the talks 
were started among the four, the results would be shared by the six. 
It\'s no big deal." 


17) US beef: Japan asks US to provide additional data 


NIKKEI (Page 5) (Full) 
June 29, 2007 


The governments of Japan and the US held on June 27 and 28 the first 
round of working-level talks to discuss a possible easing of import 
conditions set on US beef. The US side explained its feed 

regulations and the state of BSE infection inspections. The Japanese 
side asked the US to provide additional data, including the number 

of cattle that underwent sample inspections. 


18) Procedures for exports to FTA partners to be simplified, METI to 
enable companies to issue certificates of origin for reduced 
administrative burden with aim of promoting use of FTAs 


NIKKEI (Page 5) (Excerpts) 
June 29, 2007 


The Ministry of Economy, Trade and Industry (METI) has decided to 
make procedures for the application of preferential tariffs on goods 
Japan exports to its free trade agreement (FTA) partners easier, 
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possibly starting in 2008. As part of such a policy, it will empower 
exporting companies as well as the chamber of commerce and industry 
located in each prefecture to issue documents that certify that 

goods to be exported were domestically produced or manufactured. The 
aim is to encourage companies to use FTAs through reduced 
administrative burden on exporting companies. 


METI intends to set up a government-private sector consultative 
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council to work out the details of a revision of the system. It 
hopes to introduce, based on discussions by the panel, a bill 
amending the certificate of origin law to a regular Diet session 
next year at the earliest. 


This certificate is called a special certificate of origin to 

certify that goods in question were produced or manufactured in 
Japan. It is used when companies apply for preferential tariff rates 
as stipulated under FTAs. 


Under an envisaged system, a self-certification system, under which 
companies certify the country of origin, in addition to the 

third-party certification system, under which chambers of commerce 
and industry issues certificates, will be established. 


The self-certification system will not require procedures of going 
through chambers of commerce and industry. Basic fees of 2,000 yen 
paid for each application will also become unnecessary. 


Companies that use the self-certification system will be obligated 
to keep papers related to the certificates for a certain set period 
and promptly answer inquiries made by overseas importers. 
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E.O. 12958 N/A 
TAGS: PHUM, SNAR, PINR, PTER, AF 
SUBJECT: LEAHY VETTING REQUEST: ANP RANK REFORM PHASE III TIER ONE 


1. This is an action request. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 50 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier One of ANP Rank Reform. When 
there are individuals with one name: Post has made a good faith 

effort to ensure that the individuals with one name actually only 

have one name. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests DepartmentVs response at earliest feasible date. Post 
appreciates Department\'s strong support for this aspect of the ANP 
Rank Reform process. 


4. Following is the biodata for the 50 ANP officers: 


1. Name: Azizullah 

Father\'s Name: Ahmadullah 
Grandfather\'s Name: Mirza Mohammad 
DOB: 1961 

Ethnicity: Pashton 

Job Selected For: Investigation Member 
Rank: Lieutenant Colonel 


2. Name: Mohommad Zahir 

Father\'s Name: Mohommad Zaman 
Grandfather\'s Name: Ramazan 

DOB: 1967 

Ethnicity: Tajik 

Job Selected For: Investigation Member 
Rank: Lieutenant Colonel 


3. Name: M. Tabib 

Father\'s Name: M. Nabi 
Grandfather\'s Name: M. Hakim 
DOB: 1965 

Ethnicity: Tajik 

Job Selected For: Investigator 
Rank: Colonel 


4.Name: Saif Ali 
Father\'s Name: Kalbi Hussain 
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Grandfather\'s Name: M. Amin 

DOB: 1955 

Ethnicity: Hazara 

Job Selected For: Investigation Member 
Rank: Colonel 


5. Name: Fazel Allah 

Father\'s Name: Hazrat Gul 
Grandfather\'s Name: Abdul Qasem 
DOB: 1962 

Ethnicity: Pashtun 

Job Selected For: Documentation Chief 
Rank: Colonel 


6. Name: Mohammad Anwar 

Father\'s Name: Abdul Satar 
Grandfather\'s Name: Mohammad Noor 
DOB: 1954 

Ethnicity: Pashtun 

Job Selected For: Chief of ManDOBment 
Rank: Lieutenant Colonel 


7.Name: Ahmad Zia 

Father\'s Name: Yar Mohammad 
Grandfather\'s Name: Khan Mohammad 
DOB: 1955 

Ethnicity: Tajik 

Job Selected For: Force ManDOBment 
Rank: Colonel 


8. Name: Abdullah Khan 

Father\'s Name: Feroz Khan 
Grandfather\'s Name: Qasem Khan 
DOB: 1962 

Ethnicity: Tajik 

Job Selected For: Professional member 
Rank: Lieutenant Colonel 


9. Name: Mir Afghan 

Father's Name: Mohammad Yaqoob 
Grandfather\'s Name: Saraj Ahmad 
DOB: 1955 

Ethnicity: Tajik 

Job Selected For: Professional member 
Rank: Lieutenant Colonel 

10. Name: Keramudin 

Father's Name: Amruddin 
Grandfather\'s Name: Gheyasuddin 
DOB: 1954 

Ethnicity: Tajik 

Job Selected For: Statistics and Logistical assets Director 
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Rank: Colonel 


11. Name: Mateullah 

Father\'s Name: Mohammad Gul 
Grandfather\'s Name: Sha Rasool 

DOB: 1966 

Ethnicity: Pashton 

Job Selected For: Personnel Statistic Chief 
Rank: Colonel 


12. Name: Mohammad Hakim 

Father\'s Name: Jan Ali 

Grandfather\'s Name: Rajab Ali 

DOB: 1967 

Ethnicity: Hazara 

Job Selected For: Logistical Assets Director 
Rank: Colonel 


13. Name: Ahmad shah 

Father\'s Name: Merajuddin 

Grandfather\'s Name: Sarajuddin 

DOB: 1968 

Ethnicity: Tajik 

Job Selected For: Installation Organizations Managing Director 
Rank: Colonel 


14. Name: Zalmai 

Father's Name: Mohammad Azam 

Grandfather\'s Name: Khwaja Aziz Ahmad 

DOB: 1955 

Ethnicity: Arab 

Job Selected For: General Chief of Budget and Financial Department 
Rank: Colonel 


15. Name: Ghulam Mawla 

Father\'s Name: Ghulam Ali 
Grandfather\'s Name: Mustafa Qul 

DOB: 1963 

Ethnicity: Uzbek 

Job Selected For: Ordinary Budget Chief 
Rank: Colonel 


16. Name: Sayed Raouf 

Father\'s Name: Abdul Ghafoor 

Grandfather\'s Name: Mullah Mastan 

DOB: 1966 

Ethnicity: Pashtun 

Job Selected For: Central Zone Budget Director 
Rank: Colonel 


17. Name: Mohammad Zarif 
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Father's Name: Mohammad Hanif 
Grandfather\'s Name: Mohammad Nabi 
DOB: 1963 

Ethnicity: Tajik 

Job Selected For: Gardez Zone Chief 
Rank: Colonel 


18. Name: Kheyal Jan 

Father\'s Name: Ahmad Jan 
Grandfather\'s Name: Hazruddin 
DOB: 51 

Ethnicity: Pashtun 

Job Selected For: Herat Zone Chief 
Rank: Colonel 


19. Name: Sayed Saber 

Father\'s Name: Sayed Abdul Rahim 
Grandfather\'s Name: Sayed Anwar Jan 
DOB: 1964 

Ethnicity: Pashton 

Job Selected For: Mazar Zone Chief 
Rank: Colonel 


20. Name: Mohammad Sha 

Father's Name: Mohammad Eshaq 
Grandfather\'s Name: N/A 

DOB: N/A 

Ethnicity: Pashtun 

Job Selected For: Kandahar Zone Chief 
Rank: Colonel 


21. Name: Mohammad Amin 

Father's Name: Mohammad Ayoob 
Grandfather\'s Name: Mirza Mohammad 
DOB: 1968 

Ethnicity: Tajik 

Job Selected For: Statistic and plans Chief 
Rank: Colonel 


22. Name: Baryalai 

Father\'s Name: Mir Nasimmullah 

Grandfather\'s Name: Mir Nabiullah 

DOB: 1961 

Ethnicity: Pashtun 

Job Selected For: General Director of Finance Accounting 
Rank: Colonel 


23. Name: Mohammad Yasin 
Father\'s Name: Paiwand Ali 
Grandfather\'s Name: Rajab Ali 
DOB: 1962 
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Ethnicity: Hazara 

Job Selected For: Director of Accounting and Payments 
Rank: Colonel 


24. Name: Hamed 

Father\'s Name: Abdul Shakoor 

Grandfather\'s Name: Muhammad Alem 

DOB: 1972 

Ethnicity: Pashtun 

Job Selected For: Professional Member of Payments 
Rank: Colonel 


25. Name: Asadullah 

Father\'s Name: Sha Dawood 

Grandfather\'s Name: Fahrullah 

DOB: 1968 

Ethnicity: Pashton 

Job Selected For: Director of Draft Accountings 
Rank: Major 


26. Name: Mohammad Wali 

Father's Name: Abdul Wadood 

Grandfather\'s Name: Mir Afzal 

DOB: 1968 

Ethnicity: Pashton 

Job Selected For: Professional Member of Accounting 
Rank: Lieutenant Colonel 


27. Name: Amanullah 

Father\'s Name: Ghulam Ali 

Grandfather\'s Name: Mohammad Anwar 

DOB: 1949 

Ethnicity: Tajik 

Job Selected For: Secretary of Allocating Accounting Office 
Rank: Colonel 


28. Name: Mohammad Yaqoob 

Father\'s Name: Allah Gul 

Grandfather\'s Name: Mohammad Barat 

DOB: 1966 

Ethnicity: Tajik 

Job Selected For: Professional member of Miscellaneous Accounting 
Rank: Colonel 


29. Name: Ahmad Farid 

Father\'s Name: Mohammad Omer 

Grandfather\'s Name: Sher del 

DOB: 1969 

Ethnicity: Tajik 

Job Selected For: Director of Miscellaneous Accountings 
Rank: Lieutenant Colonel 
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30. Name: Sargand 

Father\'s Name: Khuda dad 

Grandfather\'s Name: Abdul Salam 

DOB: 1962 

Ethnicity: Pashtun 

Job Selected For: Professional Member of Accounting 
Rank: Colonel 


31. Name: Khairuddin 

Father\'s Name: Juma Khan 

Grandfather\'s Name: M-Alem 

DOB: 1967 

Ethnicity: Hazara 

Job Selected For: General Treasurer of Accounting 
Rank: Major 


32. Name: Amirdad 

Father's Name: Amir muhammad 

Grandfather\'s Name: Bakhtyari 

DOB: 1964 

Ethnicity: Hazara 

Job Selected For: Technical director of Lubricant Purification 
Rank: Colonel 


33. Name: Jalaluddin 

Father\'s Name: Muhammaduddin 

Grandfather\'s Name: Mir Haider 

DOB: 1962 

Ethnicity: Pashtun 

Job Selected For: Technical Department member 
Rank: Major 


34. Name: Ghulam Davud 

Father\'s Name: Gholam Seddiq 
Grandfather\'s Name: Gholam Rabbani 
DOB: 1969 

Ethnicity: Pashtun 

Job Selected For: TF Professional Assistant 
Rank: Major 


35. Name: Abdul Satar 

Father's Name: Mohammad Azim 
Grandfather\'s Name: Mashku Khan 

DOB: 1964 

Ethnicity: Tajik 

Job Selected For: Chief Officer of Directorate 
Rank: Major 


36. Name: Mohammad Gul 
Father\'s Name: Mohammad Khetab 
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Grandfather\'s Name: Qamaruddin 

DOB: 1954 

Ethnicity: Pashtun 

Job Selected For: General Director of Admin 
Rank: Colonel 


37. Name: Mohammad Taher 

Father\'s Name: Mohammad Sarwar 

Grandfather\'s Name: Mohammad Azim 

DOB: 1963 

Ethnicity: Tajik 

Job Selected For: Director of Internal Anti-Terrorism 
Rank: Colonel 


38. Name: Mir Ebadullah 

Father\'s Name: Mir Abdullah 

Grandfather\'s Name: Mir Esmatullah 

DOB: 1966 

Ethnicity: Tajik 

Job Selected For: Director of Internal Counter-Terrorism 
Rank: Lieutenant Colonel 


39. Name: Tajuddin 

Father\'s Name: Hazrat Gul 

Grandfather\'s Name: Hazrat Gul 

DOB: 1962 

Ethnicity: Pashtun 

Job Selected For: Director of Special Operations 
Rank: Major 


40. Name: Abdul Wasea 

Father\'s Name: Abdul Rawuf 

Grandfather\'s Name: Mohammad Hakim 

DOB: 1958 

Ethnicity: Tajik 

Job Selected For: Director of Analysis& Evaluation 
Rank: Colonel 


41. Name: Abdul Wahab 

Father\'s Name: Said Jan 

Grandfather\'s Name: Said Akbar 

DOB: 1959 

Ethnicity: Pashtun 

Job Selected For: Anti-Terrorism Department 
Rank: Major 


42. Name: Mohammad Halim 

Father\'s Name: Mohammad Ghous 
Grandfather\'s Name: Mohammad Yosef 
DOB: 1969 

Ethnicity: Tajik 
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Job Selected For: Deputy Directorate 
Rank: Major 


43. Name: Wali Jan 

Father's Name: Mubin 
Grandfather\'s Name: Fakhruddin 
DOB: 1955 

Ethnicity: Pashtun 

Job Selected For: Deputy Directorate 
Rank: Major 


44. Name: Mira Jan 

Father's Name: Mir Alam 
Grandfather\'s Name: Mohammad Akbar 
DOB: 1957 

Ethnicity: Pashtun 

Job Selected For: Professional member 
Rank: Major 


45. Name: Kashmir 

Father's Name: Ghullam Sakhi 
Grandfather\'s Name: Mohammad Aslam 
DOB: 1959 

Ethnicity: Pashtun 

Job Selected For: Deputy Directorate 
Rank: Major 


46. Name: Mokhtar 

Father's Name: Mohammad Nabi 
Grandfather\'s Name: Ghullam Jailani 
DOB: 1956 

Ethnicity: Pashtun 

Job Selected For: Professional Member 
Rank: Major 


47. Name: Abad Khan 

Father's Name: Azam Khan 
Grandfather\'s Name: Mia Gul 

DOB: 1957 

Ethnicity: Pashtun 

Job Selected For: Deputy Directorate 
Rank: Major 


48. Name: Nazar Mohammad 

Father's Name: Atta Mohammad 
Grandfather\'s Name: Mohammad Gulab 
DOB: 1959 

Ethnicity: Pashtun 

Job Selected For: Professional member 
Rank: Major 
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49. Name: Said Rahman 

Father\'s Name: Matiuddin 
Grandfather\'s Name: Azam Khan 
DOB: 1956 

Ethnicity: Pashtun 

Job Selected For: Professional Member 
Rank: Major 


50. Name: Abdul Hadi 

Father\'s Name: Said Jamal 
Grandfather\'s Name: Abdul Rashid 
DOB: 1964 

Ethnicity: Tajik 

Job Selected For: Deputy Directorate 
Rank: Major 
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SUBJECT: LEAHY VETTING REQUEST: ANP RANK REFORM PHASE III TIER TWO, 
PART ONE OF FOUR 


1. This is an action request. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 50 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier Two of ANP Rank Reform. This 
is the first list in a series of four cables. When there are 

individuals with one name: Post has made a good faith effort to 
ensure that the individuals with one name actually only have one 
name. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
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Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests DepartmentVs response at earliest feasible date. Post 
appreciates Department\'s strong support for this aspect of the ANP 
Rank Reform process. 


4. Following is the biodata for the 50 ANP officers: 


1. Name: Qurban 

Father's Name: Mohammad Akber 

Grandfather\'s Name: Nasir Khan 

DOB: 1962 

Ethnicity: Hazara 

Job Selected For: Executive Officer, Administrative Directorate 
Rank: Lieutenant Colonel 


2.Name: Nawroz Ali 

Father\'s Name: Khan Ali 

Grandfather\'s Name: Merza Hussain 

DOB: 1964 

Ethnicity: Hazara 

Job Selected For: Planning and Controlling General ManDOBr 
Rank: Colonel 


3. Name: Mohmmad Ismahil 

Father\'s Name: Mohmmad Arif 

Grandfather\'s Name: Baz Mohmmad 

DOB: 1958 

Ethnicity: Pashtun 

Job Selected For: Member of the Planning Directorate 
Rank: Colonel 


4. Name: Abdu Rahim 

Father\'s Name: Abduah 

Grandfather\'s Name: Shanawaz 

DOB: 1954 

Ethnicity: Pashtun 

Job Selected For: Document Inspection ManDOBr 
Rank: Lieutenant Colonel 


5. Name: Mohmmad Khan 

Father\'s Name: Amir Khan 
Grandfather\'s Name: Mohmmad Khan 
DOB: 1963 

Ethnicity: Tajik 

Job Selected For: Inspector 

Rank: Lieutenant Colonel 


6. Name: Abdul Shukor 
Father\'s Name: Amir Mohmmad 
Grandfather\'s Name: N/A 
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DOB: 1964 

Ethnicity: Pashtun 

Job Selected For: Inspector 
Rank: Colonel 


7. Name: Faze Rabi 

Father\'s Name: Mohmmad Zarif 
Grandfather\'s Name: Mohmmad Zarin 
DOB: 1957 

Ethnicity: Pashtun 

Job Selected For: Inspector 

Rank: Colonel 


8. Name: Nick Mohammad 
Father\'s Name: Shah Mohammad 
Grandfather\'s Name: Faiz M 
DOB: 1964 

POB: 

Ethnicity: Pashtun 

Job Selected For: MOI HQ 

Rank: Lieutenant Colonel 


9. Name: Mohammad Akaber 
Father\'s Name: Bismullah 
Grandfather\'s Name: Jalander 
DOB: 1957 

Ethnicity: Tajik 


Job Selected For: Inspector 
Rank: Major 


10. Name: Mohammad Wahid 
Father's Name: Abdul Amid 
Grandfather\'s Name: Abdul Aziz 
DOB: 1967 

POB: Paktia 

Ethnicity: Pashtun 

Job Selected For: Inspector 
Rank: Lieutenant Colonel 


11. Name: Ahmad Zia 

Father\'s Name: Mohammad Azam 
Grandfather\'s Name: Noor Mohammad 
DOB: 1967 

Ethnicity: Pashtun 

Job Selected For: Inspector 

Rank: Major 


12. Name: Abdu Samad 
Father\'s Name: Abdul Satar 
Grandfather\'s Name: Sayf Uddin 
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DOB: 1955 

Ethnicity: Tajik 

Job Selected For: Professional Members 
Rank: Colonel 


13. Name: Abdu Rashid 

Father\'s Name: Abdul Majid 
Grandfather\'s Name: Aziz Ullah 

DOB: 1956 

Ethnicity: Tajik 

Job Selected For: Professional Members 
Rank: Lieutenant Colonel 


14. Name: Habib Ullah 

Father\'s Name: Nasrullah 
Grandfather\'s Name: Rohullah 

DOB: 1967 

Ethnicity: Tajik 

Job Selected For: Professional Members 
Rank: Colonel 


15. Name: Shir Mohammad 

Father's Name: Amir Mohmmad 
Grandfather\'s Name: Baz Mohmmad 
DOB: 1963 

POB: Logar 

Ethnicity: Tajik 

Job Selected For: Professional Members 
Rank: Major 


16. Name: Mustafa Halem 

Father's Name: Mohmmad Halem 
Grandfather\'s Name: Mohmmad Qasem 
DOB: 1965 

Ethnicity: Tajik 

Job Selected For: Professional Members 
Rank: Colonel 


17. Name: Akhter Mohammad Khan 
Father's Name: Mohammad Khan 
Grandfather\'s Name: Rustam Khan 
DOB: 1958 

Ethnicity: Pashtun 

Job Selected For: Professional Members 
Rank: Colonel 


18. Name: Abdul Mobin 

Father\'s Name: Abdul Nabi 
Grandfather\'s Name: Abdul Rahim 
DOB: 1964 

Ethnicity: Tajik 
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Job Selected For: Deputy and Head of Inspectors 
Rank: Colonel 


19. Name: Mohmmad Nahser 

Father\'s Name: Shejauldawla 
Grandfather\'s Name: Shah Dawlat 
DOB: 1971 

Ethnicity: Tajik 

Job Selected For: Professional Member 
Rank: Major 


20. Name: Safi Ullah 

Father's Name: Mohmmad Ashraf 
Grandfather\'s Name: Mohmmad Yunos 
DOB: 1956 

Ethnicity: Tajik 

Job Selected For: Professional Member 


Rank: Lieutenant Colonel 


21. Name: Khair Ullah 

Father's Name: Mohmmad Amin 
Grandfather\'s Name: Mohmmad Karim 
DOB: 1966 

Ethnicity: Tajik 

Job Selected For: Professional Member 
Rank: Major 


22. Name: Abdul Qahir 

Father\'s Name: Abdul Qahar 
Grandfather\'s Name: Abdul Wahab 
DOB: 1961 

Ethnicity: Tajik 

Job Selected For: Professional Member 
Rank: Major 


23. Name: Mohammad Mohsin 
Father\'s Name: Abdul Shamsuddin 
Grandfather\'s Name: Mohammad Khan 
DOB: 1963 

Ethnicity: Pashtun 

Job Selected For: Professional Member 
Rank: Colonel 


24. Name: Ahmad Zia 

Father\'s Name: Peer Mohammad 
Grandfather\'s Name: Jan Mohammad 
DOB: 1964 

Ethnicity: Pashtun 

Job Selected For: Professional Member 
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Rank: Colonel 


25. Name: Mohammad Nazir 

Father's Name: Mohammad Yaqub 
Grandfather\'s Name: Safder Ali 

DOB: 1965 

Ethnicity: Tajik 

Job Selected For: Professional Member 
Rank: Lieutenant Colonel 


26. Name: Mohammad Shaker 

Father\'s Name: 

Grandfather\'s Name: Merza Mohammad 
DOB: 1962 

Ethnicity: Tajik 

Job Selected For: Professional Member 
Rank: Lieutenant Colonel 


27. Name: Mohammad Tahir 

Father\'s Name: Amir Mohammad 
Grandfather\'s Name: Mohammad Tahir 
DOB: 1960 

POB: 

Ethnicity: Pashtun 

Job Selected For: Deputy and Gender Officer 
Rank: Lieutenant Colonel 


28. Name: Ghalib Khan 

Father\'s Name: Mir Zaman 

Grandfather\'s Name: Miya Abdul Karim 

DOB: 1955 

Ethnicity: Pashtun 

Job Selected For: Rights Evaluation and Supervision Officer 
Rank: Colonel 


29. Name: Juma Gull 

Father\'s Name: Mohammad Hassan 
Grandfather\'s Name: Aga John 

DOB: 1966 

POB: 

Ethnicity: Pashtun 

Job Selected For: Training and Education Chief 
Rank: Colonel 


30. Name: Sayed Mohammad 

Father\'s Name: Sayed Mohammad Hussain 
Grandfather\'s Name: Sayed Qamber 

DOB: 1958 

Ethnicity: Hazara 

Job Selected For: Assigned at Assess and Evaluation 
Rank: Lieutenant Colonel 
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31. Name: Hussain Khan 

Father\'s Name: Mohmmad Akhan 

Grandfather\'s Name: Hokum Khan 

DOB: 1959 

Ethnicity: Pashtun 

Job Selected For: Deputy of the Campaign Against Corruption 
Rank: Colonel 


32. Name: Door Mohmmad 

Father\'s Name: Merza Mohammad 
Grandfather\'s Name: Sardar Mohmmad 
DOB: 1963 

Ethnicity: Tajik 

Job Selected For: Professional Members 
Rank: Colonel 


33. Name: Abdul Hadi 

Father\'s Name: Bahra Khan 

Grandfather\'s Name: Hamza Khan 

DOB: 1962 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Kabul Province 
Rank: Lieutenant Colonel 


34. Name: Abdul Habib 

Father's Name: Noor Mohammad 

Grandfather\'s Name: Mosa Khan 

DOB: 1961 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Zabul Province 
Rank: Lieutenant Colonel 


35. Name: Abdul Mateen 

Father\'s Name: Hazrat Mohammad 

Grandfather\'s Name: Shir Mohammad 

DOB: 1956 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Kunar Province 
Rank: Colonel 


36. Name: Abdullah Rahman 

Father\'s Name: Shams Rahman 

Grandfather\'s Name: Khan Ali 

DOB: 1960 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Balkh Province 
Rank: Colonel 


37. Name: Mohammad Husin 
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Father\'s Name: Mohammad Anwar 

Grandfather\'s Name: Allah Noor 

DOB: 1959 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Nangarhar Province 
Rank: Colonel 


38. Name: Rozdin 

Father\'s Name: Ghulam Yahya 

Grandfather\'s Name: Haji Bawra 

DOB: 1963 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Paktika Province 
Rank: Lieutenant Colonel 


39. Name: Lal Mohammad 

Father\'s Name: Faiz Mohammad 

Grandfather\'s Name: Noor Mohammad 

DOB: 1963 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Logar Province 
Rank: Colonel 


40. Name: Abdul Hafiz 

Father\'s Name: Khal Mohammad 

Grandfather\'s Name: Mohammad Nabi 

DOB: 1961 

Ethnicity: Uzbek 

Job Selected For: Counter terrorism director of Kunduz Province 
Rank: Colonel 


41. Name: Abdul Zahir 

Father's Name: Mohammad Zahir 

Grandfather\'s Name: Mohammad Sarwar 

DOB: 1968 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Farah Province 
Rank: Colonel 


42. Name: Abdul Samad 

Father\'s Name: Abdul Shukoor 

Grandfather\'s Name: Said Gul 

DOB: 1960 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Panjshir Province 
Rank: Colonel 


43. Name: Kifaytullah Karim 


Father\'s Name: Abdul Karim 
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Grandfather\'s Name: Dawlat Murad 

DOB: 1964 

Ethnicity: Uzbek 

Job Selected For: Counter terrorism director of Jozjan Province 
Rank: Colonel 


44. Name: Abdullah Mohamad 

Father's Name: Faqir Mohammad 

Grandfather\'s Name: Dad Mohammad 

DOB: 1957 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Baghlan Province 
Rank: Lieutenant Colonel 


45. Name: Mohammad Omar 

Father\'s Name: Abdul Qader 

Grandfather\'s Name: Gul Mohammad 

DOB: 1959 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Maidan Wardak 
Province 

Rank: Colonel 


46. Name: Mohammad Kabir 

Father\'s Name: Tor dali 

Grandfather\'s Name: Mohammad Abid 

DOB: 1963 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Parwan Province 
Rank: Colonel 


47. Name: Najeebullah Khan 

Father's Name: Mosa Khan 

Grandfather\'s Name: Salar Khan 

DOB: 1960 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Laghman Province 
Rank: Colonel 


48. Name: Said Abrar 

Father\'s Name: Said Mostafa 

Grandfather\'s Name: Said Mir Ghaosulldin 

DOB: 1962 

Ethnicity: Tajik 

Job Selected For: Counter terrorism director of Badakhshan 
Province 

Rank: Colonel 


49. Name: Mohammad Aseel 
Father\'s Name: Rahmat Ullah 
Grandfather\'s Name: Rahim dal 
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DOB: 1963 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Samangan Province 
Rank: Major 


50. Name: Fazul Rahman 

Father\'s Name: Mohammad Aman 

Grandfather\'s Name: Mohammad Isa 

DOB: 1963 

Ethnicity: Pashtun 

Job Selected For: Counter terrorism director of Herat Province 
Rank: Lieutenant Colonel 
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SUBJECT: LEAHY VETTING REQUEST: ANP RANK REFORM PHASE III TIER TWO, 
PART TWO OF FOUR 


1. This is an action request. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 50 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier Two of ANP Rank Reform. This 
is the second list in a series of four cables. When there are 
individuals with one name: Post has made a good faith effort to 
ensure that the individuals with one name actually only have one 
name. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
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post requests Department\'s response at earliest feasible date. Post 
appreciates Department\'s strong support for this aspect of the ANP 
Rank Reform process. 


4. Following is the biodata for the 50 ANP officers: 


1.Name: Abdul Nawaz 

Father\'s Name: Abdul Ghafar 

Grandfather\'s Name: Abdul Hakim 

DOB: 1962 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Counter terrorism director of Ghoor Province 


2.Name: Abdul Salam 

Father\'s Name: Abdul Ghafar 

Grandfather\'s Name: 

DOB: N/A 

RANK: Major 

Ethnicity: Uzbek 

Job Selected For: Counter terrorism director of Sarpul Province 


3. Name: Khan Mohammad 

Father\'s Name: Mohammad Ghaos 

Grandfather\'s Name: Darwaz 

DOB: 1966 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Counter terrorism director of Kapisa Province 


4. Name: Mohammad Yaqoub 

Father\'s Name: Hussain Ali 

Grandfather\'s Name: Merza Ali 

DOB: 1956 

RANK: Colonel 

Ethnicity: Hazara 

Job Selected For: G1 Office General Director 


5. Name: Abdul Matin Zarifi 

Father\'s Name: Abdul Hussain 

Grandfather\'s Name: Sayed Merzad 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: G1, Documentation and Relations Director 


6. Name: Ghulam Habib 
Father\'s Name: Meya Gul 
Grandfather\'s Name: Fazel 
DOB: 1970 
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RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Documentation and Relations Member 


7. Name: Mohammad Gul 

Father's Name: Mohammad Younes 
Grandfather\'s Name: Bahader Shah 
DOB: 1963 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: G1, Attendance Chief 


8. Name: Sultan Ahmad 

Father's Name: Faqir Mohammad 

Grandfather\'s Name: Fazel Ahmad 

DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Planning and Statistic General Director 


9. Name: Bashir Ahmad Khourosh 

Father\'s Name: Mohammad Hassan 
Grandfather\'s Name: Ghulam Mohammad Khan 
DOB: 1956 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Planning and Statistic Chief and 
Deputy Director 


10. Name: Mohammad Yasin 

Father\'s Name: Bahader Khan 

Grandfather\'s Name: Mohammad Aman 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Statistic Member and Controller 


11. Name: Abdullah Beak 

Father\'s Name: Sayed Hashem 

Grandfather\'s Name: Tora Mir 

DOB: 1955 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Statistic Member and Controller 


12. Name: Mohammad Ahsan 

Father\'s Name: Mohammad Osman 
Grandfather\'s Name: Mohammad Esmail 
DOB: 1956 

RANK: Colonel 

Ethnicity: Tajik 
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Job Selected For: Planning and Force Planning ManDOBment 
Director 


13. Name: Mohammad Naseem 

Father's Name: Mir Ahmad 

Grandfather\'s Name: Haji Din Mohammad 

DOB: 1955 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Organization Chart Registration Officer 


14. Name: Mohammad Akbar 

Father\'s Name: Mohammad Karim 

Grandfather\'s Name: Barat Ali 

DOB: 1961 

RANK: Lieutenant Colonel 

Ethnicity: Hazara 

Job Selected For: Planning and Force ManDOBment Director 


15. Name: Abdul Qader 

Father\'s Name: Mir Gul 

Grandfather\'s Name: Jan Gul 

DOB: 1956 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Planning Member and Force ManDOBment 


16. Name: Ghulam Mohammad Akbari 
Father\'s Name: Ahmad Jan 

Grandfather\'s Name: Mohammad Akbar 
DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Officers General Director 


17. Name: Abdullah 

Father's Name: Now Roz 

Grandfather\'s Name: Mohammad Morad 

DOB: 1954 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: General Officers Inherent Director 


18. Name: Ahmadullah 

Father's Name: Abdul Razaq 

Grandfather\'s Name: Abdul Khaleq 

DOB: 1961 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: G1 insignia and medals officer 
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19. Name: Habibullah Mohammad 
Father's Name: Khan Mohammad 
Grandfather\'s Name: Ramazak 
DOB: 1957 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: G1 Budging Officer 


20. Name: Nazir Ahmad 

Father\'s Name: Faiz Mohammad 

Grandfather\'s Name: Taj Mohammad 

DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Officers Inherent Director - G1 Central 
Departments 


21. Name: Mohammad Jafar 

Father\'s Name: Mohammad Anwar 

Grandfather\'s Name: Mohammad Sarwar 

DOB: 1963 

RANK: Colonel 

Ethnicity: Hazara 

Job Selected For: COLs and LTCs Deputy Chief - Central Departments 


22. Name: Noor Aziz 

Father\'s Name: Mohammad Ebrahim 

Grandfather\'s Name: Mehr Gul Shah 

DOB: 1956 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Majs and LTCs Inherent Director Central 
Zone 


23. Name: Peer Mohammad 

Father\'s Name: Menawar Shah 

Grandfather\'s Name: Amir Shah 

DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: North Zone inherent Director 


24. Name: Mohammad Tariq 

Father\'s Name: Jahan Dar Shah 

Grandfather\'s Name: Dad Shah 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Kandahar Zone inherent Director 


25. Name: Ghulam DastDOBer 
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Father\'s Name: Ghulam Sarwar 

Grandfather\'s Name: Qasem Khan 

DOB: 46 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: LTCs and COLs Inherent Director Kandahar 
Zone 


26. Name: Darab 

Father\'s Name: Hussain 

Grandfather\'s Name: Sultan 

DOB: 1959 

RANK: Colonel 

Ethnicity: Hazara 

Job Selected For: Heart Zone inherent Director 


27. Name: Sayed Mohammad 

Father\'s Name: Mir Mohammad 

Grandfather\'s Name: Merza Ali Khan 

DOB: 1962 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: COLs and LTCs Deputy Chief 


28. Name: Gada Mohammad 

Father\'s Name: Haq Nazar 

Grandfather\'s Name: Khan Mohammad 

DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Gardiz Zone inherent Director 


29. Name: Juma Gul 

Father\'s Name: Mohammad Ayoub 

Grandfather\'s Name: Sardar 

DOB: 1963 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Promotions and Evaluations Director 


30. Name: Nangialay 

Father\'s Name: Mohammad Younes 

Grandfather\'s Name: Mir Akbar 

DOB: N/A 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Promotions and Evaluations Member 


31. Name: Ghulam Nabi 
Father\'s Name: Shah Hussain 
Grandfather\'s Name: Mohammad Hassan 
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DOB: 1964 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: G1 NCOs General Director 


32. Name: Ghulam Sakhi 

Father\'s Name: Mohammad Qasem\' 

Grandfather\'s Name: Mohammad Sharif 

DOB: 1955 

RANK: Colonel 

Ethnicity: Uzbek 

Job Selected For: NCOs Inherent Chief, Central Departments 


33. Name: Feraouz Khan 

Father\'s Name: Alam Gul 

Grandfather\'s Name: Zar Gul 

DOB: 1958 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: NCOs Inherent Director, Central Zone 


34. Name: Noorullah 

Father's Name: Atiqullah 

Grandfather\'s Name: Habibullah 

DOB: 1967 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: NCOs Inherent Director, North Zone 


35. Name: Abdul Rahman 

Father\'s Name: Abdul Majid 

Grandfather\'s Name: Karim 

DOB: 1955 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: NCOs Inherent Director, Gardiz Zone 


36. Name: Abdul Khalil 

Father\'s Name: Abdul Satar 

Grandfather\'s Name: Shir Del 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: NCOs Inherent Director, Kandahar Zone 


37. Name: Wahidullah Nawaz Khan 
Father\'s Name: Gul Nawaz 
Grandfather\'s Name: Mohabat Khan 
DOB: 1974 

RANK: Major 

Ethnicity: Pashtun 
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Job Selected For: NCOs Inherent Director, Herat Zone 


38. Name: Azizullah Jan 

Father\'s Name: Besmullah 

Grandfather\'s Name: Ahmad Jan 

DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Deputy of Personnel Control and 
Inspection Directorate 


39. Name: Mohammad Naim 

Father\'s Name: Mohammad Nasim 
Grandfather\'s Name: Sayed Merza 

DOB: 1960 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Retirements General Director 


40. Name: Mohammad Noor 

Father\'s Name: Mohammad Jan 
Grandfather\'s Name: Madad Khan 

DOB: 1956 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Ordinary Promotions chief 


41. Name: Sayed Ehsan 

Father's Name: Mohammad Farooq 
Grandfather\'s Name: Mohammad Hussain 

DOB: 1964 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Martyrs and Disables Right Chief 


42. Name: Sayed Aga Shirin 

Father\'s Name: Sayed Sadeq 

Grandfather\'s Name: Sayed Mohammad Ali 

DOB: 1953 

RANK: Colonel 

Ethnicity: Sadat 

Job Selected For: LTCs and COLs Inherent Instructor, Gardiz Zone 


43. Name: Gul Marjan 

Father's Name: Juma Khan 

Grandfather\'s Name: Mohd Hakeem 

DOB: 1977 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Exercises and Implementation Director 


Column 3 

44. Name: Ali Mast 

Father\'s Name: Fazil Khan 
Grandfather\'s Name: Suleiman 
DOB: 1961 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Planning Director 


45. Name: Mohd Aman 

Father\'s Name: Ameer jan 
Grandfather\'s Name: Mohd shirin 
DOB: 1961 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Readiness Director 


46. Name: Abdul Qadir 

Father\'s Name: Abdul Nabi 

Grandfather\'s Name: Ghulam Jan 

DOB: 1957 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Counter disaster Department Director 


47. Name: Asadullah Hashim 

Father's Name: Mohd Hashim 
Grandfather\'s Name: Mohd Kazim 
DOB: 1964 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Director of C2 center 


48. Name: Zekria 

Father\'s Name: Qurban Ali 

Grandfather\'s Name: Mohd ibrahim 

DOB: 1963 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Deputy officer C2 center 


49. Name: Najibullah 

Father\'s Name: Nasrullah 

Grandfather\'s Name: Wakil 

DOB: 1959 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Modernized Forces Chief 


50. Name: Abdul Bari 
Father's Name: Abdul Baqi 
Grandfather\'s Name: Khan Mohd 
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DOB: 1959 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional Member Readiness department 
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SUBJECT: LEAHY VETTING REQUEST: ANP RANK REFORM PHASE III TIER TWO, 
PART THREE OF FOUR 


1. This is an action request. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 41 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 
positions as part of the Phase Ill Tier 2 of ANP Rank Reform. This 
is the third list in a series of four cables. When there are 
individuals with one name: Post has made a good faith effort to 
ensure that the individuals with one name actually only have one 
name. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests DepartmentVs response at earliest feasible date. Post 
appreciates Department\'s strong support for this aspect of the ANP 
Rank Reform process. 


4. Following is the biodata for the 41 ANP officers: 


1. Name: Mohammad Ayan 
Father\'s Name: Mohd Zaman 
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Grandfather\'s Name: Kundul Khan 

DOB: 1956 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Member C2 


2. Name: Ghulam Mohammad 

Father\'s Name: Ghulam Farooq 
Grandfather\'s Name: Abdul hameed 
DOB: 1971 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: G3\'s Secretary Officer 


3. Name: Mohammad Amin 

Father\'s Name: Azeemuddin 

Grandfather\'s Name: Ghulam Hussain 

DOB: 1971 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional Member C2 Center 


4. Name: Hidayatullah 

Father\'s Name: Ameer jan 

Grandfather\'s Name: Mujeeb khan 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Modernized forces Dprt Deputy 


5. Name: Mohammad Haleem 
Father\'s Name: Ameer Mohd 
Grandfather\'s Name: Mohd Hasan 
DOB: 1955 

RANK: Lieutenant Colonel 
Ethnicity: Pashtun 

Job Selected For: G3 Deputy 


6. Name: Sayed Abdul Qadir 

Father's Name: Sayed Abdul Satar 

Grandfather\'s Name: Sayed Ahmad 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Exercises & Implementation Deputy 


7. Name: Nazar Mohammad 

Father\'s Name: Jan Mohammad 
Grandfather\'s Name: Shah Mohammad 
DOB: 1957 

RANK: Colonel 
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Ethnicity: Tajik 
Job Selected For: Planning Department Deputy 


8. Name: Khan Aga 

Father\'s Name: Ahmad Jan 

Grandfather\'s Name: Aga Mohammad 

DOB: 1960 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional member of C2 


9. Name: Asadullah Ghafar 
Father's Name: Abdul Ghafar 
Grandfather\'s Name: Allah Nazar 
DOB: 1960 

RANK: Colonel 

Ethnicity: Pashtun 


Job Selected For: Professional member of C2 


10. Name: Niaz Padshah 

Father\'s Name: Jannat Shah 

Grandfather\'s Name: Gulab Noor 

DOB: 1961 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional member of C2 


11. Name: Abdul Malik 

Father\'s Name: Kachkol 

Grandfather\'s Name: Bahauddin 

DOB: 1959 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional member readiness dprt 


12. Name: Shah Wali 

Father's Name: Mohd Jan 

Grandfather\'s Name: Nek Mohammad 

DOB: 1962 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional member readiness dprt 


13. Name: Mohammad Gul 

Father's Name: Mohammadullah 

Grandfather\'s Name: Ghulam Mohie uddin 

DOB: 1959 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional member C2 center 
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14. Name: Shuja Mohammad 

Father's Name: Pir Mohammad 

Grandfather\'s Name: Mohammad Karim 

DOB: 1954 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional member C2 center 


15. Name: Najmuddin 

Father\'s Name: Qidamuddin 

Grandfather\'s Name: Mansoor 

DOB: 1967 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Member C2 center 


16. Name: Sayed Basheer 

Father\'s Name: Sayed Jailani 

Grandfather\'s Name: Mir Dost Mohammd Khan 

DOB: 1960 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Prof Member of Current S3 Director 


17. Name: Mohammad Ibrahim 

Father\'s Name: Saadat Mand 

Grandfather\'s Name: Mohammad Akbar 

DOB: 1969 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Professional Member C2 center 


18. Name: Zar Jan 

Father\'s Name: Wali Mohammad 

Grandfather\'s Name: Gul Ahmad 

DOB: 1970 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Professional member Planning Dprt 


19. Name: Mohammad Rasool 

Father's Name: Munawar khan 

Grandfather\'s Name: Mohd afzal Khan 

DOB: 1966 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Professional member C2 center 


20. Name: Mohammad Gul 
Father\'s Name: Mohd Yousuf 
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Grandfather\'s Name: Saleh Mohammad 
DOB: 1957 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Prof Member 


21. Name: Khwaja Abdul Ahmad 


Father\'s Name: Khwaja Madad 

Grandfather\'s Name: 

DOB: 1958 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Member of Readiness Dprt 


22. Name: Baba Mir Qureishi 

Father\'s Name: Gul Mohammad 

Grandfather\'s Name: Mir Baz 

DOB: 1958 

RANK: Colonel 

Ethnicity: Arab 

Job Selected For: Professional Member Readiness dprt 


23. Name: Abdul Khalil 

Father\'s Name: Abdul Samad 

Grandfather\'s Name: Dost Mohammad 

DOB: 1965 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Member C2 center 


24. Name: Abdul Jalil 

Father\'s Name: Abdul Aziz 

Grandfather\'s Name: Abdullah Khan 

DOB: 1959 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Prof Member Exercises & Implementation 


25. Name: Saleh Mohammad 

Father\'s Name: Khwaja Mohd 

Grandfather\'s Name: 

DOB: 1962 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Professional member C2 center 


26. Name: Asadullah 

Father's Name: Mohammd Jan 
Grandfather\'s Name: Mawla Noor 
DOB: 1958 
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RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Planning Directorate % Kabul PCC 


27. Name: Shah Mahmood 

Father's Name: Abdul Baqi 
Grandfather\'s Name: Abdul Salam 

DOB: 1963 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Ahmad Abad police HQ 


28. Name: Salih Mohammad 

Father's Name: Mer Mohammad 
Grandfather\'s Name: Peer Mohammad 

DOB: 52 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Detection Directorate Deputy 


29. Name: Wazir Moahammad 

Father\'s Name: Saied Mohammad 

Grandfather\'s Name: Mohammad Azeem 

DOB: 1967 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Detection and Administration Corruption Director 
of Internal Affairs 


30. Name: Mohammad Khalid 

Father\'s Name: Abdul Qodos 
Grandfather\'s Name: 

DOB: 1971 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Criminal Affairs Director 


31. Name: Mohammad Hamayon 

Father\'s Name: Mohammad Hashim 
Grandfather\'s Name: 

DOB: 1967 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Detainee and Criminal Director 


32. Name: Mohammad Yosuf 
Father's Name: Abdul Jabbar 
Grandfather\'s Name: Shir Ahmad 


DOB: 1965 
RANK: Major 
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Ethnicity: Pashtun 

Job Selected For: Professional Member Of Administration Corruption 
For Internal Affairs 


33. Name: Jalat Khan 

Father\'s Name: Amir khan 

Grandfather\'s Name: 

DOB: 1966 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Intel,Statistic And Analysis Director 


34. Name: Shir Pad shah 

Father's Name: Abdul Baqi 

Grandfather\'s Name: Mohammad Nabi 

DOB: 1964 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Recruiting Department Liaison Officer 


35. Name: Sayed Dadullah 

Father\'s Name: Sayed Azam 

Grandfather\'s Name: Sayed Mohammad Qader 

DOB: 1966 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Member of Force ManDOBment Plan 


36. Name: Shafieullah 

Father's Name: Allah Dost 

Grandfather\'s Name: Allah Nazar 

DOB: 1954 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Member of Generals Inherent Law 


37. Name: Mohammad Salem 

Father\'s Name: Ahmad Khan 

Grandfather\'s Name: Momin 

DOB: 1959 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Maj in charge, Central Zone 


38. Name: Mohammad Ibrahim 

Father\'s Name: Abdul Salam 

Grandfather\'s Name: Abdul Wakil 

DOB: 1965 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Ltcs in charge, Northern Zone 
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39. Name: Mohammad Shafie 

Father\'s Name: Mohammad Sharif 
Grandfather\'s Name: Aga Jan 

DOB: 1964 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Capts in charge, Northern Zone 


40. Name: Nor Agha 

Father\'s Name: Shah Mohammad 
Grandfather\'s Name: Shir Ahmad 

DOB: 1966 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Ltcs in charge, Southern Zone 


41. Name: Mohammad Hashim 

Father's Name: Mohammad Nasim 
Grandfather\'s Name: Abuld Razeq 

DOB: 1959 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Majs in charge, Southern Zone 
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SUBJECT: LEAHY VETTING REQUEST: ANP DOB REFORM PHASE III TIER TWO, 
PART FOUR OF FOUR 


1. This is an action request. 


2. In order to comply with Leahy vetting requirements, this cable 
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forwards the names and biodata of 25 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier Two of ANP Rank Reform. This 
is the fourth cable in a series of four. When there are individuals 

with one name: Post has made a good faith effort to ensure that the 
individuals with one name actually only have one name. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests DepartmentVs response at earliest feasible date. Post 
appreciates Department\'s strong support for this aspect of the ANP 
Rank Reform process. 


4. Following is the biodata for the 25 ANP officers: 


1. Name: Toryali Mohammad 

Father's Name: Dad Mohammad 

Grandfather\'s Name: Ali Ahmad 

DOB: 1963 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Capts in charge, Southern Zone 


2.Name: Abdul Rahman 

Father\'s Name: Mohammad Afzel 

Grandfather\'s Name: Abuld Samad 

DOB: 1954 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Ltcs in charge, Heart South Western Zone 


3. Name: Mohammad Asif 

Father's Name: Abudl Khaliq 

Grandfather\'s Name: Saheb Khan 

DOB: 1966 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: MAus in charge, South Eastern Zone 


4.Name: Abdul Bagi 

Father's Name: Abudl Hadi 

Grandfather\'s Name: Abudl Hadi 

DOB: 1960 

RANK: N/A 

Ethnicity: Pashtun 

Job Selected For: Ncos Inherent Law Directorate head member in 
centeral Zone 


5. Name: Abdul Khalil 
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Father\'s Name: Abdul Samad 

Grandfather\'s Name: Dost Mohammad 

DOB: 35 

RANK: Lieutenant Colonel 

Ethnicity: 

Job Selected For: NCOs Inherent Law Directorate Head Member in 
Northern Zone 


6. Name: Rahmatullah Satar 

Father\'s Name: Enayatullah 

Grandfather\'s Name: Abudl Satar 

DOB: 1964 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Ncos inherent law Directorat head member in 
Kandahar Zone 


7. Name: Mohammad Essa 

Father's Name: Mohammad Raza 
Grandfather\'s Name: Ali Mohammad 
DOB: 1964 

RANK: Colonel 

Ethnicity: Hazara 

Job Selected For: Professional Member 


8. Name: Sardar Aga 

Father\'s Name: Abdul Raziq 
Grandfather\'s Name: Ghulam Mohammad 
DOB: 1963 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Member 


9. Name: Hafizullah 

Father\'s Name: Abdul Aziz 
Grandfather\'s Name: Hamidullah 
DOB: 1964 


RANK: Lieutenant Colonel 
Ethnicity: Tajik 
Job Selected For: Professional Member 


10. Name: Ghulam Habib 

Father\'s Name: Ghulam Haider 
Grandfather\'s Name: Mohammad Azim 
DOB: 1957 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional Member 


11. Name: Rahm Khuda 
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Father\'s Name: Sayed Azim 
Grandfather\'s Name: Sayed M. Qadir 
DOB: 1960 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Professional Member 


12. Name: Mohammad Sharif 

Father\'s Name: Ghulam Sakhi 
Grandfather\'s Name: Abdul Ali 

DOB: 1960 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Professional Member 


13. Name: Abdul Magsood 

Father\'s Name: Abdul Ghani 
Grandfather\'s Name: Abdul Rauf 

DOB: 1957 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional Member 


14. Name: Sardar Aga 

Father\'s Name: M. Sayed 
Grandfather\'s Name: M. Ibrahim 

DOB: 1967 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Professional Member 


15. Name: M. Agbal 

Father\'s Name: Abdul Qadir 
Grandfather\'s Name: Dost Mohammad 
DOB: 1966 

RANK: Colonel 

Ethnicity: Hazara 

Job Selected For: Professional Member 


16. Name: Razim Khan 

Father\'s Name: Khwaja Khan 
Grandfather\'s Name: Gulab Khan 
DOB: 1958 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Professional Member 


17. Name: Shamsudin Sharif 
Father\'s Name: Mohammad Sharif 
Grandfather\'s Name: Mohammad Ali 
DOB: 1960 
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RANK: Major 

Ethnicity: Tajik 

Job Selected For: Professional Member 


18. Name: Zahor Shah 

Father\'s Name: Mullah Shah 
Grandfather\'s Name: Mohammad Rahim 
DOB: 1959 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Investigator 


19. Name: Mohammad Shafeh 
Father\'s Name: Mohammad Sharif 
Grandfather\'s Name: Aga Jan 
DOB: 1963 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Investigator 


20. Name: Mohammad Arif 

Father\'s Name: Mohammad Nabi 
Grandfather\'s Name: Rahmudin 

DOB: 1959 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Investigator Member 


21. Name: Abdul Rashid 

Father\'s Name: Abdul Wahab 
Grandfather\'s Name: Hassan Gul 
DOB: 1954 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Investigator 


22. Name: Mohammad Omar 

Father\'s Name: Mohammad Sarwar 
Grandfather\'s Name: Mohammad Asghar 
DOB: 1955 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Investigator 


23. Name: Najibullah 

Father\'s Name: Wazir Mohammad 
Grandfather\'s Name: Haq Dad 
DOB: 1964 

RANK: Colonel 

Ethnicity: Tajik 
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Job Selected For: Investigator 


24. Name: Azizullah 

Father\'s Name: Ahmadullah 
Grandfather\'s Name: Mirza Mohammad 
DOB: 1961 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Investigator Member 


25. Name: Mohammad Zahir 

Father\'s Name: Mohammad Zaman 
Grandfather\'s Name: Ramazan 

DOB: 1967 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Investigator Member 
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SUBJECT: RTG SUPPORT FOR THE GLOBAL INITIATIVE TO COMBAT 
NUCLEAR TERRORISM 


Classified By: Political Counselor Susan M. Sutton, reason: 1.4 (b) and 


(d). 


1. (C) We recently spoke with Charn Jullamon, Director of the 
Peace, Security and Disarmament division at MFA, about RTG 
support for the Global Initiative to Combat Nuclear 

Terrorism. Charn told us that a mid-June RTG interagency 
meeting had produced a decision to recommend that the cabinet 
formally support the Initiative. Charn told us the 
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participants at the meeting were all \"very positive," and no 
one opposed the Initiative. He expected the cabinet to act 
on the recommendation in the coming months, with formal 
endorsement coming by the year\'s end. 
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SUBJECT: OFDA Assessment of Sri Lanka IDP Situation 
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REF: (A) COLOMBO 0854, (B) COLOMBO 0390 

1. (SBU) Summary: OFDA recently completed a mission to Sri 
Lanka that was highlighted by the participation of OFDA 
Director, Ky Luu. While in Sri Lanka Mr. Luu, along with 

the Ambassador and USAID Director, spent two days in 
Batticaloa District assessing the situation of IDPs and 
returnees. The team found that overall there was 
improvement in the GSL return process. Director Luu 
indicated that if the GSL honors its agreement to the OFDA 
conditions concerning NGO access to IDPs and returnees, 
additional OFDA resources would be provided to Sri Lanka 
through OFDA?s NGO, IO, and UN partners. End Summary 


2. (SBU) Recently, with the cooperation of the Karuna 
forces, the Sri Lankan Army has driven LTTE forces out of 
Eastern districts with the exception of a relatively small 

but significant jungle area around Thopigala. Estimates of 
the number of LTTE cadres still in the jungle range from 
150 to 500. Those forces that remain still have the 
potential to interfere with the GSL?s return program 
through acts of violence and intimidation. Nevertheless, 
the GSL is pressing ahead with the goal of returning and 
resettling all who have been displaced by fighting in the 
East. UNHCR maintained that part of the earlier phase of 
the IDP?s return in Vakarai was done by force and coercion. 


3. (SBU) The lack of planning for resettlement, the forced 
returns, the denial of access by NGOs to resettled areas, 
and the environment of impunity in areas of the East have 
caused the international community to be caught in a 
dilemma between Principled Programming (the desire not to 
be co-opted into supporting unsafe returns) and the 
Humanitarian Imperative (the need to stay engaged with the 
GSL in order to serve and protect IDPs who are at risk). 
International organizations feel that they are not treated 

as partners by the GSL and are being used as pawns in the 
government?s military strategy. They feel the GSL seems to 
willfully ignore its own humanitarian obligations and lacks 
respect for the mandates of the humanitarian actors in Sri 
Lanka. Still, most feel that there is a gradual trend of 
improvement in GSL operations in support of resettlement 
and humanitarian needs. This, balanced against the 
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suffering that would be caused if they withdrew, is enough 
for now to keep the humanitarian community engaged in 
trying to work with the government to assist those in need. 


4. (SBU) In Sri Lanka, humanitarian agencies are struggling 
mightily against great odds to pursue a strategy of 
?protection by presence,? based on the hope that the mere 
presence of international humanitarian workers on-location 


COLOMBO 00000927 002 OF 005 


can provide a degree of protection to IDPs and returnees. 
Given the atmosphere of impunity that exists in the East, 
NGO presence is not, in and of itself, sufficient to 

provide security. Because of this, some NGOs feel that 
their presence might give a false sense of security to 
returnees. 


5. (SBU) There agreement between the GSL and the 
humanitarian community in Sri Lanka that IDPs should return 
home as soon as possible. There is, however, a gap between 
the Government?s actions and the humanitarian norms 
supported by the international community. Sri Lanka has 

the highest IDP population in Asia. In its rush to lose 

this title and the international scorn that comes with it, 

the Government risks greater damage to its international 
standing through an ad hoc resettlement process. The 
international community, including the U.S. Mission, is 

trying to help bring the GSL to an awareness that a return 
without planning for adequate services risks not only makes 
the resettlement process unsustainable but could create 
antipathies in the resettled Tamil communities that would 
create a environment of dissatisfaction, inadvertently 

creating enemies behind GSL front lines. (Comment: The 
Ambassador raised these issues at the last meeting of the 
Consultative Committee on Humanitarian Access (CCHA). This 
could significantly contribute to the already improving 

trend of GSL?s resettlement program. End Comment) 


OFDA Mission 


Column 3 


6. (SBU) With these issues in mind, OFDA recently completed 
a mission to Sri Lanka to assess the current situation and 
the requirements and conditions for additional OFDA 
support. OFDA Regional Advisor Bill Berger made his third 
trip to Sri Lanka this year. His twenty-one day mission 

began May 20. He was joined for ten days beginning May 25 
by Jeff Drumtra, OFDA?s IDP Specialist. The mission 
culminated with the visit of OFDA?s Director, Ky Luu, from 
June 2 -6. While in Sri Lanka, Mr. Luu spent two days in 

the field along with the Ambassador and USAID Mission 
Director. Mr. Luu held extensive meetings with NGOs, 
INGOs, lOs, and the UN agencies and visited IDPs and 
returnees in the Batticaloa District. While in Batticaloa, 

the team visited Kurukalmadam IDP Transit Site, Eruvil 
Thodam Camp, Kovilkulam Camp, and returnee sites in SW 
Batticaloa District (Ref A). 


7. (SBU) In a press release following the trip, Mr. Luu 
noted improvements in the recent resettlement of IDPs and 
said that the United States would be willing to provide 
support to newly resettled communities within the context 
of a safe and dignified return. He emphasized the need for 
humanitarian access, stating that ?the UN and international 
relief agencies must have timely access to repatriated 
villages in order to help assuage fears relayed by 

villagers that they are unaware of the conditions in 

villages where they are set to return, whether their former 
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homes are still standing, where they will have the means to 
support themselves, and whether they will have essential 
services?. He added: ?l am encouraged that services for 
returnees have improved in the past few months. We 
encourage the government to give timely access to NGOS and 
UN agencies, assisting them in providing essential services 
and sharing necessary information to returnees.? 


8. (SBU) Concerning additional OFDA assistance, he said if 
the GSL granted access to NGOs in a timely fashion, ?OFDA 
will look for opportunities through its partners to assist 

in raising the level of assistance in partnership with the 
government to augment services already being provided.? 


9. (SBU) He added: ?Residents in the Batticaloa area and 
representatives of international relief agencies expressed 
concern about the continued presence of paramilitary groups 
in and around Batticaloa and the disruptive effect on 
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relief activities of extortion, harassment and intimidation 
by these groups. The U.S. delegation underlined the 
importance of the Government of Sri Lanka stopping such 
illegal activities and asserting Government control over 
law and order in the East.? 


10. (SBU) Ky Luu held a meeting with over twenty NGOs in 
Colombo on June 6. He briefed the partners on his visit to 
the field and said that additional OFDA resources could be 
provided to Sri Lanka but they would be conditional and 
based on acceptance by the GSL of certain basic principles 
required for effective utilization and impact of OFDA 

funds. 


11. (SBU) On Luu?s instruction, a letter was drafted asking 

for GSL assurance that U.S.-funded NGOs would have access 
to and be allowed to operate in the areas of return and 

further that that access would be allowed in a timely 

fashion not to exceed seven days from the time IDPs were 
returned to their villages. 


12. (SBU) The Ambassador, accompanied by the OFDA RA, 
delivered the letter in a meeting with Mahinda 

Samarasinghe, Minister of Disaster Management and Human 
Rights. Minister Samarasinghe said it would be appropriate 

to raise the issue in the a meeting of the Consultative 
Committee on Humanitarian Assistance (CCHA) which he and 
the Ambassador were attending the same day. Minister 
Samarasinghe also invited the OFDA RA to join and observe 
the meeting. 
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CCHA Meeting 
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13. (SBU) At the CCHA meeting the Ambassador raised, among 
other items, the issues contained in the OFDA letter (Ref 

B). Defense Secretary Gotabaya Rajapaksa, along with all 

the other GSL representatives at the meeting, agreed that 
U.S.-funded and other approved NGOs would be allowed to 
work in the areas of return and, further, that they would 

be allowed access at the same time that communities were 
being returned. Embassy will take this matter up with the 

GSL.) 


14. (SBU) In the same meeting, the GSL agreed to field rapid 
assessment teams to identify any emergency humanitarian 
needs, such as health and nutrition, of IDPs and returnees. 
Further, the GSL agreed to develop a comprehensive plan for 
resettlement and agreed that technical consultants for this 
effort would be provided by UNDP. (Comment: The 
Ambassador and others at the meeting were able to clearly 
explain how these undertakings were essential for the 
Government to meet its own stated objectives for the 

return. The commitments made by the Government on these 
key issues, if they translate into action on the ground, 

will make a critical contribution to easing the hardships 
suffered by displaced communities. End comment) 


15. (SBU) With these assurances in hand, the USAID Mission 
Director and the OFDA RA held a meeting with NGOs at the 
USAID Mission to brief them on the commitments made by the 
GSL. They also presented OFDA?s programming approach for 
resettlement assistance, which will focus on coordinated 
end-to-end assistance (within OFDA?s mandate) to targeted 
communities rather than specific sectoral assistance across 
communities. 


16. (SBU) While all of the NGOs present agreed that a 
community-based approach was the most effective way to 
ensure a durable return solution, there was a concern that, 
while feasible, this approach would face challenges since 
coordination at the field level is done on a sectoral 

basis. The RA said he would follow up with the GSL on this 
issue. 


Meeting with Secretary of the Ministry of Disaster 
Management and Human Rights, Peter Dias Amarasinghe 
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17. (SBU) The RA met with Secretary of the Ministry of 
Disaster Management and Human Rights, Mr. Peter Dias 
Amarasinghe, to discuss coordination issues for OFDA-funded 
programs. Secretary Amarasinghe appreciated OFDA?s 
interest in the return process and said that his Ministry 

would help ensure that OFDA-funded programs were integrated 
and coordinated at the Colombo level as well as at the 

field level. He promised to invite a representative of the 

USAID office to all meetings where coordination is taking 

place. 
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18. (SBU) The OFDA team found that most IDPs wanted to 
return to their villages but wanted NGOs to be with them 
for purposes of security as much as for provision of 
services. Most still felt that they had little choice but 

to return when told to do so by the GSL. 


19. (SBU) The return process witnessed by the team appeared 
to be orderly and people were pleased with the food and 

other items being given by the Government. They were, 
however, concerned about the Government?s promise to 
provide additional food when the two-week supply being 

given them ran out. They were also worried that GSL would 
not provide enough assistance until they could restore 

their own livelinoods, which for agriculturalists would be 

at least 6 months. 


20. (SBU) Overall, the team found that there was enough 
improvement in the GSL return process for OFDA to provide 
additional assistance if the Government honored its 
agreement to the OFDA conditions concerning NGO access to 
IDPs and returnees. Additional OFDA assistance will be 
provided to Sri Lanka through OFDA?s NGO, IO, and UN 
partners. 


21. (SBU) OFDA would like to thank both the U.S. Mission for 
the unstinting support that OFDA continues to enjoy in Sri 
Lanka. Their technical, logistical, and personal support 

has made a critical contribution to OFDA?s work in-country. 
OFDA would also like to applaud the leadership of 
Ambassador Blake in advocating for humanitarian issues with 
the Government of Sri Lanka as well as the work of Embassy 
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and USAID Mission personnel in support of that leadership. 


Blake 
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E.O. 12958: DECL: 06/28/2017 

TAGS: PARM, PREL, ENRG, KGIC, TH 

SUBJECT: RTG SUPPORT FOR THE GLOBAL INITIATIVE TO COMBAT 
NUCLEAR TERRORISM 


Classified By: Political Counselor Susan M. Sutton, reason: 1.4 (b) and 


(d). 


1. (C) We recently spoke with Charn Jullamon, Director of the 
Peace, Security and Disarmament division at MFA, about RTG 
support for the Global Initiative to Combat Nuclear 

Terrorism. Charn told us that a mid-June RTG interagency 
meeting had produced a decision to recommend that the cabinet 
formally support the Initiative. Charn told us the 

participants at the meeting were all \"very positive,\" and no 
one opposed the Initiative. He expected the cabinet to act 

on the recommendation in the coming months, with formal 
endorsement coming by the year\'s end. 

BOYCE 
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E.O. 12958: DECL: 06/29/2012 
TAGS: PHUM, PREL, EAID, EU, RP 
SUBJECT: EU EXAMINES ASSISTANCE AGAINST UNLAWFUL KILLINGS 


REF: A. MANILA 1704 
B. MANILA 2120 
Classified By: Pol/C Scott Bellard, reasons 1.4 (b) and (d) 


1. (C) A special seven-person European Union Needs 
Assessment Mission (NAM) visited Manila June 18-28 to 
identify possible areas on which EU assistance programs could 
help the Philippine government deal with the ongoing problem 
of unlawful and extrajudicial killings. British Deputy Head 

of Mission Colin Crorkin (strictly protect) provided Pol/C 

with a copy of NAM\'s aide memoire on June 29. 


2. (C) The report makes very clear that these killings are 

\"a Philippine problem requiring a Philippine solution,\" 
underscoring that the Philippine government has a \"legal 
burden\" to prevent such crimes and prosecute culprits. While 
promising to submit a fuller report at a later time outlining 
possible EU assistance programs, the NAM insisted that the 
Philippine government itself must \"be ready to provide the 
resources to match the political will it has already 
expressed.\" It highlighted also that actual investigations 

of the killings remained the \"sole responsibility of the 
Philippine Government.\" The report acknowledged several 
important steps the Philippine government had already taken, 
including establishment of Task Force Usig and the Melo 
Commission, but noted \"little concrete progress in 
investigating and prosecuting suspects\" and few \"effective 
implementation measures.\" 


3. (C) Among the key findings are: 

-- technical assistance and equipment could help in crime 
investigation management and crime scene investigations; 

-- the disconnect between police and prosecutors (which an 
Embassy-organized seminar addressed in May -- ref a) is an 
impediment to successful prosecutions, perhaps requiring 
special laws, special police, special prosecutors and judges, 
and even a special prison regime, while acknowledging the 
importance of a draft Executive Order (which Embassy has long 
advocated to the Philippine government) mandating such 
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cooperation in the pre-trial case preparation; 

-- the Philippine witness protection program needs internal 
and external support as well as institutional reorganization; 

-- additional training for judges and prosecutors on human 
rights and international humanitarian law, inter alia, could 

be helpful, while the Supreme Court\'s Administrative Order 
(ref b) mandating speedier trials should address concerns 
about the \"significant delays\" in judicial proceedings; 

-- the independent Commission on Human Rights, which \"has 
the confidence of the victims and witnesses,\" lacks technical 
capacity and needs more support (note: USAID has already 
requested additional funding in the FYO7 and FY08 budgets for 
the CHR. end note); 

-- the Office of the Ombudsman is not living up to its 

mandate to \"stop, prevent, and correct any abuse or 
impropriety in the performance of duties,\" and needs to take 
more steps in the investigation of these killings; and, 

-- the Armed Forces of the Philippines has already expressed 
its willingness to accept further training by EU military 

experts in the field of human rights, which the NAM believes 
should cover the \"application of international humanitarian 

law to the counter-insurgency,\" with an emphasis on 
\"distinction between combatants and non-combatants\" as well 
as command responsibility. 


4. (C) Comment: The EU\'s NAM members met with emboffs to 
seek our views at the beginning of its visit. DHM Crorkin 
emphasized privately that the EU plans closely to coordinate 
any future assistance on this issue with the Embassy and with 
other potential donors to ensure that we do not duplicate 
efforts. The Philippine government\'s receptivity to this 
external assessment, and its willingness to work with 
interested donors including the USG to improve its capacity 
to investigate and prosecute such unlawful killings, are 
welcome, as are its own ambitious programs to resolve this 
problem. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


KENNEY 
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E.O. 12958: DECL: 06/26/2012 

TAGS: PGOV, KDEM, PINRHU 

SUBJECT: ORBAN ON ORBAN: FIDESZ PRESIDENT ON THE 
OPPOSITION\'S LEADERSHIP AND STRATEGY 


REF: A) BUDAPEST 823 B) BUDAPEST 1043 AND PREVIOUS 
Classified By: P/E Counselor Eric V. Gaudiosi: Reasons 1.4 (b) and (d) 


1. (C) Meeting with Ambassador Foley June 27 to discuss 
energy security and the transatlantic relationship (septel), 
FIDESZ president Viktor Orban also reviewed his plans to 
\"professionalize\" the party leadership and his strategy for 
the months - and years - ahead. 


BUDAPEST UNDERGROUND 


2. (C) A relaxed and often puckish Orban took \"the 

historical perspective\" in reviewing FIDESZ\'s progress from 
\"underground youth movement\" in the 80s to governing party in 
the 90s. He admitted that FIDESZ had been \"a better 
government than a party,\" and believes that they have only 
recently established a solid national foundation. He 

contrasted FIDESZ\'s momentum with the MSZP\'s machine, which 
traditionally \"runs good campaigns\" but has not modernized in 
recent years. Nor can they do so now, he maintained, since 

\"you can\'t build support when everyone hates your policies.\" 


\"STRONG ENOUGH TO DELEGATE\"? 


3. (C) Looking back on the FIDESZ party elections (ref a), 
Orban outlined the division of responsiblity within the party 
leadership and emphasized that he is \"strong enough to 
delegate\": 


Mihalj Varga: An MP from Karcag and former Minister of 
Economy, Varga has been designated as the party\'s senior VP 
and Orban\'s deputy. The highest vote-getter among the 
candidates, Varga is a moderate but seen as closer to Orban 
than the other VPs. Orban commented that Varga will have 
Vall rights when I\'m not available,\" quipping that Nm not 

old but you never know what will happen.\" 


Lajos Kosa: Orban described the popular mayor of Debrecen 
(and potential party rival) as \"a free spirit ... but an 
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entertaining one.\" As \"President of the Independent Republic 
of Debrecen,\" Orban joked, Kosa has become indispensible. 
Although he has asked Kosa to organize FIDESZ efforts to 
bring local initiatives to national attention, he still 

considers him \"the enfant terrible of the party.\" 


Ildiko Pelczne Gal: Also the president of the FIDESZ women\'s 
organization, Gal is in charge of the party\'s \"most energetic 
activists.\" Orban noted, however, that the former professor 
of economics tends to \"focus on problems - not on the people 
affected by problems.\" He made clear his preference for 
\"targeting the heart, not the head.\" 


Zoltan Pokorni: Orban glossed over reported friction with 
Pokorni (who often beats him in popularity polls), 
emphasizing his desire to focus on his \"enormous 
responsibilities\" as Mayor of Budapest\'s District XII and 
noting that he is \"in negotiation with him now\" to lead 
FIDESZVs preparations for the spring referendum (ref c). A 
former teacher and not \"a street fighter like me,\" Orban 
believes Pokorni will be \"perfect for the job\" of building 
support in civil society. 


REFERENDUM: MORE THAN JUST QUESTIONS 


4. (C) Focusing on the referendum (ref b), Orban commented 
that it will be \"about more than just the questions on the 
ballotA" FIDESZ will portray the referendum as a national 

vote of confidence in PM Gyurcsany and as an opportunity to 
respond to the \"government campaign against society.\" Orban 
hopes to collect over 2 million signatures - ten times the 
required number to authorize the referendum and 25% of 
Hungary\'s electorate. The signature drive, he continued, 

will also help update the party\'s databases, further 
\"mobilizing\" for the elections of 2010. 


5. (C) Discussing demographics, Orban remarked half-jokingly 
- but only half-jokingly - that \"after 2014 we can\'t lose.\" 

It is a \"secret fact\" of Hungarian politics, he continued, 

that age is the overwhelming determinant in Hungarian voting 
patterns. \"FIDESZ has a huge advantage among the under-25 
bloc,\" while the MSZP\'s base is \"over-55.\" The Gyurcsany 
government, he believes, has managed to outrage both groups 
by proposing fees on tuition and on health care. The 

challenge for FIDESZ, he concluded, is \"not to rest on our 
laurels\" and to focus on \"winning in 2010\" rather than 
\"waiting for 2014.\" 


GOVERNMENT-IN-WAITING ... AND WAITING 
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6. (C) Toward that end, FIDESZ is making clear that it is 
preparing to govern. Responding to our question re the 
possibility of a shadow cabinet, Orban replied that it is 
\"obvious who\'s who\" in the party. He detailed FIDESZ\'s 
\"cabinet-in-waiting\" as consisting of Parliamentary Faction 
Leader Tibor Navracsics as Cabinet Minister \"no matter who 
the Prime Minister is,\" MP Laszlo Kover as Director of the 
Intelligence Services, former FM Janos Martonyi and 
Parliamentary Foreign Affairs Committee Chair Zsolt Nemeth as 
Win charge of foreign policy,\" and MP Miklos Matolcsi as 
Minister of Economy. He also welcomed Zsigmond Jarai\'s 
departure from the National Bank, commenting that he will now 
be able to help FIDESZ restore its ties to the U.S. (septel). 
Orban expressed concern, however, that any formal 
declaration of a shadow cabinet - unprecedented in modern 
Hungarian history - would focus \"too much attention on our 
programs rather than the government\'s.\" 


7. (C) Comment: Orban is clearly thriving on the activity 
surrounding the referendum. From his opening remark in the 
Ambassador\'s office (pointing out the Soviet War Memorial 
visible from the window and suggesting that \"we call in some 
Estonian know-how\") to his parting comment (spreading his 
arms at the door to the embassy\'s secure area and noting \"no 
cell phone, no boss: I\'m a free man\"), he was both engaged in 
the details and aware of the big picture. Although he put 

the best possible face on divergences of opinion within the 
party, he has allowed other voices to emerge over the course 
of the past year. He is aware of the need for FIDESZ to 
become less of a resistance movement and more of a modern, 
western party organized along more corporate lines. He is 
also conscious of the need to repair his relationship with 

the U.S. Though it may be a twelve-step program, he has at 
least taken the first step by recognizing the problem. End 
Comment. 


FOLEY 
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E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PREL, PINR, KS, KN 

SUBJECT: FORMER PRESIDENT KIM YOUNG-SAM: LOOKING FORWARD TO 
LEE MYUNG-BAK PRESIDENCY 


Classified By: AMB. Alexander Vershbow. Reasons 1.4 (b/d) 


1. (C) Summary: In a June 26 luncheon meeting with the 
Ambassador, former President Kim Young-sam (KYS) said that 
the next ROK president would be a conservative from the Grand 
National Party, either former Seoul Mayor Lee Myung-bak or 
former GNP Chairperson Park Geun-hye. Kim believed that Lee, 
his own preference, would continue to lead Park in the polls 

and become the GNP nominee. KYS was also strongly of the 
view that the ruling camp could not field a viable candidate 

due to President Roh Moo-hyun\'s lack of public support. 
Koreans did not want to see \"another disaster.\" KYS was 
especially scathing in assessing the current government\'s 

North Korea policy, which he characterized as \"revisionist.\" 
Because of such \"confused thinking\" from the Blue House, many 
young Koreans did not know who started the Korean War. KYS 
believed that the most important task for the new 

conservative president was to reaffirm the paramount 
importance of the U.S.-ROK alliance. KYS was also interested 
in the status of the Six Party Talks and urged the U.S. not 

to move too fast. End Summary. 


2. (U) Former President Kim Young-sam, now an octogenarian, 
showed none of the wear and tear from his 55 years in 

politics, most of them spent in opposition. Looking fit and 

trim, hair died jet black, KYS discussed politics, North 

Korea, and himself for over two hours during a June 26 
luncheon hosted by the Ambassador. As always, he was frank 
and upfront in delivering his views. 


Lee Myung-bak Will Win 
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3. (C) Characterizing former Seoul Mayor Lee Myung-bak as 
someone with deep business and management experience, KYS 
said that he fully expected Lee would win the GNP nomination 
and go on to be the next president. Opinion polls were very 
accurate, Kim said. KYS himself had consistently led his 

rival, Kim Dae-jung, in the 1992 race and went on to win by a 
7-percent margin, the largest ever in Korean history. True, 

Lee had stumbled somewhat in the last few weeks and had been 
hurt by mud-slinging by the government and his GNP opponents, 
causing some narrowing in his lead over Park Geun-hye; but, 
KYS predicted, the former Seoul Mayor would prevail. KYS 
assessed that Lee had been hurt by his cross-country canal 
proposal, which has been attacked as an ill-designed, 
uneconomical project, and he had recommended that Lee 
downplay it. 


4. (C) KYS had little to say on Park Geun-hye\'s candidacy 
except to note that her father was Park Chung-hee, a dictator 
whom he had fought for most of his political life. Park 
Chung-hee\'s assassination, KYS said, took place two months 
after the Pusan-Masan demonstrations in 1979, which were 
triggered through KYSVs leadership. 


Ruling Camp: No Hope 


5. (C) Kim said that there was no chance that a ruling party 
candidate could win the presidency. None of the candidates, 
including Chung Dong-young, Lee Hae-chan, Han Myung-sook and 
Kim Hyuk-kyu, registered more than couple of percent in the 

polls. How could they possibly win? Kim also dismissed 

former Gyeonggi Governor Sohn Hak-kyu\'s prospects. Sohn had 
bolted from the GNP because he had no support within the 

party. Such desertions never paid off. Sohn would not find 
support in the ruling camp either, Kim assessed. 


6. (C) Fundamentally, KYS said, the ruling camp had to carry 
Roh Moo-hyun, a failed president. Koreans no longer wanted 
Roh\'s brand of progressive politics; they had tried it and 

didn\'t like it. While the ruling camp would try desperately 

to win votes through maneuvers such as a North-South summit, 
Korean voters would see through them. In any case, KYS said, 
there was no reason for Kim Jong-il to accept a summit, 
because Roh could not pay for it, unlike Kim Dae-jung who 
\"bought\" the 2000 summit for USD 500 million, which, in turn, 
came from Hyundai Corp. 


7. (C) Ten years of progressive rule, starting with the 
election of Kim Dae-jung in 1997, had resulted in enormous 
damage, KYS said. South Koreans were letting their guard 
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down against the communist threat from North Korea. Recent 
polls showed that most young people did not know who started 
the Korean War. This was not surprising in view of 

Unification Minister Lee Jae-jung\'s wishy-washy response to 
the question from the National Assembly on which side started 
the war. 


8. (C) The next South Korean president must return to the 
basics, KYS said. The next government must recognize the 
paramount importance of the U.S.-ROK alliance, without which 
all of Korea would now be under communist rule. The next 
president must also repair the damaged relationship with 
Japan, which remained a key partner for both the United 
States and the ROK. In regard to China, KYS thought that its 
current influence and potential were exaggerated. China 

still had enormous problems ahead because of its one-party 
rule. China must modernize its political system if it was 

play a greater role in the region and beyond. Taiwan, on the 
other hand, looked like a prosperous and vibrant democracy. 
Invited by President Chen Shui-bian, KYS was planning on 
visiting Taipei in the coming months. 


Six Party Talks 


9. (C) Noting that there had been considerable developments 
in the Six Party Talks, KYS questioned whether the U.S. was 
moving too fast. The Ambassador assured Kim that the 
negotiations were being conducted cautiously and deliberately 
and that Washington would not normalize relations with North 
Korea until it had completely and verifiably denuclearized. 


Comment 


10. (C) These are retirement years for Kim Young-sam, a 
fixture in South Korean politics since the liberation until 

the end of his presidency in 1998. While still popular in 

his home town of Busan, KYS no longer has much of a role, 
especially as his presidency ended under the dark cloud of 

the financial crisis. This diminished role quite clearly 

irks KYS, because his long-time nemesis Kim Dae-jung remains 
very much in the game, capable of delivering a large chunk of 
votes from the southwest Jeolla region. Still, KYS took 
enormous pleasure in pointing out to the Ambassador that key 
politicians, such as Lee Myung-bak and Sohn Hak-kyu, came to 
see him to get his advice and blessing. 


VERSHBOW 
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1. USAID/East Africa representatives, accompanied by 
representatives of USAID contractor Development 
Alternatives, Inc. (DAI), recently visited Kenya?s 
conflict-prone northeast province of Mandera. The two- 
night, three-day trip culminated in an event to launch 

the expansion of the Kenya-Somalia cross-border 

conflict management program which began in 2004 to now 
include Ethiopian stakeholders as well. 


2. This program highlights the hybrid forms of 
governance which have been emerging in ungoverned and 
under-governed spaces throughout Kenya, Ethiopia and 
Somalia, namely the mediated state (reftel). This 

model involves collaboration between state actors 
(district commissioners) and local civil society 
organizations functioning as peace committees which 
bring together clan elders, women?s and youth 
organizations and local NGOs. In the absence of a 
strong state presence, collaboration between the state 
representatives and the local peace committees provides 
a structure for early warning, community level 

response, and reconciliation of conflicts within the 
affected districts and in many cases conflicts which 
involve actors across the border. 


3. Background 


The Mandera Triangle region comprises of the Gedo 
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region in Somalia, the Doolow region in Ethiopia, and 

the Mandera district in Kenya. The social groups 
involved include the major Somali and bilingual Somali- 
Oromo clans of the Gabaweyn (Ethiopia, Kenya and 
Somalia), the Degodia (Kenya and Ethiopia), the Murrule 
(Kenya), the Marehan (Somalia), and the Garre (Somalia, 
Kenya and Ethiopia), as well as the other Somali- and 
Oromo-speaking clans. These groups, who together form 
the populations of Mandera, Doolow and Gedo districts, 
are closely linked by geography and a shared social 
system, by religious and clan ties, and by commercial 
links and interests that stretch deep into the border 

areas of the three countries and beyond. 


4. Because the people of the Mandera Triangle are 
largely pastoralists, water and grazing rights are 

often a source of conflict. Events outside local 

control such as the unfolding events in Somalia, 
drought and other natural disasters, or political 
competition among various clans (such as with the 
upcoming national elections) have the potential to 
heighten tensions. Livestock raiding and other forms 
of banditry are common and have in the past escalated 
into clan-based cycles of violence. 


5. Weak state control or lack of a central state in 
Somalia?s case has meant that functions which would 
usually be undertaken by central authority have 
devolved to local actors in Gedo, Doolow, and Mandera. 
In all three regions, security has been enhanced by 
promoting informal and traditional mechanisms of 
conflict mitigation under the rubric of peace 

committees composed of local officials and civil 

society organizations. 


6. The formal launch of the new phase of USAID/EA?s 
project was a chance to formalize relationships that 

have been ongoing in the Mandera Triangle since 2004. 
Despite the Government of Kenya?s (GOK) official policy 
of sealing the border, Ethiopian officials and Gedo 
officials have been regularly meeting with the Mandera 
DC and other stakeholders in the cross-border work. 


7. Cross-border peace work from the Mandera perspective 


Within Mandera district, local peace structures have 

been evolving since USAID/Kenya and USAID/East Africa 
began their support in 2004. What began as a peace 
committee centered on Mandera Town and initiated by 
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three stakeholder groups--Women for Peace, Elders for 
Peace, and Youth for Peace--has evolved in to a 
district-wide committee representing not only Mandera 
Town, but the other 17 locations within the district as 
well. Two elders representing each of the Mandera 
locations, and 4 representing the town (the 2 

additional seats ensure that all 4 major clans within 
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the town are represented), constitute the Mandera 
District Peace Committee (MDPC). The GOK?s 
representative in Mandera, the District Commissioner 
(DC), has been a key champion of the MDPC?s work and 
serves as the committee?s chair. 


8. Through the new formation, the MDPC elders report 
being able to better respond to conflicts throughout 

the district. Mandera Town and its livestock market 
was previously a flashpoint for conflict. However, the 
establishment of a ?peace market? in the town with area 
designated as the tribunal for MDPC members to 
officially mediate conflicts has helped reduce the 
number of conflicts centered on the town. Currently, 
outlying areas of the district are experiencing more 
violence, banditry, and livestock raiding, and often 

the perpetrators live across the border in Ethiopia and 
Somalia. Local clan elders in affected areas are 
trained by the MDPC and provide the first-immediate 
response. Their representatives on the MDPC are able 
to report incidents and activate a wider response 
capability, including communicating with their cross- 
border partners when necessary. Elders reported a 
number of incidents in which the cross-border network 
allowed cattle raided in one area in the Eastern part 

of Mandera to be retrieved from areas in Ethiopia. 
Similarly, elders attributed the dialogue that the 
cross-border program has fostered between the MDPC and 
its partners in Gedo as being a key factor in helping 

to mitigate the effects of instability in Somalia from 
spilling over in to Mandera. 


9. The Mandera DC?s ongoing participation in the peace 
building work has been instrumental in helping him 

carry out his official duties and to maintain peace in 

the region. He recognized the effectiveness of 

deferring to the MDPC to help solve disputes between 
the populations of the three districts. Using 

traditional means involving negotiated settlements 
between clans, rather than individual prosecutions 
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through the criminal justice system, has proven more 
effective at preventing isolated incidents from 
escalating. 


10. Comments 


Local capacity, particularly in Mandera and Gedo, to 
deal with small incidents of conflict is promising. 

Though peace building efforts in Doolow are new, the 
commitment of local authorities and civil society 
stakeholders is strong. However, USAID/Kenya partner, 
Practical Action, which also does peace work in 
Mandera, questioned whether the MDPC has the capacity 
to deal with potential tensions associated with the 
upcoming Kenya national elections. Competition for 
parliamentary seats has already led to a resurgence of 
clan identity which will likely be exploited by 

candidates vying for office. 


11. The GOK?s National Steering Committee on Peace 
Building and Conflict Management has developed a draft 
national policy on conflict management and peace 
building. However, the finalizaton of the policy has 

been delayed. USAID partner DAI stressed the need for 
such a policy in all three countries to 

institutionalize and clarify the structures of local 

peace committees with which the central government will 
engage, which will in turn mitigate the potential for 

the peace committees themselves to become a source of 
conflict. 


12. In Mandera, MDPC members recognized the growing 
pains in evolving from a town-based organization to a 
district-wide organization. In particular, various 
groups conferred legitimacy on the new arrangements 
depending on whether they felt more or less 
represented, and had better or worse access to 
external, donor resources used to support peace 
building. These issues will continue to arise and 
USAID recognizes their role in helping to coordinate 
the many peace actors working in the Mandera district 
as well as across borders. RANNEBERGER 
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Classified By: Ambassador Schieffer for reason 1.4 (b/d) 


1. (C) Summary. The Council for Economic and Fiscal Policy 
(CEFP), the Council for the Promotion of Regulatory Reform 
(CPRR), the Asia Gateway Strategy Panel (Asia Gateway), and 
the Innovation 25 Strategy Council (Innovation 25), all 

advisory bodies to the Prime Minister's Cabinet office, each 
issued reports over the past several weeks recommending 
structural and administrative reform of various aspects of 
Japanese government and society. While each of the Councils 
initially seemed poised to make fairly forward-leaning 
recommendations, fierce ministerial resistance resulted in 

final reports that are long on rhetoric and short on details. 

The CEFP, which serves as the Government\'s uber-Council and 
bases its recommendations on inputs from the other bodies, 
had previously served as a vehicle for then-Prime Minister 
Koizumi to force such controversial issues as Japan Post 
Privatization through the bureaucracy. The Abe 

administration seems less willing to use the Council as a 
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means to overcome bureaucratic inaction. The CEFP\'s report, 
which also serves as the foundation for the Government\'s 
budgetary process, stresses that spending cut targets laid 
out by the previous council will be adhered to but appears to 
be the victim of bureaucratic piling-on to ensure that 
pork-barrel projects receive funding. Most of the 
recommendations of all the bodies were vague or cautious, 
making the Abe administration appear tepid in support of 
reform. It is unclear if this will change after the Upper 
House elections in late July. End Summary. 


2. (U) In the lead-up to the July Upper House elections, the 
Council for Economic and Fiscal Policy (CEFP), the Council 
for the Promotion of Regulatory Reform (CPRR), the Asia 
Gateway Strategy Panel (Asia Gateway), and the Innovation 25 
Strategy Council (Innovation 25), all advisory bodies to the 
Cabinet office, issued reports recommending structural and 
administrative reform of various aspects of the Japanese 
government and society. This cable explores the role of 
each of the advisory bodies and their respective influence on 
policy makers, their initial proposals and final 
recommendations and gives a \"grade\" to each of the sector 
recommendations put forth that are of interest to American 
industry and the U.S. government. 


Economic Advisory Bodies: Who\'s Who 


The Council for Economic and Fiscal Policy 


3. (U) Established in 2001 under the \"Act to Establish the 
Cabinet Office\" by then-Prime Minister Koizumi, the CEFP is 
one of four \"councils on important policies\" that provide 
advice to the Prime Minister and his cabinet. The remaining 
three councils are: the Council for Science and Technology; 
the Central Disaster Management Council and; the Council for 
Gender Equality. The law stipulates that the CEFP consist of 
no more than eleven members, that forty percent of those 
members come from the private sector and that the Prime 
Minister, the Chief Cabinet Secretary and the Minister of 

State for Economic and Fiscal Policy all sit on the Council. 
Currently, the CEFP\'s four private sector representatives 
include Canon CEO and Japan Business Federation (Keidanren) 
President Fujio Miterai and prominent academic, Tokyo 
University Professor Takatoshi Ito. The six cabinet-level 
advisors include Minister of Finance Koji Omi, Ministry of 
Economy, Trade and Industry Akira Amari and Council Chair, 
Minister of Economic and Fiscal Policy Hiroko Ota as well as 
Bank of Japan President Toshihiko Fukui. 


4. (U) Every year, the CEFP releases the \"Basic Policy for 
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Economic and Fiscal Management and Structural Reform" report 
which serves as the Government\'s macroeconomic and reform 
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agenda for the ensuing year. The report is meant to be 
comprehensive in nature and, as such, is based upon the 
recommendations of other Cabinet advisory bodies. The agenda 
is formally adopted by the Cabinet after which the Council 

issues a series of budgetary recommendations and, ultimately, 

the Course and Strategy for the Japanese Economy!" framework. 
Importantly, if a particular issue is not/not discussed 

within the CEFP\'s report, it is unlikely to receive funding 

during the regular budgetary process. 


5. (SBU) Koizumi originally established the CEFP with the 
intention of wresting policy making from government 
bureaucrats and forcing the budgetary process to be more open 
and transparent. Under his leadership, such controversial 
issues as Japan Post privatization were forced through the 
bureaucracy despite fierce Ministerial opposition by using 

the CEFP as the decision making body. The Abe 
administration, however, appears less willing or able to use 

the Council as a vehicle to overcome bureaucratic inaction. 
The most recent report, issued June 4, is a whopping 51 pages 
yet contains relatively vague recommendations addressing four 
goals - increasing labor productivity, promoting the openness 
of Japan\'s economy, reforming administrative and fiscal 
systems and, \"creating the foundations in which people can 
live without anxiety.\" In fact, the Council notably dropped 
\"Structural Reform\" from the document\'s title. Press reports 
have been largely critical, stating the report touches on 

many subjects but provides few details or numerical targets. 
Others suggest that the length of the document reflects 
bureaucratic piling-on to ensure that pork-barrel projects 
receive funding. 


The Council for the Promotion of Regulatory Reform 


6. (U) The CPRR is one of eighteen advisory councils set up 
under the Cabinet Office. Established under Koizumi in 2004, 
the CPRR has tended to be more forward-leaning in its 

positions than other advisory councils. It consists solely of 

private sector members and is chaired by shipping company NYK 
Line Corporation President Takao Kusakari (reftel A). The 
Headquarters for the Promotion of Regulatory Reform, a 

parallel body to CPRR, consists of the Prime Minister\'s 

entire cabinet and the Prime Minister himself. Unlike in the 

case of CEFP, however, the Prime Minister rarely attends 
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Council meetings. 


7. (C) Typically, the Council issues an interim report in 

June and final recommendations in December. All final 
recommendations are laboriously negotiated with the 
individual Ministries, however, so there has often been a 

wide gap between what is put forth in the interim report and 
what is actually in the final iteration. This year, as the 

CEFP was working to develop its new reform strategy, the CPRR 
issued a fully-negotiated interim report on May 30 with the 
intent that it be incorporated into the longer-term plan. As 
with the CEFP report, the CPRR proposals fall far short of 
what several of the Council's members had told us they had 
hoped to achieve. Kosuke Furutachi, Deputy Director at the 
Cabinet Office for CPRR told us that the report was merely a 
rehashed version of previous years\' work and that the Council 
had been tacitly instructed to refrain from addressing 
controversial topics ahead of the July elections. 


The Asia Gateway Strategy Panel 


8. (U) In his maiden speech to the Diet in September 2006, 

Prime Minister Abe called for rapidly strengthening \"the 

functions of international airports in Japan, including 

efforts to enhance their usability,\" a stance that later 

became a central part of his \"Asia Gateway Vision.\" Abe 

created the Asia Gateway Strategy Panel in October 2006 to 
identify specific policies under the initiative. The panel 

was composed of seven prominent academics and business people 
and was led by Special Advisor to the Prime Minister on the 
Economy, Takumi Nemoto. Its report, issued May 16, served as 
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the basis for the aviation reforms recommended in the CEFP\'s 
plan. The panel was subsequently disbanded. 


9. (SBU) While disappointing to the Embassy and to American 
industry, Tokyo University Professor and CEFP member 
Takatoshi Ito told us he believes the Asia Gateway report 

will result in greater liberalization of Japan\'s 

international and regional airports and that the panel\'s work 
was well-received by the larger Council. 


The Innovation 25 Strategy Council 


10. (U) In a separate speech at the beginning of his 
administration, Abe also called for a strategy to foster more 
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innovation that would contribute to JapanYs economic growth 
through the year 2025. He established the Innovation 25 
Strategy Council and gave Minister of State Sanae Takaichi 
the additional portfolio of Minister in charge of Innovation. 
Takaichi set-up the Innovation 25 Special Mission within the 
cabinet office, supported by the Strategy Council comprised 
of seven members from academia and industry. The Council 
issued an interim report on February 26 and its strategic 
policy roadmap on May 25. Innovation 25 sets five goals for 
the year 2025 based on predictions that Japan will face, in 
the next twenty years, a decreasing population, an aging 
society, sustainability challenges and the continued rapid 
development of an information society. Its recommendations 
largely focused on science and research and development 
issues, though there was some discussion of financial market 
reform which fed in to the CEFP report. 


The Score Card by Sector 


Agriculture Reform: C 


11. (SBU) The CEFP\'s Agriculture and EPA working group 
produced some forward-leaning recommendations intended to 
push Japan in the direction of more outward-oriented trade 
policies. There is clear recognition among CEFP private 
sector members that the country\'s inefficient farm sector is 

an impediment to pursuing effective trade policies. The 

final CEFP report proposes some farm sector reforms, but many 
of the more far-reaching measures of the working group, 
including proposals to make it easier for farm ownership to 
change hands which could enable corporate ownership, were 
muted by the full Council. Whereas the working group had 
specific reform ideas, the final report calls on the 

Agriculture Ministry to identify a reform agenda by fall 

2007, something akin to putting the fox in charge of the hen 
house. 


12. (SBU) The working group had outlined an ambitious 
program to promote Doha and a more open trade regime, 
including eliminating some tariffs; reviewing other extremely 
high tariffs, presumably including those on rice; abolishing 
the gate pricing system for pork; and reviewing the minimum 
access system for rice. By the time the full CEFP tabled its 
report, bromides had replaced some of the proposals -- Japan 
should be \"proactive\" in reducing tariffs and narrowing down 
the extent of cross border measures, and the gate pricing 
system should be \"discussed.\" On EPA/FTA policy, the final 
report also takes a step back from the Agriculture and EPA 
working group\'s initial call that Japan launch joint studies 
with the United States and the European Union as a 
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preliminary step down the road to negotiating EPA/FTAs. 
Instead, it says only that FTAs with the United States and EU 
should be \"future topic." 


Civil Aviation Reform: C- 


13. (C) Japanese reformers\' key goals in the civair sector 
were to achieve greater and quicker internationalization of 
Haneda Airport, currently primarily serving the domestic 

market, and the further liberalization of other regional and 
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international airports. While the CEFP did recommend some 
small changes regarding Haneda such as permitting late 
evening and early morning international charter flights and 
charter flights to Beijing for the 2008 Olympics which could 

set a precedent for further reforms in the future, the 

Ministry of Land, Industry and Technology (MLIT) managed to 
hold at bay more \"radical\" proposals and imposed its own 
agenda on other changes. The Asia Gateway panel and the CEFP 
had originally proposed: allowing international flights at 
Haneda and increasing slots at Narita before 2010 as is 
currently planned; deregulating Kansai and Centrair airports 
without further negotiations; dropping the perimeter rule 

which limits international flights to domestic airports and; 
considering Japan-E.U. aviation liberalization. None of 

these were accepted by MLIT. Instead, the CEFP report 
recommends that China and other Asian countries be the focus 
of aviation liberalization and that any new international 

flights at Kansai and Centrair be negotiated bilaterally, 

putting MLIT in control of the pace of change. The report 

also adopted the Ministry\'s language critical of an 
\"American-style\" open skies. U.S. industry reaction has been 
pessimistic with some suggesting that many of the measures 
MLIT did allow, and in particular the late evening/early 
morning international charter flights, are patently designed 

to disadvantage U.S. airlines. 


Financial Market Reform: Mixed 


14. (C) Defined Contribution Pensions: C-. The CEFP basic 
policies framework only vaguely refers to the review of the 
defined contribution pension system, presumably in deference 
to the Ministry of Health, Labor and Welfare (MHLW) study 
group considering the issue which has not yet issued its 

final report. This is disappointing as it provides no 

direction from the Cabinet to the MHLW group. A critical 
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issue to expanding the use of defined contribution pensions 
is to increase the tax deductible contribution limits. 

Though the Ministry of Finance (MOF) has not yet officially 
weighed in on the topic, in the past they have expressed an 
unwillingness to forgo tax revenue by increasing the limits 
and skepticism at the need for tax-advantaged treatment of 
the pensions, which they consider just another savings 
vehicle. 


15. (SBU) Financial Services - C . The Abe administration has 
identified the internationalization of Japanese financial 
markets and the development of Tokyo as an international 
financial center as one of it key goals. As a result, this 

topic has been addressed by no fewer than five different 
governmental advisory groups. The CEFP report, which took 
into account the deliberations of those five advisory groups, 
calls on the Financial Services Agency (FSA) to formulate an 
overall plan for strengthening Japan\'s financial and capital 
markets by the end of FY2007. The plan is expected to focus 
on four areas: (1) strengthening the competitiveness of 
exchanges by considering measures enabling the listing on the 
same exchange of a wide range of products including stocks, 
bonds and financial and commodity futures; (2) reviewing 
existing firewall regulations; (3) improving the market 
surveillance system by strengthening the quasi-judicial 
function of the Securities and Exchange Surveillance 
Commission (SESC); and (4) undertaking comprehensive efforts 
to increase competitiveness through such measures as 
enhancing transparency and predictability of regulatory 
supervision and improving urban infrastructure. 


16. (C) Comment: Some of these areas have been discussed 
under the U.S.-Japan Regulatory Reform Initiative and are of 
great interest to U.S. financial firms. The FSA\'s plan and 

the degree of support it receives in the post-election 
administration will indicate whether meaningful progress in 
the four identified areas can be expected, but the 
identification of these issues as areas for reform is a 

helpful step forward. Still, it is disappointing that more 

of the 27 topics put forth in the CEFPYs own working group on 
financial services reform were not included in the final 
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report. End Comment. 


Fiscal Policy: B- 


17. (SBU) While the CEFP report calls for \"maximum\" spending 
cuts to be made in formulating the FY08 regular budget, it 
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fails to lay out concrete commitments to spending targets. 

The Council\'s private sector members had initially proposed a 
further three percent cut in public works spending for the 
coming year, but specifying this just before the elections 

was vetoed by the LDP. The framework did indicate, however, 
that fiscal consolidation measures would be carried out in 

line with the medium-term fiscal consolidation plan approved 
by the Cabinet as part of last year\'s basic policies, which 
specified spending cut targets for major budgetary categories 
over a five-year period. 


18. (SBU) On the tax side, the report states that a 
full-fledged discussion of Japan\'s tax system will be 
conducted commencing in the fall, and indicates that 
\"drastic\" tax reforms, including the consumption tax, will be 
addressed in FY2007. The report calls for a study of taxes 
on financial instruments, a review by the central government 
of local government taxes, and revenue sharing and subsidy 
programs for local governments, including a scheme which 
could allow taxpayers to pay a portion of their local 
residential tax to the local government where they were born 
and raised but are no longer living. (Note: No specific 
mention was made of the Japan Business Council\'s request to 
lower the effective corporate tax rate, though presumably 
this too will be considered during the tax reform discussion. 
End Note.) 


Labor Market Reform: D 


19. (C) What is most noticeable about the CEFP\'s labor 
proposals is their relative absence from the agenda. In 
December, CEFP private sector member and labor economist 
Naohiro Yashiro described grand plans for a "labor big bang\" 
as a centerpiece of the Council's work in 2007 on the premise 
that improving labor productivity is key to addressing 

Japan\'s already-decreasing workforce and other longer-term 
demographic challenges. Yashiro argued persuasively for a 
deregulatory approach including creating a U.S-style \"white 
collar exemption\" from mandatory overtime pay and loosening 
the law governing temporary workers. Six months later, the 
MHLW legislation on a \"white collar exemptionW has been 
postponed, and the CEFP is no longer using the term \"labor 
big bang.\" Instead, Yashiro has told us, labor reforms are 

on hold until after the Upper House elections. Several minor 
labor bills were presented at the Diet session, he explained, 
but political sensitivities prevented the CEFP from moving 
forward with the labor reform agenda. 


Medical Reform: C 
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20. (SBU) The CEFP report does not contain an extensive 
discussion of medical devices, but it does call for the 

steady implementation of the Five-Year Strategy for 

Innovative Pharmaceutical and Medical Devices Development put 
forth in 2006. That strategy includes some key issues that 

were brought up in the U.S.-Japan Regulatory Reform 
negotiations including shortening the time needed for 

launching new drugs, fostering medical venture capital 
companies and improving the environment for clinical trials, 

all of which were well-received by U.S. industry. The report 

also touches upon promoting the use of information technology 
in healthcare through such things as allowing online medical 

fee payments and receipts. However, CPRR\'s Furutachi told us 
that the CPRR had wanted to include specific steps and 
timelines in its report for medical sector reform in order to 

wrest control from the National Health Insurance Organization 
(NHIO) and the Social Insurance Medical Fee Payment Fund 
(SIMF), two organizations that review all medical bills to 

ensure consumers are not overcharged for their treatments. 
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NHIO and SIMF are filled with former MHLW officials and, as 
such, any change to the status quo faces stiff opposition. 
Furutachi lamented that, even though the Ministry allowed 
some recommendations calling for reform, the wording is so 
ambiguous as to leave the Council\'s intent open to 
interpretation. The wording in the CEFP report reflects this 
ambiguity. 


Comment 

21. (C) In September 2005, former PM Koizumi based the Lower 
House elections squarely on the issue of economic reform and 
won an historic victory. Less that two years later, his 
successor has apparently decided to downplay reform before 
the Upper House election. The LDP is widely expected to lose 
seats in the election but, if the loss is not considered too 

high, Abe is expected to remain PM. Under that scenario, it 

is unclear to us whether Abe will give decisive support to 

his reformist advisors in the battle with the bureaucracy and 
conservative LDP elements or continue to be unwilling or 
unable to lead a strong charge for economic reform. 
SCHIEFFER 
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22. Hotdog Giant Out of Action? 


3. (U) Economic Section\'s Thinning Ranks 


It is that time of the year. This week Hans Klemm, who has been 
the Embassy\'s Economics Minister since last August, departed post 
to become Ambassador to East Timor -- although, for the record, we 
only have confirmation that he departed on a flight to Bali on 

June 26. Hans will be replaced by Robert Cekuta, who arrives in 
August. 


Ambassador Klemm left his mark on the section by pushing for a 
more robust bilateral engagement and to have an FTA on the agenda, 
keeping his focus on the big picture. 


Three other key figures are set to depart soon. Masumi Ono, 
Economic Assistant and invaluable member of the section, will 
finish her tour on June 29, before returning to New York to 
resume her UN career. (Her husband, Brett Blackshaw will move 
from the Political Section to the Vietnam desk.) 


Ono-sama has been our reg ref specialist since arriving at post 
three years ago as well as our ace on special zones, and large 
scale retail development among other issues. She will be 
succeeded by Eriko Marks who is already on board. 


Dan Fantozzi, currently Acting EMIN, and Marilyn Ereshefsky, our 
IT and telecoms point person, will be departing Tokyo July 19 and 
25, respectively. Three years in the Section, Dan has proven 
more than anything else that he is irreplaceable. He will be 
heading back to Main State, although, we hope, not before leaving 
some of his wisdom on civair and postal privatization matters 
behind. He will be Director for Environmental Policy in OES. 
Marilyn, who grasped some complicated portfolios that left others 
flummoxed or catatonic, will be heading back to Washington as an 
American Political Science Association (APSA) Congressional 
Fellow. She will spend the fall at SAIS and the spring on 

Capitol Hill. Marilyn will be succeeded by Scott Smith, who 

arrives in late July. (ECON: Nicholas Hill) 


4. (SBU) Doha Stock Taking in Tokyo 


After the collapse last week of the G-4 talks in Potsdam to move 
the Doha Trade Round forward, Japan\'s Agriculture and Trade 
Ministers issued a joint statement pledging to \"participate 
actively\" in any consultations to bring the Round to a successful 
conclusion. 


Trade Minister Amari told reporters on June 26 that he hoped to 
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gather a number of developing countries that can be flexible in 
the NAMA talks on the margins of APEC meetings in early July in 
Australia. (Before then he will be traveling to India primarily 
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to discuss bilateral issues, including energy cooperation.) 


In Tokyo on June 25, Vice Trade Minister Toshiaki Kitamura 
expressed his disappointment with the stalled Doha talks during a 
meeting with the EMIN. Other sources at the Trade Ministry and 
Foreign Ministry were trying to piece together what had happened 
in Potsdam. 


The officials were interested in how committed the United States 
remained to the Doha process and how effectively WTO Director 
General Lamy could jump start negotiations after NAMA and 
Agriculture Committee Chairs deliver their texts in coming weeks. 


We underscored the continued priority the United States attaches 
to a successful conclusion of the Doha Round, although noted that 
a bad deal is worse than no deal at all. (ECON: Nicholas Hill) 


5. (SBU) Ag Text Delay -- Is There a Silver Lining? 


The Japan Agriculture News noted on June 27 that WTO Agriculture 
Committee Chair Falconer was already running into some 
difficulties with key members and the release of his draft text 

would likely be delayed. 


According to the article, the G-4 countries are still using the 
media to blame others for the collapse of talks in Potsdam on 
June 21. 


An economist at a leading bank in Tokyo we talked to on June 26 
told us he was surprised that the Potsdam talks failed, but 
pointed to a possible silver lining. Given PM Abe\'s declining 
popularity and the late July upper house elections, the 
government would be in a better position to take difficult 
decisions after the voting is over. 


If FalconerYs paper on modalities, he continued, is issued on 
time -- which is to say as early as July 2 -- it would be difficult 


for Japan, because of the elections and an inexperienced 
Agriculture Minister, to make tough decisions before the voters 
go to the polls. 


Japan, he added, would be put in a very difficult situation if 


Column 3 

Korea, with a similarly protectionist-minded farm lobby, suddenly 
decided to compromise in the agriculture talks. (ECON: Nicholas 
Hill/Ryoko Nakano) 


6. (U) US-Korea FTA -- Political Will Key to Deal 


Political leadership made the U.S.--Korea Free Trade Agreement 
(KORUS) possible. That was the message underscored by Ahn Se- 
Young, a professor at Korea\'s Sogan University, during a brown 
bag Trade Ministry-sponsored conference in Tokyo on June 26. 

Ahn described the political courage demonstrated by South Korean 
president Roh Moo-hyun, who stood up against some traditional 
political backers to bring the talks to a successful conclusion; 

even at one point firing his Agriculture Minister over some 

negative remarks the minister had made. 


Moderating the METI event was Waseda University economics 
Professor Shujiro Urata. Also the chair of a working group to 
promote a more liberal trade regime under the Prime Minister\'s 
Council on Economic and Fiscal Policy, Urata credited Roh for his 
political leadership, but suggested it would be more difficult 

for Japan, under a parliamentary system, to follow a similar 
course. 


Urata conceded that Japan has not traditionally pushed for 
ambitious Free Trade Agreements, including in the negotiations 
that Japan launched with Korea -- talks which Korea suspended 
before launching its FTA round with the United States. 


When an official in the audience from Tokyo\'s European Commission 
Office expressed concern that KORUS faces an uphill battle in the 
U.S. Congress, Ahn did not seem overly concerned about 

ratification. He noted that Congress tends to fixate on 

environmental aspects of FTAs; CAFTA, he predicted, posed bigger 
concerns for Congress than KORUS. 
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A reporter for the New York Times asked what benefits would 
accrue to North Korea\'s industrial complex in Kaesong as a result 
of the deal. Ahn said that, regardless of the attention to this 

issue, in reality Kaesong was of limited economic interest to 
South Korean companies. For the presentation sheet, click here. 
ECON: Nicholas Hill/Ryoko Nakano) 


7. (SBU) U.S. Beef: Technical Talks in Tokyo 
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U.S. technical experts sat down with their Japanese government 
counterparts in Tokyo June 27-29 in the first set of talks to 

discuss BSE data that was behind the decision by the World Animal 
Health Organization (OIE) to place the United States in a 
\"controlled riskW category that should ease tight restrictions on 
U.S. beef exports to Japan. 


Japanese officials have told us that the talks may require up to 
two to three rounds before the government can send a 
recommendation to the independent Food Safety Commission on 
whether to ease the currently onerous restrictions that have 
slashed dramatically U.S. beef sales in Japan. 


We will have more reporting on the meetings next week after they 
have concluded. (ECON: Nicholas Hill) 


8. (U) Japan\'s First Rice Exports to China Begin 


The first cargo of Japan\'s exports of rice to China departed on 
June 24. The shipment is the first since Prime Minister Wen 
Jiabao and Prime Minister Shinzo Abe agreed to resume exports in 
April. 


Exports to China had been stalled since 2003 when China had 
reviewed its quarantine system. According to reports, the 
shipment will be directed to Beijing and Shanghai and arrive 
sometime in mid-July. 


The shipper of the cargo, the Japan Agriculture Cooperatives, 
hopes the Chinese market will prove lucrative. Japanese rice is 
considerably more expensive than locally grown Chinese rice -- or, 
for that matter, virtually any rice in the world. 

Agriculture Ministry officials hope that the agreement will 
contribute to the governmentV's goal of tripling food exports by 
2013. 


To commemorate the occasion, the Ministry of Agriculture will 
hold a reception on June 29 in Tokyo. (ECON: Nicholas 
Hill/Ryoko Nakano) 


9. (U) Japan Helps Fund WTO Training Program 


Japan just donated over $400,000 to its WTO Development Agenda 
Global Trust Fund, which finances technical assistance programs 
and training activities for developing and least developed 

countries as well as economies in transition. (ECON: Ryoko 
Nakano) 


10. (U) TSE to Introduce Japan Depositary Receipts 
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The Tokyo Stock Exchange (TSE) plans to introduce a system of 
Japanese Depositary Receipts (JDRs) starting in September 2007. 
The new system will provide a way for foreign companies to access 
the Japanese capital market without listing their shares directly. 


The proposal is part of the effort to turn Tokyo into a global 
financial center. Because JDRs will be domestic securities and 
denominated in yen, they could be easier for Japanese 
shareholders to understand and therefore may be an attractive 
option for foreign firms considering a triangular merger. For more 


information, see Tokyo 2946, (ECON: David DiGiovanna) 


11. (U) Share Wars: The Company Strikes Back 


At a June 24 general shareholders meeting, Bull-Dog Sauce co. 
shareholders approved the introduction and implementation of 
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defensive measures that would allow the company to issue 3:1 
share warrants to existing shareholders thereby diluting the 
holdings of the firm\'s largest shareholder, U.S. hedge fund Steel 
Partners. 


This was the fund\'s third loss in three days. Inaba Denki Sangyo 
and Brother Industries both dismissed Steel Partner\'s shareholder 
proposals for large dividend hikes at shareholder meetings on 

June 22. Other companies in which the fund is a leading 
shareholder, including Sansei Yusoki and Chuo Warehouse, are also 
considering the introduction of defensive measures at upcoming 
shareholders meetings. 


Steel Partners suit seeking to block Bull-Dog from going forward 
with the warrant plan was rejected by Tokyo District Court on 
June 28. Steel Partners is presumed to immediately appeal to 
Tokyo High Court. (ECON: Satoshi Hattori) 


12. (U) NikkoCitigroup\'s Fujita on Triangular Mergers 


Top Japanese Equity Strategist and M&A Expert Tsutomu Fujita of 
NikkoCitigroup, headlined a seminar on Japan\'s new Triangular 
Merger Law on June 26. 


From his study of global trends, Fujita observed that most M&A\'s 
that use shares as consideration are large scale, high value 
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transactions (usually more than three trillion yen). 


Since the market capitalization of most Japanese target companies 
is relatively small, Fujita believes few foreign companies would 
be interested in using Japan\'s triangular merger provisions. 


Fujita also explained the difference between the Japanese and U.S. 
triangular merger provisions. 


Japan\'s Corporate Code only allows \"forward\" triangular mergers 
in which the subsidiary of the acquiring company becomes the 
surviving company. 


Conversely in the United States, most triangular mergers are 
\"reverse\" triangular mergers, in which the target company becomes 
the surviving company, and the exchange agent mediates by issuing 
American Depository Shares (ADS) to the target shareholders 
(which Fujita referred to as a \"rectangular merger\"). This 

allows the surviving company to retain all approvals and licenses 
held before the merger. 


In addition, the presence of the exchange agent enables European 
companies to conduct cross-border triangular mergers, since 
European commercial law, in principle, does not allow the 
subsidiary to hold the shares of its parent company (although 
exceptions do exist). Fujita therefore believes the Japanese 
triangular merger is not suitable for European companies and will 
be used entirely by U.S. companies. 


Furthermore, he pointed out that in the United States the 
subsidiary vehicle company is normally a Special Purpose Vehicle 
company established simply for the purpose of the merger. 
Japanese triangular merger provisions, on the other hand, require 
the acquiring company subsidiary to engage in business operations 
in order for the transaction to receive tax deferral. This is an 
additional burden for foreign companies conducting triangular 
mergers in Japan. 


In Fujita\'s conclusion, he stated that the Japanese triangular 
merger scheme is significantly inconvenient, and believes cross- 
border triangular merger transactions will not occur frequently 

in Japan. Such transactions, if any, would be conducted mainly 
by United States companies. (ECON: Satoshi Hattori) 


13. (SBU) Cabinet Office Releases Study Group Report: Stronger 
Action Against Competition Law Offenders 


On June 26, the Cabinet Office released a report by the Study 
Group on Basic Issues in the Antimonopoly Act, calling for 
increased punitive surcharges on companies found to have engaged 
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in cartels or bid-rigging conspiracies, particularly those firms 
with a leading role in the illegal action. The report, however, 
avoided designating a specific surcharge level. 
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The Study Group also recommended maintaining both administrative 
surcharges and criminal penalties for violations of the 

Antimonopoly Act, a situation the Japan Business Federation 
(Keidanren) had characterized as contradictory to the prohibition 

on \"double jeopardy\" in the Japanese Constitution. 


Similarly, the Study Group rejected Keidanren\'s request to 
eliminate the system under which the Japan Fair Trade Commission 
(JFTC) hears the appeals of companies contesting surcharge orders 
levied by the JFTC itself instead of referring the case directly 

to the judicial system for review. 


The release of the Study Group report -- the product of 35 
meetings held over the past two years-- sets the political stage 
for possible new amendments to the Antimonopoly Act when it is 
reviewed by the Diet at the session beginning in January 2008. 
(ECON: Chris Wurzel) 


14. (U) USJ Cuts Out Osaka City from lts Management Structure 


Universal Studios Japan (USJ) unofficially announced that their 
board of directors would no longer contain any Osaka city 
government officials. A formal statement will be made after the 
general meeting of stockholders on June 27. 


USJ was established as a third sector organization by the Osaka 
city government in 1996, and this marks the first time city 

officials will not occupy any executive director positions. 

Executives from Universal Studios U.S., Goldman Sachs, Japanese 
private companies, and financial institutions will make up the 

new management structure. 


A USJ sales manager pointed out that after Glenn Gumpel replaced 
an Osaka city government official as the president of USJ, the 
city\'s influence over management issues has declined. 


In addition, USJ has acted more independently since being listed 
as a private company on the \"Mothers\"section of the Tokyo Stock 
Exchange in March 2007. 


No longer obligated to confer with the Osaka city government, the 
sales manager predicts that USJ will be able to accelerate its 


Column 3 
decision-making process. (Osaka-Kobe: Phil Cummings/Scott 
Ravenhill/Naomi Shibui) 


15. (U) Ambassador at NWA 60th Anniversary of Serving Japan (U) 
On June 26, Ambassador Schieffer made the kampai toast and broke 
open the sake barrel with several Northwest Airlines senior 
executives at a large reception in Tokyo commemorating NWA 60 
years of scheduled service to Japan. 


Northwest executives told the crowd, which included industry 
leaders, such as the President of Boeing Japan, that the airline 
had been a leader in Pacific aviation and had worked hard to 
strengthen its connections to Japan. 


On Sunday, July 20, 1947, a Northwest Airlines Douglas DC-4 
touched down at Haneda Airport after some 50 hours of travel. 
Originating in La Guardia in New York City, the flight 
inaugurated Northwest\'s regular service to Japan. 


It also marked the start of Northwest\'s regular service to Asia 

as many of the passengers continued on to Shanghai and Manila. 
Northwest was the first U.S. airline to operate an all-jet fleet 

across the Pacific. The airline helped establish Japan Airlines 

in 1951 by leasing NWA aircraft and crew to the company. (ECON: 
Josh Handler) 


16. (SBU) KIX Must Wait to Become 24-Hour Airport 


The Ministry of Land, Infrastructure, and Transportation (MLIT) 
announced on June 21 that due to a delay in the construction of 
the air traffic control system for the second runway at KIX, 

which opens on August 2, the new runway will not be operational 
during evening hours until construction can be completed in 
October. 


Currently, KIX must shut down a few hours at night to perform 
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daily maintenance on its sole runway. A second runway will give 
KIX at least one open runway at all times. 


Kansai International Airport Co., Ltd. (KIAC) was disappointed by 
the MLIT statement because they had counted on the second runway 
to transform KIX into a true 24-hour airport. 


The delay, moreover, will jeopardize KIX\'s chances of attaining 
its target of 130,000 flights for the year. KIX must meet this 
goal to receive financial support from MLIT for the second runway 
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project. (Osaka-Kobe: Phil Cummings/Scott Ravenhill/Naomi 
Shibui) 


17. (U) Toward \"Car Electronics Island Kyushu\"(U) 


As electronics play an increasingly important role in automobiles, 
hybrid cars in particular, semiconductor (IC) manufacturers 
operating in Kyushu (e.g., NEC, Renesas Technology, Mitsubishi 
Electric, and Toshiba) are expanding production capacity to meet 
this growing demand. 


Kyushu currently accounts for 23 percent of Japan\'s IC production 
and nearly 10 percent of Japan\'s auto production. 


According to the Kyushu Branch of the Development Bank of Japan, 
the potential car electronics market in Kyushu is worth about 
five billion dollars. 


With Toyota, Nissan, and Daihatsu\'s total production capacity in 
Kyushu expected to reach 1.5 million units per year by 2009, 
there is also an increasing demand for skilled workers to develop 
these value-added car parts. 


In response to this challenge and as part of a METI-funded 
program, the Kitakyushu Foundation for the Advancement of 
Industry Science and Technology (FAIS) plans to offer post- 
graduate courses on car electronics, starting as early as 2009. 
These courses will be conducted in collaboration with three 
universities (Kyushu Institute of Technology, the University of 
Kitakyushu, and Waseda University) as well as auto and 
electronics manufactures. 


FAIS expects to train about 60 car electronics specialists 
annually through this program. (Fukuoka: Yuko Nagatomo/James 
Crow) 


18. (SBU) Honda Motors on U.S.-Japan Auto Relations and 
Environment 


Honda motors representatives shared their views on the U.S.-Japan 
auto relationship and environmental questions with us on June 25. 


On the weak yen issues in the news, Honda disavowed any 
connection to their production plans as Honda\'s consistent 
philosophy is to produce in locations close to its customers. 

They noted 80 percent of the Honda cars sold in the United States 
are manufactured in North America. 


Asked if Honda had ever considered a plant in Michigan, they had 
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a vague recollection that when Honda was first considering a 
plant in the late 1970s and early 1980s, Michigan was not 
interested, so that is one of the reasons Honda\'s first auto 
plant was in Ohio. 


After that Honda made its plant location decisions based on 
Honda\'s production needs and the workforce, and so plants ended- 
up elsewhere than Michigan. The reps spoke very highly, however, 
of the governor of Michigan. 


On the hot-topic of global warming and fuel efficiency, they 

noted that Honda was not part of the automaker\'s fight against 
tighter fuel efficiency standards in the United States. Honda is 
pursuing several technologies for improving mileage and reducing 
emissions: hybrids, fuel cells, clean-diesel, flex-fuel engines 

and fuel cells. 


As for gasohol and Japan, they intimated that Japan is unlikely 
to have a large supply of ethanol in the near future, but if for 
some reason a large supply becomes available Honda could make use 
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of its flex-fuel technology engines used in Honda\'s Brazilian 
production. 


They conceded bio-diesel fuel might hold some promise, but Honda 
is not selling passenger diesels in Japan. 


The Honda reps said it will take some tax incentives to introduce 
clean-diesel technology as diesel has a dirty image in Japan, but 
Honda is selling clean diesel vehicles in Europe. They noted 
that Mercedes is selling one clean-diesel car in Japan, but that 

it will probably not turn public perceptions around. (ECON: 

Josh Handler/Junko Nagahama) 


19. (U) Former Prime Minister Miyazawa Dead at 87 


Former Prime Minister (1991-93) Kiichi Miyazawa died June 28 in 
Tokyo at the age of 87. 


One of Japan\'s longest serving statesmen, Miyazawa came from a 
family of prominent politicians. His father was a member of the 
Diet and his grandfather was a Cabinet minister. One brother was 
a one-time governor and another ambassador. Miyazawa also was 
related through marriage to two former prime ministers. 


In addition to becoming Prime Minister himself, Miyazawa held a 
number of Cabinet posts, including two stints as Finance Minister 


Column 3 

(1986-88 and 1998-2001), Chief Cabinet Secretary (1980-82), 
Minister of Foreign Affairs (1974-76) and Minister of 
International Trade and Industry (1970-71). 


First elected to the Diet Upper House in 1953, Miyazawa was a 
founding member of the Liberal Democratic Party in 1955. He won a 
seat in the more powerful Lower House in 1967. A great friend of 
the United States, he worked as an interpreter in the General 
Headquarters of the Occupation forces, attended the San Francisco 
Peace Conference in 1951, and accompanied then Prime Minister 
Hayato Ikeda when he met President John F. Kennedy in 1961. 


Miyazawa was chosen for membership on the Trilateral Commission 
in 1973. As Prime Minister, Miyazawa attended the Summit Meeting 
of the U.N. Security Council in New York where he also met with 
then President George Bush, Russian President Boris Yeltsin, 
British Prime Minister John Major and Chinese Premier Li Peng. 


Miyazawa was educated at the prestigious Tokyo University, and 
later joined the Finance Ministry. An avid student of English, 

he is said to have eaten an entire concise English-Japanese 
dictionary, following a custom of literally eating the words once 

they were memorized. Miyazawa\'s daughter is married to U.S. 
Ambassador to Malaysia Christopher LaFleur. (ECON: Joan Siegel) 


20. (U) Igawa is Back and Looking Good 


New York Yankees off-season pitching upgrade, Kei Igawa, returned 
to the line-up June 22 for the first time since May 5. Igawa 

pitched 4 2/3 strong innings giving up two runs on five hits, 

walking two and striking out five, including Barry Bonds on three 
pitches before a sellout crowd of 43,500 at San Francisco\'s 

bayside AT&T Park. 


Although Igawa got into trouble in the 5th, giving up three hits 

and two walks before Skipper Joe Torre pulled him, his placement 
was much improved from April and he was able to keep the ball 
down and inside. Clearly the work with Yankee pitching coaches 
in Tampa and Scranton has paid off. If he can maintain this form 
through the summer, he could make a solid contribution to the 

still rickety Bronx pitching staff. (ECON: David DiGiovanna) 


21. (U) But Matsuzaka Even Better! 


The great Red Sox right hander captivated Japanese viewers on 
nationwide television June 28 during the morning drive time. 
Daisuke Matsuzaka pitched a brilliant eight innings, giving up 
only one run, and struck out a lot of batters. 
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Regrettably, the once lowly Seattle Mariners took three straight 
games from the Major League\'s best team, with centerfielder 
Ichiro Suzuki performing brilliantly, including scoring all the 
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way from first base to win the final game of the series. 


Earlier in the week, Matsuzaka out-dueled future Hall of Famer 
Gary Maddux to win his ninth game of the season, 2-1, over the 
San Diego Padres. Reliever Hideki Okajima also continued to put 
in a number of scoreless relief stints for Boston. (ECON: 
Nicholas Hill) 


22. (U) Hotdog Giant Out of Action? 

Coney Island may not get the same attention in Japanese media 
outlets this Fourth of July. The best poster boy for U.S. beef 
byproducts from cows over 20 months old may be on the sidelines. 


Takeru Kobayashi is to hotdog eating contests what Napoleon 
Bonaparte was to the creation of the nation state -- or Franz 
Kafka was to the writing of dull books -- a legend that towers 
over his peers. 


The sport of eating hotdogs fast used to be the domain of 

corpulent American men -- men who would pour mustard and ketchup 
and relish on their dogs, float them into their mouths, and savor 

each bite, all with a big smile on their face. 


Kobayashi, a skinny ascetic from Japan -- albeit, one who doffs 
his baseball cap to one side -- changed everything when he showed 
up one Fourth of July seven years ago at Nathan\'s on Coney Island. 


From an expression of hedonism, he turned eating hotdogs into a 
martial art form. 


Looked on with disdain initially by his rotund rivals, Kobayashi 
had no time to enjoy the hotdog. In contests, he would take the 
bun, dip it in water, crunch it down with his hands into a small 
pellet, then use the hotdog as a plunger to force the bread down 
his throat. The hotdog followed, with breathtaking minimalism -- 
Kobayashi chewed only if he had to. 


And the diminutive Japanese kept winning hotdog eating contests, 
six in a row so far. But this year his streak on Coney Island 

may be about to end. \"My jaw refused to fight anymore." he said 
forlornly on his website. (ECON: Nicholas Hill) 
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SUBJECT: TAIWAN WORKING TO MAINTAIN POSITION IN THE SOUTH 
PACIFIC IN THE FACE OF DIPLOMATIC PRESSURE FROM BEIJING 


REF: A. TAIPEI 01365 
B. TAIPEI 01363 


Classified By: AIT Deputy Director Robert S. Wang, 
Reasons: 1.4 (b/d) 


1. (C) Summary: Reacting to Beijing\'s growing activism in 
the South Pacific, Taiwan is moving to enhance multilateral 
as well as bilateral cooperation with its six diplomatic 
partners in the region. Taipei hopes that its second Pacific 
Allies Summit, planned for October in the Marshall Islands, 
will deepen this regional approach and help prevent its 
partners from switching diplomatic recognition to Beijing. 
Taiwan is also stepping up bilateral trade, humanitarian, and 
security cooperation with partners like the Solomon Islands 
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and Marshall Islands, and it is working to increase its 
unofficial foothold in some other island states where it does 
not have formal relations, such as Fiji. End Summary. 


A Regional Approach to Cooperation 


2. (C) Feeling increasing pressure from Beijing\'s growing 
activism in the South Pacific, Taiwan is moving to enhance 
multilateral and bilateral cooperation with its six 

diplomatic partners in the region. Taiwan brought together 

its Pacific Island allies (Kiribati, Marshall Islands, Nauru, 

Palau, Solomon Islands, and Tuvalu) in September 2006 for the 
first Taiwan-Pacific Summit in Palau. Participants signed a 
declaration on strengthening regional cooperation on trade, 
economic development, good governance, and law enforcement 
and security issues. A Ministerial Conference on the 
Environment, focused on promoting the use of 
environment-friendly electricity generation technology, was 

held on the sidelines of the summit. MOFA Section Chief for 
Pacific Island Affairs Wang Chiang told AIT that Taiwan hopes 
through such summits to move away from a bilateral focus on 
humanitarian aid and toward a more regional focus on building 
multilateral relationships and strengthening health and trade 
initiatives. 


3. (C) This year\'s summit, planned for October in the 

Marshall Islands, seeks to enhance Taiwan\'s relations with 

its partners and counter Beijing\'s recent inroads in the 

region which included the holding of competing summits with 
the PRC\'s South Pacific partners. According to MOFA, Taiwan 
also hopes its multilateral efforts will complement 

initiatives generated by Japanese and French summits in the 
region. Wang noted that Japanese officials had briefed 
Taiwan\'s representative in Tokyo last year about their own 
Pacific Summit proceedings. 


4. (C) Wang characterized Taiwan\'s ties with its Pacific 
partners as stable, but expressed concern about possible 
\"encroachments\" by the PRC, especially in the Republic of the 
Marshall Islands (RMI) and Palau, two countries that Beijing 

is working hard to take away from Taipei. The current RMI 
President reportedly accepted money from Beijing when he was 
running for office and pledged to recognize Beijing, but so 

far Taipei has managed to keep the RMI on its side. Taiwan 
also faces intense competition in the Solomon Islands (SI). 
According to Wang, Beijing has been making cash payments to 
members of the opposition there in exchange for their support 
of its Wone-China principle." 


Enhancing Ties to Solomon and Marshall Islands 
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5. (C) Working hard to shore up its relations with the 
Solomon Islands and Marshall Islands in the face of PRC 
pressure, Taiwan has proven unable to \"say no\" to requests 
from its partners for security and law-enforcement related 
training. MOFA Director-General for East Asia and Pacific 


TAIPEI 00001483 002 OF 003 


Affairs Donald Lee recently underscored to AIT that Taipei is 
committed to improving its oversight of assistance and other 
programs in the South Pacific, particularly the practice of 
directing \"grassroots\" funds to parliamentarians. Suggesting 
that the decision to include law enforcement training on the 
agenda of last year\'s Palau Summit came from Taipei\'s allies, 
Lee argued that when states like the SI ask for such 

training, Taipei cannot \"turn a friend away.\" 


6. (C) Solomon Islands Ambassador Beraki Jino told AIT that 
economic cooperation between Taiwan and the SI has increased 
in recent years. The fishing and tourism industries are the 
mainstays, but Jino noted Honiara is unhappy with current 
fishing licensing arrangements that allow Taiwan fishers to 
profit handsomely while only paying \"nominal\" access fees to 
the SI. Jino said that the SI and its Pacific neighbors also 
think that Taiwan should do more to strengthen multilateral 
regional integration. Jino noted that the Pacific Island 

Forum (PIF) secretariat will be sending a consultant to 
Taiwan in late June to discuss ways Taipei can promote trade 
development and regional integration, including tourism, 
trade, and banking. 


7. (C) Jino pointed out that the SI government will be 
strengthening oversight of the \"grassroots\" funding Taiwan 
has traditionally distributed directly to rural 

constituencies by sending 50 supervisors to legislative 
districts to monitor the distribution of the funds and 

account for results. Jino expressed hope this new approach 
would minimize corruption by parliamentarians. Jino also 
noted that under pressure from Australia, Taipei has dropped 
firearms training for SI police detailed to protect PM 
Sogavare. The training program, initiated at Honiara\'s 
request, has already sent 19 of the 50 officers assigned to 
the PM for 2-3 weeks of training by Taiwan\'s National 
Security Bureau. Jino noted that the SI and Taiwan are 
discussing changes to the current law enforcement training 
agreements, which include plans to train SI Coast Guard. The 
current training period on Taiwan is \"too short,\" Jino said, 
and the SI hopes to arrange for longer stints for its law 
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enforcement officials at Taiwan\'s training academies. 


8. (C) In the Marshall Islands, Taipei has been focusing its 
efforts on humanitarian assistance and trade promotion. ICDF 
Policy and Planning Director Yen-Shin Chou told AIT that 
Taiwan will establish a permanent medical field center 

staffed and funded by Taiwan in the Marshall Islands. The 
field center is intended to serve as a hub for providing 

medical assistance to all six Pacific allies. Chou argued 

that from a \"purely assistance development\" point of view, 
such a project creates only more dependence on Taiwan rather 
than promoting a permanent solution to the region\'s medical 
problems. Nevertheless, Chou suggested that Taiwan\'s concern 
to shore up relations with the RMI overrides these 
\"theoretical\" considerations. 


Fiji - Taiwan Connection 


9. (C) In the wake of last year\'s coup in Fiji, which 
recognizes Beijing but maintains close unofficial relations 
with Taipei, Taiwan officials have assured AIT that Taipei is 
not taking any steps that would undermine the international 
sanctions imposed on the regime (Reftels). ICDF and MOFA 
officials say humanitarian programs continue at pre-coup 
levels, but no new initiatives or projects will be launched. 

The sanctions, however, are putting the Fiji Trade and 
Tourism Office (FTTO) in Taipei under pressure to expand 
trade and business ties with Taiwan\'s private sector. FTTO 
Acting Representative James Weng told AIT last week he flew 
to Seoul recently to meet with the Fiji Foreign Minister to 
discuss possible ways to strengthen trade and investment 
links between Taiwan and Fiji. Weng said his office is now 
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under pressure to produce results \"as quickly as possible\" 
and noted he would be organizing a trade delegation to drum 
up investment in the Fiji tourism and fishing industries 

later this year. Although Taiwan-Fiji trade is just under 

USD 10 million, Weng projects strong growth in the coming 
years. Despite the coup in Suva, Weng noted tourism to Fiji 
from Taiwan continues to grow at about a 50 percent a year. 


10. (C) As an indication that Taipei continues to court Suva 

in hopes of a diplomatic breakthrough, Weng noted that Taiwan 
has invited Fiji to send a representative to attend this 

year\'s Taiwan-Pacific Allies Summit in the Marshall Islands. 
Last year Taipei made a similar invitation, Weng recalled, 

and Fiji sent its Minister of Tourism despite objections by 
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Beijing. Weng expects Fiji to send a larger delegation this 
year as it seeks to break out of its \"isolation.\" 


Comment 


11. (C) Taipei hopes its new regional approach to the 
Pacific will help it to maintain diplomatic recognitions in 

the face of Beijing\'s growing activism in the region. 
Venturing to provide law enforcement and coast guard training 
in the SI and perhaps other island states, however, opens up 
defense and security cooperation as another possible arena 
for competition between Taipei and Beijing. The fierce 

battle for recognition between Beijing and Taipei is a 
complicating factor for U.S. and other international efforts 

to promote stability and support good governance in this 
politically fragile part of the world. 
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SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 06/29/07 
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(1) Former US President Bush on Miyazawa\'s death: Mr. Miyazawa made 
utmost efforts to develop Japan-US relations 


(2) Blue-ribbon panel agrees on need to intercept US-bound ballistic 
missiles 


(3) Interview with Energy Department Assistant Secretary Spurgeon on 
Japan-US nuclear power cooperation: Fusion of advanced technology 
expected 


(4) Yonaguni port call: US military creates fait accompli; Locals 
let down, give up 


(5) Interview with Takushoku University Prof. Satoshi Morimoto on 
the right to collective self-defense 


(6) Interview with Takakazu Kuriyama, former ambassador to US, on 
collective self-defense; Government\'s interpretation unrealistic 


(7) Editorial: Get facts straight on comfort women 


(8) Proposal by singer Agnes Chan, UNICEF goodwill ambassador: 
Possession of child pornography must be banned 


ARTICLES: 


(1) Former US President Bush on Miyazawa\'s death: Mr. Miyazawa made 
utmost efforts to develop Japan-US relations 


NIKKEI (Page 2) (Full) 
June 29, 2007 


Former United States President Bush on June 28 issued a comment on 
the demise of former Prime Minister Kiichi Miyazawa, saying: \"I feel 
very sad to receive the news that my friend, Mr. Miyazawa, passed 
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away. He made utmost efforts, as prime minister and finance 
minister, to significantly develop relations between Japan and the 
US." 


Senior Bush collapsed from overwork during a state banquet hosted by 
then Prime Minister Miyazawa at his official residence in Tokyo in 
January 1992. Since video footage of Miyazawa and Barbara, Bush\'s 
wife, cradling Bush was aired, Miyazawa was made widely known to 
most Americans. Bush concluded his statement with these words: \"Mr. 
Miyazawa was a dear friend of Barbara and me.\" 


(2) Blue-ribbon panel agrees on need to intercept US-bound ballistic 
missiles 


Asahi Online 
13:17 June 29, 2007 


The blue-ribbon panel to study the right to collective self-defense 
met today at the Prime Minister\'s Official Residence (Kantei). The 
members agreed on the need to intercept ballistic missiles that 
might be headed for the United States. The dominant view was that 
the country should be allowed to use the right to collective 
self-defense, which is prohibited under the government\'s 
interpretation of the Constitution. At the outset of the meeting, 

the prime minister highlighted the need to improve the law to pave 
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the way for missile interception, saying: \"There is no doubt that if 
Japan\'s ally suffered major damage, it would have a serious impact 
on the defense of Japan.\" 


The prime minister, with use of the missile defense (MD) system in 
mind, also ordered the panel to study a response to a fired 

ballistic missile being identified by radar. The prime minister also 
said: \"Not only military personnel but also US citizens would suffer 
serious damage. This is an extremely crucial theme for the 
alliance.\" 


According to the panel\'s chair Shunji Yanai, a former ambassador to 
the United States, members said: \"Not being able to shoot down a 
missile headed for the United States, on which Japan\'s security 
heavily relies on, cannot be an option,\" and, \"Japan\'s inability to 
deal with such a situation will rock the foundation of the alliance 

with the United States.\" 


The government\'s standard interpretation is that intercepting a 
ballistic missile headed for a foreign country constitutes the use 
of the right to collective self-defense, which is prohibited under 

the Constitution. 


Column 3 


(3) Interview with Energy Department Assistant Secretary Spurgeon on 
Japan-US nuclear power cooperation: Fusion of advanced technology 
expected 


NIKKEI (Page 15) (Full) 
June 29, 2007 


Japan and the United States are boosting cooperation in developing a 
next-generation nuclear reactor and constructing new nuclear power 
plants in the US under a global nuclear energy partnership (GNEP) 
initiative advocated by the US government in 2006. The Nikkei 
interviewed Department of Energy Assistant Secretary Dennis Spurgeon 
on future prospects for nuclear power propulsion under cooperation 
between Japan and the US and on a global scale. 


-- What is the US expecting from Japan? 


Japan has an advanced fast-reactor technology to effectively burn 
plutonium. In addition, Japan has promoted the development of an 
advanced technology to reprocess used nuclear fuel in cooperation 
with France. The US has an excellent simulation technique. If Japan 
and the US bring together their respected technologies, the two 
countries will be able to come up with an advanced reactor and 
reprocessing technology. 


-- What contributions do you think Japanese companies will be able 
to make in the project of constructing new nuclear power plants in 
the US? 


The US plans to construct about 30 nuclear reactors. | expect 
Japanese manufacturers will be engaged in more than half of them. 
Cooperation between Japanese and American companies is essential, 
like one between Westinghouse Electric Co. and Toshiba Co. and 
another between GE and Hitachi Ltd. 


-- Although no construction project was carried out over the past 
nearly 30 years, do you think the planned project will be 
implemented smoothly? 
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With the necessary infrastructure declining, there are no companies 
and persons with sufficient experience of designing or construction. 
The government will help the industry take a step forward. The 
Energy Policy Act enacted in 2005 provides for debt guarantee. The 
government intends to determine detailed rules on a mechanism for 
debt guarantee by this fall and obtain approval from the Congress 
next year. 
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-- The management and disposal of nuclear waste may obstruct the 
promotion of nuclear-power policy. 


It is safer for nuclear waste to be managed and disposed of by the 
international community, rather than by waste-producing countries 
alone. In order to collect waste in several locations across the 
world and then dispose it, it is necessary to obtain agreement from 
the international community. So it is not an easy task. 


(4) Yonaguni port call: US military creates fait accompli; Locals 
let down, give up 


RYUKYU SHIMPO (Page 2) (Full) 
June 27, 2007 


On the morning of June 26, two US Navy minesweepers, the USS 
Guardian and USS Patriot, left the port of Sono in the Okinawa 
prefectural town of Yonaguni on the island of Yonagunijima. The US 
military made a port call at a civilian seaport in Okinawa 

Prefecture for the first time since the reversion of Okinawa to 
Japan. The US military has now actually left its footprint on the 
island with the port call of its warships. However, the townsfolk 

was divided into \"yes\" to the port call in expectation of local 
development incentives and \"no\" in anticipation of trouble and war 
involvement. The town is apparently in a mood to give up, with one 
saying: \"Whatever we may say, the US military will come.\" The small 
frontier island, which is suffering from depopulation, is now 
downhearted. 


On June 25, two days after the US warships\' arrival at the port of 
Sono, their crewmen were on shore. They were seen everywhere in the 
town of Yonaguni, with some of them shopping at a grocery and others 
entering a restaurant. Where can we play billiard?\" asked one of 
them. \"I\d like to buy something like glasswork for my souvenir,\" 
another said. A group of soldiers sat down on the steps to a 
supermarket. \"I\'ve never seen so many soldiers.\" With this, a 
supermarket clerk looked embarrassed. 


After the two US warships left the island, US Consul General Okinawa 
Maher underscored the significance of their visit to the island, 

saying: \"US warships visit everywhere in Japan. They contribute to 
security in the region.\" Maher expressed his gratitude to local 
residents who responded to exchanges. 


Sonkichi Sakihara, a Yonaguni Town assemblyman, is a local 
transporter and helped to lower landing steps from the minesweepers. 
\"The grocery store\'s beverage sales were more than twice,\" Sakihara 
said. \"It\'s just for once, though,\" he added. 


Meanwhile, there are also local residents who welcomed the two US 
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warships in expectation of government incentives to local 
development that will lead to the town\'s revitalization over the 
long term. For that purpose, they want the port of Sono to be 
improved and opened. However, they see nothing in store. Their 
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expectations were in vain. 


In the past, military maneuvers overshadowed the daily lives of 
Yonaguni\'s townsfolk. For instance, China once launched missiles, 
which landed in waters near the island of Yonagunijima. In addition, 
Taiwan also conducted military training exercises. The island\'s 
fishermen therefore could not go out fishing. 


As an example, one Yonagunijima islander cited the case of 
Takeshima, which is a group of disputed islets in the Sea of Japan 
and is currently under the control of South Korea. Japan has been 
claiming territorial rights to Takeshima. \"If there is no one on 

this island," the local resident said, \"this island would be 

occupied by a foreign country." He added, \"We guard the border." 


Meanwhile, Yonaguni Town has no high school. The island\'s children 
need to live outside the island when going to high school. Their 
parents have to send them a monthly allowance of about 100,000 yen. 
On the island, they all go out to work, as a matter of course. Most 

of them are raising livestock as a sideline to make a living 

somehow. 


\"We must revitalize the island, or we can\'t live on. We wanted to 
exchange with Taiwan. But the government turned down our request. 
The government says the port of Sono is not an open port. We wanted 
to pave the way to an open port. We thought the island\'s port could 
be an open port if US warships come. That\'s why we accepted their 
port call.\" With this, Yono Sakihara, 59, who heads a local 

community center, came out of himself. 


Yonaguni Town fears further depopulation. The town has now given up 
on its consolidation with other municipalities. Instead, the town is 
exploring ways to its self-sustainability with expanded exchanges 

with Taiwan. The island\'s people were divided and rocked with 
expectations and anxieties over the suddenly proposed visit of US 
warships. Sakihara voiced his dissatisfaction: \"| wonder what the 
government thinks about frontier people.\" 


(5) Interview with Takushoku University Prof. Satoshi Morimoto on 
the right to collective self-defense 


NIKKEI (Page 2) (Abridged slightly) 
June 26, 2007 
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-- Why did the prime minister have to set up the blue-ribbon panel 
to discuss the right to collective self-defense at this time? 


Morimoto: Breaking away from the postwar regime is the Abe 
administration\'s basic vision. The administration\'s ultimate goal is 
to amend the Constitution. But because it cannot propose 
constitutional revision until 2010 or later, it wants to produce an 
outline of constitutional amendments first. But before that, the 
administration has to rebuild its national strategy. That\'s why the 
National Security Council will be established next spring. The 
question of the right to collective self-defense has to be settled 

at the same time. 


One Aegis-equipped vessel (capable of intercepting ballistic 

missiles) will become operational around December as part of missile 
defense (MD). The question of collective defense is expected to 

arise when Japan and the United States decide on joint operational 
procedures. | think the administration wants to sort out contentious 
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points by then. 
-- Is sorting out contentious points the panel\'s main goal? 


Morimoto: Effectiveness does not come from simply sorting out 
problems associated with the right to collective self-defense. 
Constitutional interpretation will not hold unless the right is 

legally ensured in some fashion. The matter must be settled by means 
of the law rather than changing the interpretation. If the matter 

cannot be resolved with the law, the government should seek the 
people\'s judgment on constitutional revision. 


-- Prime Minister Shinzo Abe has presented four scenarios, such as 
intercepting a missile headed for the United States. 


Morimoto: They are all intended for resolving questions. What Japan 
can and cannot do in dealing with pressing issues, such as MD and 
assisting in lraqWs reconstruction efforts? Should the government 
change its constitutional interpretation, establish a law, or go all 

the way to constitutional revision? | think the prime minister wants 

a set of proposals encompassing general rules that are drawn from 
the panel\'s study of the four scenarios. 


-- The government\'s explanation to the public seems insufficient. 
Morimoto: The government must explain correctly to the people about 


what Japan would lose and gain. Will Japan\'s diplomacy become 
broader and its international contributions and cooperation expand? 
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The sacrifice of Self-Defense Force personnel and shedding the blood 
of foreign people would entail some diplomatic risk, at well. 

Writing reports on what Japan can do without mentioning risks is 
irresponsible. 


(6) Interview with Takakazu Kuriyama, former ambassador to US, on 
collective self-defense; Government\'s interpretation unrealistic 


NIKKEI (Page 2) (Full) 
June 27, 2007 


-- What do you think is important viewpoints in thinking about the 
right to collective self-defense? 


Kuriyama: | think it is important to understand the concept of 
collective self-defense based on international law. According to the 
present governmenti\'s interpretation, the right of individual defense 
is applied to our country\'s defense and the right of collective 
self-defense is applied to defending other countries. The concept of 
international law is that the right to collective defense is a means 

to protect \"us\" and not other countries. Defending other countries 
means no more than joint response to defend one\'s own country. 


-- What do you think about the government\'s interpretation of the 
Constitution? 


Kuriyama: The government\'s interpretation disavowing the use of the 
right of collective self-defense based on the Constitutional has 
imposed unrealistic constraints on Japan\'s security policy. As a 
member of the international community, the interpretation that 
prevents Japan from fulfilling its due responsibility should be 

rejected. However, Article 9 of the Constitution is Japan\'s vow to 

the international community that its people will live by 

international cooperation, unlike the prewar situation. The article 
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is worth keeping for it shows that the principle of pacifism is 
being realized. 


-- Japan should be allowed to exercise the right of collective 
defense by reinterpreting the Constitution, not by amending it. Is 
that your opinion? 


Kuriyama: | am not an advocate of constitutional revision. | believe 
that Article 9 does not obstruct Japan from fulfilling the roles the 
international community expects of it. The first task that Japan 
should accomplish is to discuss what it can or cannot do without 
amending the Constitution. After such debate, the Constitution 
should be amended if necessary. 
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Since Japan\'s security policy is now at a turning point, the 

government should fulfill its accountability in the form of a prime 
ministerial statement. Unless the government clarifies when and how 
Japan will exercise the right of collective defense, countries 

concerned and neighboring countries would be concerned and we would 
invite repercussions. 


-- Some in Japan are concerned that if the exercise of the 
collective defense right is allowed, there would be no end to the 
use of force. 


Kuriyama: The exercise of the collective defense does not always 
involve the use of force. International law includes provision of 

bases to the armies of allies in the exercise of the right of 

collective defense. This is action to protect \"us\" in the concept of 
common interest. The government of the time would make a decision on 
what are common interests and how far the collective defense right 
should be exercised. These matters are not stipulated in the 
Constitution. 


(7) Editorial: Get facts straight on comfort women 


SANKEI (Page 2) (Full) 
June 28, 2007 


To our regret, the US House Foreign Affairs Committee has adopted a 
resolution condemning Japan and demanding the Japanese prime 
minister\'s official apology over the so-called wartime comfort women 
issue. 


The adopted resolution that includes some changes in wording to note 
the importance of the US-Japan alliance in the Asia-Pacific region 

is somewhat softer than the initial resolution presented by Mike 
Honda (D-CA). But as seen in its assertion that the comfort women 
system was established by the Japanese government for sexual 
services for military personnel, the resolution still includes many 
factual mistakes. 


Rumor circulated sometime ago that Japanese constituted authorities 
had coercively recruited young women, like slaves, to make them 
serve as comfort women. But there was no evidence in the some 2,300 
materials collected by the Japanese government over two years. 
Comfort women were recruited mostly by private-sector operators, and 
the military had a hand in it only for venereal disease prevention. 


The resolution is likely to be put to a vote on the full floor of 
the House in July. Although the resolution is nonbinding, not 
rebutting factual mistakes might mean accepting them in the 
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international community. The Foreign Ministry must make every to get 
the facts straight by making effective use of the collected official 
documents. 


In the House committee, some reportedly even condemned Japan by 
equating the comfort women issue with Nazi Germany\'s Holocaust. This 
is a fallacious argument repeatedly appearing n state legislatures 
regarding the Nanjing Incident and other events. 


The influence of Iris Chang\'s bestseller, The Rape of Nanking: The 
Forgotten Holocaust of World War Il, is still being felt. 


In his summit meeting with President George W. Bush in late April, 
Prime Minister Shinzo Abe said: \"As prime minister and as a human 
being, | have to express sympathy from the bottom of my heart to the 
former comfort women who suffered hardships.\" President Bush lauded 
the remark. The Foreign Ministry recently conducted an opinion 

survey about Japan in which a record 74 % of Americans answered 
that Japan was trustworthy. 


In order to make the Japan-US alliance firmer, Japan needs to show 
the correct historical facts and make persistent diplomatic efforts 
to correct the errors. 


(8) Proposal by singer Agnes Chan, UNICEF goodwill ambassador: 
Possession of child pornography must be banned 


MAINICHI (Page 28) (Full) 
June 28, 2007/06/29 


WI need an eraser. | want to make a fresh start in my life with a 
clean slate.\" These words of a 16-year-old girl | met in June 2001 

in the Philippines are still fresh in my memory. The girl ran away 
from home at 13 and sold her body to live, and had an abortion twice 
until then. Rapping her hand on the belly at the time, she said, 

\"N'll undergo an abortion.\" | told her, \"No need for an eraser. 
That\'s not the result of what you did on your own decision. Your 

life is not stained with anything.\" | cried together with her. | do 

not want to see this sort of language come from a child. 


In June 1998, when | assumed the post of UNICEF ambassador for the 
Japan National Committee, | visited Thailand to see firsthand the 

state of child prostitution and child pornography. | met with three 

girls picked up by a Japanese man at a hotel lobby. Two of the three 
were from Myanmar (Burma) and one from Thailand. They looked merely 
nine years old, but they all told me, \"14 years old.\" They were 

forced to say that age so as to not violate the law. 


One of them told me, \"The man who always comes to me is a young 
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Japanese. Another said, \"My first customer was an old Japanese 
man.\" | was shocked and blamed by members of local non-governmental 
organizations (NGOs), with one of them arguing, \"The Japanese have 
money, so they can buy anything.\" 


Filipino and Thai girls were photographed by Japanese customers. 
Those girls said they hate being photographed and that they were 
ashamed of those photos. Their photos are freely posted on the 
Internet, and that makes them feel like being raped twice and three 
times over. They will suffer psychological damage indefinitely. 


Because of this experience, at the time of the establishment of the 
Law for Punishing Acts Related to Child Prostitution and Child 
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Pornography, | wanted simple possession (personal collection of 
pictures) as well to be banned. Allowing possession means it is all 
right to use it for entertainment. Sacrificing children for adult 
desires does not make any sense. 


Although international child pornography is available on the 

Internet, if Japan banned simple possession of images, it would be 
prohibited to access those particular websites. If that happened, 

Japan could dispel the image of a being a child pornography consumer 
and the market for that kind of pornography in Japan would vanish. 
Animated pornography, too, exists and stirs up adult sexual interest 

in children. But even now that is justified as \"a personal hobby.\" 


This year is set for a review of the Law for Punishing Acts Related 
to Child Prostitution and Child Pornography. 


It is the responsibility of adults to protect children. Diet members 
represent the adults. Most Japanese people cherish children. Only a 
handful of the Japanese create a bad image of Japan by buying sex 
from children abroad and circulating child pornography on the 
Internet. | think it is high time to say these acts are 

impermissible. 
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Summary 


1. (SBU) On June 17, the Ministry of Education and Training (MOET) 
released data showing that 320,000 students failed this years high 
school graduation examinations. This year\'s pass rate was 25 
percent lower than last year\'s. Some GVN officials have claimed 

that the lower pass rate this year is attributable to a crackdown on 
exam cheating, but MOET Vice Minister Dang Huynh Mai blamed the 
\"whole educational system.\" Local Party officials in the past have 
used \"good\" test results to bolster their reputations with Central 

Party officials, according to local press. While MOET Minister 

Nguyen Thien Nhan has taken a tough line on the cheating scandal and 
vowed to improve Vietnam\'s educational system, it remains to be seen 
what results MOET\'s \"master plan\" will bring given deeply engrained 
methods of teaching and testing in Vietnam. End Summary. 


Lowest Pass Rates Ever 


2. (SBU) On June 17, the Ministry of Education and Training (MOET) 
released data showing that 320,000 high school students, or roughly 
one out of every three who took the test, failed this year\'s high 

school graduation examinations. This year\'s pass rate was 25 
percent lower than last year\'s. Ho Chi Minh City, Nam Dinh Province 
and Thai Binh Province had the highest pass rates: 95.1 percent, 
90.3 percent and 86.3 percent, respectively. Hanoi placed fourth 
while at the bottom was Tuyen Quang Province with only a 14 percent 
pass rate. 


3. (SBU) According to local press, in Nghe An Province, some parents 
expressed shock and dismay at the province\'s pass rate of only 45 
percent, which reportedly was \"the worst result in nearly 40 years.\" 
At one school in central Quang Ngai Province, not one of the 
students passed the exam. 
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Cheating a Chronic Problem 


4. (SBU) MOET has long been criticized for not cracking down on exam 
cheating and doctored examination results, according to local press. 
Provincial Party officials traditionally have used high pass rates 

to bolster their reputations with central government officials. 

Party official\'s ambitions as well as pressure from the central 
government for good test results have provided incentives for 
cheating, according to our contacts. In a 2006 survey of nearly 
2000 students, 90 percent said the use of prohibited materials was 
the most popular trick used by students to pass exams. About 36 
percent said bribing for higher grades also was common. According 
to GVN officials, cheating was the main reason for last year\'s 
national pass rate of over 93 percent. 


5. (SBU) In May 2006, Dao Ngoc Dung, a youth member of the Communist 
Party\'s Central Committee, was found violating rules during a 
postgraduate exam. He was later removed from his post as head of 

the Communist Youth Union. In addition, the police over the past 

few years have caught a number of ringleaders who helped students 

cheat through use of technological devices. The ringleaders 

received relatively large sums of cash -- sometimes up to USD 4,000 

per student -- for this help, according to local press accounts. 


Anti-Cheating Movement Develops 


6. (SBU) This year, MOET kicked off a campaign against cheating 
after a high school teacher in the northern province of Ha Tay used 
his mobile phone to secretly record students cheating, and proctors 
not doing anything in response, during the 2006 graduation exam. 
National television broadcast the clips. The clips reportedly 
\"shocked\" people who work in the education sector as well as stirred 
a lot of public debate. After assuming his position, MOET Minister 
Nguyen Thien Nhan, in an effort to show his support to the Ha Tay 
teacher, visited the teacher\'s family a month after the scandal 
erupted. 


7. (SBU) In preparation for this year\'s high school graduation 
exams, MOET initiated a \"Say No to Cheating in Exams\" publicity 
campaign. It also vowed that, this year, students would face 

stricter supervision during their exams. MOET called on 55,000 
teachers to work as exam proctors as well as 6,000 others to inspect 
testing locations nationwide. In the months leading up to the exam, 
many provincial governments also spent billions of dong (16,000 VN 
Dong equal one USD) on secure school gates and walls. During the 
exams, Minister Nhan himself and other top MOET officials went to 
different provinces nationwide to witness administration of the 
exams. 
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8. (SBU) In reaction to this year\'s low pass rate, Le Tien Hung, 

Head of Nghe An Province\'s Education Department, publicly said the 
results would force \"students to study, teachers to teach, and 
families to care about their children. Le Xuan Tien, an official 

at MOET\'s High School Department, said that this year\'s graduation 
exam was \"historic.\" For the first time, the results reflected 
studentsV \"real ability" he said. The \"disappointment\" experienced 
by many parents, teachers and educators shows that the quality of 
instruction must be improved. Exam results should force MOET \"to 
review curricula, retrain teachers and reform testing and evaluation 
procedures," Tien added. 


9. (SBU) For her part, MOET Vice Minister Dang Huynh Mai publicly 
said that the nationwide low pass rate was not the fault of high 
school teachers but the \"whole system. MOET and education 
officials for too long have allowed poorly performing students to 
move up to the next level, she said. These students are 
ill-equipped to handle high school and life after high school. In 
response, MOET will devise \"a master plan\" to upgrade nationwide 
teacher training as well as improve school-parent cooperation and 
\"student care,\" she said. 


Comment 


10. (SBU) The disappointing test results have had the salutary 

effect of highlighting in a concrete way some of the shortcomings of 
Vietnam\'s education system. MOET Minister Nhan had to take a tough 
public stance on the cheating scandal because the public demanded 

it. However, the prospects for MOET\'s \"master plan\" remain 
uncertain, as teaching and testing methods in Vietnam are deeply 
engrained, making implementation of effective educational reform a 
challenge. But, the plan is at least a starting point to improve a 

system that is in dire need of reform. End Comment. 
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1. Summary. Nigerian Electricity Regulatory Agency (NERC) was 
established in 2005 to regulate electricity generation, as a first 

step in unbundling, privatizing and attracting new investment in the 
power sector. Chronic electricity shortages have hindered social 

and economic growth in Nigeria. The GON continues to approve new 
projects, but recently acknowledged that the December 2007 target 
date of 10,000 Megawatts (MW) of production would not be reached. 
Many projects are in the Niger Delta region, which is plagued by 
violence. Further most projects will use natural gas as fuel yet 
supplies are neither physically nor contractually secured. The 
sequencing of generation, transmission and distribution upgrades may 
slow power entering the grid. End Summary. 


STATE OF THE INDUSTRY 


2. At a forum in Abuja, NERC Chairman Dr. Ransome Owan and other 
energy officials discussed the state of power generation in Nigeria. 

Since its creation, NERC has granted generation licenses to twenty 
independent power producers to generate a total of 8,237.50 MW of 
electricity by the year 2010. These are in addition to the seven 

on-going GON projects that were slated to bring the national 

capacity to 10,000 MW by December 2007. On June 19, NERC granted 
four new licenses for Independent Power Projects (IPPs). The four 
licenses are Shell Petroleum Development Company to generate 642 MW 
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from Afam in Rivers State; Ibafo Power Station Limited to generate 
200 MW from Ibafo in Ogun State; Western Technologies and Energy 
Services to generate 50 MW and 1000 MW at Buena Vista Estate at 
Lekki in Lagos State and Maya Ajegunle in Ogun State respectively; 
and Hudson Power Limited to generate 50 MW at Wara in Ogun State. 


3. Joseph Makoju, the Special Adviser to the President on Electric 
Power, reported that the December 2007 target date was no longer 
feasible because of local communal clashes in the Niger Delta where 
many projects are located. Makoju put the new expected completion 
date at June 2008. He said that power generation had improved to 
3,200 MW in April 2007, but recent press items reported that 
generation had dropped back below 2,000 MW in June. The two power 
plants of combined capacity of 670 MW in Ondo and Ogun states 
commissioned in May 2007, were not yet operational because power 
evacuation and grid line projects are not completed, but would be by 
the end of 2007, according to Makoju. 


NERC PRIMER 


4. The NERC was set up as the electric power sector regulator under 
Nigeria\'s Electric Power Sector Reforms (EPSR) Act of May 2005. The 
NERC is empowered to make regulations on arbitrations, licensing, 
customer matters, market monitoring, and fines and penalties. NERC 
has the exclusive responsibility to license companies to generate, 
transmit and distribute electricity. It is responsible for 

establishing the regulatory framework within which power companies 
operate. Dr. Owan reported that to promote competition and private 
sector participation, the NERC seeks to allow for prudent cost 

recovery and reasonable margins, using a model Power Purchase 
Agreement (PPA) review process that addresses cost recovery, profit 
and risk sharing. The NERC has launched a nationwide customer 
awareness campaign to enlighten electricity consumers and 
stakeholders on NERC activities and their rights and obligations in 

a market-driven power sector. NERC also is presenting the framework 
it is devising to encourage private investment in power generation 

and distribution. 


INVESTMENT OPPORTUNITIES IN THE POWER SECTOR 


5. Dr. Owan promoted Nigeria\'s electricity sector as holding great 
potential following deregulation. He underscored that Nigeria\'s 
power sector reforms sought to create reliable and efficient 
electricity at affordable prices in a business friendly environment 
with a cost-effective tariff and cost recovery. The NERC\'s cardinal 
mission was to attract private sector investment in the power 
industry by creating fair and stable regulations for all players, 
sanctity of contracts, full protection of investments, and 100% 
profit repatriation. He estimated that Nigeria\'s power sector had 
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unmet demand in excess of 20,000 MW, and urged investors to take 
advantage. The NERC was holding workshops and seminars on safety 
and health standards. The NERC had received funding from the United 
States Government on safety standards. 
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OTHER ISSUES 


6. Electricity generation continues to be a thorny issue in Nigeria 

as chronic power shortages hinder social and economic development. 
The NERC''s role is to create a sound regulatory regime that promotes 
private sector entry and competition in the sector. Many pieces of 

the puzzle also need to be put in place, however. Many new plants 
are located in the Niger Delta, close to fuel supplies, but are 
threatened by security and safety issues. Secondly plans to build a 
network to supply natural gas to many of the new power plants and 
locations are lagging behind. Most plants have not secured natural 
gas supply contracts, and the absence of effective regulation in the 
natural gas sector is a further hindrance to gas-based power 

projects. Beyond the Delta, Nigeria lacks an adequate national grid 
to transmit power generated from even two of the recently 
commissioned plants in Ondo and Ogun states, demonstrating problems 
with the sequencing of generation, transmission and distribution 
projects and upgrades. Finally the privatization process has been 
repeatedly stopped and started and subject to mammoth political 
interference, leaving many existing elements of the existing 
infrastructure in legal limbo. If the GON is serious, focused 

attention needs to be brought to bear, and coordinated action needs 
to be taken, on the many issues hindering progress in the power 
sector, despite literally billions of dollars in government 

investment. 
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1. Summary: (SBU) Beginning June 26 the two-day east India 
economic blockade called by the Communist Party of India-Maoist 
to protest against the setting up of special economic zones 
(SEZs), adversely affected the movement of all minerals from the 
mineral-rich state of Jnarkhand. The majority of goods trains, 
which carry coal from east India to different parts of the 

country, were cancelled. The Maoists are now happy to raise the 
issue of SEZ to gain sympathy of the \"poor\" land owners. The 
Maoists using crude bombs blasted railway tracks in Jharkhand 
and burnt down a railway station in the neighboring state of 

West Bengal. End Summary. 


2. (SBU) Beginning June 26 the two-day east India economic 
blockade called by the Communist Party of India-Maoist to 
protest against the setting up of special economic zones (SEZs), 
adversely affected the movement of all minerals from the 
mineral-rich state of Jnarkhand to other parts of the country. 

All goods trains originating from eastern India were either 
cancelled or rescheduled. Movement of minerals like coal and 
iron ore via trucks also came to a grinding halt in Jnarkhand. 


3. (SBU) To make their presence felt, the Maoists, using crude 
bombs, blasted railway tracks at Bokaro in Jharkhand. In 
neighboring West Bengal they burnt down Birandih railway station 
on June 27, about 55 km from Purulia in the south western part 
of the state. The movement of over two dozen passenger trains 
originating in eastern India were also affected. A senior 
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Indian Railways official informed Post that the majority of 

goods trains, which carry coal from east India to different 

parts of the country, were cancelled owing to this economic 
blockade. The Maoists also warned the railway staff that 

protests against the proposed special economic zones (SEZs) 
would continue. Similarly, in Orissa on June 26, the Maoists 
damaged a communication tower of Bharat Sanchar Nigam Ltd at 
Balimela in Malkangiri district. 


4. (SBU) A senior official of Coal India Limited, from the coal 
city of Dhanbad in Jharkhand, told Post that the movement of 
coal has been affected as most of the railway wagons carrying 
coal were left stranded at railway stations owing to the 
blockade call given by the Maoists. He added, \"We learnt that 
near Parasnath station, Maoists deflated the tires of a truck 
after placing it on the railway tracks. At other places they 

tried to dump coal from trucks on the tracks in a bid to stop 
trainsA" Media sources from Jharkhand and Orissa said that 
extreme Left groups have warned that there is more to come. 
Jharkhand\'s senior police official admitted to Post that, Wwe 
have tried to protect the people and the property of the state. 
It is however not possible to post policemen on all roads and 
all railway tracks. Even if we do, not a single truck will ply 

on the roads, fearing retaliation from the Maoists.\" 


5. (SBU) President of the Federation of Jnarkhand Chamber of 
Commerce and Industry Arun Budhia informed Post that \"at least 
Rs 40 million must have been lost due to the economic blockade, 
most of the loss occurring because trucks carrying minerals 
remained off the road.\" Also, the President of the Jharkhand\'s 
Truck Owners\' Welfare Association Shyam Sunder Singh from 
Jamshedpur in Jharkhand said that \"the trucks did not move as 
the insurance companies will not entertain any claims during 

such blockades. We have to safeguard our interest. The state 
government has failed to curb the Maoist problem in the state.\" 


6. In an interview posted on a blog (refer to 
http://naxalresistance.wordpress.com/2007/05/ 13/interview-w 
ith-ganapathy-general-secretary-cpimaoist/ ) in May this year, the 
General Secretary of the Communist Party of India-Maoist 
Ganapathy said for the first time that a single directing center 

for the Indian revolution had emerged following the merger of 

the two major Maoist streams (Maoist Communist Center and the 
Peoples War) in September 2004. A journalist from Bihar who 
reports on Maoists activities said that after 37 years a party 
congress - the highest authority in the party - was held earlier 
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this year. The current bout of activity is the first by this 

unified force of Maoists. Ganapathy in this interview mentions 
that their new central committee had time-bound programs and 
plans. \"We hope to actively intervene in these issues and build 
a broad-based militant political mass movement,\" he said in the 
interview. 


7. (SBU) Comment: Maoist leader Ganapathy\'s statement was 
reflected in the two-day economic blockade action program of the 
Maoists to resist the \"imposition\" of SEZs, which they said had 
caused \"massive displacement of the poor in both urban and rural 
areas, against draconian laws, state repression, unemployment, 
corruption, inflation and neglect of social welfare.\" The 

Maoists are now happy to raise the issue of SEZs to gain 
sympathy of the \"poor\" land owners. Weak and unstable state 
government in Jharkhand and improper coordination between the 
security forces of Maoist-infested neighboring states is also 

one of the major reasons for the success of the Maoists. End 
Comment. 
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). 


SUMMARY 
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1. (S) FBI Director Mueller on June 26 met with Deputy Prime 
Minister and Defense Minister Elias Murr, Minister of 

Interior Hassan Sabaa, Head of the Internal Security Forces 
Ashraf Rifi, Minister of Justice Charles Rizk, and Chief 
Prosecutor Jean Fahd to offer FBI assistance to Lebanon\'s 
security services and judiciary. Mueller encouraged his GOL 
contacts to allow international access to individuals 

arrested in Lebanon so that other countries can track and 
stop international terrorist activities. GOL officials 

expressed differing opinions about whether the militants 
fighting in Nahr al-Barid and those perpetrating attacks 
around the country are Al-Qaida or fighters manipulated by 
Iran, Syria, or Hizballah. They all agreed, however, that 
more attacks are likely, and greater international assistance 
would strengthen Lebanon\'s security services. End summary. 


GOL WILLING TO SHARE EVIDENCE 
AND EVENTUALLY DETAINEES 


2. (S) FBI Director Mueller, Ambassador Feltman, and Legatt 
on June 26 met with Deputy Prime Minister and Defense 
Minister Elias Murr, Minister of Interior Hassan Sabaa, Head 
of the Internal Security Forces Ashraf Rifi, Minister of 

Justice Charles Rizk, and Chief Prosecutor Jean Fahd. 
Mueller expressed his condolences for Lebanon\'s loss of life 
in recent bombings, assassinations, and the ongoing battle in 
Nahr al-Barid; he offered FBI assistance to Lebanon\'s 
security services and judiciary in order to strengthen the 

rule of law and prevent a security deterioration in Lebanon. 


3. (S) Mueller encouraged his GOL contacts to share 
internationally the fingerprints, explosives samples, and 
evidence gathered in its counter-terrorism operations, and to 
allow international access to individuals arrested in Lebanon 
so that the United States and other countries can track and 
stop their international activities. Murr told us that the 

MOD is keeping samples of explosive devices as well as all 
documents and computers found in Nahr al-Barid. Murr, Sabaa, 
and Rifi were amenable to sharing evidence for analysis to 
help cross-border efforts to catch regionally active 

terrorists. International cooperation on investigations is 
essential, Fahd agreed, since terrorists are operating 
internationally. 


4. (S) Allowing international access to detainees is more 
difficult than sharing evidence, our GOL contacts explained. 
Until Lebanon\'s investigations are complete, foreign 
governments can only provide a list of questions for the 
Lebanese to use in interrogations. Once the legal 
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investigation is complete, however, the prosecutor and the 
Minister of Justice have the authority to receive and 
adjudicate requests for extradition or deportation. Their 
recommendation then requires the signature of both the Prime 
Minister and President before the prisoner can be 

transferred, Fahd told Mueller. The MOJ is paralyzed by the 
political situation, and daily discovers new conflicts and 
obstructionist procedures, Rizk noted, making informal 
information-sharing agreements difficult. The Saudi Embassy 
has already asked for access to Saudis arrested, Fahd told 
us, because they suspect those arrested have information 
about plots overseas. 


5. (S) The LAF G-2 or Directorate of Intelligence is 

currently holding at least 55 prisoners held in connection 
with operations in Nahr al-Barid or other Fatah al-Islam 
related arrests, our contacts told us, although many of those 
held are supporters or facilitators rather than fighters. 

Eighty percent of those arrested are Lebanese, Fahd told us, 
in addition to a \"cocktail\" of Saudis, an Iraqi, a Moroccan, 
an Algerian, a Tunisian, a Bangladeshi, a Chechnyan, and 
others. The military court has authority over all security 

and terrorism cases, although the government has the 
authority to transfer any case involving state security to 

the Higher Court of Justice; Fahd will retain control of the 
Fatah al-Islam case until the GOL appoints a prosecutor and 
transfers the case to the Higher Court. 


GOL OFFICIALS BLAME AL-QAIDA, 
IRANIAN AND SYRIAN PROXIES 
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6. (S) GOL officials had differing theories about who is 
behind the violence in Nahr al-Barid, the attack on UNIFIL, 
and recent assassinations. Murr told us he believes that the 
militants in Nahr al-Barid include Al-Qaida fighters from 
Afghanistan and Iraq mobilized unknowingly by the Syrian 
security services. The majority of those arrested say they 
were came to create an Islamic state in north Lebanon, or to 
attack UNIFIL, Murr told us, while only the top tier were 
aware of a direct link with Syria. Murr went on to describe 
Al-Qaida fighters as proxies financed by Iran to hit US 
interests and EU member state troops in UNIFIL via a Sunni 
cutout, enabling Hizballah to retain its image as a Lebanese 
resistance organization. Murr went on to explicitly link 
Hizballah to the UNIFIL bombing, arguing that no attack could 
take place in the Hizballah-dominated south without the 
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group\'s observation if not execution, and that Hizballah had 
been threatened by Spanish troops\' aggressive patrols, which 
actively searched for Hziballah\'s arms caches. Finally, Murr 
observed that similar techniques were used in the Eido and 
Tueni assassinations, the UNIFIL attack, and his own 
attempted assassination. 


7. (S) Sabaa and Rifi more generally condemned Iran, Syria, 
their Lebanese allies, and Al-Qaida for various security 
disruptions, and vowed that the March 14 coalition will fight 
Lebanon\'s political and terrorist enemies \"to the end." They 
cited circumstantial evidence and public statements to blame 
\"the Lebanese allies of Iran and Syria\" for the attack on 
UNIFIL, and noted that Hizballah has the most to lose from 
UNIFILYs presence in the south, giving it the motivation to 
attack. 


MORE ATTACKS LIKELY; 
MORE ASSISTANCE NEEDED 


8. (S) With five or six cells arrested recently, there are 
many more cells outside Nahr al-Barid and more and larger 
terrorist attacks are likely, the security officials agreed. 
Where terrorists once viewed Lebanon as a place for transit 
and training, Lebanon is now a key target for attacks. The 
camps are like the safe haven cities, Murr worried; the 
terrorists are likely to respond massively to the loss of a 
safe haven. GOL officials sought Mueller\'s advice on how 
best to prevent terrorist attacks. 


9. (S) American training and support have already benefited 
Lebanon\'s security services, officials told us, but more help 
is needed. The ISF with international assistance has become 
more professional and cable, Rifi told us; its success in 
investigating the mid-March Ain Alaq bus bombings led to the 
current action against Fatah al-Islam. With increased 
professionalism, public perceptions of the ISF as a 
Sunni-dominated security service are slowly changing. 
Hizballah has stated publicly that the ISF serves all 
confessions, and neighborhoods where the ISF is posted are 
starting to realize that their presence is helpful. 


10. (S) Fahd viewed the security services as hindered by a 
lack of resources as well as the political situation, and 
expressed an interest in greater assistance. While rules and 
procedures exist for investigations, in reality inadequate 
investigation resources and training prevent the Lebanese 
from following international best practices. 


11. (S) Finally, our GOL contacts admitted that Lebanon is 
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struggling to come up with a politically acceptable system to 
monitor the entrance of Gulf Arabs into the country without 
deterring Arab tourism, investment, and political support. 
Sabaa and Murr told us that while many of the terrorists 
presumably entered Lebanon via the Syrian land or sea border, 
some of the Saudis arrested entered Lebanon via the airport 
where they, like most Arabs, were not required to obtain 
visas. (Note: Prime Minister Hariri in 2002 instituted a 

policy of allowing Gulf Arabs into Lebanon without visas; 
Hariri believed the security risk of allowing Arabs in 
unchecked was small compared to the economic benefits of 
increased tourism and investment. End Note.) 


12. (S) Since they used false documents, even a visa system 
would not necessarily have flagged them as dangerous 
travelers, Sabaa noted. Murr explained that the cabinet in 

late June agreed to review the policy and discuss creating a 
specialized visa bureau in each country to help potential 


BEIRUT 00000967 003 OF 003 


tourists and investors, but right now there is not a 

consensus to overturn the policy, and instead the cabinet 

will next discuss ways to exclude undesirable entrants 
without a visa system. Sabaa also indicated that the GOL is 
working back channels with the Gulf countries to ensure they 
are prepared for a change in the policy. 
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1. (SBU) Summary and Comment: The Zagreb Energy Summit, held on 
June 24 and attended by Russian President Putin and South East 
European leaders garnered substantial media attention here, but 
brought little new to the discussion of regional energy supply. The 
Summit, organized by Croatian President Mesic, proved an opportunity 
to reiterate well-known positions, but an effort to draft an agreed 
Summit statement failed, leaving the organizers to issue a 

chairman\'s statement at the events conclusion. Likewise, Mesic\'s 
bilateral discussions with Putin seem not to have brought anything 

new to the table on economic or political issues. End Summary. 


2. (SBU) The June 24 Zagreb Energy Summit, the purpose of which 
many observers here could never quite fathom, lived up to its low 
expectations. The star of the show (and likely raison dVetre of the 
event itself), Vladimir Putin, arrived late to deliver remarks to 

the forum reiterating Russia\'s unbroken record as an energy supplier 
and pushing for greater Russian participation in energy 
infrastructure projects across South East Europe. Putin said that 
Russia was prepared to continue negotiations on the sale of gas to 
the region (Croatia has sought greater volumes, which Gazprom has 
not yet agreed to supply) and the construction of gas storage 
facilities. He went on to say that Russia was ready to cooperate, 
particularly in gas and oil, emphasizing that Russia in return 
expected greater access to regional markets. 


3. (SBU) Other participants (presidents of Albania, Bosnia and 
Herzegovina, Bulgaria, Macedonia, Montenegro, Romania and Serbia 
plus reps of Slovenia, Greece and the EU) emphasized the importance 
of an uninterrupted supply of energy and the need for the countries 

of the region to cooperate on energy issues. Serbian President 

Tadic also used the occasion to reiterate his position on Kosovo. 


4. (SBU) On the bilateral meeting between Putin and Mesic, we 
learned that little new ground was broken. Putin complained about 
the perceived discrimination against Russian business interests in 
Croatia. The Croatian side had anticipated a strong push from Putin 
on the Druzhba Adria oil pipeline that apparently did not come. The 
two presidents also discussed Kosovo, reiterating known positions on 
that issue. Contrary to some Croatian press reporting, there was no 
substantive discussion on Bosnia. 
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SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 


2. Iran 


All media, except the ultra-Orthodox newspapers, led with news on 
the plea bargain agreement for President Moshe Katsav. As a result 
Katsav resigned this morning. The media reported that Attorney 
General Menachem Mazuz faced a barrage of criticism and calls for 
his resignation. In a live appearance on all TV channels, \"A.,\" a 
high-profile plaintiff in the case, described what she claimed were 
sexual assaults by Katsav when she was an assistant in his office. 
Yediot\'s banner consists of an article by its senior columnist Nahum 
Barnea: \"Disgraceful Deal.\" Katsav told Maariv: \"This was an awful, 
terrible persecution.\" Women\'s groups will demonstrate on Saturday 
night at Tel Aviv\'s Rabin Square. 


Israel Radio reported that in Rhode Island on Thursday, President 
Bush held up Israel as a model for defining success in Iraq, saying 
the US goal there is not to eliminate attacks but to enable a 
democracy that can function despite violence. The radio termed the 
President\'s comparison \"strange.\" 


Leading media reported that President Bush has officially named his 
choice for the new chairman of the Joint Chiefs of Staff, Navy 
Admiral Mike Mullen. 


Israel Radio cited a Jordanian newspaper as saying that the Egyptian 
and Jordanian FMs will come to Israel next week as representatives 
of the Arab League. 


Leading media reported that the IDF found a weapons store and 
arrested militants in Nablus. Two Israeli officers were seriously 
wounded and three other soldiers suffered lesser injuries. Israel 
Radio quoted Palestinian sources as saying that IDF troops killed an 
unarmed taxi driver. The Jerusalem Post\'s Web site reported that 
the slain man was an Al-Aqsa Martyrs Brigades traveling in the cab. 


The Jerusalem Post reported that on Thursday Israel unilaterally 
reopened the Karni crossing to Gaza to avert a shortage of flour in 
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the Strip. Makor Rishon-Hatzofe cited the EU\'s criticism of the 
Israeli policy to isolate Hamas. 


The Jerusalem Post reported that Fatah is being torn apart by 
infighting. 


Yediot reported that Iran is purchasing missiles on Syria\'s behalf. 
Makor Rishon-Hatzofe reported that the Syrian Army is training with 
the lessons of the Second Lebanon War in mind and that the IDF has 
reopened a course for commanders of army groups. 


The Jerusalem Post reported that senior Israeli defense officials 

told the newspaper on Thursday that Lebanon\'s refusal to sign an 
agreement brokered by UNIFIL is delaying the final withdrawal of IDF 
troops from the town of Ghajar, which straddles the Israeli-Lebanese 
border. 


HaVaretz (English Ed.) reported that on Wednesday FM Tzipi Livni 
criticized the UN Human Rights Council at an event marking Canada 
Day in Ramat Gan. 


The media published many features on the Second Lebanon War as its 
first anniversary approaches. 


Yediot and Maariv quoted Prof. Uriel Reichman, a leading founder of 
the Kadima Party, as saying that PM Ehud Olmert should be replaced. 
Reichman noted that Kadima has fallen fell in public opinion polls, 

to the extent that if an election were held today, it would only win 

8 Knesset seats, down from 40. 


HaVaretz quoted former Mossad head Zvi Zamir as saying that reports 
in Israel about Dr. Ashraf Marwan, Israel\'s Egyptian agent who 
warned of the pending outbreak of the Yom Kippur War, led to his 
death. 


HaVaretz (English Ed.) quoted Ruth Messinger, President of the 
American Jewish World Service, an international development 
organization, as saying during a visit to Israel this week that the 
genocide in Darfur has forced the American Jewish community to 
expand its foreign policy interests beyond just Israel. Messinger, 

the former borough president of Manhattan, was one of the leading 
forces behind the creation of the Save Darfur Coalition, an alliance 

of over 100 organizations working to end the genocide in Sudan. The 
Democratic nominee for mayor of New York, she lost to Rudy Giuliani 
in the 1997 elections. 


HaVaretz reported that the candidate preferred by the daily\'s panel 
of experts examining the upcoming US presidential elections in light 
of US-Israel relations is Rudolph Giuliani. The panel said the 

Henry Kissinger was the secretary of state who best understood the 
Middle East, with a score of 4.5 -- on a 1-10 scale -- regarding the 
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Middle East and 4.625 regarding Israel. Condoleezza Rice scores 
under 3 on both counts. Kissinger and Rice scored similarly on the 
question of how well secretaries of state realized administration 
policy in the region. 


Makor Rishon-Hatzofe reported that PM Olmert rejected a warning by 
Bank of Israel Governor Stanley Fischer of an impending deficit in 
Israel\'s state budget. 


Makor Rishon-Hatzofe quoted Prof. David Zaslavsky, Chairman of 
Israel's National Research and Development Council, as saying that 
Israel is losing its technological edge. 


The Jerusalem Post reported that following an inquiry from the 
newspaper, CNN has corrected a feature on its Web site that failed 
to identify Jerusalem as Israel\'s capital and which had instead 
listed it as \"Jerusalem, null.\" 


Yediot and The Jerusalem Post reported that the brothers David and 
Ed Milliband, whom incoming British PM Gordon Brown appointed 
Foreign Secretary and Minister of the Cabinet Office (respectively), 
are the sons of Holocaust survivors. 


Yediot presented the results of a Mina Zemach (Dahaf Institute) 

poll: 69 percent are opposed to the plea bargain reached by Katsav. 
Forty-two percent of the public believe that A-G Mazuz should resign 
in view of the gap between the indictment writ draft and the pea 
agreement; 47 percent believe he should not resign; 11 percent are 
undecided. 


HaVaretz reported that some 45 percent of high school students who 
immigrated from the former Soviet Union (FSU) do not believe they 
have a future in Israel, according to the preliminary results of a 

study conducted over the past two months by the Forum for Immigrant 
Parents and due to be published in a few months. Only 65 percent 
would define themselves as Israeli, the study found. However, 88 
percent would accept a hyphenated definition, such as 
Israeli-Russian. 


Diplomatic correspondent Herb Keinon wrote in the conservative, 
independent Jerusalem Post: \"The concern ... is ... that the reality 
on the ground will dictate that the IDF officers at the border 
crossings will have no choice, if they want to let food and medical 
supplies into Gaza, than to deal with the person on the other side 
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of the crossing. And that person will be from Hamas. 


Deputy Managing Editor Anshel Pfeffer wrote in The Jerusalem Post: 
\"The composers [of Hamas\'s message] were totally tapped in to the 
public mood in Israel, and every detail in the message was aimed at 
its raw nerves.\" 


Block Quotes: 


I. \"Summit Summary" 


Diplomatic correspondent Herb Keinon wrote in the conservative, 
independent Jerusalem Post (6/29): \"Abbas made clear, according to 
Israeli officials, that his strategy was simple: Let the West Bank 
bloom economically and politically, to show the Gazans that they 
have lost by throwing their lot in with Hamas, and then tempt them 
with what they could gain if they would just repudiate the 
organization. Abbas couldn\'t put things in such bald terms, so 
Olmert did it for him.... The concern, [an Israeli] official said, 

is not over a political decision that will be made in Jerusalem to 
permit functional dealing with Hamas -- something Abbas doesn\'t 
think will happen -- but rather that the reality on the ground will 
dictate that the IDF officers at the border crossings will have no 
choice, if they want to let food and medical supplies into Gaza, 

than to deal with the person on the other side of the crossing. And 
that person will be from Hamas.... Two weeks after Hamas surprised 
itself, Israel, the Arab world, and the international community by 
effortlessly plucking control of the Gaza Strip, a senior European 
diplomat succinctly summarized the new emerging policy towards the 
Palestinians as follows: \'The West Bank first, and Gaza will follow 

-- somehow.\' It\'s the V'somehowY that\'s the killer. The rough 
contours of how the main players view the \'somehow\' started to 
appear this week: Make the West Bank blossom, and then hope, pray, 
and try to ensure that the Gazans will want those petals as well.\" 


ll. \"Hamas Presses Israel's Buttons!" 


Deputy Managing Editor Anshel Pfeffer wrote in The Jerusalem Post 
(6/29): \"Sometimes an idea\'s timing is so accurate, pressing all the 
correct buttons, that even if it's broadcast in the crudest and most 
blatant manner, the normally sophisticated and cynical press just 
swallow it hook, link, and sinker. It doesn\'t matter that it\'s 

totally transparent and that everyone understands exactly what\'s 
going on: It still does the trick. The perfect PR coup. And that\'s 
exactly what Hamas achieved on Monday when it sent out the 72-second 
recording of Gilad Shalit\'s voice, one year to the day he was 
captured... The composers [of the message] were totally tapped in to 
the public mood in Israel, and every detail in the message was aimed 
at its raw nerves.\" 
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Professor David Menashri, the Director of the Center for Iranian 
Studies at Tel Aviv University, wrote in the mass-circulation, 
pluralist Yediot Aharonot: \"Recent events [inside Iran] are a 
further signal of increased public discontent in general, and of 
disappointment in Anmadinejad\'s two years [in power] in 
particular.\" 


Block Quotes: 


\"Despairing of Ahmadinejad\" 


Professor David Menashri, the Director of the Center for Iranian 
Studies at Tel Aviv University, wrote in the mass-circulation, 
pluralist Yediot Aharonot (6/29): \"[Iranian] citizens have been 
quoted as saying that rationing fuel in a country awash in oil is 
inconceivable.... Anmadinejad, who was elected two years ago after 
promising to improve the lot of the disadvantaged classes, is being 
accused of not delivering the goods. While Iran is proud of its 
assistance to radical movements outside its borders (Hamas and 
Hizbullah, e.g.), the plain citizen is being worn down.... Recent 
events are a further signal of increased public discontent in 

general, and of disappointment in Anmadinejad\'s two years [in power] 
in particular.\" 


JONES 
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SUBJECT: BENIN: UPDATE ON EFFORTS BY THE GOVERNMENT OF BENIN AND 
BENINESE CIVIL SOCIETY TO COMBAT CORRUPTION 


1. (SBU) SUMMARY: In conjunction with President Yayi\'s program to 
fight corruption in the administration and advance good governance 

in the country, the Front of National Anti-Corruption Organizations 
(FONAC) has accused two former Executive Directors of the Benin 
Electric Energy Corporation (SBEE), who are members of the National 
Assembly, as well as several officials of the Benin Water 

corporation (SONEB), of mismanagement and embezzlement of public 
funds. These allegations, which come at the same time that the 
National Assembly is considering an anti-corruption bill, have 

caused a major stir in Beninese political circles. END SUMMARY 


FONAC ACCUSES TWO PARLIAMENTARIANS 


2. (U) On June 20, the Front of National Anti-Corruption 
Organizations (FONAC) held a press conference during which the 
organization\'s Vice-president and Spokesman, Jean Baptiste Elias, 
accused two former Executive Directors of the Benin Electric Energy 
Corporation (SBEE). The two officials, Ms. Celestine Adjanohoun and 
Mr. Luc Da Matha Santana, both of whom were elected to the National 
Assembly in the March 2007 legislative elections, are accused of 
having improperly awarded a private procurement contract worth $6 
million (3 million CFA). The company which received the contract is 
alleged to have received all the money due it under the contract 
without having delivered all of the equipment and services required. 
FONAC said further investigations revealed that this company, in 
collusion with SBEE officials, did not pay taxes on the profit 

earned under the contract to the Benin Internal Revenue Service, 
resulting in a loss of $4.4 million (223 million CFA) to the 

national treasury. In addition, FONAC alleged that the contract 
violated Benin\'s Public Procurement Act, which stipulates that the 
maximum amount for private contracts must not exceed $80,000 (40 
million CFA). 


3. (U) FONAC also accused Ms. Adjanohoun and Mr. Da Matha Santana of 
having ordered a payment to a Cote d\'Ivoire-based company that had 
supplied the SBEE with electrical equipment, even though a court 

decision had ruled against this payment because the company had 

refused to give the Beninese intermediary the commission it owed him 

on the deal. Both Ms. Adjanohoun and Mr. Da Matha Santana have 
publicly denied all allegations, arguing that SBEE awarded the 

concerned contract in accordance with the provisions of the Public 
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Procurement Act in force in Benin. 


4. (U) At the same press conference, Mr. Elias also made 

allegations against several officials of the Benin Water Corporation 
(SONEB) who are accused of fraudulently transferring $66,000 
(33,000,000 CFA) from SONEB\'s accounts to the account of a private 
company which did not offer any services to the SONEB. 


PRESIDENT YAYI MEETS WITH THE FONAC 


5. (SBU) In response to FONAC\'s public accusations, President Yayi 
met on June 21 with key FONAC members to seek more details on the 
cases. The two corruption cases represent a major challenge for the 
President because both of the accused officials were elected to the 
National Assembly under the umbrella of President Yayi\'s political 
coalition. Some commentators considered Yayi\'s meeting a 
demonstration of his personal interest in these particular cases and 

his commitment to crack down on corruption, but the President\'s 
office has made no announcement on its attitude toward the cases, or 
if it will take any actions vis a vis the accused. (NOTE: The fact 

that Mr. Da Matha Santana and Ms. Celestine Adjanohoun are members 
of the National Assembly makes their cases more complicated, since 
their parliamentary immunity would have to be revoked before any 
legal actions could be taken against them. END NOTE.) 


NATIONAL ASSEMBLY EXAMINE ANTI-CORRUPTION BILL 


6. (U) Meanwhile, an anti-corruption bill recently introduced by the 
Government under an emergency procedure intends to incorporate the 
provisions of the 2003 UN Convention against Corruption into Benin\'s 
legal framework. Benin\'s existing anti-corruption legislation 

consists of international conventions, a few provisions of the 
Constitution, the Penal Code, and a wide range of domestic decrees 
against corruption. However, existing legislation does not provide 
adequate penalties for perpetrators and in any case has rarely been 
enforced. The proposed bill seeks to correct these deficiencies. 

The Government describes the bill as a comprehensive draft that 
covers issues including money laundering, conflict of interest, and 
public procurement. Most importantly, it provides for penalties 
ranging from one year imprisonment to a life sentence for 
perpetrators, depending on the seriousness of the offense. The 
Office for Political Analysis (CAPAN) of the National Assembly, 
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along with FONAC and other partners, has organized a seminar for the 


deputies to learn more about the issue and to familiarize them with 
the anti-corruption bill. The President of the National Assembly, 
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Professor Mathurin Nago, stated the Assembly would examine the bill 
and make its passage a top priority. 


7. (SBU) COMMENT: The adoption of this bill by the National Assembly 
would be a significant step forward in the fight against corruption. 

The decision to pursue passage of the bill through an emergency 
procedure is a joint decision of the President of the National 

Assembly and the executive branch. However, the President\'s 

political will alone is not sufficient to achieve his goal of good 
governance, if judicial branch does not support him by aggressively 
pursuing cases of alleged corruption. Perceived immunity from 
prosecution has always been at the heart of the problem of 

corruption in Benin. 
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SUBJECT: END OF JUNE ASSESSMENT OF OUAGA ACCORD 
IMPLEMENTATION - WHAT IS MOVING, WHAT IS NOT 
REF: A. ABIDJAN 689 


B. ABIDJAN 633 
C. ABIDJAN 615 


Classified By: EconChief EMassinga, Reasons 1.4 (b,d) 


1. (C) Summary. Implementation of the Ouaga Accord has 
not moved substantially since the Yamoussoukro CPC (reftel 
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B). The Integrated Command Center is not functioning, the 
question of military ranks continues to bedevil efforts to 

begin integrating the militaries and the process of DDR, 

while the public ceremonies held to date to destroy arms are 
more show than substance. Redeployment of the civil 
administration is not moving, affecting the launch of the 
identification process, itself hobbled by continued failure 

to name a contractor to produce the voter cards and database. 
Funding remains a serious problem, with Ivorian leaders from 
all parties slowly coming to grips with the fact that new 
international assistance will be limited. Despite the 

failings of the past several weeks, however, the overall mood 
in the country remains positive. End Summary. 


Military Affairs - Integrated Command Center, Ranks 
Imbroglio, DDR, Militia Disarmament, ZoC Phaseout 


2. (C) One of the biggest weaknesses of the transition 
process to date has been the Integrated Command Center. 
Designed to lead the way on military affairs by providing 
increasingly \"Ivorianized\" protection of the former Zone of 
Confidence through the expansion of \"mixed\" brigades (FANCI 
and Forces Nouvelles) and collaborating with ONUCI on 
securing DDR sites and disarmament, the ICC is functioning 
essentially in name only. While the FANCI,s designated head 
of the ICC is in place at the Yamoussoukro facility, General 
Bakayoko of the FAFN refuses to name the deputy commander 
until the question of ranks (see para three) is solved. 

Until the question of ranks is settled, realistically the ICC 

will continue to exist in theory. The few mixed brigades 

that have been created so far are too few to be able to 

patrol the former ZoC, and thus ONUCI and LICORNE remain 
indispensable for providing security in those regions, 
particularly in the West. 


3. (C) The question of ranks continues to gum the works of 

the overall peace process. Now in the hands of Ouaga 
facilitator Burkina Faso President B. Compaore, Both Defense 
Minister N\Guessan (FPI) and Minister of Tourism (and 
effective number three in the Forces Nouvelles) Konate have 
confirmed to the Ambassador and other Emboffs that the number 
of officer-rank personnel involved subject to the dispute is 
minuscule: 15, according to N\'Guessan in a conversation with 
the Ambassador held the week of June 18. The compromise 
brokered at the recent CPC conclave at Yamoussoukro (refel B) 
allowed officers to rise to the highest rank attained by any 

of their peers who entered service at the same time. This 
clever solution, however, has not sat well with much of the 
FANCI officer corps, although the reasons, as well as the 
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identity and political importance of the officers who are the 
subject of the dispute, remain unclear. The 15 FAFN officers 
are apparently not the so-called ComZones, who will be 

allowed to quietly retire with their ranks intact, along with 
benefiting from a side agreement understood to allow them to 
keep whatever goods and property they have \"acquired\" during 
their tenures. 


4. (C) Real DDR and militia disarmament continue to be 
delayed. Instead, the country continues to be treated to 

what is effectively political theater for the masses in the 

form of very public arms destruction ceremonies. The next 
one is scheduled for the Forces Nouvelles stronghold Bouake 
on July 5 (postponed from June 30), where a \"Flame of Peace\" 
is supposed to destroy the first tranche of weapons from the 
former rebels. What is troubling is how this ceremony, as 
with the last ceremony \"disarming\" militias in Guiglo (reftel 
C), remains outside of regularized DDR channels. The 
disarmed soldiers here will not be channeled into a proper 
integration and reinsertion program to be established under 
the well-understood guidelines governing DDR. While the 
President and Prime Minister are scheduled to attend the July 
5 event, the results cannot be expected to go beyond 
symbolism. As for the real DDR process, as specified in the 
Ouaga Accord, that won\'t start until 1) the question of ranks 
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is solved, and 2) funds are made available, most likely 
through the World Bank\'s post-conflict facility (Reftel A). 


5. (C) After the June 5 decree announcing the nomination of 
prefects to the former rebel zones, along with a companion 
decree assigning magistrates to the North, actual deployment 
of state officials remains slow. The ONUCI Political Affairs 
Director in Bouake told Emboff that the recent public 
ceremony installing the prefect there was \"just for show;\" 
the prefect returned to Abidjan within days and has not 
returned. Other prefects in the North have not taken up 

their posts, nor have magistrates. Contacts in the Prime 
Minister\'s office inform us that a decree naming sub-prefects 
will be issued \"shortly,\" theoretically facilitating the 

overall deployment of the essential organs of state control 
throughout the country. The delay, however, is serious; the 
audiences foraines process cannot begin without the prefects, 
sub-prefects and magistrates being in place. 
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6. (C) The Prime Minister and President, along with Ouaga 
Accord facilitator Compaore, all said that as of mid-June the 
audiences foraines would relaunch by \"the end of June" This 
clearly is not going to happen. While we do believe all 

sides have the political will to begin the identification 

process (particularly the PM), whether the process can start 

in July is an open question. Perhaps we will see pilot 
programs put into operation first, allowing the machinery to 

be put in place and gather momentum. 


7. (C) One essential prerequisite is the choice of the 
\"technical operator,\" the contractor selected to produce the 
voter identification cards. Sources in the Prime Minister\'s 
office and the Presidency indicate that French company Sagem 
remains the top choice, despite some initial grumbling over 

the excessive (more than USD 100 million) price tag. Sources 
in the PMVs office indicate negotiations with Sagem to reduce 
its asking price are ongoing. 


8. (C) Funding for the whole post-conflict package (DDR, 
identification, the ill-defined \"civil service\" program 

designed to absorb former combatants who are not integrated 
into the new blended armed forces) and some urgent rebuilding 
of crumbling basic infrastructure remains another open 
question. The recently published budget has a massive 
funding gap of USD 589 million that it expects WB, IMF and 
new bilateral assistance to cover. The government, through 
both the PM and various ministries, regularly put out appeals 
to the international community to contribute additional 

funding streams for various programs addressing different 
post-conflict needs. A PM-organized donor roundtable 
(bilateral plus the IFls) was scheduled for June 27th, but 

has been postponed until July 2, ostensibly due to the 
Quadafi visit. Most donor countries, including the EU, 
indicate, both in private and in the near-constant round of 
Abidjan donors meetings, reluctance to devote new resources 
in Cote d\'Ivoire. 


9. (C) Most donors appear more willing to address the 
post-conflict funding gap through multilateral means, i.e., 
through the IFls. The recently concluded accord reached 
between WB and IMF staff and Cote d\'Ivoire sets the stage for 
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the IFls boards to begin this process (reftel A). However, 
the ramping-up of IFI funding will take until mid-2008 and 
into 2009, leaving it unclear how the government will address 
some of the big ticket items, such as the civil service 
program, among the most obvious on the list. 


10. (C) While a number of crucial elements of the Ouaga 
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Accord remain undone, the improvement in the mood and 
ambiance in the country is undeniable. The climate in 

Abidjan is more relaxed. Major supermarkets are reopening in 
former rebel-held territory, and Western Union is setting up 
shop in Northern zones that haven\'t seen financial 

institutions in four years. The Ouaga Accord has 
unmistakably contributed to a palpable improvement in the 
overall situation. 


11. (C) Comment. Our previous overall grade of B-/C for 
the implementation of the Ouaga Accord (reftel C) must slip 
to a C/C because of the weak progress seen since the last 
assessment. It is time for the Ivorian political class to 

get to work. End Comment. 

HOOKS 
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PP RUEHWEB 

DE RUEHJA #1793 1800917 

ZNR UUUUU ZZH 

P 290917Z JUN 07 

FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5281 

INFO RUCNDT/USMISSION USUN NEW YORK PRIORITY 0631 


SIPDIS 

SIPDIS 

FOR ISN/CPI NEW 
E.O. 12958: N/A 


TAGS: PREL, INNP, PARM, IR, ID 
SUBJECT: ADDITIONAL DESIGNATIONS OF IRANIAN ENTITIES UNDER 
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E.O. 13382 


REF: STATE 84207 


1. On June 25 we delivered reftel information to Andi 
Rachmianto, Deputy Director for International Security and 
Disarmament at the Indonesian Department of Foreign Affairs. 
Rachmianto asked how the Annex to UNSCR 1737 differed from 
E.O. 13382. We explained that E.O. was a unilateral U.S. 
action and applied primarily to U.S. companies and banks 
involved in trade with lran; it also affected third parties, 
however, who exported U.S. products or used U.S. banks in 
transactions with lran. We provided Rachmianto with a copy 
of the executive order. 

HEFFERN 
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RR RUEHWEB 

DE RUEHBK #3622 1800918 

ZNR UUUUU ZZH 

R 290918Z JUN 07 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC 8007 

INFO RUEHMT/AMCONSUL MONTREAL 0603 
RHMCSUU/FAA NATIONAL HQ WASHINGTON DC 
RHMFIUU/TSA HQ WASHDC 


SIPDIS 
SIPDIS 


STATE FOR IO/T AND EBARA 

MONTREAL FOR US MISSION TO ICAO 

FAA FOR JIM FILIPPATSO AND DI REIMOLD 
TSA FOR JILLENE MACCREERY 


SIPDIS 


E.O. 12958: N/A 

TAGS: EAIR, ETRD, SENV, ECON, TH 

SUBJECT: ICAO ASSEMBLY: SOLICITING SUPPORT FOR KEY U.S. 
POSITIONS 


REF: A. SECSTATE 77572 
B. SECSTATE 83246 


1. Econoff delivered reftel demarches to Mr. Yongyut with the 
RTG Ministry of Transportation International Affairs 

Division. Mr. Yongyut responded that the MoT would need time 
to consider the U.S. positions carefully before they could 
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indicate their level of support. He requested advance copies 
of the various white papers and working papers that the U.S. 
would be presenting to the Montreal ICAO Assembly to allow 
for full consideration of their content. 


2. Mr. Yongyut also noted that it had not yet been 

determined who would represent the RTG in Montreal, although 
he said that representatives from the Department of Civil 
Aviation (DCA) would probably head the delegation, which 
would probably also include representation from the MoT. 
BOYCE 
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RR RUEHCHI RUEHDT RUEHHM RUEHNH 

DE RUEHBK #3623 1800919 

ZNR UUUUU ZZH 

R 290919Z JUN 07 

FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC 8008 

INFO RUCNASE/ASEAN MEMBER COLLECTIVE","UNCLAS BANGKOK 003623 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, TH 

SUBJECT: THE END OF CEO BUDGETS: AN EXAMPLE OF POST-COUP 
RECENTRALIZATION 


1. Summary: The Thaksin-era CEO budget program provided 
Thailand with a limited degree of budgetary decentralization. 
By providing provincial-level officials discretion to 

allocate a portion of development funds the program helped 
strengthen the provincial governors and contributed to moving 
decision making out of Bangkok. With the end of the program 
following the September 2006 coup, the authority of the 
central government in Bangkok has been reasserted, perhaps 
stronger than ever. End summary. 


2. As part of a broader effort to empower provincial 
governors, the Thaksin administration introduced the VCEO 
budget program, setting aside roughly 10 percent of the 
national development budget to be allocated by provincial 
level authorities. Under the program a general meeting of 
provincial authorities, including local members of 

parliament, would propose a range of programs in support of 
the provincial development plan for funding. The proposals 
usually involved projects included in the development plan, 
but could include new ideas as well. The list would be 
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reviewed by a selection board composed of the provincial 
governor, the vice governor, and the chiefs of the various 
agencies operating in the province (about 20 officials 
including finance, agriculture, labor, education and police), 
which would consider whether the proposals matched the 
provincial priorities for the development plan and decide on 
which projects to fund. Examples of funded projects included 
programs for poverty reduction, education, SME support, canal 
digging, road construction, erosion control and tourism 
promotion. 


3. The amount of decentralization involved in the CEO budget 
program should not be overstated. The budget available was 
limited, the projects considered had to follow the centrally 
approved development plan, and the selection board members 
were themselves representatives of central government 
ministries. The provincial governors themselves are 
appointed by the Ministry of Interior for 2-3 year terms. 

The program nevertheless is believed by some to have 
increased respect for the governors from officials from other 
agencies who report to their parent ministries in Bangkok and 
typically pay little regard for the governor. Much of the 
success or failure of the program ultimately depended on the 
personal quality of the governor. The program also served as 
a vehicle for local MPs to promote pet projects (and dispense 
pork), replacing the VMPYs development fund\' that had existed 
previously. Indeed, in practice roughly half of the projects 
funded under the program were proposals from Bangkok 
politicians. The program also increased the ability of local 
authorities to determine priorities within the development 

plan. 


4. The demise of the CEO budget program with the September 
2007 coup is unlikely to have any significant effect on 

provincial development or infrastructure funding. Local road 
maintenance, for example, had always been the responsibility 
of the tambon (local), not the provincial, administration, 

and construction and maintenance of main highways was the 
responsibility of the National Highway Department. The 
development funds lost with the elimination of the CEO budget 
are expected to be made up by increases in funding received 
through ministerial channels. 


5. The main effect of the elimination of the CEO budget 
program is that now all decisions on funding allocations will 

be made at the central level, and will be viewed through the 
prism of individual ministries, not the multi-disciplinary 
provincial boards. This reasserts the traditional dominance 

of the central government in Thailand. Indeed, with the MP\'s 
development fund having been superseded by the CEO budget 
program, the end of that initiative tends to make the central 
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bureaucracy even more powerful than before. 


6. Comment. The CEO budget program represented another way 
in which the Thaksin regime sought to promote the economic 
empowerment of the regions outside of Bangkok. For all the 
hoopla, the impact of the program was limited, varied 
according to the personnel involved, and even drew criticism 
for its appropriateness. The end of the program is unlikely 

to have any profound effect, or even be noticed by most, but 
it provides another example of the reassertion of traditional 
authority from the center that is characteristic of much of 
ThailandWs modern history. 

BOYCE 
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FM AMEMBASSY DAR ES SALAAM 

TO SECSTATE WASHDC PRIORITY 6395 


SIPDIS 
SIPDIS 
AF/E FOR BARBARA YODER 


E.O. 12958: N/A 

TAGS: PREL, TZ 

SUBJECT: INDEPENDENCE DAY CONGRATULATORY MESSAGE FROM 
TANZANIA 


(U) On June 28, Post received diplomatic note KA. 709/710/01 
which reads as follows: 


The Ministry of Foreign Affairs and International Cooperation 
of the united Republic of Tanzania presents its compliments 

to the Embassy of the Untied States of America and has the 
honour to request the esteemed Embassy to forward the 
following congratulatory message from H.E. Jakaya Mrisho 
Kikwete, President of the United Republic of Tanzania to H.E. 
George W. Bush, President of the United States of America on 
the occasion of his country's National Day on 4th July 2007. 


The message reads as follows. 


H.E. George W. Bush, 
President of the United States of America, 
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Washington, DC, 
USA 


Your Excellency, 


Itis my pleasure on behalf of the people, the Government of 
the United Republic of Tanzania and my own behalf to 
congratulate you and through you, the Government and people 
of the United States of America on the occasion of your 
Country\'s National Day. 


As you celebrate your Country\'s National Day allow me to take 
this opportunity to express my sincere appreciation for the 
good relations that exist between our two countries and 
peoples. 


Please accept, Your Excellency, my best wishes to you for 
your continued good health and prosperity of your country as 
well as the assurances of my highest consideration. 


Jakaya Mrisho Kikwete 
President of the United Republic of Tanzania 


The Ministry of Foreign Affairs and International Cooperation 
of the United Republic of Tanzania avails itself of this 
opportunity to renew to the Embassy of the United States of 
America the assurances of its highest consideration. 


Dar es Salaam, 28th June 2007 
RETZER 
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FM AMEMBASSY ATHENS 
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INFO RUCNMUC/EU CANDIDATE STATES COLLECTIVE PRIORITY 
RUCNMEU/EU INTEREST COLLECTIVE PRIORITY 

RUEHZG/NATO EU COLLECTIVE PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RHMFISS/JOINT STAFF WASHINGTON DC PRIORITY" "UNCLAS ATHENS 001333 


SIPDIS 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: PGOV, PREL, GR 
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SUBJECT: GREEK POLL: ND VICTORY BUT SMALLER MAJORITY 


1. (SBU) SUMMARY: A recent opinion poll by authoritative MRB 
Hellas predicts electoral victory for the incumbent New 
Democracy (ND) party but with a reduced parliamentary 
majority. According to the poll, Greek voters continue to 

show qualified confidence in the governing party and find PM 
Karamanlis more suitable to the PM job than main opposition 
PASOK leader Papandreou. A majority of Greeks also oppose 
Turkey,s EU bid and reject any &composite8 solution for 

the Macedonia name issue. END SUMMARY. 


2. (SBU) With Greek pundits confidently predicting mid-term 
elections for either September 30 or October 14, the 
publication of the semi-annual \"Trends\" public opinion 
research report, issued by MRB Hellas S.A. on June 20, 
pointed to a narrow victory of the incumbent New Democracy 
(ND) party of PM Costas Karamanlis. MRB Hellas, established 
in 1969, is a member company of Walker Information\'s Walker 
Global Network, a group of 20 prominent research companies 
operating in more than 75 countries. Trends is generally 

seen as the most authoritative and exhaustive snapshot of 
political trends in Greece produced by a local research 

agency. 


3. (SBU) Major findings of the report include: 


-- ND is ahead of main opposition PASOK by 2.3 percent. 

-- Both ND and PASOK are judged as \"performing badly\" by over 
55 percent of the electorate. 

-- The so-called \"bond scandal,\" involving questionable 
investments in structured derivatives by Greek pension funds, 

has not sunk the Karamanlis government, as main opposition 
PASOK was expecting, but it apparently put downward pressure 
on ND,s lead over PASOK. 

-- In the eyes of many voters, PM Karamanlis remains the 

\"most suitable\" political leader for the job of Prime 

Minister, beating PASOK\'s George Papandreou 42 to 35 percent. 
-- A large majority of Greek voters oppose Turkey\'s accession 

to the EU and see little prospect of improvement in 

Greek-Turkish relations with Turkey an EU member. 

-- An equally large majority rejects the use of any 

\"composite\" name for Macedonia\"FYROM,\" such as 
Macadonia-Skopje. 

-- Greek voters are only marginally satisfied by the state of 

the economy and continue to demand substantive improvement in 
the near future. 


4. (SBU) The reports findings suggest five parties (rather 
than the current four) will climb over the three-percent 
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threshold for representation in the next parliament, with the 
nationalist, anti-immigrant LAOS party joining the current 
group of ND, PASOK, the communists (KKE), and the Coalition 
of the Left (SYN). With LAOS attracting an estimated 3.6 
percent of those who voted ND in 2004, Karamanlis, if 
elections were held tomorrow, would face a thin parliamentary 
majority of anywhere from 151 to 154 seats in a 300-seat 
parliament, Trends found (Karamanlis\' ND currently holds 164 
seats). 


5. (SBU) COMMENT: The June 2007 Trends paints a largely 
confident picture for incumbent ND although it highlights 
performance and public perception problems. Voters seem 
particularly dissatisfied with government efforts to battle 
corruption and reform education. The poll also re-confirms 
other trends regularly observed in recent years. For 
example, the majority of Greek voters see inflation and 
consumer prices as Greece,s main problems, while foreign 
relations, environmental pollution, and terrorism are at the 
bottom of the list. At the same time, opposition PASOK has 
little cause for celebration since the report highlights many 
performance and voter confidence weaknesses for the party and 
its leader Papandreou. Perhaps most oinous for PASOK, 
Trends Sees Karamanls besting apanreou 46.4 to 29.2 
percent i the category of \"a commanding leadership 
ersonality.\" 

COUNTRYMAN 
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FM USOFFICE PRISTINA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7479 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1197 
RHMFISS/CDR USEUCOM VAIHINGEN GE PRIORITY 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK PRIORITY 
RHFMIUU/AFSOUTH NAPLES IT PRIORITY 

RHMFISS/CDR TF FALCON PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUEPGEA/CDR650THMIGP SHAPE BE PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 

RUFOANA/USNIC PRISTINA SR PRIORITY","UNCLAS PRISTINA 000502 


SIPDIS 
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SENSITIVE 
SIPDIS 


DEPT FOR IO, EUR/SCE, EB, DRL, AND INL, NSC FOR BRAUN, USUN 
FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: N/A 

TAGS: PGOV, KJUS, KCRM, EAID, KHLS, UNMIK, YI 

SUBJECT: KOSOVO: UNMIK SEEKS SUPPORT FOR OBSERVER STATUS TO 
THE WORLD CUSTOMS ORGANIZATION 


1. (U) Acting DSRSG Paul Acda wrote to COM June 21 asking for 
United States Customs Service\'s support for UNMIKYs request 
for observer status to the Brussels-based World Customs 
Organization. 


2. (U) The text of Acda\'s direct request to WCO General 
Director Michel Danet follows. 


BEGIN TEXT: 
Dear Director General, 


| am writing in order to follow up on letters sent to you by 

the then Special Representative of the Secretary-General 
(SRSG), Harri Holkeri, on 26 May 2004, the then Principal 
Deputy SRSG (PDSRSG), Charles Brayshaw, on 10 September 2004 
and the then PDSRSG, Lawrence Rossin, on 11 November 2004. 
You were asked by all three United Nations Officials to grant 
UNMIK with an observer status on an ad hoc basis to enable 
UNMIK representatives in the form of UNMIK Customs Officials, 
to participate in meetings and activities of the World 

Customs Organisation. (WCO). We have been assured by Mr. 
Harrison in 2004 that an answer can be expected in \"due 
course.\" 


We believe the WCO to be sufficiently informed about why 
UNMIK is convinced of the necessity of having UNMIK Customs 
to attend WCO meetings and having access granted to technical 
and training material, which your organization provides. The 
advantages to the whole region should UNMIK be granted the 
Observer Status are obvious, as all Customs Services in South 
Eastern Europe would be sharing WCO best practices and 
training. 


Apart from the above, | would like to highlight that UNMIK 
Customs should be enabled to get familiar with the work of 
the WCO thus being fully up to speed once it will join the 
WCO as a full member. 
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| would urge you to consider this repeated request and 
discuss the issue of UNMIK (Customs) Observer Status in the 
relevant forum as soon as possible. | stand ready to meet 
and discuss this issue further with you any time. | copy 

this letter to the Liaison Offices of the Contact Group 
members, the Commission and the Council Secretariat in 
Pristina to make sure that they are informed about this 

matter as well. 


Yours sincerely, 
Paul Acda 
Acting Deputy Special Representative of the Secretary General 


END TEXT. 


3. (SBU) COMMENT: USOP supports UNMIK\'s request to receive 
WCO observer status. The UNMIK Customs Service is a 
fledgling organization that UNMIK has recently transitioned 

from international to Kosovar management. WCO observer 
status would enable UNMIK Customs to better communicate with 
other customs services in the region and help them develop 
systems and policies consistent with WCO norms. This would 
benefit all WCO members who do business in and with the 
region. Moreover, the United States and Romanian Governments 
included UNMIK Customs in the Eighth International Export 
Control Conference they co-hosted in Bucharest March 6 
through 8, setting an important precedent for UNMIK Customs 
inclusion in the WCO. Delegations from around the world 
welcomed UNMIK Customs! participation in the Bucharest 
conference, and they made an important contribution to the 
discussions. Finally, granting Kosovo WCO observer status 
would send a positive signal to the Kosovars at a moment when 
they are increasingly uncertain about delays in determining 

their future status and fearful of abandonment by their 

Western allies. END COMMENT. 

KAIDANOW 
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INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 
RHMFISS/HQ USEUCOM VAIHINGEN GE 
RUEHAK/USDAO ANKARA TU 

RUEUITH/TLO ANKARA TU 

RUEKJCS/SECDEF WASHDC 

RUEUITH/ODC ANKARA TU 
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RUEKJCS/JOINT STAFF WASHDC//J-3/J-5// 

RHMFISS/39ABG CP INCIRLIK AB TU 

RHEFDIA/DIA WASHDC 

RHMFISS/425ABS IZMIR TU//CC// 

RHEHAAA/NSC WASHDC 

RUEAIIA/CIA WASHDC"","C ONFIDENTIAL SECTION 01 OF 02 ANKARA 001679 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/25/2017 

TAGS: PGOV, PREL, TU 

SUBJECT: TURKEY: A TALE OF TWO (SUB-PROVINCIAL) CITIES - 
ANTI-US ANGER, PREPARING FOR ELECTIONS 


Classified By: Political Counselor Janice G. Weiner, for Reasons 1.4 (b 
‚d) 


1. (C) SUMMARY. Two sub-provincial capitals and several 
villages in Ankara province provide a window into parties\' 
election preparations. Rival parties delivered the same 

angry message on US policies on the Kurdistan Workers Party 
(PKK), Iraq, and Israel. The visits also gave us a glimpse 

into the challenges affecting municipal leaders outside the 
ruling party. END SUMMARY. 


2.(C) The once-remote towns of Cubuk and Elmadag are 
rapidly becoming commuter suburbs of sprawling greater 
Ankara. Both sub-provinces attract economic migration from 
neighboring provinces and from eastern Central Anatolia. 
Cubuk, dominated by the ruling Justice and Development Party 
(AKP), is primarily agricultural, specializing in animal 
husbandry (a major local project is the relocation of smelly 
barns away from Ankara\'s gentrifying suburbs to a vast 
centralized -- and discreetly located -- barn complex). Turks 
know Cubuk for its highly prized pickles. While Elmadag also 
is dominated by agriculture, it is one of only four 
subprovinces controlled by main opposition Republican 
People\'s Party (CHP); AKP straggles in at third place, behind 
the Nationalist Action Party (MHP). Elmadag combines 
agriculture with a strong industrial component: it hosts over 
sixty factories, including the defense industry\'s Roketsan 
and several international operations, including Lever and 
Henkel. 


Anger towards America: One Area of Bipartisan Agreement 


3. (C) CHP officials in Elmadag and AKP officials in Elmadag 
and Cubuk, angered by the well-publicized deaths of soldiers 


Column 3 

\"martyred\" in Turkey\'s fight against the PKK, passionately 
condemned US policy in the region. All cited reports of 
alleged direct and indirect US aid to the PKK and its 
imprisoned leader Abdullah Ocalan (including direct aid drops 
to the PKK), our refusal to take on the terrorists in 

Northern Iraq, and our opposition to a Turkish cross-border 
operation. All conveyed the quixotic impression that the 
United States could wipe out the PKK in a heartbeat. They 
demanded to know why the United States preferred \"tribal 
leaders\" (meaning Iraqi President Talabani and Kurdistan 
Regional Government leader Barzani) to its long-time ally 
Turkey. 


4. (C) AKP officials in both towns were even more vociferous 
in their anger. One participant openly declared the United 
States a \"state sponsor of terrorism\" before he was hushed by 
his chairman; although most were more tactful, their 
(mis)perceptions clearly pointed them to the same conclusion. 
They railed against our perceived support of Israel at the 
expense of their fellow Muslims in Palestine and against our 
posture toward neighboring Iran. They were also deeply 
misinformed about the Abu Graibh incident, contending that 
the perpetrators went unpunished. Convinced of what they 
\"knew,\" they considered our attempts to set the facts 
straight \"unconvincing.\" Local AKP officials\' deep 
discomfort with the US was framed by their perceptions of our 
relations with the broader Muslim world; violent deaths in 
Palestine and lraq raised nearly as much concern as 
PKK-related deaths in Turkey, and all were attributed to US 
policies. The bitter tone of the conversation made it 

difficult to shift to other topics. 


Election Posturing 


5. (C) Party officials in both towns were focused on 

introducing parliamentary candidates to local constituents 

prior to the July 22 general elections. The day of our 

visit, a group of AKP candidates was visiting small shop 
owners and making the rounds in the town market. The Cubuk 
Chamber of Commerce chairman explained that the current 
system reveals the severe democratic deficit in Turkey\'s 

party structure; candidates do not rise from the grassroots 

but instead are anointed from the top. While parties had not 
yet released their national platforms, AKP and CHP local 
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party chairmen seemed satisfied that the national message 
would be equally valid for the local area and would need no 
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further tailoring. 


6. (C) The Elmadag CHP chairman equated AKP\'s recent actions 
\"against the regime\" with CHP\'s rising prospects. Aside from 
this, he felt unemployment would be the main election issue. 
Locally, he would introduce the candidates to his 

constituents, but had no plan to reach out to voters, 

particularly in the villages, until the candidates rolled 

into town. 


7. (C) In contrast, Cubuk AKP chairman predicted his party 
would win in a landslide, with MHP coming in second; his 
struggling Elmadag counterpart made a similar, but less 
credible claim. AKP party chairmen and women\'s auxiliary in 
both Cubuk and Elmadag believe that AKP has done well 
nationally under the charismatic Prime Minister Erdogan. In 
addition to introducing the candidates, AKP workers plan to 
link AKP,s national achievements to local issues and 
successes. Unlike CHP\'s more hands-off approach, AKP\'s 
Women,s Auxiliary will make house calls, attend funerals, 
and visit the sick in local hospitals. 


Fight for Resources Party Related 


8. (C) In a move calculated to win more resources for his 

town, the mayor of Sirkeli, one of Cubuk\'s satellite towns, 
switched from MHP to AKP. While mayors from the ruling 
party can attract more resources from regional and national 
governments, he maintained that, at the local level, personal 
connections and reputation are far more important than party 
membership. Despite his conversion, he continued to decorate 
his office with traditional MHP trappings, pictures of local 
martyrs and mythic Turkish heroes. The CHP mayor of 
Hasanoglan, a small town near Elmadag, concurred that non-AKP 
mayors have a harder time acquiring resources from Ankara but 
admitted that opposition parties had an easier time doing so 
under AKP than under previous governments. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: SANAKOYEV SPEAKS IN BRUSSELS 


Summary 


1. On June 26, Dmitry Sanakoyev, head of Georgias Temporary 
Administration of South Ossetia, addressed the European Parliament 
in Brussels. Georgian media gave extensive and positive coverage to 
the event, hailing it as the first ever address made in Brussels in 

the Ossetian language. The separatist regime in South Ossetia 
criticized the speech and reportedly turned off electrical power so 

that residents of Tskhinvali would be unable to watch it on live 
television. End Summary. 


Georgia and Ossetia will come back to Europe 


2. Sanakoyev, appearing at the European Parliament as a member of 
the Georgian delegation, started his speech by stressing the 
significance of Europe and its institutions for the Ossetian people, 
as an example of \"leading a dignified life, forgetting the problems 
of the past and creating an environment where every person is 
guaranteed a safe, dignified and peaceful existence." Sanakoyev 
expressed his belief that due to the progress of the past three 
years, Georgia is \"returning to Europe, its natural environment,\" 
and, together with Georgia, so will South Ossetia. Sanakoyev 
stressed that he was speaking as an ordinary Ossetian who himself 
fought in the conflict and who had personally experienced all the 
hardships that had beset South Ossetia for the past 17 years. At 
the same time, he said it was absolutely certain that the conflict, 
which occurred due to the faults of the Soviet legacy and grave 
mistakes made by both sides, \"should come to an end and become 
history, as a tragic and shameful blight on the centuries-long 
friendship of the Georgian and Ossetian peoples." 


Political will creates hope 


3. Sanakoyev stressed that a just and peaceful resolution of the 
conflict could not be achieved without restoration of mutual 
confidence and respect between Georgians and Ossetians which, in 
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turn, could be achieved only through direct dialogue. He 
underscored that political will for such a resolution had emerged in 
Georgia and this also creates hope for the final settlement. In 
addition, such a dialogue requires a conducive environment and 
friends ready to assist in critical situations; and that is why \"the 
role of the European Union in confidence building and economic 
rehabilitation is so significant.\" Unfortunately, he added, the 
Ossetian people have become hostages of the de facto regime, which 
under the dictation of the \"northern neighbor\" is \"oriented to 
preserve the status quo in South Ossetia.\" 


From a zone of conflict to a zone of tourism 


4. Looking into the future, Sanakoyev stressed that \"Ossetian 
people have a lot to say to the world,\" and South Ossetia should 
transform from a \"zone of conflict\" into a \"Zone of tourism.W This 
goal should be preceded by joint social, economic and cultural 
projects, but most important is mutual work to specify wide autonomy 
for South Ossetia, and elaboration of guarantees for political 
representation and preservation of cultural identity, which has 
already started.\" At the same time, Sanakoyev stressed that while 
working for this common goal, South Ossetia and the central 
government in Tbilisi had different views on a number of issues, and 
under such circumstances the participation of an objective and 
friendly arbiter was essential. \"Europe can be such an arbiter,\" 
concluded Sanakoyev, calling on European institutions and experts to 
get actively involved in discussions on the status of South Ossetia. 


Tbilisi hails speech; Tskhinvali turns off the light 


5. Tbilisi media, commentators, and politicians of all views gave 
favorable reviews to Sanakoyev\'s speech, characterizing the fact 
that he addressed the European Parliament a \"serious step forward\" 
and a \"historic\" event. Reaction in the separatist region was 
predictably negative, and according to press reports, the de facto 
government went so far as to turn off electrical power in the 
Tskhinvali district during the speech, so that the population could 
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not watch it on Georgian-sponsored Alania television. The de facto 
ministry of foreign affairs issued a statement expressing 
\"indignation\" over the event, which it characterized as part of 
\"Georgia\'s broad-scale campaign to legalize the puppet temporary 
administration.\" 


Comment 
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6. The Georgians clearly see Sanakoyev\'s appearance in Brussels as 
a major step toward greater international recognition of Sanakoyev 

as a legitimate representative of South Ossetia, something they 
believe will also bolster his standing among the South Ossetian 
population. We do not know if it is indeed having this effect, but 
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the reported shutoff of electricity during Sanakoyev\'s speech 
suggests that the de facto authorities fear just such an outcome. 
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E.O. 12958: N/A 
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SUBJECT: SCENESETTER FOR CODEL TIERNEYVS VISIT TO 
AZERBAIJAN, JULY 2-4 


SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) President Aliyev\'s April 28, 2006 meeting with 
President Bush laid the foundation for advancing U.S. 
interests through a strengthened bilateral relationship. 
Azerbaijan is a key partner to the U.S. because of its 
geopolitical situation, its status as a secular, 

democratizing, Muslim country, and its key role in ensuring 
alternative energy supplies. We hope that your visit will 
build on the momentum of President Aliyev\'s visit in the 
three key areas of our cooperation: security, energy, and 
promoting democracy through political and economic reform. 
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REGIONAL ISSUES 


2. (SBU) Azerbaijan\'s primary foreign policy goal is to 

preserve its sovereignty and independence. To help achieve 
this goal, the GOAJ since the mid-1990s has pursued a policy 
of integration with Euro-Atlantic structures. Azerbaijan is 

a member of NATO\'s Partnership for Peace Program, and is 
actively pursuing an Individual Partnership Action Plan 

(IPAP) that will increase Azerbaijan\'s NATO interoperability. 
Azerbaijan and the U.S. have robust cooperation in border 
control and counter-proliferation programs, including the 
Cooperative Threat Reduction Program. Since 2002, Azerbaijan 
has been a Member of the Council of Europe, and in October 
2006 signed a far-reaching Action Plan as part of the EU\'s 

New Neighborhood Policy. Resolution of the Nagorno-Karabakh 
conflict figures prominently in Azerbaijan\'s foreign policy 
agenda, and the US continues to be actively involved in the 
OSCE Minsk Group\'s quest for a peaceful, negotiated 
settlement. 


3. (SBU) Azerbaijan keeps a wary eye on its two powerful 
neighbors, Russia and Iran. Sparked in part by RussiaWs 
heavy-handed gas politics, Azerbaijan has recently veered 
from its traditional practice of not publicly acknowledging 
tensions in the bilateral relationship. President Aliyev and 
other GOAJ officials have publicly criticized Russia\'s 

behavior in gas negotiations and questioned the viability of 

the Commonwealth of Independent States as an organization. 
Azerbaijan declined to purchase Russian gas, at great 
expense; arrested and sentenced a Ministry of Defense 
employee for spying for Russia; protested a Russian law 
clamping down on foreigner involvement in Russian retail 
markets; and decided to halt Russian television broadcast as 
of July - all of which have increased tensions. Public 

tensions with Russia have eased considerably since the winter 
gas stand-off, and senior Azerbaijani officials have said 

that they welcome Russia\'s proposal to bring the Gabala radar 
station into a global missile defense system. 


4. (SBU) Azerbaijan pursues a decidedly more low-key 
approach to its relations with Iran, balancing its pragmatic, 
daily needs (including trade, energy, and access to 
Azerbaijan\'s isolated Nakhchivan exclave) with its real 
differences with the Iranian government. Although Azerbaijan 
is careful not to criticize Iran publicly, it worries about 

Iran\'s claims to oil fields in the Caspian and efforts to 
export terrorism and its brand of political Islam throughout 
the world, including in Azerbaijan. The Iranian Government 
continues to send Azerbaijanis to Iran for religious studies, 
and Iran is widely believed to provide support for small, 
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underground religious groups in Azerbaijan, support that is 
of concern to Azerbaijan\'s decidedly secular government. In 
line with its careful relationship with Iran, the Azerbaijani 
Government has declared its support for Iran\'s right to 
develop peaceful nuclear programs but has also pledged to 
implement UN Security Council Resolutions 1737 and 1747. 
Iran\'s large ethnic Azeri population -- estimated to be 

nearly one-quarter of Iran\'s total population -- further 
complicates relations between the two countries; both the 
Iranian and Azerbaijani governments are careful not to 
endorse any actions that could be seen as advocating 
VunificationW of \"northern\" and \"southern\" Azerbaijan. Some 
Iranian-Azeri nationalist groups maintain offices in Baku. 


SECURITY: COOPERATION STRONG 


5. (U) Azerbaijan is a strong partner in the Global War on 
Terror. In Iraq, 151 Azerbaijani (Muslim) infantry troops 
stand alongside U.S. Marines guarding the Haditha Dam. 
Azerbaijan is also contributing troops in Afghanistan - and 
has pledged to double its contingent - and peacekeepers in 
Kosovo. Azerbaijan provides blanket overflight rights for 
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U.S. aircraft, which allows the U.S. to sustain critical 
strategic access to sustain our operations in OIF/OEF. 
Azerbaijan also provides strong information sharing and law 
enforcement cooperation in fighting terror. 


6. (SBU) In May 2005, Azerbaijan agreed to an Individual 
Partnership Action Plan (IPAP) with NATO that has promoted 
good cooperation in a number of areas. The USG and NATO 
partners support Azerbaijan\'s efforts to advance IPAP 
implementation. In support of Azerbaijan\'s IPAP goal, the 
U.S. is working with the Ministry of Defense to make a 
military airfield "NATO compatible,\" which potentially could 
be used by NATO aircraft as a \"gas and go\" location for 
operations in Afghanistan. 


ENERGY: MOVING BEYOND BTC 


7. (SBU) The Baku-Tbilisi-Ceyhan (BTC) First Oil ceremonies 
in Turkey in July 2006 highlighted the outstanding level of 
U.S.-Azerbaijani cooperation on energy issues and 
Azerbaijan\'s growing role as a regional energy producer and 
transit country. In June 2006, Azerbaijan and Kazakhstan 
signed an Intergovernmental Agreement (IGA), which will 
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facilitate the delivery of Kazakh crude to global markets via 

the BTC pipeline. The completion of the South Caucus 
Pipeline lays the groundwork for gas exports to and through 
Turkey. Full development of the Shah Deniz gas field, access 
to Wdeep gas!" in the ACG field, and a possible new 
Trans-Caspian Gas pipeline would allow still higher volumes 

of Caspian gas to reach international energy markets, further 
enhancing European energy security. On March 22, Secretary 
Rice and Foreign Minister Mammadyarov signed a Memorandum of 
Understanding on a Dialogue on Energy Security in the Caspian 
Region, an important public affirmation of our two countries\' 
commitment to further development of the East-West energy 
corridor. 


8. (SBU) At the start of this winter, Gazprom offered 
Azerbaijan a 2007 gas contract of 1.5 billion cubic meters at 
USD 235 per thousand cubic meters, vice the 2006 contract of 
4.5 billion cubic meters at USD 110 per thousand cubic 
meters. The GOAJ saw this new offer as Russian pressure to 
prevent it from helping Georgia with its winter gas supply 
problems, and also as an effort to stop the export of 
Azerbaijani gas westward. The GOAJ is proud that it did not 
submit to what it perceived as Russian political pressure, 
choosing to supply gas to Georgia from its own reserves and 
to convert some of its own oil to heavy fuel for use in its 
electrical power plants, at considerable expense. 


MANAGING THE OIL BOOM 


9. (U) With GDP growth of 36 percent, Azerbaijan has the 
fastest growing economy in the world, driven nearly entirely 

by an unprecedented inflow of energy revenue. The 
government\'s economic planning, and the country\'s judicial, 
regulatory and banking sectors are weak and ill-prepared to 
manage this enormous influx of revenue. Corruption is 
pervasive throughout Azerbaijan. Significant institutional 
reform and capacity-building will be required to manage the 
stable growth of Azerbaijan\'s economy and to prevent 
Azerbaijan from succumbing to the \"oil curse\" experienced by 
many other energy producers. The U.S. is providing technical 
assistance to help Azerbaijan manage this transition, with 
technical advisors in the Ministries of Tax and Finance, 
anti-corruption programs, rule of law programs and a program 
to help strengthen the GOAu\'s consolidated budgeting process. 
The February 7 inaugural session of the U.S.-Azerbaijan 
Economic Partnership Commission (EPC) elevated the bilateral 
economic dialogue, and resulted in eight signed Memoranda of 
Understanding (MOUs) between the GOAJ and the USG in a range 
of sectors. Moreover, we believe the WTO accession process 
is the key vehicle through which we can promote GOAJ 
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implementation of successful economic and political reform 
that will keep Azerbaijan\'s development on a stable path. 


REFORM: PROGRESS, SETBACKS AND OBSTACLES 


10. (SBU) Parliamentary reform, media freedom, and freedom of 
assembly are key areas for further democratic reform. We 

have seen some positive signs that Speaker of Parliament 
Ogtay Asadov hopes to change the Parliament from a Soviet-era 
rubber stamp body to a more empowered institution. At the 
February 7 EPC, the GOAJ signed an MOU with the USG on a 
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multi-million dollar parliamentary assistance project. This 
project will provide technical assistance to Parliament over 

the next few years. Azerbaijan\'s Members of Parliament (MPs) 
lack adequate training as well as many of the basic resources 
vital to their work: adequate office space, computers and 
Internet access, phone lines, and staff members - although 

the GOAJYs 2007 budget provides funding for one staff member 
per MP. Empowering MPs to do their jobs will encourage 
accountability between the MPs and their constituency, which 
will be vital to strengthen Parliament as an independent, 
transparent and democratic institution. 


11. (U) The past year has seen a decline in media freedom and 
freedom of assembly in Azerbaijan. There have been three 
high-profile, physical assaults on opposition newspaper 
journalists by unidentified assailants. Separately, GOAJ 
officials have increasingly resorted to civil and criminal 

libel suits against opposition-affiliated journalists to 

silence criticism. In November 2006, the GOAJ temporarily 
suspended broadcast of Azerbaijan\'s most influential 
independent media conglomerate, ANS Television. In 2006 the 
GOAJ did not approve any applications from opposition parties 
to hold political rallies. In addition, the GOAJ often 

detained opposition members who attempted to hold 
unsanctioned rallies - sometimes preemptively. The GOAJ\'s 
decision to allow the opposition Musavat party to hold 

several protests in response to the January utilities price 
increases was a welcome step, and we continue to press for 
full restoration of the right to freedom of assembly. 


12. (U) Your visit next week provides an excellent 
opportunity to advance the USG\'s agenda in Azerbaijan. We 
look forward to welcoming you. 

LU 
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SUBJECT: TAIWAN BATTLES TO HOLD ON IN CENTRAL AMERICA 
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Classified By: AIT Deputy Director Robert S. Wang, 
Reasons: 1.4 (b/d) 


1. (C) Summary: Central America remains a major focus of 
TaiwanWs diplomatic and foreign assistance programs following 
the loss of Costa Rica. Over half of Taiwan\'s foreign 
assistance is channeled to Central America, where six 
countries still recognize Taipei, and to the Caribbean, where 
Taiwan has five diplomatic partners. Costa Rica\'s recent 
decision to switch recognition from Taipei to Beijing has 
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raised serious concerns here about Taiwan\'s long-term ability 
to compete against a \"rising China. Taiwan MOFA officials 
see Nicaragua and Panama as potentially most likely to follow 
Costa Rica\'s lead in switching recognition to Beijing. 
Nevertheless, Taiwan still enjoys some competitive advantages 
in the region stemming from well-received business 
investment, assistance programs, and participation in a 
regional development bank. President Chen and Vice President 
Lu are scheduled to travel to Central America this summer to 
help strengthen ties with Taiwan\'s remaining allies there. 

End Summary. 


Central America the Key Battle Ground 


2. (C) Accounting for a quarter of Taiwan\'s 24 diplomatic 
partners, Central America has garnered the lion\'s share of 
Taiwan foreign assistance and diplomatic attention over the 
past two decades. Over half of International Cooperation and 
Development Fund (ICDF), Taiwan\'s USAID equivalent, 
assistance is channeled to Central America and the Caribbean 
(Ref A). Taipei is also closely integrated into regional 

financial institutions, such as the Central America Bank for 
Economic Integration (CABEI), and is one of the largest 
providers of financial and humanitarian assistance to the 
region. Taipei\'s stepped-up engagement with Central America 
dates to the early 1990s, when Taiwan developed a 
multilateral approach to solidify its diplomatic and economic 
ties with allies. Taipei is now attempting to replicate 

those efforts in Africa and the South Pacific (Refs B & C). 


3. (C) Panama Ambassador Julio Mock recently told AIT that 
the strength of Taipei\'s engagement with Central American 
countries is based on its participation in regional banks, 

such as CABEI, and in regional fora, including the SICA 
(System of Central American Integration). Mock said that the 
May meeting in Belize between Taiwan and Central American 
foreign ministers was a good example of regularized 
multilateral exchanges that focus on financing new and 
ongoing development projects in the region. Mock stated that 
Taipei pours millions of dollars into individual countries 

and regional projects, for example by contributing USD 150 
million to the founding of CABEI in the early 1990s and 
continuing contributions of about USD 20 million a year to 

the bank. Mock noted that the interest earned by Taiwan\'s 
loans and financing projects is then used to fund the 
operations of the Central America Trade Association in Taipei 
to encourage Taiwan investment in the region. 


Costa Rica: A Linchpin Removed? 
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4. (C) Costa Rica\'s decision to switch recognition from 
Taipei to Beijing in early June, however, has raised serious 
doubts about Taipei\'s ability to compete against a \"rising 
China.\" (Ref D) Despite Taiwan\'s success in wooing 
recognition from tiny Saint Lucia in May, the Costa Rica 
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switch reduces the overall number of diplomatic partners to 
24, down from 29 when President Chen took office in 2000. 
Foreign Minister James Huang (Chih-fang) told AIT that Taipei 
is deeply concerned about its shrinking international space, 
particularly after the loss of Costa Rica. Despite his 

public announcements that the loss would not have a \"domino 
effect\" on Taiwan\'s remaining Central American allies, Huang 
said privately he is much less confident that Taiwan can hold 
on all of its remaining Central American partners, given 
China\'s growing influence and the leftist political tilt in 

Latin America. Huang noted that his ministry will be under 
great pressure over the next 3-6 months to prevent any 
additional diplomatic losses as it works to shore up 

relations in the region. 


5. (C) Tamkang University Professor Kung Kwo-wei told AIT 
that Costa Rica was the \"centerpiece\" of Taiwan\'s diplomacy 
in the region. Its loss represents a major blow\" to Taiwan 
both economically and symbolically because Beijing now has 
another base besides Mexico in the region from which to 
continue efforts to undermine Taipei\'s position. Outgoing 
Costa Rica Ambassador to Taipei Mario Chea told AIT before 
the break that despite enjoying over 60 years of close 
relations with Taipei, San Jose simply could \"not ignore\" 
Beijing. Chea said that Taiwan had on numerous occasions 
implored Coast Rica to slow its trade with China, but he 
observed, \"If Taiwan companies do business with the PRC, why 
can\'t Costa Ricans?\" Chea complained that Taipei has done 
little to increase Taiwan direct investment in Costa Rica 

from the levels reached 20 years ago, explaining that the 
trend has actually gone in the opposite direction with 

textile factories moving out to neighboring countries with 

lower labor costs. 


6. (C) Despite the loss of Costa Rica, Professor Kung 
Kwo-wei suggested that other Central American allies are 
unlikely to recognize Beijing in the near term out of concern 
to maintain their own foreign relations stable. Kung 
explained that each country in Central America has its own 
particular interests in maintaining relations with Taiwan. 

If a key partner such as Costa Rica or Panama switches 
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recognition to Beijing, however, it does encourage other 
Central American states to begin reassessing their 
relationship with Taipei, Kung added. 


The Fightis On for Nicaragua and Panama 


7. (C) Taiwan MOFA officials see Nicaragua and Panama as 
the most likely countries in the region to follow Costa 

Rica\'s suit. Foreign Minister Huang admitted that Nicaragua 
is now TaiwanWs most tenuous relationship in the region. He 
revealed that during his May visit to Managua President 
Ortega said he was facing strong pressure from his party, as 
well as urging by Castro and Chavez, to establish diplomatic 
ties with Beijing. Huang believed he had managed to convince 
Ortega, for the moment, that keeping ties with Taipei sends a 
positive message to the U.S. and others that the Ortega 
administration values stability. Huang explained that 

Taiwan, as Nicaragua\'s largest foreign investor whose 
companies employ about 25,000 people, has more economic clout 
there than in Honduras or Guatemala. Taiwan has pledged to 
work with Ortega on poverty alleviation programs and to help 
Nicaragua expand its production of electric power. 


8. (C) Heading the drive to keep Taiwan\'s remaining allies 
on board, President Chen Shui-bian is scheduled to attend a 
heads-of-state summit August. Vice President Annette Lu will 
be making her own trip to the region next week, visiting 
Paraguay for the 50th anniversary of Paraguay-Taiwan 
relations and stopping in the Dominican Republic, Guatemala 
and perhaps Panama. Foreign Minister Huang told AIT that he 
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would also be sending a special envoy\" to the region soon to 
help shore up relations. As part of those efforts, Taipei 
has also appointed a new ambassador to Nicaragua. 


9. (C) Professor Kung said that despite Nicaragua\'s 
potential vulnerability after the election of President 

Ortega, Taiwan\'s strong business presence and generous 
financial assistance are too important for Ortega to ignore. 
Panama, on the other hand, has seen growing investment by 
Beijing in the canal and associated service sectors, and 

could be more susceptible, Kung suggested. Panama, like 
Costa Rica, has the ambition to serve as the \"Switzerland\" of 
the Americas and as such might find it advantageous for 
strategic reasons to eventually go with Beijing. 


10. (C) Panamanian Ambassador Julio Mock told AIT that 
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Panama-Taiwan relations remain solid and are not expected to 
change under the current president\'s term, which expires in 
2009. While China is a big market, Mock acknowledged, Panama 
finds it easier to work on trade issues with a small country 

like Taiwan, which is more willing to fund regional 

development projects. Mock noted that an important component 
of Panamal's continuing support for Taipei is its belief that 

the U.S. implicitly supports such a position. 


An Uphill Struggle for Taiwan? 


11. (C) Despite Taipei\'s loss of Costa Rica, Taiwan still 
enjoys some advantages as it competes with Beijing in the 
region. As the number of its diplomatic partners has 

dwindled, Professor Kung noted, Taipei is better able to 

focus its attention and assistance on those countries that 
remain in its camp. Also, according to Kung, Taipei has 
proven more capable than Beijing in following through on 
promises of aid and investment. Countries like Honduras, 
Nicaragua, and Guatemala, moreover, are poorer than Costa 
Rica and Panama. Their economies are dependent on exports, 
particularly of textiles, to the U.S. and compete directly 

with products from China. As a result, the economic 
incentives for working with Beijing are weaker in those 
countries. Overall, however, Taiwan faces an uphill battle 

as the initiative it announced in 2004 to promote FDI by 
Taiwan businesses in the region has so far resulted in the 
approval of only one company going in under this program. 
Kung complained that MOFA so far has so far been doing only 
the absolute minimum to retain relations. 


12. (C) Taipei is also attempting to deploy new approaches 
aimed at expanding its multilateral work and assistance 
programs in the region. ICDF Policy Planning Director Chou 
Yen-shin told AIT recently that ICDF is taking a \"bottom up\" 
approach in hopes of engaging USAID, NGOs, and other U.S. 
providers of foreign assistance in regions where Taiwan has 
diplomatic partners. Chou, a DPP political appointee sent to 
ICDF in 2004 to raise its profile, claimed that ICDF does not 
aim to \"politicize\" such exchanges but seeks to boost its 
image as a responsible donor of aid and assistance programs. 
YOUNG 
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1. (U) DCM, together with CARPE Director John Flynn and 
Yaounde CARPE representative Antoine Eyebe, at a June 28 
Embassy-hosted event, presented certificates and prizes to 
three Cameroonian students who had participated in a World 
Environment Day event organized by CARPE. 


2. (U) Twenty students from the Government Bilingual High 
School of Yaounde participated in a field trip to learn about 
agroforestry techniques in nearby farming areas in an event 
organized by CARPE (the Central Africa Regional Program for 
the Environment) and ICRAF (the World Agroforestry Center) to 
mark World Environment Day. Three of the students who 
excelled in a quiz competition after the event were awarded 
certificates and cash prizes at the Embassy. DCM Nelson 
noted that the USG and the government of Cameroon (GRC) work 
closely together on numerous environmental efforts, with 
CARPE as one of the USG\'s most important partners. He 
praised the students, and their teachers and school 
administrators, for their commitment to the cause of 
enviromental protection. 


3. (U) In his remarks, Flynn -- who was in Yaounde to attend 

a World Wildlife Fund (WWF) meeting with local CARPE 
representatives -- noted that the environmental work being 

done in Cameroon by CARPE and the WWF is both significant and 
innovative, and stands as a model for other countries. 

CARPE, a dynamic program in its fifth year of funding, works 

in 12 different high-biodiversity landscapes in Central 

Africa that cover some 80 million hectares -- an area 25% 

larger than Texas. It has developed management systems for 
national parks, preserves, protected areas, and logging 
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concessions that include \"some of the wildest reserves in the 
world,\" according to Flynn. 


4. (SBU) Flynn praised the Global Forest Watch, a pilot 
program developed with Cameroon\'s Ministry of Forestry and 
Fauna (MINFOF) to monitor legal and illegal logging using 
satellite technology and NASA imagery. The program is an 
effort, he said, to get governments to \"take care of their 
forests\" (though it has been the unfortunate subject of 
\"conspiracy theories\" that the U.S. is trying to exploit 

African resources). Another USAID program works with IUCN 
(an environmental NGO) to develop networks among 
parliamentarians. National representatives work on policy, 
regulation and legislative reform, and on creating advocacy 
programs through civil society. A small-grants program has 
been set up to help create a \"constituency for conservation,\" 
serving public diplomacy by making U.S. efforts more visible 
to the public. The Congo Basin Forest Partnership is another 
program that has \"attracted enornmous attention,\" Flynn said, 
and Central Africa is now \"leading the world in forest 
management" in setting up a certification system for timber. 
Governments and environmentalists in South America and the 
Far East are taking notice, he said, of creative ideas coming 
from Central Africa. 


5. (SBU) The WWF, according to Flynn, has been a leading 
innovator, engaging local communities as \"allies in 
conservation,\" and in developing progressive programs for 
safari hunting that include revenue sharing with local 

residents. It also works positively with logging companies 

to promote sustainable management of the forests. He 
cautioned, however, that some local engagement has been \"more 
destructive than good,\" with local chiefs selling their 

leases and pocketing the money, while outside companies do 
the logging. (Note: In a meeting with the DCM in December 
2006, Dr. James Leape, Director General of the WWF, said the 
Congo Basin is a global priority for WWF, calling it \"the 

next frontier for conservation\"; the other priorities are 

the Amazon and fisheries. Cameroon, he said, is one of the 
strongest programs, and the USG is the WWF\'s most important 
partner; a USAID grant to WWF constitutes 40% of their 
program. End note.) 


6. (SBU) Flynn also remarked that recent Chinese 

exploitation of African resources presents one of the biggest 
contemporary challenges to the environmental community, 
building railroads and ports and pouring in \"massive\" numbers 
of workers to environmentally sensitive areas. 
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SUBJECT: KOSOVO: CONSTITUTIONAL DRAFTING CONFERENCE FOCUSES 
ATTENTION ON AHTISAARI REQUIREMENTS AND TOUGH POLITICAL 
DECISIONS 


Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Presentations by U.S. experts at a June 
13-16 meeting in Skopje of the expanded pre-constitution 
working group organized by the OSCE Mission in Kosovo and 
supported by USAID/Kosovo (and attended by, among others, 
representatives of Kosovo\'s Serb community) have sparked 
discussions in Pristina on difficult political questions. 

These include what kind of government Kosovo\'s initial 
post-settlement constitution will set up and the distribution 

of powers therein. Kosovo\'s Unity Team, made up of the 
leading governing and opposition figures, still has not 
provided the necessary political guidance to members of the 
working group to design Kosovo\'s first post-status 
government, but USOP, working together with the ICO planning 
team, will try to offer assistance and mediation. However, 

we may need a higher-level U.S. diplomat to work the 
constitutional issue on a full-time basis, particularly once 
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the current head of the ICO PT leaves at the end of July. 
END SUMMARY. 


2. (SBU) U.S. experts at an off-site session of the expanded 
pre-constitution working group held June 13-16 in Skopje, 
Macedonia, focused participants\' attention first on the 
substantive requirements of the Ahtisaari settlement document 
relating to human rights and fundamental freedoms, community 
rights, national government structures, municipalities and 

the economy. They also suggested other provisions not 
required by the Ahtisaari proposal, but which are common in 
constitutions within the region. Discussions on the last two 
days of the conference raised the difficult political 

questions of what form of government (semi-parliamentary or 
semi-presidential) Kosovo\'s initial post-settlement 

constitution will set out and the distribution of powers 

therein. In addition to 13 of the 18 Albanian and non-Serb 
minority members of the expanded working group, seven 
representatives of Kosovo Serb political parties who 
participate in Kosovo government institutions or members of 
newly registered autocephalous Kosovo Serb political parties 
attended the conference and contributed their views on topics 
that affect their community. 


3. (SBU) During the conference, the U.S. experts were 
careful always to refer to the group as the \"expanded 
pre-constitution working group" despite the insistence by 
most of the participants to refer to it prematurely as the 
\"Constitution Commission envisioned by March 7 final draft 
of the Ahtisaari proposal. U.S. experts included Eastern 
District court judge John Tunheim and comparative 
constitution law professors Louis Aucoin and Christie Warren 
from, respectively, the Fletcher School of Law and Diplomacy 
and William and Mary Law School. (USOP has forwarded the 
English language version of the conference materials to 
EUR/SCE.) 


Questions of mandates and preambles dominate early discussions 


4. (SBU) The first day and a half of the conference focused 

on the mandate of the Constitution Commission and sought to 
secure agreement among participants on proposed rules of 
procedure and the appropriate level of public outreach 

before, during and after drafting the constitution. The 
expanded working group members approved the proposed rules 
(as revised at the Skopje meeting) on June 22. Hydajet 
Hyseni from the opposition Democratic Party of Kosovo (PDK), 
a member of the staff of the Kosovo Assembly legislative 
drafting committee, tried to object to the mandate of the 
Commission to draft the constitution, but he was quickly 
silenced by PDK deputy president Jakup Krasniqi, who replied 
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that the Commission\'s mandate is already established by the 
Ahtisaari proposal and cannot be changed. The group did 
decide that the Kosovo Assembly should be allowed 21 days to 
complete its review of any draft constitution ultimately 

created by the Constitution Commission. All participants 
agreed that some limited public outreach prior to the UN 
Security Council resolution might be possible. There were 
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spirited -- and unresolved -- debates on whether to refer to 
outreach as an \"education\" or an \"information\" campaign and 
whether the Constitution Commission should reach out to the 
Kosovo Assembly before it begins its outreach to the general 
public. 


5. (C) U.S. constitution experts deftly handled the issue of 
preambles -- a cause of some concern since two draft 
constitutions submitted thus far to the working group had 
been rejected by international representatives for containing 
references to the \"overall resistance against occupation and 
the fighting of the Kosovo Liberation Army\" and the \"genocide 
and ethnic cleansing in Kosovo by Serbia.\" U.S. experts 
provided examples of similarly inflammatory preambles from 
the constitutions of North Korea, China and Cuba and 
contrasted them with the simple, aspirational and inclusive 
language from introductory statements in the constitutions of 
Latvia, Hungary, Bulgaria, Slovenia and Bosnia. (NOTE: We 
believe the message was understood, although working group 
chairperson Hajredin Kuci from the PDK stated that if the 
Kosovo constitution has a preamble, the language would be 
\"something in between\" the examples provided by the U.S. 
experts. END NOTE). 


6. (SBU) The experts gave excellent presentations of all 
constitutional requirements contained in the Ahtisaari 
settlement document, including those specifically required 

and those not specifically required but which should be 
considered. This review sparked several of the participants 

to vent their dissatisfaction with particular provisions of 

the Ahtisaari settlement proposal. Nekibe Kelmendi, the 
deputy chair of the expanded working group from the governing 
Democratic League of Kosovo (LDK), argued that the 
constitution should only include those items specifically 
mandated by Ahtisaari. Randjel Nojkic of the Serbian List 

for Kosovo and Metohija (SLKM) took issue with the reduced 
number of seats given to minorities under the Ahtisaari plan 
than those mandated under Kosovo\'s current Constitutional 
Framework. He also disagreed with the document\'s call for a 
single currency, which he argued would be a burden for Kosovo 
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Serbs, who receive salary and social benefit payments from 
Serbia in Serbian dinars. 


Conference sparks debate on separation of powers 


7. (C) Participants agreed that Kosovo\'s new constitution 
should contain checks and balances within the different 
branches, but differed along party lines on the division of 
power between the president and the prime minister. The 
PDK\'s Arsim Bajrami, a combative force behind several earlier 
failed attempts to draft a constitution before the 

Constitution Commission could be set up, used one of his 
lengthy interventions to claim the Unity Team had already 
agreed to a parliamentary system with a strong prime 
minister. Under his plan, the Assembly would elect Kosovo\'s 
president and could bring an article of impeachment if the 
president violates the constitution, which then could be 
decided by the constitutional court. Bajrami also proposed 
further weakening the Office of the President by not 

requiring the president to sign laws in order for them to 

come into force. 


8. (C) LDK members took issue strongly with Bajrami\'s 
attempted \"fait accompli\" weakening of the Kosovo president. 
Rame Manaj, General Secretary of the LDK and principal 
advisor to Kosovo Assembly president Kole Berisha, argued 
that a president with greater powers directly elected by the 
people of Kosovo would have more legitimacy than a weak one 
selected by the Kosovo Assembly. Nekibe Kelmendi, also of 
the LDK, added that the Ahtisaari proposal implies a 
separation of power by dividing responsibilities between the 
President and Prime Minister. Fearing the tide had turned, 

the PDK\'s Jakup Krasniqi said that this important political 
issue must be decided not by the constitutional working 

group, but by the Unity Team. He attempted to close the 
discussion by stating that the Unity Team has already decided 
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that the president should be elected by a two-thirds vote of 
the Kosovo Assembly. He also warned against concentrating 
power in the hands of one person, especially in the Balkans, 
because of the risk that person \"will become a dictator,\" and 
surmised that the best system for Kosovo would have been a 
parliamentary system. The Venice Commission\'s Thomas 
Markaert suggested the group consider the same type of 
president as in Albania and added that a modified 
parliamentary system -- rather than a semi-presidential 
system with a directly-elected president -- might be best for 
Kosovo. Working group chairman Hajredin Kuci closed the 
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session by suggesting the establishment of a sub-group to 
take up this issue. 


9. (SBU) Discussion on the Kosovo Assembly centered around 
extending the mandate of members from the current three years 
to four and prohibiting members from keeping their seats in 

the Assembly if they accept jobs in the government. Working 
group members from the opposition PDK and ORA Reform Party 
took issue with several ministers and deputy ministers from 

the ruling coalition who decided to keep their seats in the 
Kosovo Assembly after they oined the government. 

Interestingly, the LDK\'s Nekibe Kelmendi joined in support of 
their prohibition. In other developments, there was general 
acceptance of the proposed five percent threshold (for 

majority Albanian parties) for gaining seats in the Assembly. 
The SLKM\'s Nojkic used the discussion as an opportunity to 
chastise the current Assembly leadership for not taking 
seriously suggestions from its Serb members. He also 

attacked ORA president Veton Surroi\'s leadership of the 
Communities Consultative Council for \"not caring about the 
Serb community in Kosovo.\" 


Agreement on a strong judiciary, but limited mandate for the 
Constitutional Court 


10. (SBU) U.S. experts also led a discussion of the judicial 
branch, including the proposed Constitutional Court. 
Participants suggested eight year tenures for judges with the 
possibility of re-appointment but not lifetime appointments. 

They were divided on who should head the Kosovo Judicial 
Council (KJC), the 13-member independent body responsible for 
deciding on candidates for judicial office, promotion and 
transfer of judges, and for displinary proceedings against 
judges. Some suggested the head of the Supreme Court, others 
the head of the proposed Constitutional Court. SLKM 
representative Dragisa Krstovic said that a professional, 
independent judiciary united across ethnic lines is of common 
interest to all of KosovoYs communities. Iljaz Ramajli from 

the LDK warned against giving the KJC too much power and 
Kelmendi repeated her argument that the Ministry of Justice 
should be responsible for setting up local courts in the 

proposed new majority Serb municipalities, and not the KJC, 

as provided in the Ahtisaari proposal. 


11. (SBU) Despite the fact that the U.S. does not have a 
separate Constitutional Court, the experts also provided some 
thoughts to participants on this court, the establishment of 
which is mandated by the Ahtisaari settlement document. 
Judge Tunheim pointed out that the qualifications of the 
judges who will serve on the court need to be spelled out 
along with the scope of its jurisdiction. He noted that the 
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work of this Court will be controversial, particularly in the 
early years when it will be asked to establish the 
constitutional boundaries among governing authorities and 
possibly rule against the majority in enforcing the rights of 
minorities. He noted that it will be important for the Court 
to have prestige and public support for these difficult 
tasks. He suggested that the Court be given explicit 
authority to annul laws and other acts of the government 
inconsistent with the constitution, which should explicitly 
state that the result of the Court\'s decision is that the 
annulled law is unenforceable. 


12. (SBU) Tunheim recommended limiting the Court\'s 
jurisdiction to guard against overburdening it. Arsim 
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Bajrami agreed and suggested that the Court have only three 
mandates: authority to interpret the constitution; authority 

to review laws and annul those that it decides violate the 
constitution; and authority to control and possibly punish 

high ranking government officials. He warned against 
burdening the Court with election law issues or cases that 
should be decided in other courts. Bajram Latifi, a Bosniak 
representative from the \"Six Plus\" Assembly caucus, agreed 
that the Court must be able to review laws for compliance 
with the constitution and should be able to take up cases 
against public officials. Latifi also complained about the 
provision in the Ahtisaari proposal that requires a minimum 
of ten members of the Kosovo Assembly to contest the 
constitutionality of any law or decision by the Assembly. He 
said this would preclude ethnic Bosniak MPs from challenging 
Assembly actions without enlisting the assistance of other 
ethnic groups. Dragisa Krstovic also asked for greater 

clarity than the Ahtisaari language provides about who on 
behalf of a municipality can contest the constitutionality of 
acts of the government. 


Serbs engage most actively in community rights discussion 


13. (SBU) Serb participants were most active during the 
session on human rights and protection of minorities. Nojkic 
used the discussion of the Community Consultative Council 
mandated by the Ahtisaari plan to attack ORA leader Veton 
Surroi, who heads this Council. He also criticized members 

of the other minority communities who Nojkic believes 
conspired with Surroi to weaken protections for Kosovo\'s Serb 
community during the deliberations by the existing 
Communities Consultative Council of the draft Ahtisaari 
proposal. Minister for Communities and Returns Branislav 
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Grbic used his brief intervention to remind participants that 
protection of human rights is not a theoretical matter, but 
rather one that is vital to the ability of different 

communities to live together in Kosovo. Working group 
chairman Kuci responded to Hydajet Hyseni\'s suggestion to 
have a separate law on the rights of communities (a notion 
shared by other members of the working group) by stating that 
every right guaranteed to communities by the Ahtisaari plan 
should be enshrined in the constitution. 


14. (SBU) The U.S. experts pointed out that the Ahtisaari 
plan sets forth a much more detailed plan for 

decentralization than is contained in any other constitution 

of the region and that such detail will provide more avenues 
for challenging municipal acts in the proposed Constitutional 
Court. Nojkic noted that the long-term aim of 

decentralization should be that there are no differences 
between how people in each municipality live. He said that 
the idea of decentralization has been around for a long time 

in Kosovo, citing efforts by previous SRSGs Bernard Kouchner 
and Michael Steiner to give more power to localities. Nojkic 
argued that UNOSEK had gone too far in gerrymandering the 
boundaries of the proposed new majority Serb municipality of 
Gracanica by excluding parts of cadastral zones inhabited by 
Albanians or where Albanian businesses are located, thus 
denying Gracanica a valuable future tax base. Hydajet Hyseni 
echoed NojkicYs comments, referring to the UNOSEK plan as the 
\"Bosniazation\" of Kosovo and adding that the proposed 
decentralization plan will be a catastrophe for his native 
municipality of Gjilane. Kuci concluded by stating that the 
new constitution should contain all of the language required 
by the Ahtisaari plan along with a reference to the European 
Charter on Self-Government, except those parts of the 
European Charter relating to sub-municipal units which, 
according to Kuci, are not envisioned for Kosovo. 


15. (C) The discussion of the security sector provisions of 

the Ahtisaari plan brought sharp contrasting opinions into 

view, since the plan provides that the proposed Kosovo 
Security Council report to the prime minister, thus greatly 
diluting the power of the president. (NOTE: A member of 
UNOSEK\'s legal staff told us privately that NATO drafted most 
of this section of the Ahtisaari plan, which plays directly 
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into the hands of the PDK and its preference for a strong 

prime minister and a weak, figurehead president. END NOTE). 
Representatives from both the LDK and its coalition partner 
the Alliance for the Future of Kosovo (AAK) stated that the 
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president should be the Commander-in-Chief, to which Thomas 
Maerkert responded that control over the proposed Kosovo 
Security Force should be with the government in the form of a 
prime minister or a civilian minister of defense, although he 
allowed that the president could be the symbolic head of any 
future Kosovo armed forces. 


16. (C) COMMENT: The meeting focused attention on the 
requirements contained in the Ahtisaari plan and acted as a 
catalyst for the Unity Team to tackle the difficult political 
questions associated with the division of power in 
post-status Kosovo. lt also helped put the new members of 
the expanded working group on the same level as their 
colleagues who began their work at the group\'s inception in 
January, and to get a number of Kosovo\'s Serbs -- including 
some new faces on the local scene -- to participate. 
President Sejdiu\'s senior political advisor told us June 21 
that shortly after the conference, the ruling LDK reached 
agreement with the opposition PDK to divide up powers between 
the future president and prime minister. However, a senior 
PDK representative has also asked for our assistance in 
convincing the LDK to back down from their insistence that 
the president be elected by direct popular vote, rather than 
through the Kosovo Assembly, leading us to believe there is 
plenty of devil left in the details. 


17. (C) Comment, cont. Kosovo\'s Unity Team needs to provide 
some much needed political guidance to members of the working 
group to design KosovoVs first post-status government. We 

will focus our attention over the next several weeks on 

getting the Unity Team to provide this guidance and will work 
with our partners in the ICO preparatory team to try and 

mediate between the LDK and PDK, the key protagonists, in 
finding a mutually acceptable arrangement. However, we may 
need a full-time U.S. diplomat to take on the sensitive 

mediation role, especially once the current head of the ICO 
office, who has been leading the constitutional effort, 

departs at the end of July. We would request that the 
Department take a renewed look at finding someone suitable, 
for work in the later part of August and September (and 

possibly longer). 
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1. (SBU) SUMMARY: Two tracks of government-opposition talks 
have been under way for the past week, one with the Chadian 
rebels in Tripoli, the other a continuation of the internal 

dialogue in Ndjamena. Preliminary indications suggest that 
serious fissures are developing within the formerly cohesive 
internal opposition coalition -- possibly bad news for the 
democratic leap forward that many hope for. END SUMMARY. 


2. (SBU) Negotiations opened a week ago in Tripoli between 
Chadian rebels and the Chadian government. We know from 
press reports that rebel leaders Mahamat Nouri, Timane 

Erdimi, and Hassan Saleh al-Djenedi arrived some days before 
the official Chadian delegation led by Minister of State 

Adoum Younousmi. Younousmi only stayed for two days before 
returning to Ndjamena and then going to Khartoum to prepare 
the way for Deby\'s trip to Khartoum, which was canceled at 

the last moment due to the death of senior Sudanese official 
Majzub al-Khalifa. It first appeared that the talks in 

Tripoli with the rebels had broken off, due to rebel demands 

for Deby\'s resignation and for including the internal 

opposition in the talks. But now we know that the talks have 
continued, with the government delegation led by Minister of 
Interior Anmat Mahamat Bachir. (Key Deby security advisor 
Abderaman Moussa, who has led past discussions with rebels in 
Tripoli, is part of the delegation.) 
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3. (SBU) Three of our sources in the moderate opposition 
coalition CPDC (Coordination of the Political Parties of the 
Democratic Opposition) give us somewhat conflicting reports, 
but the bottom line is that events in Tripoli have put huge 
pressure on the internal dialogue, with a resultant split 
among the principal leaders in the CPDC. 


4. (SBU) Former President Lol Mahamat Choua, perhaps the 
most substantial figure in the opposition, tells us that the 

six most substantial figures in the CPDC have split down the 
middle: Lol, along with Ibni Oumar Mahamat Saleh and Salibu 
Garba, on one side, and Jean Bawoyeu Alingue, Wadal 
Abdelkader Kamougue, and Saleh Kebzabo on the other. Lol\'s 
\"faction\" is holding tight to the position that it will not 

sign an agreement with the ruling party (the dialogue thus 

far has officially taken place only among parties) unless 

Deby concedes on several fundamental issues, among them: 
naming of a true government of consensus with an independent 
prime minister, inclusion of the rebels in the dialogue, 
establishment of an international watchdog committee, and 
signing of the document only by the principal parties (not 

the raft of minor parties created by or allied to the 

government). 


5. (SBU) Salibu Garba has given us a similar account, adding 
that internal CPDC discussions have broken down amid 
recriminations (accusations that the Alingue \"faction\" has 
been \"bought off\" by Deby). On the issue of including rebels 
in the dialogue, Garba says that, while it is essential to 
include the rebels, Tripoli was not the correct venue and it 
would be better to conclude the present CPDC-ruling party 
dialogue before roping in the rebels. In a conversation with 
the Ambassador June 27, civil-society leader Delphine 
Kemneloum also strongly underlined the view that, given 
Qadhafi\'s long history of meddling in Chad, Libya was an 
unacceptable venue and Qadhafi an unacceptable mediator. 


6. (SBU) Ahmat Mahamat Hassan, a legal advisor to Alingue, 
told us June 29 that Alingue was in close contact with 
Mahamat Nouri in Tripoli. Ahmat said that the rebels had 
dropped their show-stopping preconditions and that 
discussions were on-going in Tripoli. Alingue would have 
been willing to go to Tripoli, but Deby refused the idea. 
Alingue had discussed by telephone with Nouri the idea of 
accepting a \"gouvernement d\'ouverture\" rather than a 
government of consensus or national unity, the former 
implying that Deby would retain greater authority than the 
latter. Alingue tapped Ahmat to draft a decree stiplulating 
the powers of a prime minister, heretofore only vaguely set 
forth in the constitution -- the idea being that the new 
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prime minister and his cabinet would be more independent than 
the present. Ahmat said that Alingue\'s focus was on having a 
competent, professional, technocratic government of experts 
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that will clean up the massive corruption and inefficiency, 
make effective use of the oil money, and clean up and 
professionalize the army. Ahmat implied that Alingue would 
prefer not to have a true government of national unity, as it 
would, by definition, by a politically-oriented cabinet 
balancing political parties rather than focusing on expertise 
needed to clean up the administration. (In a conversation 
with the Ambassador June 19, Alingue focused on two issues: 
the calamitous maladministration of the country and the 
difficulty of making progress in an environment of rebellion 
and insecurity.) 


7. (SBU) Ahmat said that it appeared that both the CPDC and 
the rebels would break up. Among the rebels, Djennedi would 
\"surely\" sign and Nouri probably would, but Deby was not 
likely to be reconciled to the Erdimis. Among the CPDC, Lol 
was holding back, insisting on a government of consensus and 
not trusting anything else. Ahmat believed that the other 
CPDC leaders would follow Alingue, to include Ibni Oumar as 
well as Kamougue and Kebzabo. He believed that Lol might 
give in at the end. He said that none of them now trusted 
Salibu Garba, as they believed he had sent messages directly 
to Deby on the positions of the CPDC leaders. He said that 
Deby wanted Alingue to be the new prime minister, but Alingue 
\"wanted to be a candidate!" (i.e., to run for president in 

2011), which, it was generally thought, would disqualify him 

as prime minister. Lol, Kamougue, and Kebzabu all also 
\"wanted to be a candidate." Salibu wanted to be prime 
minister but was deemed unacceptable by the others in the 
CPDC. A possible compromise candidate for prime minister 
would be Yusuf Saleh Abbas, who serves as a diplomatic 
advisor to Deby at present and is respected by all sides. 
Ahmat anticipated that there would be a resolution of the two 
tracks, internal and at Tripoli, in relatively short order -- 
\"maybe a week.\" 


8. (SBU) Comment: It is too early to tell how crippling 

this fissure in the opposition ranks is, or how much Deby has 
\"won\" and the cause of a democratic opening has lost, but any 
fissure in the CPDC is troubling news. 

WALL 
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Classified By: CDA Alberto M. Fernandez, Reason: Section 1.4 (b) and (d 
) 


1. (C) CDA caught up with Al-Fasher University Professor 
Abdulajabbar Abdullah Fadul, probably the single most 
knowledgeable Darfuri academic alive today, on June 28 right 
before his departure for London to participate in a panel on 
social science research methods on Darfur. 


2. (C) The professor noted that many of Darfur\'s citizens 
were muttering under their breath a Quranic saying, \"God 
delays but doesn\'t ignore,\" as commentary on the recent death 
in a car crash of regime hardliner (and DPA negotiator) Dr. 
Magzoub al-Khalifa. He noted that such gloating is not 
unusual as moves that have enraged the GOS such as ICC 
indictments or US sanctions are very well received by the 
majority of Darfur\'s citizens who follow their news very 

closely on BBC Arabic and Radio Monte Carlo. Many saw 
Al-Khalifa\'s (much lamented in Khartoum) demise as payback 
for his role in the region\'s ongoing misery. 
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3. (C) A native son and political independent in his late 50s 
who eschews the limelight, belongs to no major tribe and has 
spent thirty years doing field research throughout Darfur on 
subjects such as land use, animal husbandry, tribal relations 
and social mores, Fadul recalls the day twenty years ago when 
a callow youth named Alex de Waal, now a leading Western 
expert on the region, first came to him when he was the 
province\'s director of animal wealth. When prompted, he 
notes that no Sudanese government official has ever consulted 
him on the reality in Darfur, \"they are afraid of hearing the 
truth,\" he noted and adds that the GOS leadership, \"with the 
possible exception of some in the intelligence service 

(NISS),\" has no really clear idea of what is going on in 

Darfur outside garrison towns they control. 


4. (C) For Abduljabbar (see refetl), the main problem in 
Darfur remains one of governance, or rather poor or 
non-existent governance, to which the twin issues of peace 
and security are intimately connected. \"It is hard to 

conceive that the crisis in Darfur can be solved with the 
current Sudanese Government but | suppose anything is 
possible,\" adding that the severe degradation of the region\'s 
physical environment is part of that poor governance. Twenty 
years ago there were regions which supported 13 types of 
native grasses where now there is only one, barely edible 
variety. Camel herding nomads \"pursuing an economically 
obsolete way of life\" expanded herds of camels and added 
sheep and goats to the mix that devastated the land. Yes, 
the rains had failed but it was the irresponsible hand of man 
that caused devastation as grazing areas that had sustained a 
thousand camels now faced 6,000 plus goats and sheep that 
finished the land off. He noted that camels in Darfur cost 
more than they are actually worth now. They were mostly used 
for transport and the pickup truck ended that use, a donkey 

is cheaper and less damaging to the environment but less 
socially prestigious than having camels. 


5. (C) While he welcomes the much-anticipated Hybrid, he 
notes a potentially fatal flaw in the search to a political 
solution to the crisis: \"all the armed parties or instigators 
contending for power and influence in Darfur, the GOS, almost 
all the rebels, both signatories and non-signatories and 

their patrons in Chad, Libya and Eritrea, all of them are 
criminals and liars.\" It is going to be hard to make 
something work with such a group. He cautioned that 
foreigners need to be careful about this and noted a recent 
boomlet in Western infatuation with jailed Darfur rebel 
Suleiman Jammous (under house arrest in Kordofan and the 
subject of a flattering column in the Wall Street Journal) 

who formed good ties with Western NGOs but who is an 


Column 3 

intolerant and radical Islamist. Those that have a following 

are mostly bad men and those that are not, have no following 
noting the Darfuri adage \"Umda BarroW (a mayor with no 
citizens or villagers) to describe the recently appointed 

Governor of West Darfur, \"a gunman,\" and current Governor of 
North Darfur, Wonce a peanut merchant in the Al-Fasher 
market\" as regime stooges. He did exempt exiled SLM 
\"Chairman\" Abdul Wahid Nur from some of his scorn, \"he is 
popular in the camps\" but noted that Nur is egotistical and 
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unrealistic. 


6. (C) A bitter critic of GOS policies, \"especially the 

military regimes which have been the worst of our long line 

of bad governments,\" the professor also had some harsh words 
for some Western nostrums: the idea that \"disarming the 
Janjaweed is any kind of solution is insane, they would be 
robbed and massacred by their enemies, especially the 
Zaghawa, who are natural born bandits.\" He noted that most 
males now in Darfur are heavily armed and getting more all 
the time. The problem is not the presence of arms per se but 
the absence of the rule of law deterring people from using 
weapons against their neighbors. This is something that the 
Hybrid if it is well armed and equipped can do. \"You 
Americans are armed to the teeth in your country but no one 
raids their neighbor because you have police, courts and laws 
that work,\" that will be the long-term solution to Darfur. 


7. (C) The professor also believes that the idea that 

hundreds of thousands of IDPs can or will return to their 

villages is a pipe dream. He noted that the population of 
Al-Fasher has now more than doubled with the addition of 

three massive IDP camps that are putting down roots and \"most 
of those people aren\'t going anywhere.\" Much of rural life 

has been irretrievably destroyed by GOS military action, 
environmental degradation and neglect. This \"forced 
urbanization\" is the wave of the future and what the GOS did 
with the massacres of 2003-2005 was accelerate a process that 
was going to happen somehow anyway. He noted the small 
garrison town of Kabkabiyyah whose population is 10,000 
surrounded \"around its throat\" by 50,000 IDPs. 


8. (C) COMMENT: Westerners in the know describe an hour spent 
with Abduljabbar as equal to a graduate course on Darfur\'s 
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recent past and potential future. A believer that the Hybrid 
can at least stabilize the situation, Professor Fadul worries 
that this is a temporary measure which can only be the very 
beginning of Darfur\'s recovery. Serious investment in the 
troubled region in the form of development, infrastructure 
and human capital will be needed but should be coupled with 
the development of a serious Sudanese partner in the form of 
a government (at least locally) able to work with the 
international community for the benefit of all. The fact that 
the GOS doesn\'t consult with a local expert who, while 
scornful of the regime, is not unalterably opposed to them 
speaks volumes about the challenges to good governance in 
Darfur. END COMMENT. 


9. (U) Tripoli minimize considered. 
FERNANDEZ 
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SUBJECT: HUSSAYN AL-SHAYKH: SECURITY FIRST PRIORITY 


Classified By: Consul General Jacob Walles, per reasons 1.4 (b), (d) 


1. (C) Begin Summary. On June 28, Fatah grassroots leader 
Hussayn al-Shaykh told PolChief that he supports the new 
government and the appointment of Salam Fayyad as Prime 
Minister. He urged an immediate re-examination of the entire 
security apparatus, claiming that West Bank PA security 
forces (PASF) are weaker than those in Gaza. While praising 
PA President Mahmud Abbas (Abu Mazen)\'s leadership, al-Shaykh 
also encouraged the President to be more decisive on security 
and suggested he should replace all of the PASF chiefs. 
Al-Shaykh said internal Fatah elections are out of the 

question during the current emergency," and he will not work 
with NDI on Fatah reform. End Summary. 
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Al-Shaykh\'s New Position 


2. (C) PA President Mahmud Abbas (Abu Mazen) issued a decree 
naming al-Shaykh director of Civil Affairs, responsible for 

all civilian liaison with the Gol. Al-Shaykh said he reports 

directly to Abu Mazen, not the Minister of Interior, in this 

capacity. Al-Shaykh was joined in his new office by Gaza 

Fatah leader Samir Mashrawi. (Note: During the eighteen 

months after the PLC election, much of the civil affairs 

work, including VIP permits, was handled by PLO Chief 

Negotiator SaVeb Erekat, because the Gol would not deal with 

the PA. End Comment) 


Support for New Government 


3. (C) Al-Shaykh said he will support the new government and 
predicted that newly-appointed PM Salam Fayyad will be the 
most successful Prime Minister in the history of the PA. He 
applauded Fayyad\'s boldness and seriousness about confronting 
Hamas. Al-Shaykh said the Presidential decree exempting 
Gazans from paying taxes bolstered Gazans\' support for 
Fayyad. He said he expects Fayyad\'s popularity to increase 

as soon as salaries are paid, and even more \"in a few months, 
when Fayyad\'s steps forward start bearing fruit.\" 


Security is Top Priority: Reigning in 
the Militias, Coordinating with the Israelis 


4. (C) While applauding Abu Mazen\'s decision to form a 
committee to investigate events in Gaza, al-Shaykh urged a 
re-examination of the security apparatus. He said only some 
PASF elements; e.g., General Intelligence and PSO, engaged 
Hamas during the clashes, and others; e.g., Presidential 

Guard and National Security Forces did not fight. Al-Shaykh 
expressed doubt that the West Bank PASF can confront Hamas, 
given Hamas\' local, regional and international support. 

\"Fatah security in Gaza was much better off than in the West 
Bank and look what happened. Thirty Hamas gunmen could take 
over the West Bank in seconds,\" said al-Shaykh. He suggested 
Abu Mazen replace all the security chiefs and expand Fayyad\'s 
role in security. 


5. (C) Al-Shaykh said West Bank security requires bringing 
all the militias under the legitimate authority and said he 

is calling on the Al-Aqsa Martyrs Brigades to rejoin the 
PASF. He said West Bank security also requires help from 
Israel and success is contingent on an end to IDF incursions 
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into the West Bank. He expressed concern about the ongoing 
operation in Nablus (septel). Al-Shaykh noted that he had 
advised Abu Mazen to form a steering committee with 
representatives of all PA ministries to coordinate with the 

Gol. (Comment: Al-Shaykh proposed that he lead this 
committee. He is already angling to expand his new 
responsibilities, but his authority is unlikely to expand 

into the security realm, because it would undermine the PM\'s 
effort to empower the Mol. End comment). 


Going After Hamas 


5. (C) Al-Shaykh praised Abu Mazen\'s decree mandating all 
NGOs to re-register with the Mol. He said that is critical 

to confront Hamas\' network of charitable societies. He also 
urged Abu Mazen to be more decisive on security matters, 
saying the President can no longer afford to be a \"centrist\" 
and sit on the fence. Al-Shaykh stressed that Abu Mazen must 
view the situation in Gaza as an opportunity to suffocate 
Hamas and restore Fatah\'s legitimacy. It is clear that Hamas 
had support from the outside, including from Khalid MishaVal 
and Ahmadinejad, he stated. \"Hamas entered into a trap. 
They made great military accomplishments but in time, there 
will be heavy losses. There is no room for maneuvering,\" 
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said al-Shaykh. Al-Shaykh praised Abu Mazen for rejecting 
Saudi Arabia and Egypt\'s call for dialogue between 

Palestinian factions and warned that Abu Mazen must not back 
away from this stance. 


Fatah Internal Elections Out of the Question for Now 


6. (C) Al-Shaykh said internal Fatah elections are out of 

the question in the current situation. He encouraged a 
re-evaluation of Fatah but stressed that the challenge is not 
only fixing Fatah but repairing the entire democratic current 

of the West Bank. Al-Shaykh said the focus on Fatah is now a 
second-order priority, but said Fatah continues to need a new 
strategy. (Comment: Al-Shaykh was previously leading the 
charge for Fatah reform, but is cynical about this effort for 
now. End comment). 


7. (C) Al-Shaykh said he will no longer work with the 

National Democratic Institute (NDI) on Fatah reform. (Note: 
As Chair of the West Bank Field Committee, al-Shaykh signed 
an agreement with NDI for training. End Note). He 


Column 3 

reiterated his concerns that NDI had sought to mediate 
between himself and other Fatah leaders and that NDI is too 
close to Abu AlaVa. He said \"NDI can work with Abu AlaVa. | 
won\'t work with them.\" Asked by PolChief if there is no USG 
assistance or NDI training that al-Shaykh and Fatah could 
benefit from, al-Shaykh said no. He added that Fatah was 
criticized during the clashes in Gaza for being supported by 
the U.S., but, in fact, had received little tangible support. 


WALLES 
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SUBJECT: FINLAND: REQUEST FOR IDENTIFIER AND BACKGROUND 
INFORMATION ON ENTITIES AND INDIVIDUALS LISTED IN THE 
ANNEXES OF UNSCRS 1737 AND 1747 


REF: A. SECSTATE 89511 
B. SECSTATE 84207 


(SBU) Reftel demarches were delivered to Juha Rainne, Legal 
Officer, Unit for Public International Law, Finnish Ministry 

for Foreign Affairs. Rainne thanked us for the information 

and promised to circulate it to the relevant officials within 

the Government of Finland. Rainne surmised that any 
responses were likely to come from the EU Commission in 
Brussels. 
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TAGS: EFIN, ECON, EINV, ETRD, SG 
SUBJECT: POPULAR SENEGAL TREASURY BOND ISSUANCE A STOPGAP MEASURE 


REF: DAKAR 1223 


SUMMARY 

1. Through the regional central bank, Senegal recently sold 
approximately USD 100 million worth of treasury bonds, all of which 
were purchased very quickly by over-liquid commercial financial 
institutions anxious for investment opportunities. Individual 
investors were not able to directly participate. Senegal is facing 

a serious budget deficit, and this issuance, and a likely second 
round in the coming months, will be used to ease the Treasury\'s 
burden on current accounts. Unfortunately, the underlying factors 
contributing to Senegal\'s budget problems are not yet being 
addressed. END SUMMARY. 


2. In an effort to minimize the detrimental impact of its budget 

deficit (Reftel), on June 18, Senegal, under the auspices of the 

West African Central Bank (Banque Centrale des Etats de WAfrique de 
NOuest or BCEAO), launched a CFA francs (CFAF) 50 billion 
(approximately USD 100 million) treasury bond offering. With a face 
value of CFAF 10,000 (USD 20), and a minimum subscription of 100 
titles (USD 2,000) at a 5.5 percent annual interest rate, all bonds 

were purchased within five days. 


3. The speed at which the bonds were bought by commercial banks, 
insurance companies and financial institutions (that maintain the 
required current accounts at the BCEAO), demonstrates the vast 
demand for even routine investment opportunities and confirms the 
excess liquidity currently burdening Senegal\'s financial sector. 
Although the bond requirements were affordable for thousands of 
middle and upper class Senegalese who also are frustrated by the 
lack of local investment opportunities, only those few individuals 

with high-level personal relations with the acquiring financial 
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institutions were able to directly benefit from this offering. One 
factor creating excess liquidity for Senegal\'s banks is that the 
BCEAO has imposed limits on the ability of banks to invest outside 
the WAEMU region, significantly hindering linkages to international 
capital markets. 


4. The bond issuance will help the Government of Senegal finance a 
portion of its budget deficit at rates lower than those routinely 
available via commercial and international markets, given Senegal\'s 
current risk profile. Ministry of Finance officials have told 

EmböOffs that they plan to use the infusion of cash to finance short- 
and medium-term capital needs including civil servants\' salaries, 
payment of internal debt, and the on-going road construction 

projects that have been suspended since April 2007. 


COMMENT 

5. The rapid expansion of Senegal\'s budget deficit over the last 
two years (currently estimated at 8 percent of GDP or higher) is a 
serious concern to the Ministry of Finance, as well as Senegal\'s 
development partners. We expect the GOS will go forward with a 
second bond offering within a few months. While these bond 
issuances may ease a bit of the pressure on current accounts, they 
do little to address Senegal\'s underlying problems: huge subsidies 
to underperforming government agencies, a rapidly expanding wage 
bill, and poor return on expenditures due to non-competitive public 
contracts. END COMMENT. 


6. Visit Embassy Dakar\'s Intranet site at 
http://dakar.state.gov/htdocs/section/econSec tion.aspx and Embassy 
DakarYs SIPRNET Web site at http://www.state.sgov.gov/p/af/dakar. 


Jacobs 
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Classified By: A/PolCouns Joel Ehrendreich for reasons 1.4 (B,D) 


1. (C) Summary: In the Spring of 2007, the Bharatiya Janata 
Party (BJP) appeared to be making a comeback after a series 
of electoral wins in both state assembly and municipal 
elections (reftel A). However, the euphoria ended following 
the party\'s abysmal performance in the May and June Uttar 
Pradesh (UP) and Goa state assembly elections. On June 
24-25, the BJP held its National Executive Committee meeting 
in New Delhi to discuss overall direction and future 

strategy. While BJP President Rajnath Singh tried to sweep 
poor UP election results under the carpet, and shift focus to 
the alleged failings of the UPA government, Leader of the 
Opposition in the Rajya Sabha, L.K. Advani, demanded 
\"introspection and critical analysis\" to find the cause of 

the UP election debacle and the subsequent loss in Goa. A 
party once known for its intense intra-party discipline and 
grassroots power, provided by its Rashtriya Swayamsevak Sangh 
(RSS) base, is in a state of disarray. To compound the 
chaos, on June 25, BJP ally, the Shiv Sena announced its 
support for UPA Presidential candidate Pratibha Patil (reftel 
G). End Summary. 


The Game of Chutes and Ladders 


2. (C) After a string of victories beginning with UP 

municipal elections (October 2006), then Delhi local 

elections (April 2007), and Punjab and Uttarakhand state 
assembly elections(February 2007), the BUP seemed poised for 
a major comeback and had high expectations for state assembly 
wins in UP and Goa. However political pundits largely 


Column 3 

dismissed the purported BJP rise as short-lived and 
exaggerated. For example, the BJP won UP municipal elections 
because its chief protagonist, the Bahujan Samaj Party (BSP), 
was absent. 


3. (SBU) Furthermore, in the UP state assembly elections, the 
BJP saw its worst performance in over 20 years. In 1991, the 
BJP held 51 of the 84 Vidhan Parishad (UP upper house) seats 
and 221 of the 425 state assembly seats. Currently, it holds 
only ten of the 80 Vidhan Parishad seats and 50 of the 403 
state assembly seats. Former Prime Minister of the BJP-led 
NDA coalition government Atal Bihari Vajpayee accurately 
stated that \"the road to Delhi is via Lucknow.\" Without 
political strength in Indias most populous state, which 

sends the greatest number of MPs to the center, the BJP will 
have a tough time winning control in New Delhi in 2009. 
Additionally, the BJP, with the advantage of 
\"anti-incumbency,\" expected Goa to be a sure win, yet that 
too slipped through its fingers (reftel B). 


Rajnath Singh: Hiding the Dirty Laundry 


4. (C) In light of controversy over BJP mismanagement of the 
Meena/Gujjar situation (reftels C-F), the National Executive 
Committee meeting scheduled for June 4 and 5 in Rajasthan was 
moved to Delhi and held on June 24 and 25. BJP President 
Rajnath Singh, originally from UP, was expected to bring UP 
home for the party. Having failed, he attempted to sweep the 
dirty election results under the carpet, briefly 

characterizing the contest as a \"one-time aberration.\" 
Embassy contacts revealed that Kalyan Singh, former UP Chief 
Minister (CM) and hopeful CM in the event of a BUP win, asked 
to present an analysis of what went wrong in UP. However 
Rajnath Singh, afraid of being held personally responsible 

for the party\'s poor showing, did not allow it. 


Stale Agenda of the National Executive Committee Meeting 


5. (SBU) Instead, Rajnath Singh focused the meeting on the 
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failings of the UPA government, particularly in the areas of 
national security, agriculture reform, and foreign and 

economic policy. On June 24, the executive committee passed 
two resolutions, one attacking the UPA for ignoring national 
interest in negotiating the Indo-U.S. civil nuclear deal and 

the other blaming the UPA for jeopardizing the country\'s food 
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security. The agenda also included a discussion of the 
controversial Sethusamudram Project. (Note: A proposal to 
dredge the Sethusamudram sea to build a canal and harbor 
between Sri Lanka and Tamil Nadu, India. End Note). The RSS 
opposes the project, asserting that it would destroy a 

natural bridge they claim was built by the Hindu God Ram. 


Advani Sticking A Thorn in Rajnath\'s Side 


6. (C) Tension has long existed between former BJP President 
L.K. Advani and current President Rajnath Singh. In 2005, 
Singh became BJP President after the RSS forced Advani to 
step down for asserting that Pakistan\'s first Prime Minister 
Mohammad Ali Jinnah was a \"secular man.\" At the June 25 
executive committee meeting, Advani put Rajnath Singh on the 
spot by highlighting the UP election debacle, and calling for 
\"honest introspection and self-critical analysis\" of the 

BJP\'s state of affairs, with particular focus on the UP 

election. Virtually pinning Rajnath Singh down on the issue, 
he asked a series of pointed questions: 


-\"Why did the BJP fail to project itself as the most credible 
and winnable alternative to the incumbent Government of the 
Samajwadi Party? 

-Why did a section of our core supporters shift to the BSP? 
-Why were we unable to win support from other sections of 
society? 

-What were the weaknesses in our party organization? 

-What were the mistakes committed in the management of our 
campaign?\" 


Advani demanded that Rajnath Singh, in consultation with 
senior colleagues, detail \"corrective actions\" to be taken on 
an urgent basis both at the Center and in the states. 

Further, Advani stressed that with Gujarat elections 
scheduled for December, 2007 and ten states going to polls in 
2008, the BJP must organize a party conclave to strategize 
for 2008 and the national 2009 elections. Advani maintained 
that the BJP must get its act together quickly. Having kept 
away from party organizational matters for almost a year, 
Advani\'s strong comments indicated his intention to play a 
more active role in the party. 


Cracks in the Pavement: the RSS and BJP 


7. (SBU) The traditional muscle power of the BJP has always 
been the RSS. Journalists often note that the RSS can 
survive without the BJP but the BJP cannot exist without the 
RSS. This inextricably links the BJP to the RSSVs Hindutva 
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(Hindu nationalist) agenda. If the BJP does not toot the 
Hindutva horn, the RSS will not mobilize the Hindu voters. 
Recognizing this, Advani requested that Rajnath Singh 
establish state level \"booth committees,\" to enlist a cadre 
of supporters for grassroots power. 


Grappling for Power 


8. (C) With the party\'s leadership at the octogenarian stage, 
there is a long list of second tier personalities vying for 
leadership. The hopefuls include, BJP General Secretary and 
Member of Parliament (MP) Arun Jaitley, Gujarat CM Narendra 
Modi, BUP General Secretary and MP Sushma Swaraj, BUP 
President Rajnath Singh, BJP MP Murli Manohar Joshi, BJP MP 
Venkaiah Naidu. All are positioning themselves to become 
Prime Minister. On June 12, Hindustan Times Political Editor 
Pankaj Vohra explained to Poloff that while Congress is not 

in better shape than the BJP in many ways, it indisputably 

has one leader -- Sonia Gandhi -- who makes decisions. The 
BJP used to be highly regarded for its discipline, but is now 

in chaos, with so many politicians trying to play out 

individual fantasies of leadership. 


Badly Managed Presidential Race 


NEW DELHI 00003031 003 OF 003 


9. (SBU) The manner in which the BJP handled the Presidential 
election does not bring credit to a party with aspirations of 
returning to power. With the newly formed Third Front, also 
called the United National Progressive Alliance (UNPA), 
announcing support for current President Abdul Kalam, the BUP 
found itself in a conundrum, as it had already expressed 
support for current Vice President Bhairon Singh Shekhawat. 
Kalam was the BJP\'s original candidate, and suddenly it found 
itself with one too many candidates to support. It 

\"responded with the poise of a freckled teenager offered an 
option of dates for a school social,\" commented journalist 
Ashok Malik. The BJP wavered in its support for Shekhawat, 
then supported both candidates, and then supported Kalam if 
he agreed and declared that Shekhawat would step aside. 
Finally, Kalam put the BJP leadership out of its misery by 
withdrawing from the race. But the damage had already been 
done, and the BJP appeared in total disarray. 


10. (SBU) To make matters worse, the BJP lost the loyalty of 
the Shiv Sena which decided to break its 20 year alliance and 
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support fellow Maharashtran and UPA Presidential candidate 
Pratibha Patil (reftel G). The decision enraged the BJP, as 

it underlined the party\'s inability to maintain discipline 

and cohension among its allies, and reflected badly on its 
stewardship of the NDA coalition. 


Comment: What Does the BJP Have to Offer? 


11. (C) After the National Executive Committee meeting, 
newspapers harshly criticized the BUP, carrying headlines 
citing a \"Rudderless Party,\" \"BJP in Doldrums,W and \"the 
BJP\'s Bluster.\" The energy from a series of BJP sweeps at 
the beginning of the year appears to have fizzled. With 
Gujarat elections on the horizon in December, the UP and Goa 
losses do not bode well. We expect Modi to face challenges 
from within the party and a stiff contest from his Congress 
rival. Having lost the UP election, with no compelling 

leader to project and no coherent policy statement, except 

for the RSS Hindutva message, the BJP might be relegated to 
fighting the UNPA for the role of the leading opposition 
combine. 

MULFORD 


113861 

RR RUEHMA RUEHPA 

DE RUEHYD #0837/01 1801117 

ZNR UUUUU ZZH 

R 291117Z JUN 07 

FM AMEMBASSY YAOUNDE 

TO RUEHC/SECSTATE WASHDC 7907 

INFO RUEHZK/ECOWAS COLLECTIVE 

RUEHGI/AMEMBASSY BANGUI 0155 

RUEHLC/AMEMBASSY LIBREVILLE 1553 
RUEHLO/AMEMBASSY LONDON 1630 

RUEHMA/AMEMBASSY MALABO 0241 

RUEHME/AMEMBASSY MEXICO 0009 

RUEHNJ/AMEMBASSY NDJAMENA 1518 
RUEHFR/AMEMBASSY PARIS 1879 

RUEHQT/AMEMBASSY QUITO 0001 

RHMFISS/HQ USEUCOM VAIHINGEN GE 
RUEAHLC/HOMELAND SECURITY CENTER WASHINGTON DC 
RUEHRC/DEPT OF AGRICULTURE WASHDC","UNCLAS SECTION 01 OF 03 YAOUNDE 000837 


SIPDIS 
SIPDIS 
E.O. 12958: N/A 


TAGS: CM, ELAB, ECON, EAGR, PHUM 
SUBJECT: CAMEROONVS COCOA SECTOR: ECONOMIC AND LABOR ISSUES 


Column 3 


YAOUNDE 00000837 001.2 OF 003 


1. (U) PolOff recently met with Bill Guyton, president of 

the World Cocoa Foundation (WCF) and separately with 
representatives from the USDA\'s Agricultural Research Service 
(ARS). The USDA\'s focus is on disease prevention in the 
cocoa sector, while WCF addresses primarily world market 
development. Cameroon may be vulnerable to threats from 
disease and food terrorism, threats that its agricultural 
research institute (IRAD) is seeking to counter. While 
Cameroon is a major cocoa producer, its cocoa is not a 
sufficiently high quality to compete effectively on the world 
market, and farmers do not earn the same rate of return as 
farmers in other countries. Cocoa cultivation in Cameroon is 
mainly carried out by small shareholders, who have developed 
a mixed-cropping system to guard against market fluctuations. 
Although the WCF has not found evidence of child 

trafficking, there are farm safety issues that affect 

children. WCF also promotes literacy and numeracy among 
cocoa farmers. End summary. 


2. (U) The USDA team visited Cameroon\'s agricultural 
research institute (French acronym, IRAD), which is 
associated with the worldwide CIRAD program, a reflection of 
France\'s historical ties in Cameroon; it also has some past 
ties with Russia. The bulk of the program\'s activities are 

in Africa. 


3. (U) The USDA team included Eileen Herrera, USFDA-ARS; 
Juan C. Motomayor, Masterfoods USA; Prakash K. Hebbar, 
USDA-ARS; Eric Rosenquist, National Program Leader, Tropical 
Commodities, USDA-ARS; and a French representative from the 
ARS facility in Montpelier. 


4. (U) Poloff met separately with Bill Guyton, president of 

the WCF. The WCF works with the USDA-ARS on training and 
outreach programs, doing long-term investment in cocoa 
research, pest management, and mapping the cocoa genome. 
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Cocoa Research in Cameroon 


5. (U) The main focus of the cocoa research carried out is 
disease resistance, although researchers are also looking for 
alternatives to cacao growing. The WCF funds regional 
programs for crop research on fungal diseases that take one 
third of the crop each year (and one half of the Latin 
American crop). There is pressure to develop disease 
resistance to witch\'s broom and frosty pod, fungal diseases 
that can easily be spread through contact with workers\' 
clothing. These blights can destroy not just crops, but 

whole trees. Although these maladies are not currently 
present in African countries, Africa is potentially 

vulnerable, and researchers want to prepare Africa for the 
expected plague. These diseases would be devastating if they 
reached West Africa, according to the IRAD team. 


6. (U) There is some concern about food terrorism, i.e., 
deliberate attempts to destroy crops. According to Herrera, 
there have been rumors, later proved untrue, about people 
trying to carry witch\'s broom to Cote d\'lvoire; however, 
smugglers have been caught carrying frosty pod in Mexico, she 
said. 


7. (U) The research in Cameroon includes genetic research to 
tag the cacao genes, but researchers are not creating 
genetically modified (GMO) products because the high-end 
chocolate consumer is leery of GMO products. Instead, 
researchers are working on accelerated breeding methods using 
traditional techniques. Much of the research performed in 

the cocoa industry is country-specific, with a focus on 
developing fine chocolates in response to market demand. 


8. (U) Pierre Tondje, a Cameroonian scientist collaborating 
YAOUNDE 00000837 002.2 OF 003 
with Prakash Hebbar, is currently working on black pod, which 


is the problem in Cameroon. Their work is supported by USDA, 
USAID and Masterfoods, 


9. (U) Although the U.S. is not a cocoa producer, it does 
have a major interest in cocoa (reflected in Congressional 
acts), because of the large number of U.S. products used in 
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chocolate production, and because the U.S. is also a major 
consumer, Herrera said. According to WCF, most U.S. products 
are obtained from Cote dWlvoire; Ghana markets to the 
European Union. 


10. (U) Though not the region of origin, Africa is the 

largest producer of cocoa in the world. African cocoa is not 
high-quality, however, because the emphasis is on higher 
production, not higher quality. Cameroonian farmers lack 
incentives to grow high-quality cocoa because low- and 
high-quality beans are bought at the same price. The buyers 
are able to extract the desired quality from the mix of beans 
they purchase. 


11. (U) The degradation of the quality of Cameroonian cocoa 
is attributed to economic liberalization policies aimed at 
eliminating price controls. In 1985, approximately 70 

percent of Cameroon\'s exported cocoa was classified as high 
quality; that percentage has since declined to less than 10 
percent. 


12. (U) Cocoa cultivation in Cameroon is mainly carried out 

by small shareholders, not plantation growers. As a result, 
Cameroon is the best example of the mixed-cropping system, 
which was developed by the Cameroonian farmers themselves, 
who were concerned about growing cash crops that were 
vulnerable to market fluctuations. The farmers therefore 

prefer to grow cocoa along with food crops, which can be 

eaten should the market for cocoa drop. 


13. (U) According to WCF\'s Bill Guyton, what producers are 
looking for now good is quality. Cameroon is not currently 
\"at the top of the list.\" Companies are looking to South 
America, primarily Ecuador, which produces 90,000 tons of 
cocoa per year. Demand has been rising, and the industry 
\"needs another Ecuador each year\" (i.e., 90,000 tons of 
cocoa) to satisfy it. Guyton said that Cameroon would 
benefit at this time from a national policy addressing 

quality standards in order to attract buyers looking for 
high-quality cocoa. 


14. (U) Guyton said that West African farmers are farther 
removed from the marketing process than are farmers 
elsewhere. WCF is promoting co-operatives to help remedy 
that problem. Currently, West African farmers receive only 
35 percent of the market price, compared to Indonesia, where 
they obtain 80-90 percent of the price. 
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15. (U) WCF addresses education and child labor issues in 
the cocoa industry as well. It is developing programs 
inGhana and Cote d\'Ivoire to promote literacy and numeracy 
among the next generation of cocoa farmers, according to 
Guyton, primarily through STCP (Sustainable Tree Crop 
Program) Farmer Field Schools. WCF is also sensitive to 
child labor issues, which Guyton said are often difficult to 
define; the WCF uses ILO Convention 182 as a guide. Although 
the WCF claims it has not found evidence of child trafficking 
in the cocoa sector, Guyton said there are farm safety issues 
that affect children, such as pesticide use and the dangers 
posted by the use of machetes and the carrying of heavy 
loads. (Note: According to the 2006 Human Rights Report, 


YAOUNDE 00000837 003.2 OF 003 


there were estimates of up to 8,000 underaged (17 and under) 
children working in the cocoa industry, most of whom were 
likely working alongside their parents or with their parents\' 
consent and not/not trafficked into the sector.) Current 

efforts at a certification process to address child labor 

issues, according to Guyton, focus on Ghana and Cote 
d\'lvoire, not Cameroon. 

MARQUARDT 
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E.O. 12958: DECL: 06/29/2017 
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SUBJECT: COMORAN PRESIDENT SEEKS U.S. POLITICAL SUPPORT 
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B. ANTANANARIVO 585 
Classified By: CHARGE DVAFFAIRES GEORGE N. SIBLEY FOR REASONS 1.4B,D 


1. (C) SUMMARY: In a letter to President Bush (full 
translation in paragraph two), Ahmed Abdallah Sambi, 
President of the Union of the Comoros, seeks U.S. support 
urging an African Union (AU) decision to take robust action 
against Comoran warlord Mohamed Bacar. Sambi expresses his 
disappointment (REF A) in the AU Ministerial delegation that 
arrived in the Comoros promising to deliver an ultimatum for 
Bacar -- but that left promoting a negotiation that would 

seem to place the elected Union government on equal status 
with the rebels. Sambi is no longer -- as in Ref B -- asking 
the U.S. for direct military support (although he would no 
doubt still welcome it) but rather for political support to 

press the AU toward a stronger response. Post endorses this 
approach. END SUMMARY. 


2. (SBU) BEGIN TEXT OF LETTER 


UNION OF THE COMOROS 
Unity - Solidarity - Development 


The President, 

Moroni, June 27, 2007 

No. 07-296/PR 

Excellency, 

It is an honor for me to inform you, as | always have the 
pleasure to do so, of the recent events that have occurred in 


my country. 


As scheduled, the second round of the island presidential 
elections in Grande Comore and Moheli were held in peace, 
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under the supervision and security measures by International 
and Regional Organizations, namely the African Union, the 

Arab Nations League, the Francophony, the European Union and 
the Indian Ocean Commission. 


As you are aware, a ministerial delegation from countries in 
the region visited our country on June 24 to follow up on the 
Cape Town Meeting of June 19, 2007, requesting local 
authorities in Anjouan to implement the measures decided by 
the Committee, immediately and without any condition. 


To our surprise, the Ministerial Committee has considered the 
conditions stated by Colonel Mohamed Bacar who, with the 
pretext of dysfunction within the Constitutional Court, 

rejects the immediate implementation of the Communique; 
however, he has submitted a request to the same Court on June 
8, which proves that he does not reject the credibility of 

said Court. 


It is needless to be reminded that this is not the first 

manipulation perpetrated by Colonel Mohamed Bacar, whose sole 
objective is to remain forever in power and postpone the 
organization of free elections during which he will 

undoubtedly be defeated. 


Now, the Committee suggests organizing new negotiations in 
South Africa, and in the presence of rebels from Anjouan, 
before moving forward in the implementation of the decisions 
made in Cape Town, a proposal that has been rejected by the 
Comoran Government. 


Excellency, any delay in the immediate and unconditional 
implementation of the measures decided in Cape Town would 
jeopardize peace and stability and question the credibility 

of our Pan-African Organization, on which we depend to put an 
end to the anarchy threatening the principles of national 
legitimacy in Africa, and for which you have always provided 
your support. 
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Therefore, | remain confident that your fellow country will 
continue to support the rights of the Comoran people for 
democracy and development, and that you will take some 
measures in favor of the continuation of our country\'s 
democratic progress. 


Excellency, | have shown a considerable deal of patience and 
tolerance despite the humiliations of the rebels in Anjouan, 
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so as to avoid any bloodshed in the Comoros. 


The Comoran Government and people have had a lot of hope in 
the effective implementation of the decisions made in Cape 
Town; unfortunately, the situation has become even more 
confusing at the end of the visit by the Ministerial 

Committee in our country. 


Today, the rebellion movement imposed by Colonel Bacar feels 
encouraged and supported in its actions and therefore, the 
Comoran Government is obliged to find a quick solution to 
protect the country's integrity and put an end to the 

sufferings of the population in Anjouan, taken hostage for 
years and who continue to claim their legitimate right to be 
allowed to freely express their dedication to national unity. 


Excellency, when | consider the constant support that you 
have provided to help overcome past hardships, | am 
encouraged to confirm the importance of your personal role, 
once again, in resolving the Comoran crisis. 


Therefore, | would be very grateful if you could support the 
request by the Comoran Government to hold rapidly an 
Extraordinary Meeting of the Peace and Security Council, 
within the 9th Summit of the African Union in Accra, to 
authorize the revision of the mandate of the Electoral and 
Security Assistance Mission, so as to allow this latter to 
maintain order in Anjouan, which would facilitate the rapid 
and unconditional organization of free and transparent 
elections in this island, like in the other two. 


| thank you in advance for urgently considering this request. 


//signature// 
AHMED ABDALLAH MOHAMED SAMBI 


(END TEXT) 


3. (C) COMMENT: Sambi\'s request of the U.S. is more moderate 
on this occasion. It appears likely -- although not certain 

-- that an AU force could recover control of Anjouan without 
the shedding of any blood. Making clear in advance that the 
rebels would not be prosecuted if they surrender peacefully 
and allowing Bacar to retire to exile would increase the 
likelihood of a peaceful outcome. By contrast, if the Union 

is left unsupported in trying to retake Anjouan with its own 
forces, Bacar is highly unlikely to yield and significant 

loss of life may result. The remaining option is simply 
accepting the de facto secession of Anjouan and its takeover 
by adictator. For these reasons, Post encourages the 
Department to consider positively Sambi\'s request for 
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political support at the AU Summit in Accra. 


4. (C) COMMENT CONTINUED: If the Department concurs in this 
approach, a letter to President Sambi affirming that we stand 

by him in his effort to restore democracy throughout his 
archipelagic nation would help to reinforce our strong 

bilateral ties. END COMMENT. 
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SUBJECT: BACKGROUND ON GENERAL PALLOP PINMANEE 


REF: A. TD 40211-07 (5/32/07) 
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Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


1. (C) SUMMARY AND INTRODUCTION: Controversial retired 
general Pallop Pinmanee has a very limited role as an advisor 
in the Internal Security Operations Command. This message 
provides background on the general in response to incorrect 
press reporting which identified him as a \"top security 

advisor\" to the RTG with a leading role in the South. END 
SUMMARY AND INTRODUCTION 


2.(U) GEN Pallop Pinmanee retired from the military in 

1996. He was appointed as senator in 1996, and also served 
as Assistant Secretary to the Defense Minister in 1997. He 
was PM Thaksin\'s Advisor for Security Affairs from 2001-2002. 
He was named Deputy Director for ISOC (Internal Security 
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Operations Command) and given specific responsibility for the 
South as director of the Southern Border Provinces Peace 
Promotion Command - Pattani in 2002. His responsibilities for 
the South ended in April 2004, following the attack on the 
\"Krue Se mosque. On that day, security forces repelled 
multiple attacks by insurgents in Yala, Pattani and 

Narathiwat provinces. A group of the insurgents took refuge 
in the Krue Se mosque, and held out there for about nine 
hours. GEN Pallop, contravening orders from his superiors, 
ordered troops to storm the mosque, reportedly after 
negotiations failed and three soldiers were killed. 

Thirty-two insurgents were killed in the attack. GEN Pallop 
was removed as Director of the Southern Border Provinces 
Peace Promotion Command but, with the apparent backing of PM 
Thaksin, retained his position as Deputy ISOC director. (The 
PM himself was director, leaving Pallop with effective 
responsibility for day-to-day operations.) Pallop kept this 

post until August, 2006, when ISOC personnel, including 
Pallop\'s driver, were accused of organizing an assassination 
attempt on Thaksin\'s life. (Note: REF B notes widespread 
doubts about whether this whole incident was a fabrication of 
some kind. End Note.) Pallop, when questioned about his 
role in the alleged bombing, told the press, \"You know me. 

If | were behind it, | would not have missed.\" 


3. (C) This swaggering braggadocio is typical for GEN Pallop, 
who relishes a place in the spotlight and carefully 

cultivates his reputation as a force to be reckoned with, 

despite his advancing age. GEN Pallop was one of the \"Young 
Turks\" - a group of army officers involved in several of the 
coups -- attempted and successful -- of the 1970\'s and 
1980\'s. He was, by his own account, a bit player in the 1976 
coup, which led to the installation of an extreme right-wing 
government. He claims a more substantial role in the 1977 
bloodless coup, which installed Kriangsak Chomanan as Prime 
Minister. (Kriangsak is credited with trying to return the 

country to parliamentary democracy, and with helping to end 
the communist insurgency in Thailand by issuing an amnesty to 
insurgents -- and by improving relations with China.) 

Pallop also claims a role in the 1981 attempted coup against 
Prime Minister Prem Tinsulanonda, although he had been viewed 
as a Prem protege. (He told the press he was \"tricked\" into 
supporting this coup). As a result of his role in the 1981 

failed coup, he had to flee to Laos. He returned following 

the issuance of an amnesty. However, he claimed that he 
suffered mistreatment from other officers, and he blamed his 
former friend Army commander Arthit for these insults. He 
claims that he attempted to kill Arthit seven times \"and 

Arthit knew it\" but Arthit escaped because he \"was just 
lucky." Pallop has also said that he and Arthit later 

reconciled. 
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ANTI-COMMUNIST CAMPAIGNER, ASSASSIN 


4. (C) Like most Thai military officers of his generation, 

Pallop was closely involved in the fight against the 

Communist insurgency. He has boasted of his membership in a 
\"Special Thai Ranger" team in the mid 1960\'s, when he worked 
in Laos. He also served in Vietnam. Upon his return to 

Thailand, around 1970, he claims that he was part of a team 

set up to kill communists in Thailand. He has refused to 
elaborate on his activities or name any of his victims. 


5. (C) Comment: How much of what Pallop says is true, how 
much fiction? His claims about his role in various coups 
appears to be true, and not surprising. The \"Young Turks," a 
strongly anti-Communist and anti-corruption movement, was 
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involved in much of the political upheaval of the 70\'s and 

80\'s. Most other members of this cohort are retired. One 
prominent Young Turk still active in political life is 

Chamlong Srimuang, former Bangkok governor, MP, and leader of 
protests against military dictator Suchinda and, more 

recently, former PM Thaksin. We cite this as a example to 

show that Thailand has long accepted the \"Young Turks\" back 
into the political fold. They have been rehabilitated. 


6. (C) Comment continued: Pallop\'s accounts of assassinating 
communists may well be somewhat inflated, but it is a matter 
of historical record that governments in Thailand, as in Laos 
and South Vietnam, used targeted assassinations of communist 
leaders as one method to suppress their insurgencies. US 
support for these tactics in some cases is also a matter of 
historical record. Regarding his declared alleged vendetta 
against GEN Arthit, a press report from July 2006 listed 

seven attempts on Arthit\'s life during the year 1982 (he was 

a very unpopular general). Pallop\'s interview, in which he 
claimed to be responsible for these attacks, was given about 

a month after that press report. We are not aware of previous 
claims by Pallop to have tried to kill Arthit, and it seems 
possible that he simply read the press report in a popular 
newspaper, and decided to take credit. 


ISOC REDUX 


7. (C) Because ISOC turns up several times in Pallop\'s 
colorful biography, we provide here a very short history. 
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ISOC was the RTGVs vehicle for coordinating the fight against 
the communist insurgency in the 1970\'s and 80\'s, 
\"coordinating\" the security forces by giving the military 
control over police. Once the insurgency was over, ISOC went 
into decline. It became a dumping ground for the most 
incompetent members of the security forces, as police and 
military kept their better subordinates and fobbed off the 

least capable, or those who had lost favor with their bosses. 
During the late 1990\'s there was an attempt to revive ISOC 
to deal with transnational problems such as drug trafficking 
and refugees, but the organization never recovered its lustre. 


8. (C) After the September 2006 coup, military leaders 

began to talk about the possibility of rebuilding ISOC, 

viewing it as one way to break down the chronic stovepiping 
between security agencies that has so hindered Thai security 
efforts, particularly in the south. They planned a new legal 
mandate for the organization, and talked about basing it on 

the model US Homeland Security. GEN Sonthi, as army 
commander, took the helm at ISOC. Little progress was made, 
however, on reforming the organization. 


9. (C) On May 3, Pallop was appointed as \"Advisor\" to the 
ISOC director. This provoked a flurry of speculative 

articles, and a chance for Pallop to trot out his best bon 
mots for the press. Both PM Surayud and GEN Sonthi quickly 
quashed rumors that Pallop was brought back to manage 
operations in the South. One press report identified him as 
the \"public relations advisor\" to ISOC, but in fact his role 
seems to be undefined. GEN Sonthi made a point of saying 
that Pallop controls no personnel and has no operational 
authority. Based on what we have seen so far, this is true. 
We note that Pallop is not a security advisor to the 
government, or to the Army, but only to GEN Sonthi in his 
limited capacity as ISOC director. 


10. (C) So what is he doing? Pallop told the press that his 
main role would be to try to discourage anti-government 
demonstrators. His experience using the ISOC information 
network (allegedly 700,000 volunteers) was given as one 
reason to bring him back. Another was that he was seen as 
loyal to GEN Sonthi, who was a particular target of the 
protesters (REF A). Pallop emphasized that he would use 
persuasion, and not force, to keep demonstrators from 
descending on Bangkok, While evidence of his activities is 
still limited, we did catch a glimpse of his work on a trip 

to the Northeast (Thaksin country) earlier this week. A 

former MP, and strong Thaksin supporter, discussed the 
efforts of his former Thai-Rak-Thai faction to form a new 
party under new leadership. He recounted a phone call he had 
recently received from GEN Pallop\'s assistant. The assistant 
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passed along a message, urging the MP to remain peaceful, and 
promising that he would have a new party soon, with a new 
leader, \"a general, and a very good guy. The MP speculated 
that \"the general" in question might be GEN Sonthi -- rumored 
to be planning to join a party formed with this TRT faction. 
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(There are, however, several retired generals looking for 
parties to lead, so we won\'t jump to a conclusion yet.) 


COMMENT 


11. (C) We note that no contacts here have raised concerns 
about Pallop or his role. Our Human Rights Watch contact 
rolled his eyes and scoffed at the idea that Pallop had any 
responsibilities in the South. When we ask, the general 
reaction is that the appointment, like a number of others, 
was a Stupid idea. Pallop is still hated in the South for 

his role at Krue Se, he\'s a blowhard and an embarrassment. 
However, he is a loyal blowhard, wily, and with a network of 
contacts in the countryside that may be useful in monitoring 
possible anti-government activities. Under Thaksin, he had 
actual positions of responsibility - being the PM\'s deputy 
with responsibility for the day-to-day operations of ISOC, 
PM\'s advisor for security affairs, and director of an 
important institution in the South. Now, he is just the 
\advisor\" in ISOC, rather than its boss. Overall, we would 
assess that he has come down in the world, although not yet 
far enough. 
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E.O. 12958: N/A 

TAGS: EAGR, EFIN, ETRD, EINV, BEXP, BR 

SUBJECT: BRAZILIAN COMPANY BECOMES WORLD\'S LARGEST BEEF PRODUCER 
WITH PURCHASE OF U.S. COMPANY SWIFT 


REF: SAO PAULO 18 


1. The Brazilian company JBS-Friboi, the largest producer and 
exporter of beef in Latin America and the largest exporter of beef 

in the world, purchased 100 percent of Colorado-based Swift & 
Company for USD 225 million with the assumption of USD 1.16 billion 
in debt, giving the deal a total value of about USD 1.4 billion. 

The combined revenues of JBS-Friboi and Swift are approximately USD 
11.5 billion last year. Swift is the third largest beef and pork 

processor in the United States and the largest beef processor in 
Australia. With this purchase, JBS-Friboi becomes the world\'s 

largest beef producer, surpassing both Tyson Foods and Cargill. 

This acquisition gives the Sao Paulo-based company new access to the 
global market and the especially lucrative U.S. and Asian markets. 

The deal, which garnered a lot of attention and commentary in the 
Brazilian media, came as a surprise to many in the United States, 

who expected Swift to be sold all or in part to U.S. meat companies. 
End Summary. 


2. According to U.S. and Brazilian media, Swift began to experience 
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increasing debt in late 2003 when the United States first reported 
cases of mad cow disease and Japan temporarily banned imports of 
American beef. The company incurred further losses when, as part of 
an identity-theft investigation involving immigrants, U.S. 

immigration agents raided the companys plants in 2006 and found a 
large number of undocumented workers. These raids cost the company 
between USD 45-50 million in lost earnings and expenses to recruit 
and train new workers. Swift reported net sales of USD 2.09 billion 
for its fiscal third quarter ending this past February 25, down 6.9 
percent from net sales of USD 2.24 billion in the same period the 
previous year. For the fiscal year ending May 28, 2006, the company 
posted a loss of USD 129.55 million on sales of USD 9.35 billion. 


3. JBS-Friboi purchased Swift for USD 225 million with the 

assumption of USD 1.16 billion in debt, bringing the total 

transaction to approximately USD 1.4 billion. The takeover creates 

the world\'s largest beef producer in terms of animals slaughtered. 
Together the two companies have the capacity to slaughter 47,100 
cattle a day, surpassing Tyson\'s capacity of 37,100 and Cargill\'s of 
36,000. Swift\'s pork unit is the most profitable and includes three 

U.S. plants. As Friboi\'s strength is beef, the company intends to 
analyze the performance of the pork business and then decide whether 
to spin off or expand pork operations. 


4. The purchase reflects JBS-Friboi\'s consistent expansion 

strategy. The company began exporting fresh meat in 1997 and first 
expanded internationally in 2005 with the purchase of Argentine meat 
processor Swift Armour. While this is the largest purchase by 
JBS-Friboi to date, it is also part of a series of acquisitions 

intended to consolidate the company\'s global presence. According to 
JBS-Friboi chief executive Joel Mendonca Batista, the purchase is 
crucial for providing new \"distribution channels in Japan, Korea, 

and also in the United States.\" With this expansion, JBS-Friboi 
gains increased access to the markets of the United States and 
Australia. Together with Argentina and Brazil, these four countries 
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represent 50% of world meat consumption and more than 80% of world 


meat exports, making JBS-Friboi the new meat powerhouse in the world 
market. 
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5. This transaction represents another example of Brazilian 
companies increasing their investments outside Brazil as part of 
their strategy to diversify markets and attempt to become global 
players (reftel). End Comment. 


6. This cable was cleared/coordinated with Embassy Brasilia. 
MCMULLEN 
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E.O. 12958: N/A 

TAGS: EFIN, EINV, EAIR, PTER, KTFN, PREL, ENRG, ECON, IN, PK, IR, 
GM, UK 

SUBJECT: NEW DELHI WEEKLY ECON OFFICE HIGHLIGHTS 
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1. (U) Below is a compilation of Economic highlights from Embassy 
New Delhi for the week of June 25-29, 2007. 


COMING SOON - EFFORTS TO AMEND THE MONEY LAUNDERING ACT 


2. (SBU) During a meeting with Econoff on June 29, Joint Secretary 
of Revenue Mukul Singhal at the Ministry of Finance (who is charged 
with handling money laundering issues and represents India at the 
Asia Pacific Group (APG) on Money Laundering) confirmed that his 
ministry hopes to introduce amendments to the Prevention of Money 
Laundering Act (PMLA) during the next session of Parliament 
(expected to begin in mid-July to early August 2007). The 
amendments are under final review by the legal department and 
undergoing deliberations between Finance and other ministries. When 
Econoff asked if the amendments will be in line with FATF 
recommendations, Singhal replied that FATF is a universal agreement 
and India is being \"guided\" by its principles/recommendations. When 
asked about the likelihood of passing the amendments through 
Parliament, Singhal said to keep in mind that that the PMLA is 
\"produced by administrators, in the interest of administrators ... 

and without review by the judiciary.\" He and his colleagues at the 
Ministry of Finance are hopeful the legislation will be reviewed by 
Parliament and not referred to a standing committee, which can add 
months to legislative passage. When asked about GOl\'s participation 
at the upcoming APG Assessment training in Singapore, Singhal 
confirmed that GOI will send two participants. Econoff encouraged 
active participation by GOI officials at the APG (through 

presentations, volunteering to participate in assessment teams, 

etc.). Post will follow up with Finance contacts for the latest 

readout on India\'s participation at the ongoing FATF plenary in 

Paris. 


INDIA'S OUTWARD INVESTMENT SET TO EXCEED INBOUND FDI 
3. (U) Two recent studies highlight the noticeable growth in 

India\'s outbound investment, an emerging significant source of FDI 

in the world. A recent joint report prepared by the Federation of 
Chambers of Commerce and Industry (FICCI) and Ernst & Young on 
\"Direct Investments in the US by Indian Enterprises\" notes that 
India\'s total outbound equity investments exceeded $15 billion in 
2006 and are expected to cross $35 billion in 2007. The outbound 
forecast in 2007-08 exceeds the inbound FDI equity target of $30 
billion that India has set for the year. Another study \'Global 

Outbound FDI Potential of Indian Companies 2007\' conducted by Oxford 
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Intelligence points out that India\'s share of global outward 
investment has trebled over the last four years and outbound 
activity increased by 26% alone in 2006. While Tata\'s large 
acquisitions took the headlines, Indian overseas investments were 
rather broad-based, with small and medium firms in the $20-60 
million range making acquisitions in pharma and healthcare, 
irrigation, electronics, automotives, textiles, telecom, paint, 

paper and gems and jewelry sectors. 

4. (U) The FICCI Report also highlighted India and the USY surging 
bilateral investment flows. US equity investments in India doubled 
from the year before to hit $856 million in 2006-07; even more 
striking, Indian companies invested over $2 billion in the US in 
2006-07. The information technology (IT) and IT-enabled services 
sectors accounted for nearly half of India\'s deals in the US in 
2006-07. The study also found that in the business process 
outsourcing space, Indian companies are now increasingly opening up 
units in the US, providing opportunities of large-scale employment 
there, and giving rise to a \"reverse outsourcing\" trend. FICCI 
Secretary General Amit Mitra expects that India\'s cash-rich and 
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highly profitable companies could invest roughly $10 billion in the 

US by 2010. 

PLANS TO DEVELOP NEW GREENFIELD AND SMALL AIRPORTS 
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5. (U) The Associated Chambers of Commerce and Industry of India 
(ASSOCHAM) held a National Summit on Aviation Industry Issues on 
June 27, bringing together 75 participants from industry, NGOs, 
government, diplomatic missions, and media. Civil Aviation Joint 
Secretary K N Srivastava stated that given the interest in 
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developing smaller airports, the Airport Authority of India (AAI) 

and private industry were planning to develop at least six 

greenfield airports and 50 smaller airports within the next five 

years in Maharashtra, Gujarat, Karnataka, and Bihar, among others. 
Plans to build rail links to/from airports for ten major cities, 

including Delhi, Mumbai, Hyderabad, and Pune, were also highlighted. 
Other panelists emphasized the need to address consumer concerns, 
the inadequacy of aviation regulations, the shortage of properly 
trained ground and cabin personnel, and the industry\'s need to meet 
the demands of international clients. 


CHALLENGES FACING SOUTH ASIA REGIONAL INTEGRATION 
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6. (U) Ejaz Ghani, Economic Adviser at the World Bank, on June 27 
chaired a multi-country video panel from Washington on the World 
Bank report \"South Asia: Growth and Regional Integration\". 
Participants from India, Pakistan, Afghanistan, Bhutan, and Sri 
Lanka provided their suggestions and critiques to Ghani on the 
report. The event emphasized The South Asian Association for 
Regional Cooperation (SAARC) member countries\' overall desire to 
cooperate economically, although the majority of member countries 
present at the video conference highlighted political differences, 
primarily between Indian and Pakistan, as a barrier to growth. 


7. (U) Ghani stressed the need for regional collaboration in three 
primary areas - energy, transportation, and water. On energy, he 
said there is an abundance of clean energy in the region and 
energy-surplus countries can gain from exporting their supplies. On 
transportation, he said the cost and difficulty of border crossing 

and border transfers are among the largest impediments to growth. 
Ghani highlighted geography and infrastructure as underutilized 
resources and added that intricate non-tariff barriers, such as 
indirect supply chains requirements, hinder growth. On water, he 
said flood control is essential to prevent constant infrastructure 
damage, which in turn could improve water availability and power 
generation. One of the greatest advantages of regional cooperation, 
he emphasized, would be poverty reduction - particularly for 
states/districts in the outlying areas of a country (among the 
poorest in India). Ghani noted the political climate for regional 
integration has improved in recent years and that there is a demand 
for sub-regional and regional cooperation despite political 
differences. He also mentioned that the private sector sees 
regional cooperation as a new opportunity for growth. 


8. (U) South Asian participants raised a number of issues, mostly 
political in nature. Pakistani speakers expressed concern that 
South Asian countries produce many of the same products, which 
results in more competition than collaboration on both high-value 
and low-value products. Both Indian and Pakistani members stressed 
political differences between their countries as barriers to 
collaboration. The Afghans questioned the potential for regional 
integration when more than 90 percent of the subcontinent\'s GDP is 
constituted by Pakistan and India, resulting in \"no real cooperation 
and no real integration.\" In addition to overcoming political 
differences with border countries, they stressed concerns about 
security and political stability in Afghanistan. 


9. (U) The Bhutanese recommended multilateral organizations like 

the World Bank and Asian Development Bank coordinate regional 
efforts to avoid duplication and accelerate practical regional 

solutions. They also commented that SAFTA has been a slow process 
and much more needs to be done on customs procedure, transportation 
infrastructure, etc. The Sri Lankan delegation worried that 

economic integration between China and India, which the report 
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promotes, might benefit SAARC member countries in the short run with 
lower consumer prices, but harm India and its neighbors\' competing 
industries in the long run. The Bangladeshi representative 
recommended establishing regional authorities for water, energy, and 
transportation. He was pleased with India\'s newfound will (as the 
current SAARC chair) to increase regional and sub-regional 
cooperation. 


LALU CONTINUES TO PROMOTE 
TRANSFORMATION OF THE INDIAN RAILWAYS 


10. (U) Railway Minister Lalu Prasad has become a regular featured 
speaker for student groups. On Thursday, June 28, he addressed a 
graduating class from the Indian Foreign Service Institute as well 

as guest diplomats and media about transforming the enormous Indian 
railway system into a profit making organization. Citing his rural 

and modest background as an inspiration to making the railways 
affordable to the \"common man,\" he highlighted the importance of 
rooting out corruption in an effort to further reduce passenger 

fares. Fiercely affirming that India has a social responsibility to 
provide affordable transportation to the masses, he maintained 
privatization is not the answer (though he invites private sector 
participation in modernizing the railway system). Unlike many of 

the European railways which Minister Prasad recently visited, he 
noted that India\'s railways are often overcrowded and lack many of 
the same amenities. Though it will take time, Prasad said, his 

vision for the railways requires an Indian version and not simply an 
adoption of Western systems, which will include world class 

stations, facilities for farmers at stations, and a dedicated 

freight corridor. 


11. (U) Visit New Delhi\'s Classified Website: 
http://www. state.sgov/p/sa/newdelhi. 


Mulford 
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E.O. 12958: DECL: 06/28/2017 
TAGS: KJUS, PREL, SA, AF, IBRD, FR 
SUBJECT: FRANCE INCREASING JUSTICE AID TO AFGHANISTAN 


REF: STATE 87370 


Classified By: Political Minister-Counselor Josiah Rosenblatt 
for reasons 1.4 b and d. 


1. (C) SUMMARY: On June 28, MFA sources confirmed that that 
the new French administration is showing much more interest 
in Afghanistan, and that France plans to increase civil 
assistance to Afghanistan in a number of ways. The GOF has 
decided to provide an expert and some funding for a regional 
field office as part of the Provincial Justice Coordination 
Mechanism. The MFA is also considering a contribution to the 
Afghan Reconstruction Trust Fund. In addition, France is 
augmenting its existing program of bilateral assistance by 
expanding its work with Afghan Supreme Court justices, 
engaging with the Afghan National Police regarding juvenile 
justice, and discussing with Kabul and the UNDP a training 
program for parliamentarians. Due to a ministerial-level 
scheduling conflict, the GOF will be represented in Rome by 
Michel Filhol, MFA A/S-equivalent for Asia and Oceania. END 
SUMMARY. 
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2. (C) On June 28, we presented reftel demarche to MFA desk 
officer for Afghanistan Cyril Gerardon, who noted that the 
Sarkozy Government is keen to expand its assistance to 
Afghanistan. In response to our queries, he made the 
following comments: 


-- Provincial Justice Coordination Mechanism (PJCM): 
Gerardon stated that France is prepared to provide a 
technical expert and some funding for one regional field 
office as part of the PUCM, preferably in Mazar-e-Sharif or 
Bamian. 


-- Multilateral Funding Mechanism: France has not yet made 

any national contribution to the Afghan Reconstruction Trust 
Fund, but is seriously considering doing so. There is no 

budget decision yet, so no contribution will be announced in 
Rome. October is a more likely timeframe for a potential 
announcement. According to Gerardon, the Law and Order Trust 
Fund for Afghanistan is not actively being considered as an 
option now, but it could be considered at a later date. 


-- Bilateral Assistance: France has focused on bilateral 
assistance thus far, including the justice sector, and plans 

to expand its current programs while considering new ones. 
First, the French-German initiative to provide training to 
Afghan Supreme Court justices will move into a second phase, 
with a sum of 2.2 million euros allocated for the development 
of a national training center for judges in Afghanistan. 
According to Gerardon, the project is not yet confirmed, as 
details are still being worked out with the Government of 
Afghanistan. Secondly, France is moving into capacity 
building for Afghan National Police officers dedicated to 
working on juvenile offenses cases. Thirdly, France is 
working with the U.N. Development Programme in Kabul 
regarding a possible project of Parliamentary training on 
public administration. Though the project is not yet 
confirmed, it would have a budget of approximately two 
million euros. 


3. (C) France will be represented at the Rome Conference by 
Michel Filhol, the MFA\'s Assistant Secretary-equivalent for 
Asia and Oceania and former French ambassador to Singapore. 
Gerardon explained that French Prime Minister Fillon is 
addressing the French National Assembly on July 3, where all 
ministers without exception are expected to be present. Rama 
Yade, State Secretary for Foreign Affairs and Human Rights 
and a rising star in Sarkozy\'s administration, was therefore 
obliged to cancel her participation in the conference, and 

other higher-level French participation is precluded as well. 
Gerardon stressed that this is an unfortunate accident of 
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timing. 


4. (C) COMMENT: It appears that the French administration 

is much more open now to a more active engagement in 
assistance to Afghanistan, including in the justice sector. 

Post recommends further encouragement on the sidelines of the 
Rome conference. Gerardon stated that for the MFA 
Afghanistan desk, this moment offers a real opportunity for 
engagement following three years of inactivity and 

frustration. END COMMENT. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, EAID, LY, GV 
SUBJECT: QADHAFIYS ROAD TRIP THROUGH GUINEA 


1. (SBU) SUMMARY: Libyan leader Mu\ammar Qadhafi\'s road 
trip to the AU Summit in Accra brought him through Guinea for 
48 hours. Guineans celebrated Qadhafi\'s visit with a 

national holiday as they looked forward to new promises of 

aid for Guinea, which Qadhafi gave. On its side of the 
promise, Guinea announced its support for Qadhafi\'s United 
States of Africa. Guinea\'s cabinet came out with a strong 
show of support for the Libyan delegation, accompanying them, 
by road, across the country. To the Guinean military, the 

visit was seen as a victory for the hale and hearty Prime 
Minister over the infirm Conte. END SUMMARY 


2. (U) On June 24, Libyan leader MuVammar Qadhafi arrived in 
Conakry to pay a visit to Guinean President Lansana Conte, as 
part of his road trip to the AU summit in Accra. However, 
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the visit turned out to be more of a showcase for Prime 

Minister Kouyate and his cabinet than Conte. Qadhafi was 
welcomed at the Malian border by Kouyate and several of his 
ministers and then drove to Conakry, where he was welcomed by 
President Conte. In honor of the visit, Monday was declared 

a holiday, \"Qadhafi Day,\" so that everyone could attend a 
rally/speech at the national stadium in Conakry. 


3. (U) At the rally, Kouyate pledged his (and Conte\'s) 
support for Qadhafi\'s \"United States of Africa,\" which the 
Libyans are pushing while making their way to the Summit. 
Kouyate stated that Guinea would be willing to give up some 
sovereignty in favor of integration into the proposed U.S. of 
Africa. As for Qadhafi, while his speech sounded the now 
familiar theme of support for African integration, he also 
blamed the ills of the continent on others. The Libyan 
leader did offer new promises of aid to Guinea. 


4. (U) Qadhafi promised several hundred thousand dollars in 
aid for projects in the energy sector, the construction of 
housing, and support for agricultural development projects in 
Guinea. He also promised to help with restoration of a 
pineapple factory project in Salguidia, new uniforms for the 
military, as well as cooperation between their Central Banks 
to help stabilize the Guinea Franc. 


5. (SBU) COMMENT. This visit was Kouyate\'s second Libyan 
connection in the last few weeks. Earlier this month, 

Kouyate stopped in Libya just before beginning his U.S. 

visit. Military sources report that Guinean soldiers saw the 
visit as a victory for Kouyate. Kouyate enjoyed significant 
face time with the Libyan leader and widespread press 
coverage. During Qadhafi\'s visit with Conte, the Guinean 
President could only stand for 3 or 4 seconds during the 
meeting before collapsing back into his chair. Qadhafi\'s 

visit was his first to this part of Africa in a long time. 

His speech did not reveal anything new, and it remains to be 
seen if Qadhafi will deliver on his promises. Many Guineans 
expressed some doubt about real support for Guinea, instead 
seeing the trip as more of a PR event for an ideology of the 
past, a notion no doubt reinforced when Qadhafi referred to 
Guinea using the name the country went by during Sekou Toure 
era. We will continue to follow the relationship between 
Kouyate and Qadhafi. In his outreach to non-traditional 
partners, Kouyate seems determined to get help any way he 
can. END COMMENT. 

KAEUPER 
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WARSAW FOR RSEAMAN, ABU DHABI FOR GMULLINAX 
STATE FOR SCA/PB AND EB/ESC/TFS LLAMBERT 
TREASURY FOR PDERGARABEDIAN, ASHARMA 
JUSTICE FOR LSAMUEL 


E.O. 12958: N/A 

TAGS: KTFN, PTER, EFIN, PK 

SUBJECT: HIGH LEVEL APG DELEGATION TO VISIT REGARDING STALLED AML 
LEGISLATION 


1. (U) This is an action cable. Please see paragraph 8. 


2. (SBU) Summary: The Asia Pacific Group is sending a high level 
delegation to Pakistan July 2-3 in order to impress on the GOP the 
seriousness with which they regard Pakistan\'s lack of progress on 
passing anti-money laundering legislation, which has languished in a 
standing committee of Parliament for almost two years. An amendment 
to the Banking Companies Act, which would have included many of the 
anti-money laundering provisions in the stalled bill, was attached to 
budget legislation, but was rejected by the Senate on June 23. 
Parliamentarian Haroon Piracha, a member of the Standing Committee on 
Finance in the National Assembly, expressed frustration at the lack 

of movement on the bill, but also voiced concerns over potential 
economic ramifications. Piracha was unaware of the high-level 
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mission as well as of the serious consequences that could result if 
the APG takes action against Pakistan for failing to pass an 
internationally acceptable anti-money laundering bill. We request 
instructions to demarche the GOP on these consequences, to ensure 
that the Government is cognizant of the possible ramifications of its 
foot dragging. End Summary. 


3. (SBU) Background: In 2002, the Department of Justice (DOJ) worked 
closely with the GOP to craft an anti-money laundering (AML) bill 

that would meet international standards. Before the bill could reach 

the Cabinet for a vote, it was changed in order to \"harmonize\" with 

the Indian AML legislation - which did not meet international 

standards, according to the DOJ. Eventually the GOP revised the bill 
again; however, it still fell short of what was needed to meet 

Financial Action Task Force (FATF) requirements. In September 2005, 
the AML draft legislation was approved by the Cabinet. While it was 
closer to 

meeting international standards, it still fell short in several key 

areas; namely money laundering itself was not considered an 
independent crime, and asset seizure and forfeiture provisions were 
inadequate. The bill was sent to the Standing Committee on Finance 
for review and possible amendment before being sent to a vote by the 
full National Assembly. 


4. (SBU) On June 28, Econoff met with Parliamentarian Haroon Piracha 
from the ruling PML-Q party. Piracha, a US-educated banker, joined 

the Standing Committee on Finance in December 2006. Piracha informed 
Econoff the Standing Committee had completed its review of the bill 

and passed it back to the Ministry of Finance (MOF). 


5. (SBU) The Standing Committee on Finance formed a subcommittee 
comprising 5-7 members in order to expedite the committee\'s final 
review of MOF changes before sending it to the full National Assembly 
for a vote. Piracha said the subcommittee had not met yet. (Note: 

In a conflicting statement, Javed Malik, Additional Secretary, 

Ministry of Finance, told Econcounselor June 12 that the bill was 
currently being reviewed by this subcommittee and that the 

legislation would be put into final form by June 25 and submitted to 

the National Assembly. Malik was aware of the APG\'s impending visit 
and appeared anxious to demonstrate that progress was being made, but 
as of June 29, the bill is still in limbo. End Note) Econoff offered 

to have the Embassy\'s Legal Advisor review the final amendments with 
the subcommittee, an offer Piracha welcomed, once he returned from a 
trip abroad in a few weeks. 


6. (SBU) Although he agrees that a comprehensive money-laundering 
bill should be passed, Piracha voiced concerns over its potential 
economic ramifications. He feared that recent banking sector reforms 
that encouraged overseas Pakistanis to send their remittances through 
legal banking channels instead of hawalas or hundis could be undone. 
Concerns about monitoring of transactions might also discourage 
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investment in Pakistan. The provision for asset forfeiture, he 
believed, could be abused for political reasons. Piracha promised to 
give us a copy of the final version of the bill. 
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7. (SBU) Econoff informed Piracha that a high-level mission from the 
Asia Pacific Group (APG) was scheduled to visit Pakistan July 2-3 to 
discuss the status of the AML bill and the consequences of further 
inaction. (Note: The APG is a regional, FATF-like organization tasked 
with disrupting money-laundering channels. End Note) Econoff 
informed Piracha of the negative ramifications if Pakistan were to be 
placed on the APG\'s \"watch list.\" They include: the cessation of all 
correspondent banking relations between the U.S. and Pakistan; the 
generation of a Suspicious Transaction Report for all transactions 
involving Pakistani banks; and a three-day hold on all international 
money transfers cleared through U.S. banks. Piracha expressed shock 
at the extent of possible APG sanctions, and agreed it was imperative 
Parliament pass the bill quickly. Piracha said all parliamentarians 
were concerned about the date of the next elections, and that if they 
happen more quickly than expected, the new legislature would have to 
start from \"ground zero\" with the AML bill. Piracha believes the 

bill should be voted on no later than September in order to ensure 

this Parliament will review it, otherwise it will be another long 

wait. 


8. (SBU) Action Requested: It does not appear that there is general 
awareness in Pakistan of the possible repercussions of failing to 
pass AML legislation in the near future. The impending visit of the 
APG delegation is a signal that patience is wearing thin. Post 
requests Demarche instructions for delivery to the GOP highlighting 
the consequences of being placed on the APG\'s watch list. 


PATTERSON 
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E.O. 12958: DECL: 6/29/2017 

TAGS: MOPS, PREL, PGOV, PINR, ASEC, LT 

SUBJECT: LESOTHO ARMY COMMANDER: \"WE HAVE FRUSTRATED THE COUP 
PLOTTERS\" 


REF: A) MASERU 367 AND PREVIOUS; B) MASERU 355 


MASERU 00000378 001.2 OF 002 


CLASSIFIED BY: Charge d\'Affaires a.i. W. Patrick Murphy, CDA 
a.i., EXEC, DOS. 

REASON: 1.4 (a), (b), (d) 

1. (C) Summary: The Commander of the Lesotho Defence Forces 
(LDF) told diplomats on June 26 that security forces thwarted a 
coup attempt in mid-June which had been in the works since 
December 2006. He alleged the coup effort, which had the 
support of some active and former military personnel, was 
\"linked to opposition parties who were not confident they could 
win at the ballot box (in February).\" The Commander said that 
he believed the majority of LDF soldiers were loyal to military 
command and to the ruling government, adding that \"no coup will 
succeed without the support of the military, and there is no 

such support.\" The acting Minister of Foreign Affairs 
subsequently registered \"discomfort\" over the diplomatsY meeting 
with the LDF commander, expressing concerns that the media, 
whose \"distortion of the news cost the GOL many seats\" in the 
election, would get the \"wrong perception\" if observing the 
diplomatic corps meeting with Lesotho\'s military leaders. 

During a later press conference, the Minister of Communications 
denied allegations of internal factions within the LDF. It 

appears the GOL remains confused and frustrated by recent 
attacks and the potential involvement of military personnel. 
Despite outward appearances of normalcy, growing allegations of 
extrajudicial arrests and abuse and mistreatment of detainees 
(septel) suggest that the GOL is still grappling with perceived 
political and security threats. End Summary. 


2. (SBU) On June 26, at the request of the acting Dean of the 
diplomatic corps (Irish), resident Ambassadors and Chargis 
called on General Thuso Motanyane, Commander of the Lesotho 
Defence Forces (LDF). Diplomats agreed to participate in the 
unusual call due in part to renewed security concerns involving 
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Lesotho military soldiers, including the shooting in Maseru on 

June 23 of a Ministry of Gender employee at an LDF checkpoint as 
well as sporadic gunfire at LDF guard posts in neighborhoods 

with a high concentration of diplomats and missions. Joining 

the A/Dean were the European Commission Ambassador, the South 
African High Commissioner, the new Libyan Ambassador (who has 
not yet presented credentials), the U.N. Resident Coordinator, 

and the U.S. and Chinese Charges. The LDF Deputy Commander, 
Chief of Staff for logistics, and Chief of Staff for operations 

(all Brigadiers General) accompanied General Motanyane. 


3. (C) General Motanyane expressed surprise to see the entire 
diplomatic corps, saying he had been expecting only the A/Dean. 
He nonetheless proceeded to give a robust briefing on recent 
attacks, Lesotho\'s week-long curfew, LDF operations in response 
to the attacks, and the conduct of LDF soldiers. Motanyane 
reiterated themes that other senior GOL officials (including the 
Deputy Prime Minister and the Commissioner of Police) have 
recently raised with diplomats (ref B), namely that security 

forces had in mid-June thwarted a coup attempt that involved 
active and former military personnel. Motanyane said these 
military personnel may not have acted as central planners, but 
\"had certainly\" aided and abetted efforts to overthrow the 
government. The coup planning, he said, had been underway since 
December 2006 and was \"of course linked to opposition parties 
who were not confident they could win at the ballot box.\" 


4. (C) General Motanyane said that following attacks on GOL 
ministerial residences, which involved the kidnapping and 
disarming of LDF soldiers, the LDF launched \"intense operations\" 
to find the perpetrators and reclaim seized weapons. On the 
basis of immediate suspicions of the involvement of military 
personnel, Motanyane said that the LDF had arrested one active 
major, who commanded troops involved in the post-attack 
operations, as well as several other unidentified retired 

officers and civilians - some of whom he stated \"had attended 
rallies of the opposition ABC party.\" The General said he 
believes the LDF and police have identified and \"frustrated\" the 
coup ringleaders, and are close to providing the Attorney 
General with the basis for prosecutions on treason charges, but 
added that the arrested major and others were not the coup 
leaders, but rather \"helped facilitate the perpetrators in 
obtaining and seizing officials weapons.\" 


5. (C) Dismissing recent shooting incidents at the residence of 
the Minister of Gender as \"nothing more than friendly fire,\" 
General Motanyane said the LDF\'s top priority was to confiscate 
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weapons from those \"who clearly have the intent to overthrow the 
government. If we don\'t get the weapons, the government and 
general population remain at risk.\" He opined that the 
perpetrators are expert attackers who clearly have had military 
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training" He said that he believed the majority of LDF 
soldiers were loyal to military command and to the ruling 
government, adding that \"no coup will succeed without the 
support of the military, and there is no such support.\" 


6. (C) On June 27, the acting Minister of Foreign Affairs, 

Minister in the PM \'s Office Phooko, called in the Irish 
Ambassador to express GOL \"discomfort\" over the diplomats\' 
meeting with the LDF commander. Phooko, joined by Minister of 
Communications Metsing, said the GOL preferred that the 
diplomatic corps use \"regular structures\" (i.e. the MFA) to 
communicate with the government. Phooko expressed concerns that 
the media, which he said the GOL blames for \"distortion\" and for 
costing the GOL \"many seats\" in the February election, would get 
the \"wrong perception\" if observing the diplomatic corps meeting 
with Lesotho military leaders. Of note, the Minister of 
Communications gave a press conference on June 28 at which he 
denied allegations of internal factions within the LDF. He 
acknowledged, however, that the recent attacks had \"threatened 
the rule of law.\" 


7. (C) Comment: On the basis of contradictory security 
assessments offered by various senior officials (publicly and 
privately), profound suspicions of the local media, consistent 
barbs and allegations directed at the political opposition, and 
a desire to control information to the local diplomatic 
community, it appears that the GOL remains confused and 
frustrated by recent attacks and the potential involvement of 
military personnel. The GOL has publicly downplayed its 
concerns about disloyal troops, and there are no visible signs 
of immediate threats to the GOL\'s firm control and ability to 
function. The ongoing military and law enforcement sweep, 
however, that has resulted in growing allegations of 
extrajudicial arrests and abuse and mistreatment of detainees 
(septel), suggests that the GOL is still grappling with 
perceived political and security threats. End Comment. 
MURPHY 
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E.O. 12958: DECL: 06/26/2017 
TAGS: PGOV, PREL, AJ 
SUBJECT: A WINDOW INTO PRESIDENT ALIYEWS DACHA 


Classified By: Charge Donald Lu for reasons 1.4 (b, d). 


1. (C) While visiting Baku June 17-19 for the GUAM summit, 
EUR DAS David Kramer attended a luncheon hosted by President 
Aliyev at his beach-front dacha in a Baku suburb. Aliyev 

hosted the luncheon for GUAM summit delegation heads, 
including the presidents from Georgia (and his wife) and 
Ukraine, the Prime Minister from Moldova, and summit 
observers (DAS Kramer, Lithuanian President Adamkus, the 
Bulgarian Vice President, and Estonian and Latvian 
Representatives, as well as the GUAM Secretary 
Chechelashvili). DAS Kramer\'s attendance and observations at 
this event provided an interesting optic into President 

Aliyev\'s role as host. 


2. (C) A luxurious bus rushed Kramer and party attendees 
from downtown Baku to Aliyev\'s dacha in the northern Baku 
suburb of Mardakan. (NOTE: This presidential dacha was 
built by former President Heydar Aliyev in 1981 and was 
renovated this year. Current President Aliyev was clearly 
proud of the accommodations, describing it for his guests. 
The local taxi-driver rumor mill asserts that Ilham Aliyev is 
very popular among local residents in Mardakan. Prior to 
assuming the presidency and while conducting business in 
Russia, Ilham reportedly assisted many local Mardakan 
businessmen in establishing their business interests in 
Russia. One driver told us that Ilham sometimes drives 
himself in Mardakan -- with limited or no security -- because 
of his positive reputation among local Mardakan residents. 
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END NOTE.) The bus was decked out with individual TV 
monitors and plush seats, and sped toward the Presidential 
dacha through roads that were completely cleared of vehicle 
traffic. 


3. (C) Guests were greeted by President Aliyev and First 

Lady Mehriban Aliyeva, and a nearly four-hour feast ensued. 
Guests were treated to multiple courses, with plenty of 

caviar, sturgeon, and wine, interspersed with frequent 
vodka/wine toasts. The dacha was extravagant and 
overwhelming in terms of its decor and size. For example, 
there were several underground saunas and an enormous indoor 
swimming pool. An indoor fountain and gold trimming 
throughout underscored the extravagance of the dacha. The 
decor was abruptly modern (and reportedly had been 
redecorated by the same French designer currently renovating 
the Presidential Apparat). The view of the Caspian was 
stunning. President Aliyev and Mehriban Aliyeva appeared 
comfortable and in their element, appearing to relish the 
opportunity to impress their guests. Following the sumptuous 
lunch, guests were bussed to a \"tearoom,\" where guests were 
offered much more than tea. There was another enormous 
swimming pool, this one outside, and plenty of desserts and 
drink. 


4. (C) Both Lithuanian President Adamkus and his wife 
confided to Kramer their discomfort (which Kramer completely 
shared) with the ostentatious display and opulence. Y"! would 
be thrown out of office if | had something like this in 

Vilnius,\" Adamkus whispered to Kramer. There appeared to be 
an eerie sense of disconnect between President Aliyev\'s 
personal, private residence and the socioeconomic conditions 
for average Baku residents. 


Comment 


5. (C) The above description is only one anecdotal window 

into Aliyev\'s personal life, but it rings true based on other 
reports of Aliyev\'s abundant wealth. It is unclear whether 
Aliyev understands or is concerned with the sharp contrast 
between his life and that of average Azerbaijani citizens, 

many of whom are struggling with the macroeconomic effects of 
Azerbaijan\'s growing energy income. 


6. (U) DAS Kramer cleared this message. 
LU 
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E.O. 12958: N/A 

TAGS: ECON, ETRD, KIPR, AORC, BU 

SUBJECT: THE UNITED STATES PATENT AND TRADEMARK OFFICE (USPTO) GIPA 
ENFORCEMENT OF INTELLECTUAL PROPERTY RIGHTS COPYRIGHT PROGRAM, 
AUGUST 6-9, 2007, ALEXANDRIA, VIRGINIA 


REF: A) SECSTATE 83242 


1. (U) Post nominates Mr. Georgi Damyanov and Mr. Bisser Yankov, of 
the Bulgarian Ministry of Culture, Copyright Directorate, for USPTO 
GIPA training scheduled for August 6-9, 2007 (per reftel). Mr. 
Damyanov has been Head of the Copyright Directorate at the Ministry 
of Culture since 2002. Before that, he worked as head of the 
Distribution Department at the Copyright Agency and was the director 
of the Musicator and Equipex companies. In his present capacity, 
Damyanov is responsible for overseeing the process of formulating, 
coordinating and implementing the government policies on copyright 
issues. His directorate takes the lead in IPR enforcement with 

regard to copyright legislation: conducts inspections, imposes fines 
and issues expert opinions against copyright violators. 


2. (U) Mr. Bisser Yankov has been with the Copyright Directorate at 
the Ministry of Culture since 2002. In his capacity as a senior 

legal adviser, Yankov is responsible for arguing copyright cases in 
court, drawing up statements against copyright infringements, etc. 
Yankov serves as a secretary of Working Group 18 which has 
introduced the EU copyright regulations in Bulgaria, and is a 
representative for the Ministry in the international IPR 
organizations. In 2003-2005, Mr. Yankov has been Ministry\'s point 
of contact for the EU PHARE-funded project for building a national 
IPR database network. 


3. (U) Post believes in the strong professional skills of the two 
nominations under this program. The Bulgarian candidate(s) are 
unlikely to travel without funding assistance. Post respectfully 
requests USPTO funding for per diem, visa charges, lodging, and U.S. 
ground transportation. We greatly appreciate USPTO\'s efforts with 
this program. 
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4. (U) Nominees\' contact information: 


--Mr. Georgi Damyanov 

Copyright Directorate, 

Bulgarian Ministry of Culture, Director 

17, Stambolyiski Blvd., 1040 Sofia, Bulgaria 
Tel. (859-2) 940-0821 

Fax. (359-2) 980-5388 

E-mail: G.Damyanov@mc.government.bg 


Work Experience: 

--2002-Present Copyright Directorate, Ministry of Culture, Sofia, 
Bulgaria, Director. 

--1994-2002 Equipex company, Director 

--1991-1993 Musicator company, Director 

--1975-1990 Distribution Department, Copyright Agency, Director 


Education: 
--1975-1980 \"St. Kliment OhridskiW Sofia University, Law degree, 
Specialization in Copyright Law 


Seminars and Trainings: 

--August 2004 IPR law enforcement training, State Department, 
Washington D.C. 

--November 2003 Introduction to Public Administration, Institute for 
Public Administration and EU Integration, Sofia, Bulgaria 


--Mr. Bisser Yankov 

Copyright Directorate, 

Ministry of Culture, Senior Legal Adviser 
17, Stamboliyski Blvd., 1040 Sofia, Bulgaria 
Tel. (859-2) 940-0812 

Fax. (359-2) 980-5388 

E-mail: B.Yankov@mc.government.bg 


Work Experience: 

--1997-2000 Legal Internship 

--2002-Present Copyright Directorate, Ministry of Culture, Sofia, 
Bulgaria, Senior Legal Adviser 


Education: 
--1994-1999 \"St. Kliment Ohridski\" Sofia University, 
Law degree, Specialization in International Public Law 


Seminars and Trainings: 

--Jun-July 2002 DL-101 Introduction to IPR, Distant Learning 
Training, WIPO 

--November 2002 TRIPS-related IPR Law Enforcement, USPTO 
--2003 Introduction to Public Administration, Institute for Public 
Administration and EU Integration, Sofia, Bulgaria 

--June 2003 WIPOnet project, WIPO, Geneva 
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--November 2003 Copyright training, WIPO Geneva, Patent Office 
London 

--June 2004 USPTO training 


--Embassy Sofia Point of Contact (POC) will be Economic Specialist 
Danko Tonev. Contact information for Mr. Tonev follows: (Office) 


359-2-937-5212, (Fax) 359-2-937-5320, and (E-mail) 
tonevdt@state.gov. 
BEYRLE 
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STATE FOR WHA/EX AND WHA/CAR 
S/CRS 

SOUTHCOM ALSO FOR POLAD 
STATE PASS AID FOR LAC/CAR 
INR/IAA 

WHA/EX PLEASE PASS USOAS 


E.O. 12958: DECL: 04/13/2017 

TAGS: PGOV, PHUM, PREL, HA 

SUBJECT: THE POLITICAL BASIS FOR VIOLENCE IN GONAIVES - 
PART 2 OF 3 

REF: PORT-AU-PRINCE 966 


PORT AU PR 00001148 001.2 OF 002 


Classified By: AMBASSADOR JANET A. SANDERSON, REASONS 1.4(B) AND (D). 


1. (C) Summary. Like their local political leaders, civil 
society leaders in Gonaives believe that insecurity in 
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Gonaives results from the political rivalry between Prime 
Minister Jacques Edouard Alexis and Senator Youri Latortue. 
According to postVs interlocutors, gang leaders, who are 
linked to Senator Youri Latortue, prey on the local populace 
and foment unrest to discredit the government. Atthe same 
time, residents resent the government and the Haitian police 
(HNP) for their inability to deliver services and protect the 
citizenry. While leaders express hope that recent changes in 
HNP leadership will improve the security climate, they report 
that many residents believe that the re-establishment of the 
army would be more effective in combating gangs and restoring 
order. End summary. 


2. (C) Poloff on May 30-31 conducted nine interviews in 
Gonaives, of which two were with politicians, two with law 
enforcement, and five with civil society. This second cable 
reports on the interviews with Catholic Bishop Yves-Marie 
Pean, the national voodoo organization leader Line Nelson, 
civil society representative Jacky Jean-Noel, restaurant and 
hotel proprietor Hans Thiesfeld, and Joseph Jean-Louis, a 
judge on the Appeals Court of Gonaives and a professor and 
director of the School of Law and Economic Sciences. 


3. (C) Line Nelson, the secretary general of Zantray, the 
Voodoo sector\'s representative organization, claimed that 
Gonaives was dangerous because the authorities tolerated the 
gangs that were aligned with Latortue\'s political party, The 
Artibonite in Action (LAA). Because of the authorities 
acquiesence, no one protected members of civil society who 
spoke out against the gangs. For example, Nelson asserted 
that gang members on April 13 at 3:00 AM murdered Zantray\'s 
former secretary general, Edouard Johnson. The HNP arrested 
the alleged perpetrator only under pressure from Zantray. 
Separately, Nelson claimed that before the change in 
leadership at the HNP, Senator Latortue would go to the local 
police station at midnight and secure the release of arrested 
gang members. When asked how he obtained this information, 
he replied that HNP officers told him. He allowed that the 

HNP in Gonaives changed for the better under its new 
leadership that arrived in May. 


4. (C) Catholic Bishop Yves-Marie Pean noted that until the 
recent HNP crackdown on gangs, Gonaives was the victim of a 
\\culture of impunity.\\' Since the GoH did not have 

effective law enforcement in the city, residents felt 

unprotected from the gangs if they were to speak out against 
them. Everyone understood that the gangs in Raboteau did not 
make idle threats, as the murder of journalist Alix Joseph 
reinforced (Note. Joseph, a noted grass-roots democracy 
activist, reportedly received death threats from gang members 
after speaking out against gang violence. See reftel.) 
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Pean, who denounced the violence, placed security guards in 
his residential compound, even though he did not feel 
directly threatened by the gangs. While Pean assiduously 
avoided any mention of politicians or political factions, he 
opined that residents were asking for the return of the army 
because in the past, the army Wkept the situation under 
controlAW' 


5. (C) Jacky Jean-Noel believed that Gonaives suffered from 
insecurity \\'that was a form of opposition to the GoHW 
caused by politically ambitious persons, \\'some of whom 
should be behind bars, but are seeking office. You know who 
| am talking about.\\' Jean-Noel claimed that Latortue was 
not as popular as some may believe, but that because of his 
long established ties with the gangs, Latortue is part of a 
strong minority able to disrupt events that support Prime 
Minister Alexis, as seen when demonstrators threw rocks at 
Alexis during Judge Hugues St. Pierre\'s funeral. Jean-Noel 
claimed to know definitely that Latortue is stockpiling arms 
and that the local longshoremen were aligned with Latortue. 
(Comment: Longshoremen initially made up the bulk of the 
notorious WCannibal Army\\ gang in Gonaives. End comment.) 
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Conversely, according to Jean-Noel, though Latortue\'s 

popularity may be exaggerated, many Gonaives residents oppose 
President Rene Preval because they view his administration as 

a continuation of Lavalas rule. 


6. (C) Hans Thiesfeld, a local businessman and part owner 
of Chez Frantz Hotel and Restaurant and former brother-in-law 
to Jean-Claude Duvalier through his deceased wife, Joanne 
Bennett, also maintained that the insecurity in Gonaives is 
politically driven by the Alexis-Latortue rivalry. Thiesfeld 
believes that because Aristide\'s return to Haiti is more 

likely to occur with a Democratic U.S. presidential victory 

in 2008, Latortue is determined to provide an inhospitable 
environment for Aristide in the event that he returns with 

the ascension of a Democrat to the White House. Thiesfeld is 
unclear where Alexis stands in this scenario. He believes 

that Latortue is continually adding to his base of supporters 

by manipulating the students with his call for the 
re-establishment of the army and the establishment of a 
university in Gonaives. 


7. (C) Joseph Jean-Louis, who assumed the directorship of 
the School of Law and Economic Sciences after Judge St. 
Pierre\'s death, claimed that the basis for Gonaives\' 
insecurity was political, but declined to elaborate further. 
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He noted that the students were especially upset about the 
manner in which journalist Alix Joseph was murdered. 
Jean-Louis did not know if Latortue was providing financial 
assistance to the students, but he claimed that the students 
would rather live in a police state than with insecurity. 
Consequently, the students who understand that the 
constitution explicitly calls for an army and police, believe 

that an HNP under the army would have eliminated the gangs 
long ago. 


8. (C) Comment. According to post\'s civil society 
interlocutors, residents of Gonaives see themselves as 
helpless bystanders in a partisan political war conducted by 
armed factions, and civil society leaders are unable to 
address their concerns through the democratic process. 
Though residents credit MINUSTAH with some improvement in the 
overall climate, many believe that the re-establishment of 

the army is the only real solution to gang impunity. Both 
anti-gang and pro-army sentiment seems to contribute to 
Senator Latortue\'s political strength, even if many identify 
him as the gang\'s political patron. Whether or not Latortue 
enjoys genuine popularity among Gonaives residents, he has 
become a formidable adversary of Alexis and the government 
because he actively recruits allies and champions popular 
positions, actions which residents of Gonaives do not see the 
GoH doing. Latortue is re-branding himself as a man of 
action, which resonates with the populace. 

SANDERSON 
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1. (C) Since the May 30 start of former Minister of Economic 
Development Farhad Aliyev\'s substantive hearing, the trial 

has been proceeding quietly (literally, as the lack of 
microphones and the whirring of several air conditioners in 

the long, narrow courtroom prevent observers from hearing 
most of the proceedings). More than 150 witnesses - most 
sunburned farmers and housewives from small, remote villages 
- have now testified, stating that they did not receive 
privatization vouchers intended for them. Emboffs have been 
permitted access to each session since June 18, after the 
Ambassador raised our concerns with President Aliyev on June 
14 (see ref a). Other internationals seeking courtroom 

access have still not been permitted to observe, namely 
representatives from the British Embassy and ABA-CEELI, 
always on claims of no space. For unknown reasons, a staff 
member of one of NED\'s local partners, who previously had 
been allowed into nearly every session, was not permitted to 
enter the courtroom several times this week. 


2. (SBU) The trial has been interrupted often by minor 
procedural issues, sometimes involving access by family 
members and international observers. Today\'s session - June 
29 - got off to a rocky start, as Farhad and Rafig Aliyev\'s 
brother Alipanah Aliyev argued with court officials about his 
seat. He wanted to sit in the front row, in order to see his 
brothers; however, the first several rows are normally 
reserved for witnesses. Court officials responded by making 
everyone except lawyers leave the courtroom, then allowed 
everyone except Alipanah Aliyev to return after a 20-minute 
wait. Two weeks ago, one man refused to swear in before 
testifying, and was thrown in jail until he complied 
(presumably for obstruction of justice). Last week, one man 
testified that he had received his vouchers, and did not 
understand why he was called to testify. Compared to the 
conduct of other high-profile trials, this one has been quite 
uneventful, leading some to suspect that Aliyev has made a 
deal with the GOAJ to keep silent. 


3. (C) On June 26, Emboffs met with Alovsat Aliyev, one of 
Farhad and Rafig Aliyev\'s brothers. Aliyev explained his 
frustration with the case, stating that Farhad Aliyev\'s 

rights have been violated every day since his arrest. 

Further, he said that former AzPetrol Head Rafig Aliyev was 
only guilty of one thing: being Farhad Aliyev\'s brother. 
According to Alovsat Aliyev, the brothers\' defense team has 
noted 150 violations of due process since the start of the 
trial. (NOTE: He passed us a list of 77 instances, and 
Farhad Aliyev\'s lead defense attorney, Elton Guliyev, later 
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passed us a summarized list of the charges. We are combing 
through both documents and will provide a summary septel.) 
Aliyev said that his main concern, however, had been 
resolved: Emboffs\' access to the courtroom. 


4. (C) Aliyev described the difficulty his family has 

experienced since the start of the trial. None of the Aliyev 
brothers\' relatives were allowed into the courtroom for the 

first 20 days, after which brothers Alovsat and Alipanah 

alternately were allowed in. However, Aliyev said, when the 
brothers tried to enter together, neither of them were 

allowed in. According to Aliyev, Court of Grave Crimes Judge 
Tofig Pashayev has mocked and embarrassed family members on 
several occasions. As a result, only the two brothers 

continue to attend the trial (when permitted). Aliyev also 

said that family members are not permitted to visit Farhad 

Aliyev in detention, including his elderly mother, wife, and 

small children. He said that he had applied to Human Rights 
Ombudswoman Elmira Suleymanova to intervene, but she referred 
the matter to the Prosecutor General\'s Office, after which 

Aliyev received no response. 


5. (C) COMMENT: We will continue to monitor the trial and 
report developments as appropriate. We are concerned by the 
long list of due process violations alleged by Aliyev\'s 

defense team, and will analyze them and report septel. We 
also are concerned that Aliyev\'s family is not permitted to 

visit him in detention; the Ambassador will raise this during 

her July 2 meeting with Human Rights Ombudswoman Elmira 
Suleymanova. 

LU 
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SUMMARY 


1. (C) During 20 June meetings with President Gurbanguly 
Berdimuhammedov, Defense Minister GEN Agageldi 
Mammetgeldiyev, and State Border Service Chief GEN-MAJ Bayram 
Alovov the Commander of U.S. Central Command, Admiral William 
J. Fallon, found Turkmenistan\'s government open to energy 
pipeline diversification, supportive of the Global War On 

Terrorism and of Afghanistan, ready for more counternarcotics 

and border cooperation, and willing to explore Caspian 

maritime and energy security cooperation. The president 
reaffirmed the use of Mary Military Airfield in emergency 

situations, but firmly refused a written agreement (septel). 

He also refused to reconsider his administration\'s decision 

to shut down Embassy\'s surveillance detection program. End 
Summary. 


LET\'S START WITH THE CASPIAN 


2. (C) President Berdimuhammedov welcomed Commander, U.S. 
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Central Command, Admiral William J. Fallon, to Turkmenistan 
and with a New York Times reporter still in the room with 

local media for a spray photo opportunity - jumped into a 
discussion on Caspian Sea delimitation and the Trans-Caspian 
pipeline (TCP). With only Defense Minister Mammetgeldiyev 
and State Border Service Chief Alovov at his side, 
Berdimuhammedov explained that Foreign Minister Meredov was 
not present due to a foreign ministers\' meeting on Caspian 
delimitation in Tehran. After the press departed, 
Berdimuhammedov said delimitation was a complex and 
long-running issue. Turkmenistan largely agreed with 
Azerbaijan on the desirability of building a TCP, but Iran 

and Russia opposed them based on bogus ecological concerns. 
Falling back into Niyazov-speak, Berdimuhammedov said 
somewhat illogically, \"I do not want political solutions, 

only economic ones and | will do what is best for my people; 
we will only sell gas for distribution up to the border.\" 
(Comment: The United States, Turkey, EU and others have 
consistently told Berdimuhammedov -- and Niyazov before him 
-- that the sales to the border, did not, in fact, constitute 

the most profitable route for Turkmenistan\'s hydrocarbon 
resources. The far more profitable route was for 
Turkmenistan\'s companies to have direct contact with the 
end-user, the customer. End Comment.) 


GWOTYS FINE, BUT REMEMBER WEVRE NEUTRAL 


3. (C) Admiral Fallon thanked Berdimuhammedov for the 
welcome and said he was in Ashgabat to meet Turkmenistan\'s 
leaders and hear their views on the country and region. 

While his primary focus within CENTCOM is Iraq and 
Afghanistan, this region is important to the world and he 
offered to assist Turkmenistan. He thanked Turkmenistan for 
allowing U.S. military overflights and a refueling facility 

at Ashgabat Airport, citing the complexities involved with 
supplying Coalition forces in Afghanistan. This was highly 
valued support to all our efforts with all the countries 

working toward stability in Afghanistan, and meant that 
Turkmenistan also was helping stop terrorists\' and 
insurgents\' efforts to destabilize Afghanistan. (Note: 
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AFGHANISTAN, IRAN, AND DRUGS 
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4. (C) Berdimuhammedov accepted the Admiral\'s thanks and 
transitioned to describing Central Asia and the Caspian Sea 
region as stable. He said former President Niyazov had laid 
the groundwork for peace and stability in Turkmenistan during 
its first fifteen years of independence. Turkmenistan\'s 
neutrality policy meant that it did not seek to be involved 

in outside political issues, but rather was focused on 
economics and trade. Berdimuhammedov said he was continuing 
Niyazov\'s policy of good, neighborly relations with all 
countries. He already had met with the presidents of 
Azerbaijan, Uzbekistan, and Kazakhstan, and Afghanistan\'s 
President Karzai would visit on 5 July. He noted that 
Turkmenistan also had to pay attention to Afghanistan and was 
providing as much assistance as possible - teaching students 
and medical specialists in Turkmenistan\'s schools and 
hospitals, as well as cooperating in the energy and cultural 
spheres. 


5. (C) Admiral Fallon said President Karzai had expressed to 
him the previous day his concern about Iran. Although it 
provides economic assistance in western Afghanistan, it is 
playing a destabilizing role in the south and east. 

According to Berdimuhammedov, \"I told President Ahmadinejad 
from day one (of his recent visit to Iran) that our countries 

will only have economic cooperation, that\'s all. So, to be 
honest, we didn\'t discuss political questions.\" 
Berdimuhammedov added that he had told Ahmadinejad 
Turkmenistan\'s only issue was that Iran was the main route 
for drugs out of Afghanistan. This was a common issue in 
which Turkmenistan was a transit country, and ready to work 
with Iran to strengthen the borders. 


6. (C) Berdimuhammedov said the Afghanistan police were 
ineffective in stopping the drug flow, but that 
Turkmenistan\'s State Border Service (SBS) was working hard. 
Nevertheless, drugs were getting into his country and 
referred to it as a problem, but not a big problem. A 

one-ton drug burn with diplomats in attendance would take 
place on 26 June in conjunction with a law enforcement 
seminar. Another one-half ton was destroyed earlier in the 
year. Admiral Fallon said building up Afghanistan\'s security 
forces was a top priority, but indeed the Afghanistan border 
police service was weak and its development was not 
progressing as fast as the army\'s. 


7. (C) Admitting Turkmenistan also was having a hard time 
properly equipping and supplying its SBS units to increase 

border security, Berdimuhammedov said Turkmenistan was always 
interested in equipment to improve its search capabilities. 
Interdiction efforts were strengthened in May and June, based 

on the poppy harvest. Every single day drugs were seized 
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from traffickers well-equipped with motorcycles, cars, and 
weapons. Some traffickers had sport motorcycles and were 
skilled in mountain driving, a fact he had shared with 
Ahmadinejad. 


8. (C) Admiral Fallon said resolving this common problem 
needed cooperation among many countries and noted the leaders 
in Kazakhstan, Kyrgyzstan, and Tajikistan reminded him that 
Turkmenistan also needed to sign the agreement to establish 
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the UNODC\'s Central Asian Regional Information and 
Coordination Center (CARICC) in Kazakhstan. Berdimuhammedov 
said he had just signed this letter, since the drug problem 

would not solve itself and such cooperation must actively be 
pursued. Admiral Fallon pointed out that Afghanistan wanted 

to cooperate, too. 


REGIONAL COOPERATION: TURKMEN-STYLE 


9. (C) Admiral Fallon sought Berdimuhammedow\'s views on 
regional cooperation on the distribution of resources, such 

as energy and water. Berdimuhammedov said this was not a 
problem since Turkmenistan only wanted economic relations 
with other countries. Foreign companies had been invited to 
work in Turkmenistan, including U.S. companies. To the 
Admiral,s question on Uzbekistan, Berdimuhammedov said that 
Turkmenistan had &excellent8 relations with Uzbekistan in 
economic, social, and cultural areas. He met President 
Karimov at the CIS Informal Summit and Karimov would pay an 
official visit on 18 October. The energy companies involved 

in the Chinese pipeline also were interested in crossing 
Uzbekistan. Admiral Fallon noted that Uzbekistan had 
troubled relations with Kyrgyzstan and Tajikistan, with the 
result that they had not received any gas or electricity from 
Uzbekistan. Berdimuhammedov responded that Turkmenistan 
wanted to help Kyrgyzstan and recently had told its Foreign 
Minister that Kyrgyzstan could get gas through a branch off 

the Chinese pipeline, if Uzbekistan agreed. Admiral Fallon 
said that was the point, despite Turkmenistan\'s generous 
offer there were political problems between Uzbekistan and 
Kyrgyzstan that were preventing this cooperation from 
occurring. Demonstrating Turkmenistan\'s policy was to avoid 
political issues, Berdimuhammedov helplessly said at one 
point there had been a proposal for Central Asian countries 

to meet to discuss regional issues. \"We want to help 
Kyrgyzstan and Tajikistan, but ...\" 
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10. (C) Following Admiral Fallon\'s comment that a 
north-south corridor with economic opportunities was forming 
through Afghanistan and Pakistan to the ocean, 
Berdimuhammedov said the 
Turkmenistan-Afghanistan-Pakistan-India (TAPI) pipeline was 
not off the agenda, although security in Afghanistan remained 
the prerequisite. Transit fees generated by TAPI would 
greatly help Afghanistan\'s economy. Admiral Fallon 
concurred, adding that despite some negative headlines, many 
good things were occurring in Afghanistan. However, it needs 
much more electricity to prosper. Berdimuhammedov said 
Turkmenistan was ready to bring electricity to the border, 

but that first Afghanistan needed an internal power 
distribution infrastructure. 


PRESIDENT INTERESTED IN CASPIAN ENERGY SECURITY 


11. (C) Admiral Fallon said that pipeline and energy 
infrastructure security would be important to future energy 
development in the Caspian Sea, and that perhaps some 
maritime cooperation was possible to this end. 
Berdimuhammedov readily agreed. With regard to the TCP, 
pipeline and maritime security had to be discussed first. He 
recommended both sides talk about \"powerful equipment\" that 
the United States could provide to Turkmenistan to deal with 
the issue of Caspian security. The CIS\' Caspian Force 
(CASFOR) had the mission of ensuring Caspian security, but 
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because Turkmenistan was neutral, this was not an option for 
cooperation. Berdimuhammedov said Turkmenistan was willing 
for the U.S. military to discuss equipment and training 

issues with the Defense Ministry and SBS. Admiral Fallon 
acknowledged that it would be good for Turkmenistan to work 
with the United States to help maintain its neutrality and 
independence from CASFOR. (Comment: Turkmenistan government 
officials have rarely asked outright for assistance, but 

generally are appreciative when they receive it. \"Powerful 
equipment" likely refers to additional maritime vessels, such 

as the former USCG Cutter Point Jackson, which was an U.S. 
Excess Defense Article (EDA) donation and is still 

operational in the SBS. In March 2007, the Defense Ministry 
began to express interest in U.S. support for the development 
of its non-existent navy. See DAO Ashgabat IIR 6 940 0013 
07/Turkmenistan Armed Forces Increasingly Engaged in 
Development of Future Bilateral Military Cooperation 
Activities(U), 161206ZMARO7. End Comment.) 


Column 3 
SURVEILLANCE DETECTION (SD) PROGRAM SHUT DOWN 


12. (C) At the Embassy\'s request, Admiral Fallon raised the 
issue of the SD program being shut down. He would appreciate 
Berdimuhammedov\'s consideration to reopen this 
Congressionally-mandated security program. Visibly 
uncomfortable that Admiral Fallon had raised the issue, 
Berdimuhammedov said security in Turkmenistan was the 
government\'s responsibility and that he was sure an attack 

like 9/11 would not happen in Turkmenistan. Surveillance in 
Turkmenistan is the Ministry of National Security (MNB)\'s job 
and \"if the SD program is necessary, I\'ll let you know. 
Otherwise, it is not needed.\" After almost ninety minutes, 
Admiral Fallon thanked Berdimuhammedov and exchanged gifts 
with him. He joked that if Admiral Fallon was staying in 
Ashgabat, he would see security forces everywhere, so why 
duplicate this work with another program? 


MOD SEEKS NAVAL COOPERATION 


13. (C) Ina separate meeting at MOD headquarters, Admiral 
Fallon and Defense Minister GEN Mammetgeldiyev had a friendly 
discussion on a broad range of military and security issues. 

As usual, Mammetgeldiyev was comfortable, hospitable, and 
articulate. Turkmenistan\'s Armed Forces and still young, 

have enough Soviet-era equipment and weapons, but really need 
support for the training and professional development of its 
personnel. He thanked Admiral Fallon for the value and 
applicability of U.S. training courses, proudly citing the 

growing numbers of Turkmen participants in the U.S. 
International Military Education and Training (IMET) program, 
Marshall Center courses, and military exchanges over the past 
six years. He hoped annual participation would continue to 
climb, although he did not express much interest in Admiral 
Fallon\'s offer of English language training assistance, 

saying that the president had mandated everyone be trilingual 
in Turkmen, Russian and English and that every nursery school 
child was now learning English. He confirmed the Defense 
Ministry had just approved the recent Letter of Offer and 
Acceptance (LOA) for nearly $1.5 million in Motorola TETRA 
radios. He evaluated U.S./NATO forces as playing a positive 
role in stabilizing Afghanistan. 


14. (C) Touching on foreign relations, Mammetgeldiev 
reiterated Turkmenistan\'s policy that Iran had the right to 
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develop &peaceful8 nuclear technology, but was fearful of 

Iran possessing nuclear weapons or other WMD. Mammetgeldiyev 
specifically pointed to efforts to resolve Caspian Sea 

delimitation issues with Azerbaijan as progress in his 

country,s foreign policy. 


15. (C) Picking up on the President\'s support for maritime 
cooperation, Mammetgeldiyev expressed interest in developing 
the Caspian Sea fleet. Admiral Fallon promised that the 
NAVCENT Commander would visit later this summer or early fall 
and could work on the details of such cooperation. The 

meeting ended with warm words, Admiral Fallon\'s invitation 

for Mammetgeldiyev to visit CENTCOM in Florida, and a gift 
exchange. 


ALOVOV\'s ONE BIG PROBLEM: AFGHANISTAN 


16. (C) SBS Chief Alovov and MNB Deputy Minister Hojimurat 
Altayev - the latter appearing without warning in the place 

of the still-missing-in-action State Counternarcotics 
Commission Deputy Chief Myrat Yslamov - then met with Admiral 
Fallon at SBS headquarters. While Altayev remained silent 
throughout, Alovov described Turkmenistan,s frustration with 
the \"Islamic Republic of Afghanistan and its border force. 
Alovov said \"tons\" of narcotics were coming out of 
Afghanistan, causing much work for the SBS. The established 
system of border commissars allowed the SBS to resolve 
low-level issues, but closer cooperation was difficult 

because the Afghan commissars were changed daily and 
procedural agreements between commissars did not last. 
(Comment: Post has difficulty developing programs with 
Turkmenistan government officials for a similar reason. End 
Comment.) 


17. (C) Alovov was evasive on answering questions about 
trafficking routes, SBS training, the SBS relationship to the 
MNB, and Iran. When Fallon pressed on the topic of 
Turkmenistan\'s relations with Iran, Alovov said they had 
good, friendly border relations. The only issues were minor 
ones, such as cattle \"illegally\" crossing the border, which 
were handled well by the commissar system. Berdimuhammedov 
had begun talks to finalize border demarcation with 
Kazakhstan, to be followed by similar talks with Uzbekistan. 
The border with Iran was demarcated during Soviet times so 
there are no problems there. 


18. (C) Alovov expressed gratitude for U.S. assistance to 

the SBS throughout the meeting, specifically thanking Admiral 
Fallon for maintenance trucks and equipment from EXBS handed 
over in May, the Point Jackson cutter, and the Imamnazar 
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border checkpoint. In response to the Admiral\'s question 
about what additional assistance the USG could provide, 
Alovov requested Vehicle and Cargo Inspection X-Ray Systems 
capable of penetrating refrigerator trucks. (Note: 

Embassy\'s Export Control and Related Border Security 
Assistance program is considering this request. End Note.) 
Admiral Fallon encouraged Alovov to meet with the NAVCENT 
delegation coming later this year for assistance in 

monitoring maritime trade. The meeting ended with a gift 
exchange. 


COMMENT 


19. (C) Berdimuhammedow\'s skittishness in either going 
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forward too quickly with the Americans or even in dealing 
with political questions at all, demonstrates both his 
healthy fear of his neighbors and his unease in dealing with 
foreign policy. Not having his chief advisor at his side, 
Foreign Affairs Deputy Chairman Meredov, probably also 
contributed to his reluctance to indulge in anything more 
than banalities. His dismissal of embassy\'s SD program 
likely shows his reluctance to take on his own security 
forces who might consider such a program a threat. Post will 
continue to raise this critical issue with Berdimuhammedov 
and his government. 


20. (C) Now that Berdimuhammedov has given formal permission 
for his ministers to travel, post is optimistic that 

Mammetgeldiyev may take up Admiral Fallon\'s invitation to 

visit CENTCOM HQ. End Comment. 


21. (U) Admiral Fallon has reviewed this message. 


BRUSH 


BRUSH 
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Classified By: Charge d\'Affaires, a.i. Jennifer L. Brush for reasons 1. 
4 (B) and (D). 


SUMMARY 


1. (C) Turkmenistan\'s President Gurbanguly Berdimuhammedov 
reaffirmed to the Commander, U.S. Central Command, Admiral 
William J. Fallon, during a 20 June meeting in Ashgabat that 

U.S. military aircraft could use Mary Military Airfield in 

emergency situations or in bad weather, but firmly refused to 
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formalize the permission in a written agreement. End Summary. 


NOT IN WRITING 


2. (C) During the course of the meeting with President 
Berdimuhammedov, Admiral Fallon raised the issue of the Mary 
Emergency Divert Agreement. The Admiral said he was aware 
that U.S. military aircraft could land at Mary Military 

Airfield due to in-flight emergencies or bad weather based on 

a verbal agreement with the government that was first granted 
by his predecessor, the late President Niyazov. Admiral 

Fallon said he would appreciate Berdimuhammedov\'s 
consideration of this issue, adding that the United States 
Embassy had presented a proposal in writing to facilitate 

repair teams coming in, which would make handling such crises 
easier. Berdimuhammedov responded that this was a difficult 
issue because, although Turkmenistan and the United States 
had good contacts, based on its neutrality, Turkmenistan 

tries to limit its military relationships. Berdimuhammedov 

said that U.S. aircraft could land in Mary based on 

&technical and weather problems8 by working with the 

Ministry of Defense (MOD) and other appropriate agencies, but 
that anything more must go through the United Nations (sic) 
and comply with International Civil Aviation Organization 

(ICAO) rules. If the UN agreed(!), then there would be no 
problem. Berdimuhammedov said that up to today there have 
been no problems with unpredictable (U.S. aircraft) landings. 
Work was progressing normally in this area, but stressed the 
embassy should work collegially with the MOD. Attempting to 
conclude the discussion, Berdimuhammedov added with emphasis 
that, WPlease understand correctly, this is a neutral 

country." 


3. (C) Admiral Fallon said he was glad to hear Turkmenistan 
would allow emergency landings in the humanitarian interest 

of the crews, to which Berdimuhammedov replied, \"Well, you 
can\'t prevent that.\" The Admiral then commented that he just 
wanted to be sure the United States -- through the Embassy -- 
had established channels to communicate with the airfield and 
that there would be no trouble or surprises in the event of 

an emergency landing. Berdimuhammedov dismissively said that 
yes, the embassy could discuss such issues with the Defense 
Ministry. 


COMMENT 


4. (C) While not getting Berdimuhammedow\'s approval to 
formalize the divert agreement via an exchange of diplomatic 
notes, Admiral Fallon succeeded in making clear that: 
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-- the verbal agreement was still in effect with 
Berdimuhammedov as president, and 


-- Berdimuhammedov authorized the embassy to establish 
channels of communication with MOD to avoid surprises in 
handling emergency landings in Mary. 


5. (C) Berdimuhammedov, freshly back from Iran and Russia, 
is likely not comfortable rattling the chains of his powerful 

and deeply-suspicious-of-America neighbors to the north and 
south, so soon into his new administration. End Comment. 


6. (U) Admiral Fallon has reviewed this message. 


BRUSH 
BRUSH 
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FOR EUR/SCE 


E.O. 12958: N/A 

TAGS: PHUM, PREL, HR, HUMAN RIGHTS 

SUBJECT: FANSY BEHAVIOR AT CONCERT ANGERS CROATIAYS JEWISH 
COMMUNITY 


(U) Sensitive but unclassified; please handle accordingly. 


1. (SBU) SUMMARY AND COMMENT: Nationalist domestic pop star 
Marko Perkovic (aka - Thompson) was again in the spotlight 

following a June 17th concert in Zagreb\'s Maksimir stadium. 

With an estimated attendance of 50,000 people, the 
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controversial performer refrained from making his earlier 

pro-Ustashe references and Hitler-style salutes; however some 

of his young fans did not. Fans were seen wearing Ustashe 

apparel, chanting Ustashe songs and slogans, and displaying 

outlawed Ustashe symbols. We agree with our interlocutors 

here that the behavior of the audience, unacceptable as it 

was, represented not a resurgence of fascism but the presence 

of a substantial cadre of disaffected youth who have little 

understanding of the Ustashe period. END SUMMARY AND COMMENT. 


2. (SBU) The politically active Jewish Community of Zagreb 
reacted expressing their outrage over the behavior of the 
fans and criticized the limited response of Croatian 
authorities towards the display of banned symbols at the 
concert. Criticism was also expressed by the Simon 
Wiesenthal Center and leaders of The Association of 
Anti-Fascist Fighters and Croatian Anti-Fascists. A key 
concern was the lack of police efforts to detect and prevent 
the use of Ustashe insignia by the audience. 


3. (SBU) On Tuesday, June 19, the GoC issued a statement 
rejecting the display of insignia and salutes from the World 
War Two Ustashe regime: Contemporary Croatia rests on the 
values of anti-fascism and resistance to all forms of 
totalitarianism. The government calls on all components of 
Croatian society, notably those with influence on youth, to 
nurture and promote the values on which contemporary Europe 
rests.\" President Mesic, in a separate statement, further 
added that people who use the Ustashe salute \"Za Dom Spremni\" 
and glorify the Independent State of Croatia are clearly 

headed in the wrong direction. 


4. (SBU) Ambassador discussed the concert with Dr. Ivo 
Goldstein, President of the Bet Israel Jewish community, 
Shmuel Meirom, the Israeli Ambassador to Croatia, and Dragan 
Primorac, the Croatian Minister of Science, Education and 
Sport. All were concerned by any use of Ustashe symbols, but 
attributed the misbehavior to a relatively small number of 
young fans, rather than to a broader societal problem. 
Goldstein said it was important to differentiate Thompson, 

who had not used Ustashe symbols at the concert, from his 
fans. Meirom noted that while any display of Ustashe 
paraphernalia was an issue of concern, compared with 50,000 
people in the audience the number wearing Ustashe shirts and 
other symbols was small. Primorac, who, contrary to press 
reports did not attend the concert, said that Thompson 

himself was not the problem; there will always be some people 
who will take advantage of such fora, however, to express 
their views. He also said that he did not believe that most 

of those wearing Ustashe paraphernalia really understood the 
history behind the symbols; in any case, the views of this 
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small nationalistic group should not be considered indicative 
of the perspective of Croatian youth as a whole. 


5. (SBU) Comment: Thompson calls himself a patriot rather 
than a nationalist. He has certainly moved away from the 
nationalist and even semi-fascist imagery he used in the 
1990\'s, just as these sentiments have become less and less 
politically and socially acceptable in post-Tudjman Croatia. 
Some of his fans, however, seem unwilling or unable to 
distinguish between Ustashe \"Chic\" and the historical 
realities that their style of rebellion and clothing 

represent. The number of fans wearing T-shirts depicting 
alleged war criminal Ante Gotovina gives credence to the 
theory that fans were motivated more by a certain rebellious 
\"patriotism\" than fascism or anti-Semitism. 


6. (SBU) The Thompson case became visible in public in 2003 
when two of his concerts were banned in Amsterdam at the 
insistence of the Israeli Documentation Center (CIDI). 

Existing Croatian laws ban broadcasting contents which incite 

or spread national, racial or religious hatred, anti-Semitism 

or xenophobia. Thompson\'s planned concert was also banned in 
Sarajevo in May of this year. 

BRADTKE 


113877 

OO RUEHROV 

DE RUEHJM #1363 1801245 

ZNY CCCCC ZZH 

O 291245Z JUN 07 

FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8238 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 

RHEHNSC/WHITE HOUSE NSC PRIORITY","CONFIDENTIA L JERUSALEM 001363 


SIPDIS 

SIPDIS 

NEA FOR FRONT OFFICE, NSC FOR ABRAMS/WATERS 

E.O. 12958: DECL: 06/29/2017 

TAGS: KWBG, PGOV, KPAL, IS, PTER, ASEC 

SUBJECT: NABLUS INCURSION: IDF WITHDRAWS FROM CITY CENTER, 
WRAPPING UP BALATA CAMP ACTIONS 

REF: JERUSALEM 1345 


Classified By: Consul General Jake Walles, for reasons 1.4 (b) and (d) 


1. (SBU) According to Palestinian security contacts and 
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press, the IDF is wrapping up operations in/around Balata 
Refugee Camp in Nablus as of 1400 local June 29, and has left 
the city center. The IDF shot and killed al-Aqsa Martyrs 
Brigades militant Haytham Salih in al-Dahiya early June 29, 
and at least six Palestinians have been injured. Israeli 
media report that a total of nine IDF soldiers were injured 
during the incursion (including those reported reftel) and 
that the IDF discovered a bomb-making facility with intact 
pipebombs, three explosives caches and several rifles and 
magazines. The press reports that the IDF has detained 32 
Palestinians since the operation began early June 28 and 
arrested nine of these detainees for terrorist acts or 
affiliation. 


2. (SBU) Palestinian media contacts corrected initial 

reports that the IDF took over Nablus radio and television 
stations. They clarified that the IDF used the stations 

assigned frequencies to transmit messages and curfew 
instructions and jammed certain stations, but did not raid or 
occupy their facilities. Nablus contacts also report that 

the IDF has demolished at least two houses inside the city 
and maintains control of some houses as observation stations. 


3. (C) West Bank security contacts told ConGen Political 
Specialist that the Nablus operation is undermining PM 
Fayyad\'s program of disarming and integrating al-Aqsa 
Brigades militants and giving the militia members a perfect 
excuse not to hand over their weapons. 

WALLES 
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STATE FOR NEA/MAG (HOPKINS AND HARRIS), NEA/PI (FRANCESKI) 
STATE PASS USTR (BELL), USPTO (ADLIN AND ADAMS), USAID 
(MCCLOUD) 

USDOC FOR ITA/MAC/ONE (NATHAN MASON), ADVOCACY CTR (JAMES), 
AND CLDP (TEJTEL AND MCMANUS) 

CASABLANCA FOR FCS (ORTIZ) 

LONDON AND PARIS FOR NEA WATCHER 


E.O. 12958: DECL: 06/29/2017 
TAGS: ETRD, BEXP, EINV, TS 
SUBJECT: TUNISIAN-AMERICAN CHAMBER ELECTS NEW BOARD 


Classified By: Ambassador Robert F. Godec for Reasons 1.4(b) and (d). 


1. (SBU) SUMMARY: At the June 28 Tunisian-American Chamber of 
Commerce (TACC) General Assembly meeting, the TACC membership 
elected a new board with equal Tunisian and American company 
representation. The election itself was notable, marking the 

first time in many years that there were more candidates than 

positions. Additionally, TACC President, and founder, Moncef 

Barouni relinquished the presidency after 17 years in the 

position. END SUMMARY. 


2. (C) At the June 28 Tunisian-American Chamber of Commerce 
General Assembly, President, and founder, Moncef Barouni 
presided over the first TACC board election in many years. 
Although technically the president, and other officer 

positions, are selected by the TACC board, the results have 
often been predetermined. TACC Executive Director Rafla 
Mrabet noted that in previous years they did not have enough 
candidates for the board and had to cajole people into 
participating. The TACC presidency has been held by founder 
Moncef Barouni for the 17-years since its inception, and it 
appeared that Barouni might remain \"president for life.\" 
Barouni recently told the Ambassador that he would step down 
as President in order to focus on his presidency of the 
Tunisian-American Friendship Association (TAFA). At today\'s 
election he chose not to submit a candidacy for the board, 
though he will likely retain an honorary title in the 

organization. 
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3. (SBU) 20 Tunisian companies and 10 American companies 
stood for election for a two-year term on the (formerly) 
12-member board. Yet, the election was nearly thwarted by 
Barouni\'s suggestion that all 30 candidatures be retained and 
that these 30 designate a 12-member executive steering 
committee. The motion, proposed and seconded by several 
members, created a stir in the audience. One outspoken 
member stated that there hadn\'t been an election in the 
Tunisian-French Chamber in over 20 years. He insisted, 
shaking his clenched fist, \"| came here for democracy! | want 
to vote!" This motion failed, though the membership 
unanimously approved a motion to enlarge the board to 20 
members, retaining all 10 American company candidacies and 
voting for 10 Tunisian representatives. According to 

Barouni, TACC\'s decision to have equal Tunisian and American 
company participation results from recent encouragement from 
the Ambassador, as well as a desire to form a more formal 
partnership with the American Chamber of Commerce. (NOTE: 
Ambassador Godec and Tunisian Ambassador to Washington 
Mohamed Nejib Hachana are ex-officio members of the board. 
END NOTE.) 


4. (C) The novelty of the election drew a sizeable and 
energetic crowd eager to cast their votes, but also unaware 

of basic voting procedures. In an admirable display of 
transparency, the votes were cast anonymously and counted by 
two non-voting members, including EconOff. In the end, many 
former members were re-elected, including Mondher Ben Ayed 
(rumored to have close connections to President Ben Ali) and 
Slim Zarrouk (Ben Ali\'s son-in-law). Yet the decision to 
maintain parity between the Tunisian and American company 
representatives, and the larger than normal number of 
American companies presenting candidacies, drastically 
altered the board\'s composition. 
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5. (C) The imminent change in the TACC presidency represents 
a complete shake-up in TACC\'s leadership in 2007. In April, 
Rafla Mrabet, a former Ministry of Foreign Affairs official, 
assumed the executive directorship, replacing the friendly, 

but not always effective, Abdelhafidh Chaibi. Although the 

next president will be selected by the newly elected board at 
their first meeting on July 3, one member attempted to 
circumvent the process by nominating Mondher Ben Ayed for 
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president, indicating that the backroom dealing for the 
presidency may already have taken place. 


6. (C) Although this may have been a small taste of democracy 
for the TACC membership, it represents a significant 

departure for an organization that has mirrored the GOTYs own 
opaque style of governance. Though his successor has not yet 
been selected, the end of Barouni\'s 17-year presidency will 
hopefully energize the often moribund organization. The 
sizeable presence of American company representatives also 
marks a positive change that is likely alter the orientation 

of the group to the benefit US business interests. It also 

marks a measure of success for the Embassy\'s recent campaign 
to secure greater US corporate representation on the board, 
more transparency in TACC operations and more action from the 
organization. All of the recent changes in TACC may also 

signal a GOT desire -- perhaps at the highest levels -- to 

have a more active, and effective, partner in increasing 

trade and investment with the United States. END COMMENT. 
GODEC 
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1. (SBU) SUMMARY: After a turbulent week of negotiations (June 
25-29), ongoing SADC mediation efforts between Lesotho\'s 
governing and opposition parties appear to have made progress as 
stakeholders have identified outside experts to evaluate 

Lesotho\'s implementation of the Mixed Member Proportional (MMP) 
system and set their terms of reference. Former President of 
Botswana Masire, head of the SADC team, postulated to the 
diplomatic corps that the \"experts\" could help resolve disputes 
over the MMP model, a prerequisite for the mediation process to 
address broader political tensions. Simultaneously, troubling 
accusations continue to emerge regarding unidentified forces 
which allegedly took into secret custody and mistreated former 

and current military personnel. END SUMMARY. 


2. (SBU) On the morning of June 28, resident chiefs of mission 
held a breakfast meeting with former President of Botswana, 
Ketumile Masire, the Southern African Development Community 
(SADC)\'s designated mediator for talks between the GOL and 
opposition parties. The former President returned to Lesotho on 
June 25 and kicked off the formal dialogue on June 26. Masire 
and his team, comprised of officials from Botswana, Tanzania, 
and SADC, told the diplomatic corps that they had come to 
address two \"packages\" of issues related to Lesotho\'s unresolved 
political impasse: 1) general political tensions; and 2) the 
application of the Mixed Member Proportional (MMP) model 
following the country\'s February 2007 general election. 


3. (SBU) Masire stated that stakeholders in the mediation 
process, including political parties, the Independent Electoral 
Commission (IEC), and civil society, were unable to address 
general tensions, and instead had focused on MMP issues. 
Admitting that the SADC team had been \"caught napping\" on 
several important issues, he stated that he temporarily 
suspended the negotiations on June 27 to work separately with 
the opposing factions on breaking a deadlock over how to deal 
with an ongoing MMP-related court case. He noted that the 
involvement of outside experts on the MMP system would be key, 
and that the expert advice could be used as a benchmark to 
decide whether to review the allocation of parliamentary seats. 


4. (SBU) Masire described the Basotho negotiators as courteous 
and polite, but also somewhat intractable regarding their 
positions. Masire appeared generally optimistic, but recognized 
the deteriorating security situation as a concern. Regarding a 
time frame, Masire noted that if the talks proceeded 
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successfully, it should be possible to have the outside experts 
conclude their assessment and recommendations by the end of 
July. Charge encouraged Masire to persist in his efforts, as 

the dialogue mechanism represented the only realistic hope for a 
resolution of the impasse. Masire responded simply, Where 
there is a will, there is a way" 


5. (SBU) Masire also said during the meeting with diplomats that 
it should be possible to address several \"give and take\" issues 
that are at the heart of the impasse. He noted that: 1) it 

appears unreasonable for the GOL to place parliamentarians who 
lost their elected seats into cabinet positions; 2) it is 

\"clear\" that there is either a misunderstanding or intentional 
manipulation by all parties, opposition and government, of the 
MMP system; and 3) it is not reasonable for the GOL to refuse to 
recognize the All Basotho Convention (ABC), which gained the 
most seats after the governing LCD, as the official opposition. 


6. (U) When negotiations resumed on June 28, stakeholders 
reportedly agreed to engage experts to determine whether the 
allocation of proportional parliamentary seats was conducted in 
compliance with the MMP system. The stakeholders agreed on the 
following experts: 1) Dr. Michael Krenerich (Germany); 2) 
Professor J. Elklit (Denmark); 3) Dr. Knabele Matlosa (Lesotho, 
Electoral Institute of Southern Africa); 4) Mr. Michael Polley 

(New Zealand, Member of Parliament); and 5) an administrative 
lawyer (yet to be selected). 


7. (U) The stakeholders also reportedly agreed on terms of 
reference for these experts. The terms stipulate that the 
experts will establish the nature, objective, provisions, and 
spirit of LesothoVs MMP system in order to explore whether any 
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political parties or the Independent Electoral Commission (IEC) 
undermined it in the 2007 elections. The terms of reference 
also give the experts a mandate to examine: 1) the legality of 
the candidate lists which were used for the distribution of 
proportional representation seats; and 2) whether the allocation 
of proportional seats complied with the MMP model following the 
2007 elections. The experts would then make such 
recommendations as they may deem necessary, including on 
remedial measures, if any, concerning allocation of proportional 
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seats in Parliament following the 2007 elections. 


8. (U) As a backdrop to the mediation effort, various local 

media outlets reported over the last week of alleged abductions 

of current and former LDF soldiers as well as bodyguards of 
Thomas Thabane, leader of the ABC. Private radio station 

Harvest FM reported on June 25 that two of Thabane\'s bodyguards 
were abducted by unknown gunmen. Later, the station reported 
the names of five other known ABC supporters which it claims are 
missing: Thabo Thants\'i, Makotoko Lerotholi, Semoli Semoli, 
Mokherane Tsatsanyane, Elias Motlomelo and Khotso Lebakeng. 
Minister of Communications Mothojoa Metsing and LDF Commander 
General Thuso Motanyane denied any knowledge concerning these 
individuals when questioned by opposition parties on June 25. 


9. (U) The family of Thabo Thants\'i, a former soldier and 
bodyguard to the ABC leader, stated that he was abducted by 
unknown gunmen from his home on June 22. Later reports placed 
him at Makoanyane Military Hospital (MMH) outside of Maseru. On 
June 29, Thants\'i called Harvest FM from South Africa claiming 
that he had escaped from MMH after several days of torture by 
members of the Military Intelligence and Military Police 

sections of the LDF. He added that other former and current 
soldiers remain captive at MMH with injuries. He claimed to 

have recognized several of the soldiers involved with his 
interrogation and named them on air (LTC Kamoli, LT Mochesane, 
SGT Mokone, CPL Mahlala). 


10. (U) Meanwhile, the Lesotho Chapter of the Media Institute of 
Southern Africa (MISA) organized a protest march for June 29 in 
connection with the detention and subsequent sedition charges 
leveled against their regional chairperson, journalist Thabo 
Thakalekoala (ref A). MISA invited all media houses and the 
general public to join the protest. The march\'s aim is to 
present a petition to the Prime Minister\'s office urging the GOL 
to drop charges against Thabo Thakalekoala. 


Encouraging Progress Amidst 


Discouraging Abuse Claims 
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11. (SBU) COMMENT: The apparent agreement among stakeholders in 
the Masire dialogue regarding a visit of electoral experts is a 
positive development. The terms of reference, including the 
right of the experts to suggest remedial measures if they 
conclude that the parliamentary seat allocation was incorrect, 
are more muscular than most observers had predicted. While 
recent progress in the Masire talks improves prospects for the 
dialogue to resolve the impasse, reports of Wabductions cast a 
shadow on the general political atmosphere. The true 
relationships among the polite political figures sitting around 
Maseru\'s negotiating tables by day and the shadowy figures 
engaged in conflict by night remains an open question. END 
COMMENT. 

MURPHY 


113880 

RR RUEHWEB 

DE RUEHKG #1012/01 1801257 

ZNY CCCCC ZZH 

R 291257Z JUN 07 

FM AMEMBASSY KINGSTON 

TO SECSTATE WASHDC 4980""CONFIDENTIAL KINGSTON 001012 


SIPDIS 
SIPDIS 
STATE FOR INL/LP KBROWN, NBOZZOLO 


E.O. 12958: DECL: 06/27/2017 

TAGS: SNAR, PREL, JM 

SUBJECT: JAMAICA: \"SHADOW\" MINISTER FOR NATIONAL SECURITY 
CONFIDENT OPPOSITION PARTY WILL WIN NEXT ELECTION 


Classified By: ChargQ dVAffairs a.i. James T. Heg for reasons 1.4 (b) & 
(d) 


1. (SBU) Summary: NAS Director met with Derrick Smith, 
Shadow Minister for National Security, on June 26. Smith was 
confident that the opposition JLP party would win the next 
election. He expressed the JLP\'s disappointment that the 
U.S. has not come out in favor of a JLP administration, 

levied criticism at the current Minister of National Security 

for poor resource management, called for reform of the 
Jamaica Constabulary Force, and expressed skepticism 
regarding the need for international extradition. End 
Summary 


Election Projection 
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2. (C) Smith anticipates that the election will occur on 

August 7, in the \"feel good!" period just after the Jamaican 
Independence and Emancipation Day holidays. Smith agreed 
that if the election swings the JLPYs way, it will be because 
the ruling PNP lost, not because the JLP won. (Comment: 
There is widespread speculation about when the elections will 
be called, even Smith admitted that his supposition is based 
on a feeling, the JLP is as in the dark as the rest of the 
country as to the actual election date.) 


3. (C) Smith acknowledged that the \"Portia factor,\" the 
populist appeal of the current Prime Minister, would be hard 
to beat, but stated that after more than 18 years with the 
PNP in power, the country is ready for a change. Smith 
dismissed recent polls showing that the ruling party remains 
ahead of the opposition, stating that \"such polls are just 
snapshot emotional reactions, and that on voting day people 
will be more deliberate.\" According to Smith, crime and 
violence are the hot button issues in Kingston and around 
Montego Bay, but that in the interior, the JLP is going after 
the PNP on lack of infrastructure and jobs. Smith predicted 
that the JLP will win between 32 and 35 seats. (Note: 31 
seats constitutes a majority.) 


3. (C) Smith agreed that the JLP played the \"Trafigura card\" 
too early. (Note: In October 2006, the local press was 

filled with accusations about the gift of USD 450,000 to the 
ruling party by the Dutch trading company, Trafigura. The 
JLP broke the scandal in October, because at that time, 
everyone anticipated a November election. As the months have 
passed, the scandal has seemingly faded from the voters\' 
collective memory.) Without elaborating, Smith hinted that 
the JLP might have another scandal, \"bigger than Trafigura\" 
to drop, but that it was waiting until the elections were 

called. Even if true that there is another \"Trafigura\" out 
there, it is unclear what impact such a scandal would have. 
For even Smith agreed that Jamaican voters don\'t vote on 
corruption. If they did he said, \"the whole PNP would have 
been voted out a long time ago.\" 


3. (C) When questioned about the JLP\'s emotional and 
financial ability to sustain the campaign if the Prime 

Minister waits until later in the year to call the election, 

Smith was confident that the \"friends of the JLP,\" an 
admittedly quiet group that is made up primarily of business 
leaders, would continue to provide monetary support. He 
seemed confident that the JLP remained a strong and unified 
party and that Bruce Golding had the stamina to keep 
campaigning. 
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JLP Wants U.S. Backing 


4. (C) Smith complained that the U.S. government as well as 
other \"friendly\" governments (read UK) have not spoken out 
about the next election. In his view, we should be sending 

subtle signals of U.S. disappointment with the ruling PNP. 

He commented that \"Chavez hasn\'t been shy about showing his 
admiration for the current government.\" He also drew a 

contrast between the U.S. and UK\'s level of engagement with 
the opposition, the UK being quite engaged, and the U.S. 

being viewed by the JLP as \"disinterested.\" (Comment: This 
may reflect that senior U.S. Embassy officers have met 
frequently with other JLP leaders but not often with Smith. 

End Comment). Smith also echoed wider CARICOM concerns that 
the region has \"fallen off of the radar,\" and hoped that the 

recent CARICOM summit in Washington would focus some of the 
Bush Administration\'s attention on the Caribbean. 


Political Violence 


5. (C) Smith stated that once the election is called, 


\"things will get hot.\" He anticipates a low level of 

political violence, with just a handful of deaths. While he 
agreed that any level of violence was too much, in comparison 
with the early eighties, when more than 600 lost their lives, 
Smith considers the current climate as vastly improved. 


Critical of Current Minister of National Security 


6. (C) Smith was very harsh in his criticism of the current 
Minister of National Security and Commissioner of Police\'s 
management of security resources. He cited the abysmal 
conditions that rank and file police officers must contend 

with: no handcuffs, inadequate provisioning of weapons, 

police stations that by any rights should be condemned, and a 
lack of bullet proof vests for patrolmen as examples of how 

they have squandered the moneys given to them. He declined 
to expand on the specifics of what he would do differently as 
minister, other than to say that \"when he becomes Minister, 

he would clean house dismissing all of the contract staff at 

the Ministry and many of the civil servants.\" In a slap at 

the current Minister Peter Phillips who holds a Ph.D. in 
International Political Economy and Development, Smith 
highlighted his background as a businessman and manager, and 
commented \"that as a minister you just need to be able to 
manage your people and pick good advisors, you don\'t need any 
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special degrees." Smith is a marketing major. 


Jamaica Constabulary Force (JCF) -- Major Reform Needed 


7. (C) Smith confirmed widely held suspicions that the 
Commissioner of Police, Lucius Thomas, and many of his senior 
officers are corrupt. (Note: According to Leslie Green, 
Assistant Commissioner of Police for Serious and Organized 
Crime, the Commissioner is currently under investigation by 
the Police Services Commission for corruption for ordering 
another senior officer to falsify official records.) Smith 
stated that the JLP supports the government\'s current plans 
for a strategic review of the JCF, and agreed that one more 
report without action to induce change was a waste of 
everyone\'s time and money. 


Concerned about Extradition 


8. (C) From comments he made regarding the June 15, 
high-profile decision by the Supreme Court in Jamaica to 
permit the extradition of six individuals (Drug \"King-Pin\" 
Norris \"Deedo\" Nembhard, Former police corporal Herbert 
\"Scarri\" Henry, Vivian Dally, Robroy Williams his brother, 
and Luis Arias) to the United States, Smith does not appear 
to be a proponent of international extradition. When 
challenged about whether drug king pins would be prosecuted 
if they remained in Jamaica, Smith agreed that they would 
not, and that for the moment, seemingly despite his own 
personal reservations, it was better to remove the 
individuals to the United States. 


9. (C) The DEA is currently investigating Christopher Coke, 

a known drug dealer, crime boss, and JLP supporter. Coke\'s 
indictment and arrest, even if it occurs before the next 
election, would not result in extradition to the United 

States until at least three or four years of legal challenges 

to the arrest and extradition had occurred. The current 
Minister of National Security has been the driving force 
behind the 2004 arrest and March 2007 extradition of Drug 
\"King PinW Leebert Ramcharan and Donovan Williams. Given his 
less that enthusiastic support of international extradition, 

if Smith were to become Minister of National Security, he 
would have to be carefully cultivated in order to ensure that 
he would not stand as a roadblock to the removal of major 
crime figures such as Coke. 


10. (C) Comment: The outcome of the election may depend 
upon the extent to which three pervasive factors will or will 
not translate into votes: A) the personal popularity of the 


Column 3 

Prime Minister yielding votes for the PNP; B) the passion of 

the rank-and-file members which will impact on voter turnout; 

and C) the large number of \"undecided\" voters, who may or may 
not choose to go to the polls. Of course these are highly 
subjective factors and thus difficult to predict. End 

Comment. 
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SUBJECT: IRELAND: NO INFORMATION ON MAHAMEDOU OULD SLAHI 


REF: STATE 75096 


(SBU) Irish financial institutions had not discovered any 
assets or taken any other action on the basis of the 1267 
Committee\'s previous listing of the name \"Mahamedou Ould 
Slahi\" as an alias for Abu Hafs the Mauritanian, Emboff was 
told on June 29 by Janice McGann, Department of Foreign 
Affairs (DFA) Third Secretary for International Terrorism 
Affairs, to whom Post had earlier provided reftel points. 
McGann expressed appreciation for notification about the 
removal of AKA Mahamedou Ould Slahi from the 1267 Committee\'s 
listing of Abu Hafs, and she committed to inform Post if 

Irish financial authorities were to come across information 

on either individual. 
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E.O. 12958: N/A 
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SUBJECT: ROUNDTABLE ON SENEGAL\'S AGOA FORUM PRIORITIES 


REF: A. STATE 58394 
B. DAKAR 1054 


1. (SBU) SUMMARY: On June 19, Senegal\'s Ministry of Commerce 
organized a stakeholder roundtable to assess the state of 
preparations for the GOS\' participation in the July 18-19 AGOA 
Forum. EconOff and representatives from the West African Trade 
Hub/Dakar participated. Senegal is not yet well organized to offer 

its priorities for the Forum (apart from requesting simultaneous 
translation at all events), and, in general, neither the GOS nor the 
private sector has made a significant effort to help Senegalese 
producers benefit from AGOA preferences. END SUMMARY. 


TO DATE, SENEGAL HAS LITTLE TO SHOW FOR AGOA 

2. (U) On June 19, Cheikh Sadbou Seck, Director of External Trade 
at the Ministry of Commerce, hosted a roundtable discussion to 
assess the state of Senegal\'s preparation for the July 18-19 AGOA 
Forum in Accra. Participants included representatives from the 
Ministry of Commerce, the Ministry of Agriculture, the Agency for 
Investment and Export Promotion (APIX), the Senegalese Agency for 
Export Promotion (ASEPEX), the National Agency for Senegalese Civil 
Aviation (ANACS), private sector groups like the National 

Organization of Senegalese Fruit and Vegetable Producers and 
Exporters (ONAPES), as well as representatives from the West Africa 
Trade Hub/Dakar (WATH/D), EconOff and Econ Assistant. Seck\'s goal 
in calling this meeting was to assess progress made on Senegal\'s 
AGOA promotion efforts since last year\'s Forum in Washington, DC, 
and June and September 2006 U.S./Senegal meetings in Dakar to 
establish priorities for the Senegalese delegation to this year\'s 
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Forum. 


3. (SBU) Unfortunately, the participating GOS agencies had not yet 
focused on AGOA preparations. Mr. Seck charged the ASEPEX 
representative to coordinate efforts to propose an agenda for a 
follow-on meeting. WATH/D reps summarized trade statistics 
demonstrating that, in comparison to other comparable African 
countries, Senegal\'s exports to the U.S. are very low. EconOff 
recommended that the Senegalese delegation not limit its comparative 
analysis to West African neighbors, but, instead consult widely with 
African counterparts who are successfully using AGOA to expand 
exports on a broad range of products and not focus exclusively on 
textiles and commodities. The December 2006 introduction of direct 
flights between Senegal and the U.S. by Delta Airlines was noted as 
a positive step. The ANACS representative asserted that Senegalese 
civil aviation authorities are working hard to obtain ICAO Category 
One status for Dakar\'s international airport to solidify Delta and 

South African Airlines\' U.S. routes. Participants underscored the 
need for improved air cargo links between Senegal and the U.S. 


4. (U) Representatives from the private sector highlighted the need 

for the GOS to establish a point of contact for AGOA information 

both in Senegal and in the U.S. and pointed out that there has been 

zero progress over the past year in promoting franchising as an 

effective investment model, which was one of the priorities for the 
Senegalese delegation coming out of the 2006 AGOA Forum. There were 
also requests that simultaneous translation be provided for all the 

panels and workshops, not only the plenary sessions. 


THE GOS IS NOT EFFECTIVELY PROMOTING AGOA 

5. (SBU) To date, GOS (and private sector) efforts to take 
advantage of AGOA have been underwhelming. ASEPEX, in particular, 
has not followed-through on its role as the lead agency for 
partnering with the WATH to promote AGOA and assist potential 
Senegalese exporters. Senegal is the only AGOA eligible country in 
West Africa without an AGOA Resource Center (ARC) 

-- even Guinea-Bissau has one -- which should be the first point of 
contact for exporters who wish to learn more about exporting using 
AGOA, i.e. how to apply the correct harmonization codes to ensure 
duty free entry, whether a product is AGOA eligible, how to obtain 
textile visas, where to find related trade data, etc. 


6. (SBU) In 2006, former Minister of Commerce Mamadou Diop Decroix 
and USAID designated ASEPEX as the ARC host institution. USAID/WATH 
has an in-kind donation of computer equipment, training, and other 
materials for Senegal\'s ARC as soon as ASEPEX decides to open it. 

The host government is responsible only for engaging (and paying the 
salary of) an ARC coordinator. In WATH\'s opinion, ASEPEX wants the 
USG to significantly and directly fund ASEPEX\'s AGOA efforts; 

computers and other information materials are not enough. 
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Similarly, a National AGOA Committee was launched in 2006. However, 
to date, no actions have been taken except one meeting of a steering 
committee in September 2006 in which the Minister and the Ambassador 
participated. 
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7. (U) Visit Embassy Dakar\'s Intranet site at 
http://dakar.state.gov/htdocs/section/econSec tion.aspx and Embassy 
DakarYs SIPRNET Web site at http://www.state.sgov.gov/p/af/dakar. 
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E.O. 12958: DECL: 06/29/2017 

TAGS: EAGR, EC, EFIN, EPET, PREL, SENV 

SUBJECT: ECUADORVS BIG ENVIRONMENTAL INITIATIVE: KEEPING 
THE OIL IN THE GROUND 


REF: QUITO 1102 
Classified By: DCM Jefferson Brown, reasons 1.4 (B) and (D). 


1. (U) Summary: President Rafael Correa is challenging the 
world to help Ecuador avoid drilling for oil in one of its 

largest and most biodiverse areas of protected Amazon 
rainforest, the Ishpingo-Tambocoha-Tiputini (ITT) field in 
Yasuni National Park. The GOE wants the international 
community to compensate it for half of the profits it 
estimates it would earn from ITT development, or $1.75 
billion. So far, however, it has not provided any sort of 

legal framework for its proposal. It says it would place the 
funds into a trust managed by an international body, and sign 
agreements that it will not drill for the projected 920 

million barrels of heavy crude that lie underground. End 
Summary. 


Column 3 


THE PROPOSAL 


2. (U) The GOE officially presented &Keeping the Oil in the 
Ground8 at a June 5 World Environment Day celebration at the 
Presidency. The GOE proposed to refrain from developing the 
ITT field if the international community would compensate it 
for half of the estimated profits resulting from development, 

or $1.75 billion (note: the press reported $350 million/year 

for the 25 year duration of the project, but this does not 

take into account the GOE\'s estimate that production will not 
become profitable until the fifth year of operation). The 
showy event at the Presidency included children and 
indigenous groups (the ITT is home to uncontacted peoples 
such as the Hoarani), and a colorful photo exhibit of 
Ecuador\'s Amazon forests. Cabinet members and even the 
President of Petroecuador all signed a large white poster in 
support of the initiative. 


3. (U) A power point presentation by then Energy Minister 
Alberto Acosta listed possible funding sources as \"foreign 
debt cancellation and trade off: multilateral (IADB, World 
Bank), bilateral, Paris Club; government to government 
donations, voluntary contributions from civil society, 
international NGOs (including conservation and human rights 
organizations), and international market placement of 
unexploited crude oil certificates.\" The presentation 
illustrated Ecuador\'s wide biodiversity (more than 600 
different species per hectare) and showed photos of the kind 
of environmental damage that roads, exploration and drilling 
would create. It also gave details about ITT oil: the field 
currently contains an estimated 920 million barrels * more 
than 20% of total Ecuadorian reserves. Interested investors 
include the Chinese, the Brazilians, and Venezuelans. 


4. (U) The GOE says it will place donated funds into a trust 
managed by an international body, and sign agreements that it 
will not develop the ITT. Any interest generated will 
supposedly be used to fund social development networks. The 
government plans to give the initiative one year to succeed 

* but if funds are not raised by that time, it says it will 

move forward with development. 


SAVE THE ITT, SLOW GLOBAL CLIMATE CHANGE 


5. (U) At a separate event on June 14, \"Climate Change, 
Kyoto y Alternatives to Development, Ivonne Ramos of NGO 
Accion Ecologica said forgoing development of ITT would help 
Ecuador meet its Kyoto Protocol obligations. She said that 
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Ecuador\'s clean development initiatives were not numerous, 
but included 230 successful hydroelectric projects and 

efforts to address emissions (the Quito municipality 
participates in the UNEP-administered and EPA-sponsored Clean 
Fuels Partnership through its organization CORPAIRE). She 
concluded that avoiding development would be a huge stride, 
and called the project \"the only initiative by a country of 

the south\" to propose a \"concrete\" remedy to global warming. 
Economist Carlos Larrea from the Universidad Andina Simon 
Bolivar added that if development of ITT (and the thermal 
refinery necessary to distill its heavy crude) proceeds, the 

net financial cost to the rest of the world in terms of 

climate change would be greater than Ecuador\'s profit. 
Acosta\'s presentation asserted the same, estimating that 
exploitation of the ITT would release 108 million tons of 

carbon into the atmosphere. 


COMMENT 


6. (C) The $1.75 billion question with regard to Correa\'s 
ITT proposal is: what guarantee will the GOE provide that it 
will not develop the field? The idea is innovative (perhaps 
inspired by carbon credits), but to the best of our 


knowledge, the GOE has not yet developed any legal framework 
to assure the international community that it will forgo 
development. We question whether the GOE has the legal 
expertise, organizational ability, or long-term political 

will to see the project through. The chief proponent of the 
proposal, former Energy Minister Acosta, resigned on June 14 
to run for the Constituent Assembly. Meanwhile, 
Petroecuador\'s President, Carlos Pareja has been actively 
pushing for development of the ITT fields (reftel). In an 

ironic twist, the same day the GOE unveiled its Keep the Oil 

in the Ground proposal, Petroecuador applied for visas for a 
delegation to travel to Washington to meet with possible 
U.S.-based developers of the ITT field. Even so, the GOE 
proposal may attract some attention * the German DCM 
commented to EconCouns a couple of months ago that he was 
skeptical that the GOE would follow through with its 
commitment, but he more recently said that the German 
government may actually consider the proposal; Norway has 
also reportedly shown some interest. End comment. 


JEWELL 


113884 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHSI #1563/01 1801323 

ZNY CCCCC ZZH 


Column 3 

O 291323Z JUN 07 

FM AMEMBASSY TBILISI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6852 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE IMMEDIATE","C ONFIDENTIAL SECTION 


SIPDIS 
SIPDIS 
DEPT FOR EUR DAS BRYZA & EUR/CARC 


E.O. 12958: DECL: 06/29/2017 
TAGS: PREL, PGOV, OSCE, GG 
SUBJECT: SOUTH OSSETIA TENSIONS HIGH 


REF: A. TBILISI 1368 
B. TBILISI 1120 
Classified By: Ambassador John F. Tefft for reasons 1.4(b)&(d). 


Summary 

1. (SBU) A number of dangerous eruptions in tension have 
recently occurred in South Ossetia, suggesting that we may be 
in for a long, hot summer in the conflict zone. Georgian 
villagers have squared off with Russian peacekeepers over 
Georgian efforts to improve a road connecting two Georgian 
villages, the South Ossetian de facto authorities are 
continuing to block irrigation canals that normally supply 
Georgian farmers, and the two sides are regularly exchanging 
fire north of Tskhinvali near Tamarasheni. Fortunately, thus 
far none of the incidents has spiraled into a major 
confrontation, but in this heavily armed environment the 
danger is real. End Summary. 


Flashpoint One: Roads 

2. (SBU) Following the South Ossetian-initiated violence of 
May 12-13 (ref B), much of which occurred west of Tskhinvali 
around Avnevi, both sides have attempted to build or improve 
roads that would make it possible to reach villages in that 

area without having to go through the other side\'s territory. 
First the South Ossetians tried to build a north-south road 
from Khetagurovo to Muguti on May 24. Armed Georgian forces 
stepped in to stop them, and a tense standoff ensued that 
eventually ended peacefully when the South Ossetians 
withdrew. Then the Georgians made attempts in June to 
improve the west-east road from Avnevi to Zemo Nikozi, on 
June 12-15 and again on June 27-28. The Joint Peacekeeping 
Force (JPKF), whose commander argued that the construction 
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was a source of tension, deployed to stop both efforts. The 
JPKF was initially successful, but on June 28, a large number 
of Georgian civilians surrounded JPKF positions, pouring cans 
of paint on the armored vehicles and their occupants, in 

scenes that were subsequently shown on Georgian television. 
According to OSCE, it appears the JPKF decided to withdraw at 
this point, leaving the Georgians in control of the area. 


3. (C) OSCE Political Advisor Gantcho Gantchev told us June 
28 that, according to the 1992 dividing line in the conflict, 

the Georgians have the right to undertake road construction 
in the area, while the South Ossetians do not. (Note: It is 

not clear if this is an official OSCE position; recent OSCE 
written reports on the issue have not made this argument. 
End Note.) Gantchev noted that unlike the South Ossetians\' 
planned road, the Georgian road already exists, but it needs 
improvements in order to be passable in all weather 
conditions. In fact, the planned paths of the two roads 

cross, meaning there would be no way for both sides to build 
their roads without encountering each other. 


Flashpoint Two: Water 

4. (C) The South Ossetians continue to block irrigation 
canals that transport water to Georgian fields and orchards 
both inside and out of the conflict zone. Prime Minister 
Noghaideli has twice called the Ambassador and other 
representatives of the international community to argue for 
help, especially to urge the Russians to pressure the de 
facto authorities to re-open the canals. In a June 25 
conversation, Noghaideli told the Ambassador that the 
governor of Georgia\'s Shida Kartli region was threatening to 
cut off the drinking water pipeline to Tskhinvali if the 

South Ossetians did not relent on the canals. The Ambassador 
strongly warned Noghaideli that the Georgians should not do 
this because it would hurt their credibility internationally 

and with the South Ossetian population. According to OSCE 
officials, on June 29 a group of Georgian civilians blocked 
the Transcaucasian Highway at the JPKF post in Megvrekisi, 
south of Tskhinvali, to protest the closure of the canals. 


5. (SBU) The canal closure is a legacy of the May-June water 
crisis in South Ossetia, which left Tskhinvali without 

drinking water for two weeks (ref A). At the time, the 
Georgians refused to permit South Ossetian repair crews to 
enter the Georgian enclave, and eventually repaired on their 
own the most serious damage to the drinking water pipeline, a 
place where storms had dislodged it from a concrete support 
above the Didi Liakhvi River in Kheiti. In the meantime the 
South Ossetians turned off the pipeline in Java, above the 
Georgian enclave, as well as the irrigation canals near 
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Tskhinvali that flowed south to Georgian-controlled areas. 


SIPDIS 

The Georgians completed repairs in Kheiti June 5, and a joint 
team including South Ossetian representatives viewed the 
repairs the same day. After a delay, the South Ossetians 
re-started the water in Java June 7, and it began flowing 
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south through the Georgian enclave to Tskhinvali. While the 
water flow was sufficient to fill the underground reservoirs 
above Tbilisi -- OSCE officials tell us there is now ample 
running water in Tskhinvali -- it was only 20-30 percent of 
the expected volume. 


6. (C) Since June 7 the sides have been unable to agree on 
additional inspections of the pipeline, and the South 
Ossetians have not re-opened the irrigation canals. The 
South Ossetians are insisting on a repeat inspection of the 
Georgian repairs at Kheiti, while the Georgians are calling 

for an inspection of the whole pipeline. The Georgians have 
told us thatin a June 19 meeting in Tskhinvali, State 

Minister for Conflict Resolution Antadze proposed to the 
South Ossetians that two joint teams simultaneously check the 
water flow above and below the Georgian enclaves; if the 
tests showed that water was being lost in the Georgian area, 
the teams could then inspect the whole pipe in the Georgian 
area to find the problem. The Georgians believe that in fact 
the water is being lost in the separatist area north of the 
Georgian enclave, due to the poor design and maintenance of 
the pipe. OSCE Deputy Head of Mission Veselin Nikolaev has 
told us that the current stand-off appears to serve the South 
Ossetians! political interest well; if the Georgians use 

their leverage -- by turning off the drinking water -- the 
Georgians will look bad internationally and the de facto 
authorities can tell Tskhinvali residents that 

Georgian-backed leader Dmitry Sanakoyev is to blame for the 
lack of drinking water. 


Flashpoint Three: Shootings 

7. (C) There has been a series of shootings between the two 
sides north of Tskhinvali over the past week, near the 

Georgian village of Tamarasheni. At least six people have 

been wounded, four Ossetians and two Georgians. According to 
press reports mortars and rocket-propelled grenades were used 
(in addition to small arms) but OSCE officials were unable to 
confirm this as of June 29. Gantchev told us June 29 that 
OSCE was picking up troubling reports of \"snipers.\" While 
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firing across the lines is not uncommon in the conflict zone, 
Gantchev noted that in the past shots were typically unaimed, 
intended more to frighten than to hit targets. 


Other Incidents 

8. (C) The South Ossetians have continued to block the road 
north of Tskhinvali into and out of the Georgian enclave at 
Tamarasheni, denying freedom of movement to the local 
population. The South Ossetians have also reportedly stopped 
Georgian buses in Kukhati, harassing the passengers. 
Gantchev told us that it was in response to this that the 
Georgians set up a new police checkpoint in Prisi (in fact in 
between two villages called Prisi, one controlled by each 

side) and have apparently begun digging trenches and building 
other fortifications to protect the post. Gantchev said the 
JPKF and the South Ossetians have argued this violates 
existing agreements, but Gantchev added that because this is 
a police post, it could be considered not an \"armed 
formation\" to which agreements apply. 


Comment 

9. (C) The situation in South Ossetia is volatile and it 

could get out of control -- either due to a conscious 

decision (as happened with the South Ossetian-precipitated 
violence May 12-13) or by accident. We are urging the 
Georgians to show restraint, and not to be provoked into a 
more serious confrontation. While the two sides walk along 
the brink of a major clash, they are also trying to insulate 
themselves from the other side\'s leverage for the longer term 
by building bypass roads, digging wells to obtain independent 
access to water, and thinking about new gas and electric 
lines that would not be vulnerable to interruption. Of 

course, once either side has an invulnerable road or supply 
of utilities, it no longer has any disincentive to cutting 

off the other side\'s roads or utilities. If it is not lost, 

the interconnectedness of these networks is a real incentive 
for the two sides to interact and to build confidence. The 
water pipeline is a good example; if it could be renovated as 
envisioned in the donors\' economic rehabilitation program, 
the result would help people on both sides and tie them 
closer together. We hope that the two sides will show some 
interest in realizing these opportunities, perhaps at the 
Steering Committee meeting for the donors\' program scheduled 
for July 2. 


10. (C) A key factor in determining the international 
community\'s ability to manage crises in South Ossetia is the 
role of the OSCE. As we go through the process of choosing a 
new Head of Mission, it is post\'s view that OSCE needs a 
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leader who is active and who interprets his/her mandate as 
granting authority to get in the middle of such issues and 
hammer out a solution between the sides. 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, GG 

SUBJECT: RUSSIA TRANSFERS AKHALKALAKI MILITARY BASE TO 
GEORGIA 


REF: TBILISI 992 


1. On June 27 Russia officially handed over its military 

base in Akhalkalaki to Georgia, several days ahead of 
schedule. Georgian First Deputy Defense Minister Levan 
Nikoleishvili and Russian Commander of the Group of Russian 
Forces in the Transcaucasus Andrei Popov attended the 
handover ceremony and signed the Act of Handover and 
Acceptance. The closure and transfer of the base, which was 
built by Russia in 1910 and occupied by Russian and Soviet 
forces since that time, began in 2006, following a March 31 
agreement between Georgia and Russia on the withdrawal of the 
remaining Russian forces stationed in Georgia. (Comment: 
The Georgian Ministry of Defense has not yet made clear its 
plans for the base, though it is unlikely that they will 

station troops there. End comment). 


2. Russian withdrawal from its base in Batumi, the last 
remaining base on Georgian-government controlled territory, 
also continues ahead of schedule. On June 28, the seventh 
trainload of heavy equipment departed Batumi for Russia. The 
remaining six trainloads of heavy equipment will be removed 
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from Batumi by August 23, 2007. The remaining troops and 
equipment will begin withdrawal in the spring of 2008, and 
the base will be transferred to Georgia by October 1, 2008. 
The status of the Russian base at Gudauta, in the breakaway 
republic of Abkhazia, remains an issue, and the Georgian 
government has made clear that it will not consider Russia\'s 
obligations under the 1999 Istanbul Commitments fulfilled 
until Gudauta\'s status is resolved (reftel). 
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E.O. 12958: N/A 

TAGS: EMIN, ECON, ETRD, PREL, PGOV, SL 

SUBJECT: SIERRA LEONE EMBRACES EXTRACTIVE INDUSTRIES 
TRANSPARENCY INITIATIVE 


REF: STATE 75118 


1. On June 28, the GoSL launched the Sierra Leone Extractive 
Industries Transparency Initiative (SLEITI) by inaugurating 

its EITI National Steering Committee and establishing an EITI 
Secretariat at a ceremony at the Presidential State House. 


SIPDIS 

Endorsing EITI at the ceremony, President Anmad Tejan Kabbah 
said the GoSL is committed to high standards of transparency 
and accountability in public life, government operations and 

in business. 


2. The National Steering Committee is comprised of 
representatives from the Ministries of Presidential Affairs, 
Mineral Resources, Finance, Local Government and Community 
Development, National Revenue Authority, Council of Paramount 
Chiefs, National Commission on Environment and Forests, Civil 
Society (three representatives), the Media, members of 
Parliament, the Audit Department, Office of National 

Security, and Chamber of Mines. The GoSL has appointed Dr. 
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Sheku Sesay, Minister of Presidential Affairs, as the EITI 
representative. 


3. The GoSL has an implementation framework in place and has 
drafted a national work plan. The GoSL is also close to 

finalizing a memorandum of understanding with civil society 
stakeholders and the mining industry. At the GoSL\'s request, 
the UK Department for International Development (DFID) and 
the World Bank have funded a consultant to address capacity 
issues necessary to move EITI implementation forward. 


4. EITI appears to be gaining momentum, mostly driven by a 
civil society coalition, the National Advocacy Coalition of 
the Extractives (NACE), which is dedicated to promoting 
greater transparency in the mining sector. NACE is receiving 
support from Catholic Relief Services and Christian Aid. 


5. The overall organization of the mining sector remains poor 
and requires improvement and NACE advocates renegotiating 
existing contracts/leases; legislation to amend existing laws 

to comply with EITI; and building capacity to track 

budgeting, audits and improve analyses of the mining sector. 


6. The GoSL intends to submit the required documentation to 
move from the candidate phase to the compliant phase as 
defined in the EITI Validation Guide. 
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E.O. 12958: DECL: 06/28/2017 

TAGS: IZ, MARR, MOPS, PINR, PINS, PNAT, PREL 
SUBJECT: READ OUT FROM JUNE 26 MCNS 


Classified By: Ambassador Ryan C. Crocker, reasons 1.4 (b) and (d). 
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1. (C/REL MNF-I) SUMMARY: Prime Minister Maliki presided 
over the June 16 meeting of the Ministerial Committee for 
National Security, during which: 


--Commander in Chief Joint Forces General Babakir al-Zebari 
gave an operational update on Baquba. Commanding General 
MNF-I David Petraeus expanded on the summary, providing an 
update on the surge offensive ongoing throughout Iraq against 
Al Qaeda. Petraeus pressed the need for the Government of 
Iraq to follow through on non-security lines of operation for 

the cleared communities. 


--National Security Advisor Mowafak al-Rubaie asked General 
Petraeus the status of Maliki\'s request at the June 19 MCNS 
to use Iraqi forces to secure the Mujahedin e-Khalq (Mek) at 
Ashraf. 


--Minister of State for National Security, Shirwan Waeli said 
his staff had completed a study on improving communications 
security through better regulation of mobile phone companies 
and distribution of SIM cards, as well as through the 
monitoring customer usage. 


--Rubaie announced that the two committees established to 
investigate the Samarra bombing had completed their work and 
handed the written reports to Maliki for review. 


--Maliki said the lraqi Security Forces sent to Samarra were 

in dire straits due to increased attacks by well-armed 

terrorists and inadequate life support and logistics. 

Petraeus advised Maliki to direct the relevant commanders to 
take more responsibility for improving the situation and that 

the forces in Samarra were also confused from the lack of a 

clear mission and inadequate command-and-control mechanisms. 


--Maliki announced that he would request the Sadrists delay 
their planned July 5 march to Samarra by sixty days because 
of the current danger and lack of adequate ISF to protect the 
marching Iraqis. 


--National Security Advisor Rubaie announced the formation of 
two separate committees for National Reconciliation. DPM 
Zoubai objected to the \"Technical Committee\" in favor of 
keeping just the \"Political Committee.\" 


--Maliki told Petraeus that the Ministry of Finance had 

already transferred funds to cover both the continued 
operation of the Rule of Law Complex in Rusafa and the 5000 
new corrections guards for the Iraqi prison system. 


--Deputy National Security Advisor, Dr. Safaa summarized a 
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proposal that would create an overarching coordination 
committee for the national security structure. END SUMMARY. 


Military Progress 


2. (C/REL MNF-I) Commander in Chief Joint Forces General 
Babakir summarized the military operations over the past week 
in Baquda. General Petraeus stressed that Baquba is just 
part of the overall intensified campaign against Al Qaeda. 

He said Coalition forces were taking down \"the enemy\" all 
over Iraq, including in Baghdad and its suburbs, north and 
south of Fallujah, and throughout the Euphrates River Valley. 
He said these operations have yielded substantial gains, 
including a reduction in the number of car bombs. Petraeus 
then emphasized that the GOI must do its part on the 
non-security side by ensuring basic services are provided and 
reconstruction is carried out in cleared areas. Maliki 

agreed, pointing out that the he is working closely with the 
Minister of Trade to ensure deliveries of basic food stuffs, 
such as flour, get to communities affected by military 
operations. Maliki went on to predict that Baquba 
revitalization might occur quicker than Anbar because of 
existing local organizations. 


MeK 


3. (C/REL MNF-I) National Security Advisor Rubaie asked 
General Petraeus if he had a response to MalikiWs request to 
turn security responsibility of the MeK in Camp Ashraf over 

to the Iraqi Security forces. General Petraeus said that 

prior to this meeting he had provided a letter responding to 
Maliki\'s overall concerns with the MeK. Petraeus recommended 
a discussion be postponed until Maliki had reviewed the 

letter. 
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Regulating Cell Phones 


4. (C/REL MNF-I) Minister of State for National Security, 
Shirwan Waeli said his staff had completed a study on 
improving communications security through better regulation 
of mobile phone companies and the distribution of SIM cards, 
strict checking of buyer ID cards, as well as through 
monitoring of customer usage. Waeli stressed that these 
measures would disrupt terrorist activity. Deputy Prime 
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Minister Barham Saleh stressed that any new regulations, 
including government monitoring of cell phone conversations, 
would need to be consistent with Iraqi law. 


Samarra Bombing Investigation Completed 


5. (C/REL MNF-I) Rubaie passed out copies of the findings 
from two committees established to investigate the Samarra 
mosque bombing. Maliki said he understood that the 
investigation had determined that the Facility Protection 
Service was responsible for the bombing and that four members 
were arrested for their role. Rubaie said that only one of 

the four had been arrested because three were fugitives. 
Maliki questioned the role of the local police who were 
patrolling the street outside of the mosque. Rubaie 
responded that the committees\' reports answer this question. 
Saleh asked if the commission had investigated the 
intelligence failure associated with the bombing, noting that 
the intelligence community had warned of a plot to blow up 
the mosque\'s minarets two weeks prior to the attack. Rubaie 
said he believed the committees did examine this issue. 


Maliki Reports Trouble for ISF in Samarra 


6. (C/REL MNF-I) Maliki complained that the Iraqi Security 
Forces in Samarra were \"suffering\", arguing that if their 
situation did not change, they will be destined for defeat, 
making the Government look weak. The forces, he said, are 
outgunned by the enemy, are taking significant casualties, 
and are not receiving adequate logistical support. Maliki 
gave an example of a VBIED that hit an IP station and killed 
seven police because there were no concrete barriers. He 
turned to General Petraeus for assistance, particularly 
asking for aerial support and vigorous offensive operations. 
Petraeus assured Maliki that the Coalition forces were always 
willing to provide military support. He added, however, that 
they needed actionable intelligence upon which to act. 
Petraeus also stressed that, while coalition forces would do 
all they could to assist with logistics, it was critical for 
security force commanders in Samarra to take more 
responsibility to ensure their troops obtain food, water, 
shelter, and adequate w 

eaponry -- a point vocally supported by Deputy Prime Minister 
Zoubai. Petraeus said he was also concerned that the 
missions of the various lraqi units in Samarra were not 
clear. The US forces in the area had reported these 
deficiencies to Petraeus, noting that they had \"no idea who 
is in charge\" in Samarra and that no Iraqi seemed to know 
what they were to do on a daily basis. (Note: These issues 
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have been largely resolved since the MCNS. End Note.) 


Samarra March to be Delayed by Sixty Days 


7. (C/REL MNF-I) Maliki announced that he would request that 
the Sadrists delay their July 5 march to Samarra by sixty 

days. He said the road to Samarra is too dangerous and that 
the GOI does not have sufficient force to protect the crowds 
that such an event would attract. 


National Reconciliation 


8. (C/REL MNF-I) NSA Rubaie announced that the PM had formed 
two committees to foster national reconciliation. One would 

be headed by himself and be called the \"Political Committee\" 
and the second (to be headed by Dr. Bassima of OCINC though 
this was not stated) would be called the \"Technical 

Committee.\" Both committees would work in close coordination 
with MNF-I to take advantage of the \"golden opportunity\" to 
reconcile tribes and former armed groups. DPM Zoubai said 
that the Technical Committee might make \"mistakes\" and urged 
the MCNS to drop this committee entirely in favor of only the 
Political Committee. (Note: Zoubai is concerned that the 
Technical Committee would inhibit reconciliation with Sunni 
tribes and armed groups. End Note.) 
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Iraqi Detainee Operations 


9. (C/REL MNF-I) Petraeus reiterated that the Rule of Law 
Complex would be funded by MNF-I only through July and that 
the Prime Minister must act quickly to ensure it keeps 
operating. Maliki said that Ministry of Finance had already 
transferred 1D63 billion for the ROL Complex support and 
another ID64 billion for the hiring of the needed 5000 Iraqi 
Corrections Service Guards. 


Intelligence National Security Legislation 


10. (C/REL MNF-I) Deputy National Security Advisor, Dr. Safaa 
summarized a proposal that would create an overarching 
coordination committee for the national security structure. 

This committee would be in line with the national 

constitution and laws. The committee would not be an 
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executive body, serving instead as an advisory and 
coordination cell for all intelligence entities within the 

Iraqi government. All attendees seemed a bit confused by the 
plan and asked for time to review and comment on the 
proposal. Saleh said the overall intelligence structure was 
already too complicated, and that adding another entity would 
only add to the disarray. He stressed the current system was 
comprised of too many organizations with overlapping 
responsibilities and unclear missions. Zoubai supported 
Saleh\'s assessment, stressing that developing a well-defined 
and coordinated intelligence system was critical to Iraq\'s 
long-term success. 
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E.O. 12958: DECL: 06/27/2017 

TAGS: PREL, PGOV, PTER, MARR, CO 

SUBJECT: SOUTHCOM DEPUTY COMMANDER SPEARS VISITS COLMIL 
LEADERS 


Classified By: Political Counselor John S. Creamer 
Reasons: 1.4 (b) and (d) 


1. (C) On a June 25-27 visit, U.S. Southern Command Deputy 
Commander General Spears met Vice Minister of Defense Pinzon 
and Colombian Armed Forces Commander General Padilla. Pinzon 
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said the GOC wanted to review counterdrug programs, with a 
possible shift from spraying to manual eradication and cost 
cutting through use of Colombians in lieu of U.S. 

contractors. Pinzon urged the U.S. to allow broader use of 
helicopters involved in pipeline protection. He said the GOC 
planned to use wealth tax revenues to fight drugs and 
terrorists, but he defended some big ticket weapons 
purchases. Pinzon reiterated the GOC\'s interest in hosting a 
Cooperative Security Location (CLS). End Summary. 


2. (C) In response to possible shifts in future Plan 

Colombia funding, Vice Minister Pinzon said Defense Minister 
Santos wanted a full review of counterdrug strategy. Data 
showed fumigation was no longer as useful as it once was. He 
suggested spraying be reduced in favor of more manual 
eradication. Helicopters used for spray security could be 
shifted to transport manual eradicators. Budget cuts could 
be absorbed by replacing more costly foreign contractors (at 
$10,000 per month) with local labor ($1,500 per month). He 
said U.S. contractors might not all be replaced in two years, 
but the GOC would work toward that goal. 


3. (C) Pinzon urged continued U.S. support for maintenance 
as well as legislative changes to allow greater flexibility 

in the use of ten helicopters scheduled for handover to the 
GOC this year for protection of the Cano-Limon pipeline. 
Colombia wanted to fight its own war, he said, but it had 
limited resources for helicopter maintenance. Without proper 
upkeep, there was a risk of decreased operational readiness. 
This would adversely impact U.S. commercial interests and 
energy security. He also asked the U.S. to broaden the 
legislation limiting the helicopters\' use to infrastructure 
protection to include other missions, e.g. to include troop 
airlift in counterterrorist operations. 


4. (C) Pinzon said Santos was pressing the service chiefs 
for a counterdrug/counterterror focus in spending the new 
\"wealth tax\" resources, but he conceded some big-ticket 
expenditures were being considered to \"enhance\" those 
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efforts. WThe Minister," he said, \"is pushing them to the 

limit -- what they need for this war, not the next.\" Still, 

Pinzon defended aquisitions aimed at maintaining a minimum 
level of strategic capabilities.\" He said the focus will be 
refurbishment of major hardware now, with replacement in 
10-15 years. Pinzon pitched such expenses in 
counter-narcoterrorism terms -- Navy ships for interdiction, 

Air Force jets to bomb terrorist targets. 


5. (C) Pinzon asked about the possibility of a U.S. air base 

in Colombia to replace Manta in Ecuador. General Spears 
confirmed there was interest in a Cooperative Support 

Location (CSL) in Colombia, along with other possible CSL 
locations in the region. The Bogota Military Group Commander 
said the GOC had authorized a U.S. survey team to visit 
prospective sites including Palanquero and Barranquilla. 


6. (C) General Spears voiced U.S. interest in learning from 
Colombian success in infrastructure protection, especially 
pipelines. Pinzon and Padilla said they were eager to help, 
noting that GOC experience was due to U.S. support. They 
would forward to US CENTCOM briefings given the prior week by 
the Colombian Army and Navy to the Commander of U.S. 
Transportation Command. Pinzon said GOC assistance to Iraq 
and Afghanistan was a follow-up area from recent Bilateral 
Working Group meetings; this would fit with those 

initiatives. Pinzon said there was growing GOC interest in 
sharing its experience in Latin America. 
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E.O. 12958: DECL: 06/29/2017 
TAGS: PREL, MARR, ECON, RS 
SUBJECT: MOSCOW LOWERS CHAVEZ VISIT PROFILE 


REF: MOSCOW 3139 
Classified By: Political M/C Alice G. Wells. Reasons 1,4 (B/D). 


1. (C) Summary. Amid media reports that the Kremlin is 
attempting to keep a leash on the firebrand Venezuelan leader 
in the lead up to the Kennebunkport summit, Hugo Chavez held 
a low-key meeting with President Putin on June 28. The 
tete-a-tete meeting presumably covered two important agenda 
items: arms sales and energy, but no contracts or 

deliverables were announced. While Chavez used the opening 
of the Simon Bolivar Latin cultural Center in Moscow to 

accuse the U.S. of \"imposing tyranny\", he did not have an 
opportunity to address the Russian Parliament, but was 

limited to a closed session with a smaller group of lawmakers 
and a one-on-one meeting with Duma Speaker Boris Gryzlov. 
Chavez is scheduled to stop over at the Belorusian capital 
Minsk before flying to Rostov-on-Don later today. End 
summary. 


2. (SBU) In contrast to the abundant pre-visit press 

coverage of the Venezuelan President, both electronic and 
print media have been low-key on the actual visit, with 

little reported on the late night Putin-Chavez meeting on 

June 28. Several daily newspapers, including Kommersant and 
Nezavisimaya Gazeta, commented that the Kremlin is taking 
steps to minimize U.S. irritation over the Venezuelan 

leader\'s visit. 


3. (C) In contrast to the pre-visit hype on energy and arms 
contracts, the GOR has played down the prospect of 
deliverables. Anatoliy Sokolov, Senior Counselor at the MFA 
Venezuela Desk, told us June 29 that the two presidents\' 
\"long\" meeting at the Putin\'s retreat in Novo Ogaryovo last 
night went \"very well,\" and the two leaders covered all 
bilateral issues. While he confirmed that energy was on the 
agenda, Sokolov said the result of the tete-a-tete meeting 
would be known only next week. Ivan Safranchuk, Chief 
Defense Analyst at the World Security Institute, recalling a 
similarly controversial visit from Syria a few years ago, 
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noted that announcements of arms contracts signing could come 
well after the visit. Vladimir Milov, Institute for Energy 

Policy, and a well-connected industry insider, confirmed that 
Putin and Chavez discussed \"routine\" energy issues, including 
exploration, gasification, and the Venezuela-Brazil-Argentina 
pipeline, but stressed that no breakthroughs or surprises 

related to energy policy or security occurred. 


4. (U) Whether Chavez would be allowed to address the State 
Dumal's plenary session sparked a public dispute among Duma 
deputies. Rather than granting Chavez the privilege of 
addressing the plenary, the Duma Council limited Chavez\'s 
interaction to a one-on-one with Duma Speaker Boris Gryzlov, 
followed by a meeting with Duma deputies in a smaller hall 
which reportedly holds about 40 people. An effort by the 
Communists to overturn the measure was soundly defeated (123 
to 210) at the ruling party\'s urging. In the end, both 

meetings were closed to the press. 


5. (U) In his one unscripted event prior to meeting Putin, 
Chavez used the opening of the Simon Bolivar Center to 
denounce the U.S.\'s \"imperial hegemony\" and to call for a 
strong Russia to \"recreate\" a multipolar world. Aiming at 
portraying Venezuela as a bastion of defiance of the U.S., 
Chavez emphasized Venezuela\'s solidarity with the Kremlin 
leadership. During his speech there, Chavez denied that he 
came to Moscow for weaponry contracts. 


6. (C) While certain groups -- in the Duma, media and public 

-- have played up Chavez\'s anti-U.S., pro-Russia rhetoric, 

the GOR clearly is mindful of the upcoming U.S.-Russia summit 
and attempting to keep the Venezuelan leader in check. 
RUSSELL 
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STATE FOR EUR/UBI 
STATE ALSO FOR ISN, T, EAP, NEA 
TREASURY FOR TFFC AND OFAC 


E.O. 12958: N/A 

TAGS: KNNP, PREL, PARM, EUN, NL 

SUBJECT: E.O. 13382 DESIGNATIONS OF IRANIAN ENTITIES: 
DEMARCHE DELIVERED TO DUTCH 


REF: STATE 84207 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) Econoff delivered reftel points and non-paper 
regarding the U.S. designation of four additional Iranian 
entities and two individuals under E.O. 13882 on June 18 to 
Anne Chris Visser, Senior Advisor, Financial Markets Policy 
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Directorate, Ministry of Finance, and Ministry of Foreign 
Affairs Terrorism and New Threats Unit officials Joost van 
Ettro, Policy Officer, and Huib Mijnarends, Senior Policy 
Officer on Iran Sanctions. 


2. (SBU) The Dutch officials noted they would pass the 
information to relevant GONL and banking counterparts and 
inform Post of any information received. Post will follow up 
and report on any substantive information received or actions 
taken. 

ARNALL 
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E.O. 12958: N/A 
TAGS: OTRA, OREP, TU, GE 
SUBJECT: COUNTRY CLEARANCE FOR STAFFDEL GUREVICH 


REF: STATE 090927 


1. (U) Mission warmly welcomes and grants country clearance 
to Mr. Gene Gurevich. Your control officer for Ankara will 

be Political Officer, Christina Bobrow. She can be reached 

at Office: 011-90-312-457-7250, Home: 011-90-312-491-7700; 
Cell: 011-90-555-358-6803. Your control officer for 

Istanbul will be Political Officer, Chris Friefeld. He can 

be reached at Office: 011-90-212-335-9288; Home: 
011-90-212-351-0511; Cell: 011-90-532-601-7779. Your 
control officer for Adana will be Consul and Principal 

Officer, Eric Green. He can be reached at Office: 
011-90-322-346-2301; Home: 011-90-322-235-3667; Cell: 
011-90-532-314-6339. For emergencies, please contact the 
American Embassy at 011-90-312-457-7246. 


2. (U) Hotel Reservations have been confirmed at the Sheraton 
Hotel in Ankara. The Sheraton is within the per diem rate, 
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however, breakfast and taxes are not included. Address is 
Noktali Sokak, Kavaklidere, Ankara. Telephone number is 
011-90-312-4468-5454. Reservations are confirmed in 
Istanbul for the Conrad Hotel, Yildiz Caddesi, Besiktas, 
Istanbul. The Conrad is within the per diem rate including 
breakfast but not taxes. Telephone number is 
011-90-212-227-3000; Fax number is 011-90-212-227-3237. 


3. (U) Airport pickup has been arranged for Mr. Makovsky and 
Mr. Gurevich upon arrival. 


4. (U) Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention hotline for international 
travelers (tel: 1-877-394-747); fax 1-800-232-3299; or via 
the internet at HTTP//www.cdc.gov. 


5. (U) Security Assessment: In light of ongoing military 
operations in Iraq and continued operations in support of the 
war on terrorism, there remains the potential for both 
transnational and indigenous terrorist groups with 

anti-Western sympathies, to include Kongra Gel (formerly 

PKK), Revolutionary People\'s Liberation/Front (DHKP/C), 
Marxist-Leninist Communist Party (MLKP) Turkish Communist 
Party/Marxist Leninist (TKP/ML), Turkish Workers and Peasants 
Revolutionary Army (TIKKO) and Islamic Greater Eastern 
Raiders/Front (IBDA/C) continue to operate in Turkey. 


Attacks over the last few years, attributed to these groups, 
have occurred in the Aegean and Mediterranean coastal resort 
areas, as well as in Istanbul. In Istanbul, most of the 

attacks, generally small-scale bombings, have occurred in 
neighborhoods not generally frequented by official Americans 
or tourists. Also in 2005 and 2006 public buses have been 

set on fire, with the most recent incident resulting in three 
deaths. Thus far, these attacks on buses also have taken 
place in areas of Istanbul distant from official American or 
tourist destinations. 


The Kurdish Freedom Falcons (TAK), a group ostensibly aligned 
with the PKK terrorists, claimed responsibility for many of 

the incidents noted above, and in April 2006 this group 

issued a statement renewing a threat to target Turkey\'s 

tourism industry. The most recent incidents claimed by this 
group occurred in summer 2006 and included explosions in the 
town of Manavgat (Antalya Province), Marmaris, and in the 

city of Antalya. Both Turkish and foreign citizens were 

injured and killed. 


Violent demonstrations have occurred throughout Turkey, the 
most recent in Istanbul and in several cities in Southeastern 
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Turkey. Just as with members of Mission Turkey, USG visitors 
are required to obtain RSO Ankara and DCM approval for travel 
to the Southeast 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15. 2003, 
two synagogues in Istanbul were the targets of suicide truck 
bombs. On November 20, 2003, the British Consulate General 
and the London based HSBC Bank in Istanbul were struck by 
powerful explosions, killing dozens and wounding hundreds. 
Though prosecutions of those responsible are still ongoing, 
indications are that the Al-QaVida network supported the 
indigenous radical Islamic terrorist group responsible. The 
August 2005 discovery in Antalya of a potential plot against 
maritime interests and subsequent arrest of a Syrian 
Al-QaVida facilitator and planner further attest to the 

ongoing transnational threat. 


The incidence of crime, both violent and the more traditional 
tourists crimes (pick pocketing, purse-snatching, etc.), is 
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relatively low throughout Turkey. However, over the last 
year, there has been a marked increase in the number of 
crimes reported to Consulate General Istanbul. Much of the 
crime is centered in the areas frequented by tourists, 
Consulate employees and official visitors. Visitors should 

be particularly attentive for pick pockets in and around the 
Sultanahmet, Taksim Square, and Istiklal Caddesi areas of 
Istanbul. Often pick pocketing is preceded by some sort of 
diversion, such as an argument or fight, or children asking 

to assist tourists, for example with their bags. If you 
encounter such activity, secure your wallet or purse and 
quickly leave the area. Another scam that is becoming more 
prevalent is that of a stranger approaching a visitor and 
striking up a conversation, which is continued inside a 
restaurant or club, at which point one is either drugged and 
robbed or presented with an enormous bill and intimidated 
into paying it. The security office encourages visitors to 
report any security incidents, including surveillance, to the 
RSO immediately. Useful security information about Turkey is 
available on the following websites: 

--Embassy Ankara: HTTP://WWW.USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 

--Consulate General Istanbul: 
HTTP://WWW.USCONSULATE-ISTANBUL.ORG.TR 


6. (U) For further information regarding travel in Turkey, 
consult the consular information sheet. The consulate 
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information sheet and public announcements are available on 
the internet at: HTTP: //TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) websites: 
HTTP //WWW.TRAVEL.STATE.GOV/TURKEY.HTML 


--US Embassy Ankara: 
HTTP://WWW. .USEMB-ANKARA.ORG.TR 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 


113892 

OO RUEHWEB 

DE RUEHNO #0399/01 1801353 

ZNR UUUUU ZZH 

O 291353Z JUN 07 

FM USMISSION USNATO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1011 
INFO RUEHBS/AMEMBASSY BRUSSELS 6308 
RUEHBS/USEU BRUSSELS 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: OREG, AMGT, ASEC, AFIN, NATO, EUN, BEXP, ENRG, GM, RS, 
Fl 

SUBJECT: WELCOME TO STAFFDEL TILLEMANN JULY 1-2, 2007. 


REF: STATE 088843 


1. Mission welcomes Professional Staff Member, Tomicah 
Tillemann to Brussels for meetings at USEU and USNATO on July 
2, 2007. USNATO Control officer for the visit is USNATO 

Political Officer, Beverli DeWalt, work tel:(32)2-724-3239, 

fax: (32)2-724-3421. Administrative support is provided by 

Lucia Krul (32) 2-724-3233. 


2. Hotel reservations have been confirmed at the Jolly 

Sablon, Bodenbroeck 2, 1000 Brussels, ph: (32) 2-512-8800 and 
fax: (32) 2-512-6766 for arrival July 1 and departure July 2, 
2007. Confirmation number is: 2022247953. 


3. Transportation vehicle will be at the Brussels 
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International Airport at 0700 on Sunday, July 1 in 
anticipation of United Airlines Flight 0950 at 0730. The 
vehicle will escort Ms. Tillemann to the Jolly Sablon Hotel 
and to meetings at USEU and USNATO at designated times 
according to Ms. Tilleman\'s itinerary. 


4. NATO visitor passes have been arranged and will be 
distributed prior to arrival to USNATO. Visitors should then 
proceed directly to the U.S. Mission, near the NATO \"F-wing\" 
entrance. For security reasons, all visitors, even those 

with green NATO badges, must present two pieces of 
identification or their blue State Department-issued badge to 
the Marine Guard before being admitted into the U.S. Mission. 
Visitors must also leave cell phones and other electronic 
equipment with the Marine Guard. Mission appreciates your 
cooperation. 


5. Computer and Electronics Usage: Inter-agency security 
standards prohibit the introduction or use of non-USG owned 
computer hardware and software at all USG diplomatic 
facilities. Cell phones, palm pilots, radios and other 
convenience electronics are prohibited in all secure areas of 
the Mission. Travelers who anticipate having special needs 
in terms of either access or computer usage should contact 
the RSO office before arriving at post. 


6. Regarding money, there is a branch of the ING Bank at 
NATO which has an ATM that accepts U.S. bank/credit union 
cards on the \"PLUS\" system. Numerous downtown banks also 
have ATM machines. Traveler\'s checks can be exchanged in 
most banks. On Tuesday and Thursday mornings, there is a 
cashier at USNATO to which TDY visitors with travel orders 
have access. 


7. Threat Assessment: A worldwide caution regarding the 
threat of transnational terrorism was issued by the 
Department of State. (Please consult the Department\'s 
website for text: HTTP:HTravel.State.Gov.) In light of this 
caution and the events of September 11, 2001, all visitors 
are encouraged to assess their security posture, and be alert 
to their surroundings. All visitors should exercise caution 
while traveling abroad as U.S. citizens and facilities are 

often the target of groups demonstrating opposition to the 
U.S. foreign policy. 


8. Belgium remains a relatively safe country but as a result 
of the war in Iraq, and sentiments expressed by its citizens 
against the war, American visitors are advised to exercise 
caution and avoid anti-American demonstrations. Also, it is 
prudent not to wear clothes or carry articles with logos and 
emblems associated with the United States at this time. By 
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taking reasonable precautions, visitors should enjoy an 
uneventful stay. However, purse snatching and pick-pocketing 
are occurring more frequently. In Brussels, pick-pocketing 
and purse snatching are more prevalent in the metro system 
(subway, bus, tram) and at Brussels! three major train 
stations: Gare du Nord (North Station), Gare Central 
(Central Station), and especially Gare du Midi (South 
Station). Extra caution should be used at the Gare Centrale 
Station. Victims have been asked for assistance by someone 
who appeared lost and anxious to catch their train. As the 
victim responds to the request, a third person appears and 
steals laptop computers, and other related travel items. 
According to the police, this is a new strategy by criminal 
gangs operating at Central Station. Apparently they prefer 
platforms 3 and 4, used by trains going to the airport and 
obviously carrying the best category of potential victims. 
Valuables should never be left unattended in vehicles and car 
doors should always be kept locked when driving. Carry only 
a minimum amount of cash, credit cards and ID. Expensive 
jewelry, financial records, address books and other personal 
effects should be left at home or stored in a safe place 

during your visit. 


9. Emergency numbers for the Police and Medical Assistance 
are 101 and 100 respectively, and for cellular phones 

(locally) 112. Visitors to Belgium requiring additional 
information should contact the Brussels Regional Security 
Office at 32-2-508-2370 (if dialing locally, 02-508-2370). 


10. Please advise if further assistance is needed. 
KELLY 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PTER, KCRM, MASS, KOMC, IR, GM 
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SUBJECT: COLOGNE \"TRAIN BOMBER\" INDICTMENT REACHES D\\SSELDORF HIGHER 
REGIONAL COURT 


REF: 06 DUSSELDORF 0015 
Sensitive but Unclassified -- Not for Internet Distribution 


1. (U) Almost eleven months after two Lebanese nationals 
unsuccessfully tried to blow up two regional trains originating 

in Cologne, the Federal Public Prosecutor on June 11 brought 
criminal charges against one of the men, Youssef Mohammad 
El-Hajdib. German police arrested the 22-year old El-Hajdib in 
August 2006 and he has been in pre-trial detention ever since. 
(The other suspect, Jihad Hamad, a former resident of Cologne, 
escaped to Lebanon and was to face trial there). Prosecutors 
charged El-Hajdib with multiple counts of attempted murder for 
placing one of the suitcases containing IEDs on a train July 31, 
2006. The Federal Prosecutor said El-Hajdib was attempting to 
retaliate for the publication of the controversial Mohammed 
caricatures some German newspapers republished earlier that 
year. The bombs did not go off due to a technical failure, the 
Prosecutor reported. 


2. (SBU) Before the trial can begin, the court must approve the 
indictment, which -- due to the current court recess -- is 

unlikely before September. The presiding judge dealing with the 
train bomber case told the CG June 22 that the trial itself 

would probably not open until the end of 2007 because the court 
is handling another major terrorist trial involving al-Qaida 
supporters Iraqi National Ibrahim Mohamed Khalil and Palestinian 
brothers Yasser Abu Shaweesh and Ismail Abu Shaweesh (reftel) 
and is expecting a verdict to that case this fall. 


3. (SBU) The President of the Higher Regional Court of 

Duesseldorf and the head judge who will likely preside over this 

case told us this court was chosen because of the North 
Rhine-Westphalia (NRW) connection and the court\'s experience and 
expertise in terrorism trials. 


4. (U) This message was coordinated with Embassy Berlin. 
BOYSE 
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SIPDIS 

SIPDIS 

DEPARTMENT FOR AF/W 


E.O. 12958 
TAGS: PGOV, PREL, PINR, SL 
SUBJECT: PRESIDENT KABBAH WELCOMES LIBYA\'S QADHAFI TO SIERRA LEONE 


1. SUMMARY: Libyan leader Qadhafi visited Sierra Leone June 25-27. 
On his first visit to Sierra Leone, Qadhafi was warmly welcomed by 
President Kabbah and other top level GoSL officials. Qadhafi 
addressed a large gathering at the National Stadium where he 

formally donated 19 passenger buses to the Government. Qadhafi and 
concluded a joint business agreement with the GoSL before departing. 
His visit generated controversy as most Sierra Leoneans feel 

Qadhafi, through his support for RUF leader Foday Sankoh, was partly 
responsible for the ten year civil war that ended in 2002. END 
SUMMARY. 


2. Libyan leader Muammar Qadhafi visited Sierra Leone June 25-27. 
On his first visit to Sierra Leone, Qadhafi arrived by road from 

Guinea en route to the African Union (AU) Summit in Accra, Ghana. He 
was met near the Guinea-Sierra Leone border by President Kabbah, 
Paramount Chiefs and other top government officials. He and his 
entourage arrived into Freetown late on the evening of June 25. His 
motorcade, numbering over 50 vehicles, disrupted traffic in Freetown 
during much of his visit. 


3. On June 26, the GoSL held a welcome ceremony at the National 
Stadium. Qadhafi, dressed in an Elvis-style white jumpsuit, was 

greeted with a standing ovation and cultural performance by nearly 
2,000 people as he entered the stadium flanked by President Kabbah. 
In attendance were Minister of Foreign Affairs Momodu Koroma, Deputy 
Minister of Defense Joe Blell, Minister of Sports and Youth Dr. 

Denis Bright, Minister of Social Welfare Shirley Gbujama and other 

top government officials. Other attendees included civil society and 
Muslim organizations. 


4. In his welcome address, FM Momodu Koroma said the GoSL had 
invited Qadhafi to express their gratitude for his leadership in 

Africa, his friendship with Sierra Leone and his contributions to 

the socio-economic development of the country, and for his love and 
help towards the suffering people of Africa. 


5. In his speech, President Kabbah showered Qadhafi with praise and 
called him a true friend of Sierra Leone for his numerous 
contributions, including a million dollar check which President 

Kabbah received when he took office. Qadhafi also sent two shiploads 
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of rice, which President Kabbah ordered to be sold under market 
value. Kabbah said the money from the rice sales went towards 
financing the creation of the National Security and Insurance Scheme 
(NASSIT). 


6. President Kabbah also thanked Qadhafi for donating 40 tractors, 

13 garbage trucks, 9 dump trucks, three water tankers, and 18 
passenger buses. He also thanked Qadhafi for his generosity for 
chartering flights on several occasions for Muslims to perform Hajj. 
Kabbah also credited Qadhafi for his intervention when the late 
Revolutionary United Front (RUF) rebel leader Foday Sankoh attempted 
to renege on agreements reached with the GoSL during the Peace 
Accord negations. 


7. Qadhafi thanked the people of Sierra Leone for the rousing 
welcome accorded him and pledged continued assistance for the 
country\'s post war recovery process. He also formally donated 19 
more Mercedes Benz passenger buses to the GoSL bringing to 39 the 
number of buses he had donated to Sierra Leone in less than one 
year, in addition to other types of vehicles. 


8. On June 26, President Kabbah hosted a state dinner to honor 
Qadhafi at the President\'s Lodge. Top level ministers, government 
officials, and heads of diplomatic missions, including the 

Ambassador, attended the dinner, where President Kabbah presented 
Qadhafi with the highest honor in Sierra Leone, the Grand Commander 
of the Order of the Republic of Sierra Leone. Qadhafi also concluded 

a joint business agreement with President Kabbah before he departed 
June 27 for Cote d\'Ivoire. As his entourage was departing Freetown, 
Qadhafi\'s staff reportedly threw food and clothing items to 

onlookers as the motorcade left Freetown. 


9. COMMENT: Reactions to Qadhafi\'s visit were mainly negative. 
Local newspapers and political opposition party leaders were quick 

to criticize the GoSL for its lavish and favorable treatment of 

Qadhafi. Most Sierra Leoneans hold Qadhafi responsible for fueling 
the ten-year civil war through his support for Foday Sankoh and the 
Revolutionary United Front (RUF). During a radio interview with the 
BBC, People\'s Movement for Democratic Change (PMDC) presidential 
candidate and party leader Charles Margai criticized the ruling SLPP 
saying that if he was president he would never welcome Qadhafi in 
Sierra Leone, and he would demand an apology and reparations for the 
destabilizing role Qadhafi played during the 10 year civil war. END 
COMMENT. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/29/2017 
TAGS: PREL, PGOV, GRQ 
SUBJECT: FM BAKOYANNIS ON KOSOVO, MACEDONIA, MIDDLE EAST 


REF: ATHENS 1318 


Classifie$ By: CHARCE DVAFFAIRES THOMAS COUNTRYMAN. REASONS 
1.4 (B) AND (D). 


1. (C) SUMMARY: In a twenty-minute June 28 conversation, 
Charge and FM Bakoyannis discussed the Greek-Russian 
handshake on the Blue Stream pipeline deal (reported reftel), 
her recent trip to the Middle East and the issues of Kosovo 
and Macedonia. She said she intended to call U/S Burns at 
the end of this week to update him on the Middle East and 
Kosovo, in line with their June 10 Athens agreement to stay 
in touch. END SUMMARY. 


MIDDLE EAST 


2. (C) At a social event Tuesday night, Charge had an 
unscheduled 20-minute one-on-one with FM Bakoyannis. Much of 
the conversation focused on the June 25 Greek-Russian 
handshake on the Blue Stream pipeline, which was reported in 
reftel. Another important topic was the Middle East. 
Bakoyannis clearly was continuing to think about her recent 
trip (June 10-14). She believed that her interlocutors in 

the region find it much easier to talk openly to Greeks, 

Italians, and Spaniards than they do to Americans and other 
Europeans. She said she was &deeply involved8 in trying to 
help the government of Lebanon (no further details) and 
wanted to share some ideas with U/S Burns. She remained 
concerned about the risk of violence in Lebanon and on 
Israel,s north. 


KOSOVO 
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3. (C) Charge and Bakoyannis also discussed the June 17-19 
visit to Athens of Serbian FM Jeremic and Bakoyannis, 
conversation in Istanbul with Russian FM Lavrov during the 
BSEC Summit. She said that Jeremic had conceded that Serbia 
would not gain much more on the ground from an additional 4-6 
months of negotiations with Pristina, but it was vital to 

make the effort. She agreed strongly, saying the U.S. and EU 
should show that we had gone the extra mile. A Russian veto 
at this point would simply insert Russia back into the 

Balkans in a negative way, she said, rather than in the 

positive manner we should all want. 


4. (C) She said Lavrov had shown no flexibility on Kosovo in 
their June 25 meeting, arguing that the Russian public sees 
Kosovo as the standard against which to measure Abkhazia. 
Charge acknowledged that giving more time for Kosovo talks 
might show our good will and give Belgrade time to reconcile 
itself to the inevitable. For the U.S. (and others with 
presence in Kosovo, including Greece), however, extending the 
time would run a high risk of violence in Kosovo. Bakoyannis 
emphasized that she did not discount the risk of violence but 
said we had to keep it in perspective. Kosovo would become 
more tense than it is today, but that did not mean that the 
international community would be unable to control the risk. 
Spain had just lost six peacekeepers in Lebanon, but was 
staying the course there. 


5. (C) Bakoyannis said the idea she wanted to push with U/S 
Burns was for an alternative, placeholder UN Resolution, with 
only three simple elements: 


-- Creating a new negotiation period of four (or six) months 
between Belgrade and Pristin but without specifying any 
pre-determined or automatic outcome. 


-- Calling on the EU to proceed with decision and deployment 
of the ESDP mission. 


-- Creating a mechanism by which Kosovo could qualify now for 
IFl assistance. (Charge commented that he did not think this 
last point was so simply accomplished, but she insisted it 

could be done and referred to financial agreements she made 
with Kosovo authorities while she was still mayor of Athens). 


MACEDONIA 


6. (C) Charge noted that the Greek press had been critical of 
U/S Burns, advice on Macedonia/FYROM two weeks ago (which 
the papers had distilled down to &Burns to Athens: Solve it 
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Yourself!8). Bakoyannis said only that she was not 

dissatisfied with what Burns had said but so far had not seen 
any results from Skopje of the U.S. intent to push Macedonia 

to calm the rhetoric. She readily agreed to Charge,s 

suggestion that we sit down soon to think through the real 
sequence of events (Greek elections, NATO accession decision) 
and the consequences of various Greek options. 


COUNTRYMAN 
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STATE FOR ISN, T, EUR/AGS, EAP AND NEA 


E.O. 12958: N/A 

TAGS: PREL, KNNP, PARM, IR, AU 

SUBJECT: ADDITIONAL DESIGNATIONS OF IRANIAN ENTITIES UNDER E.O. 
13382 - AUSTRIA 


REF: STATE 84207 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT 
ACCORDINGLY. NOT FOR INTERNET DISTRIBUTION. 


1. (SBU) Per reftel, post submitted information on domestic USG 
designations of four additional Iranian entities and two individuals 
under E.O. 13382 to Elisabeth Ottawa, Terrorism Financing 
Coordinator in the Financial Markets Directorate of the Ministry of 
Finance (MoF). Post also sent reftel information to Alfred Lejsek, 
Head of the MoF\'s Financial Markets Unit, as well as to the Ministry 
of Foreign AffairsW International Security Cooperation Office. 


2. (SBU) In a follow-up, Katharina Senk from the MoF\'s Financial 
Markets Unit, told us that the MoF had circulated the information to 
all banks and financial institutions in Austria. 


KILNER 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: CVIS, SMIG, PREL, CASC, GY 

SUBJECT: DEPORTEES: PROPORTIONALLY, GUYANA DEPORTS MORE 
AMCITS 


1. The issue of deportation was raised by President Bharrat 
Jagdeo and other heads of government at the Conference on the 
Caribbean. Caribbean interest in deportation is normally 
presented as a concern over the impact on small nations of 
the large number of deportees they must absorb. However, 
Guyanese and Caricom officials occasionally insinuate that 
the U.S. unfairly targets the Guyanese or Caribbean 
population for deportation. Although not statistically 
significant, a quick examination of the numbers shows that 
the proportion of American citizens expelled by Guyana is 
significantly higher than the proportion of Guyanese deported 
by the United States. 


2. Between June 2006 and May 2007, the USG deported 223 
Guyanese citizens back to Guyana, or 0.10% of the 210,000 
Guyanese-born persons living in the U.S. Of these 223 
deportations, 31% were for immigration violations, 26% had 
been convicted of drug crimes, 19% had been convicted for 
felony robbery/burglary/larceny/weapons/assault, and 11% had 
been convicted of sexual assault/rape. 


3. In the same time period, Guyana expelled three U.S. 
citizens, or 0.15% of the approximately 2000 American 
citizens living here. One was expelled after serving a 
sentence for cocaine possession, the other two were expelled 
for immigration violations. The other major difference is 

that the GoG did not purchase plane tickets for the American 
citizens. Rather, the GoG incarcerated the three AmCits 

until they (normally with Embassy assistance) were able to 
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purchase their own plane tickets. 
Robinson 
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SIPDIS 


STATE FOR WHA/CEN ELIA TELLO AND WHA/EPSC LISA MARTILOTTA 
COMMERCE FOR ITA DESK OFFICER MARK SIEGELMAN 


E.0.12958: N/A 

TAGS: ECIN, ECON, EIND, PGOV, DR, GT, CS, HO 

SUBJECT: A CAFTA-DR SUCCESS STORY: TIME TO START A BUSINESS 
DRAMATICALLY REDUCED; COSTA RICA LAGS 


1.(U) SUMMARY. Since CAFTA-DR has been implemented, the number of 
days required to register and open a business has been reduced 
dramatically -- and the process made less complex -- throughout the 
region. The treaty was a motivating or sustaining factor for change 

in most of the countries, making the simplification of registering 

and opening a business a CAFTA-DR success story. The only country 
without reform is Costa Rica, where the treaty has not yet been 
ratified. A closer look at some of the stories around the region 

reveals the positive impact a treaty like CAFTA-DR can have on the 
business climate, and provides a strong reason for the Costa Ricans 
to ratify the treaty. This cable was coordinated with the Econ 

Sections of Guatemala City, Santo Domingo, and San Jose. END 
SUMMARY. 


GUATEMALA: 1 DAY TO OPEN BUSINESS (DOWN FROM 30 DAYS) 


2.(U) According to the 2007 World Bank Doing Business Index (WBDBI), 
which measures statistics from April 2006, Guatemalan business used 
to need 30 days to register and begin operations. Efforts to reduce 

this number actually preceded CAFTA-DR, but the upcoming treaty 
provided an additional reason for completing the reforms as quickly 

as possible. According to Emmanuel Seidner, who serves on the 
Guatemalan Presidential Commission on Competitiveness, the country 
has reduced the complexity of the process with a new one-stop window 
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("ventanilla unica\") for the registry and opening of a business. 

This uses a single form and a single bank payment to diminish the 
time needed to register a business and pay associated costs. 

Initiated in May 2006 by the Economy Ministry, the system allows 
payments to be made either in a bank or on-line at 
http://www.mineco.gob.gt/ventanillaagil/index .html. Per the American 
Chamber of Commerce in Guatemala, every complete registration is now 
accepted and a company can begin operations within 24 hours, which 
has reduced waiting time for beginning business operations by 97 
percent. 


3. (U) According to FUNDES, a small and medium enterprise business 
association, it used to take about 17 working days to comply with 

all 191 steps needed just to register a business with the Business 
Registry, the Tax Administration Superintendent, the Guatemalan 
Institute of Social Security, the book and machine registration 
authorities, and the official record book authorities, among others. 
Now it takes one step not only to register the business, but also to 
begin operations. According to the 2007 WBDBl it takes an average of 
73 days to register a business in Latin America overall, so 

simplifying the process and reducing the number of days to register 
and start a business to just one puts them at the head of the pack. 
From June 2006 when the system started through December 2006, 21,450 
businesses have registered, representing a 22.1 percent increase 
over the June-December 2005 period. 


HONDURAS: 9 DAYS TO OPEN BUSINESS (DOWN FROM 44 DAYS) 


4.(U) According to Amilcar Bulnes, the head of the Tegucigalpa 
Chamber of Commerce (TCC), there is no doubt that CAFTA was an 
integral factor in Honduras\'s decision to simplify the business 
registration process. CAFTA-DR is the difference between whether or 
not an investor chooses to come to Honduras." he stated to EconOff 

in June 2007. But he indicated that taking advantage of CAFTA seemed 
doubtful after a 2004 PriceWaterhouseCoopers study identified a six 
month delay to register a business through a \"less than transparent\" 
process. 


5. (U) In preparation for ratification of the treaty in April 2006, 

the previous administration of President Ricardo Maduro created the 
Technical Secretariat of the Committee for the Simplification of 
Business Administration (CSAE) to administer a new National 
Competitiveness Program in February 2005. At the time, the Supreme 
Court had responsibility for the National Business Registry, which 
unnecessarily complicated the process. With executive branch 
support, the Supreme Court voted to hand responsibility for the 
Registry to the TCC and 23 Property Institutes located throughout 
the country. Bulnes notes that the TCC is just the fourth Chamber of 
Commerce in Latin America to be given this important responsibility 
from the government. 
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6. (U) According to FIDE, a Honduran business organization, the time 
needed to register a business has dropped 96 per cent, from 25 days 
in early 2005 to just one-two days in early 2007. Although the TCC 
still registers businesses by hand, within two months a delegation 
from the Bogota Chamber of Commerce is arriving to implement 
software the Colombians have developed to automate the system. This 
is expected to result in even greater improvements. While 

registering a business still forms just one of nine steps needed to 
actually open a business, the WBDBI noted that the time to complete 
the process was reduced by 29 percent (from 62 to 44 days) from 
2005-2006, the greatest progress of any Central American country. 
CSAE and FIDE expect that this year\'s report will show that the time 
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has been reduced even further, from 44 to just nine days, due to 
further reductions in waiting time for operating permits. 


DR: 20 DAYS TO OPEN BUSINESS (DOWN FROM 73 DAYS) 


7.(U) In November 2004 USAID, with its contracting partner Chemonics 
International, initiated a study measuring the cost and time 

required for opening a business in the Dominican Republic. The 
conclusions, presented in March of 2005, revealed weaknesses 
concerning the lack of communication between institutions and a 
generally convoluted process to register a business. In response, 

the National Competitiveness Council (CNC) launched an initiative to 
reduce the number of days it takes to start a business in the 

country and to eliminate bureaucratic inefficiencies. 


8. (U) The results have been impressive. The 2007 WBDBI reported 
that it took 73 days to start a business in the Dominican Republic 

in 2006. Laura del Castillo, the Business Climate Improvement 
Specialist at the CNC, says that the number of days has been reduced 
to 20 and the number of steps required has been reduced from 10 to 
seven. She indicated that the success was due to the concerted 
efforts and reforms of three institutions: the National Office of 
Industrial Property (ONAPI), the Internal Revenue Service (DGIl), 

and the local chambers of commerce (in particular, the Santo Domingo 
Chamber of Commerce). These institutions used primarily 
technological solutions to implement reforms, with the most 

significant reduction achieved by ONAPI. It reduced the number of 
days to obtain a name registry certificate from 45 to five. 


9. (U) In June 2006 -- with implementation of CAFTA-DR only nine 
months away -- President Leonel Fernndez issued a presidential 
decree creating a committee to integrate the multiple institutions 
that work with the establishment of businesses. This committee 
proposed a pilot plan program known, as in Guatemala, as the 
\"ventanilla unica virtual.\" This would secure, simplify and 
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centralize the documents and processes required for the creation and 
formalization of a business. This \"ventanilla\" should further reduce 
the time it takes to start a business by allowing the processes at 

the three institutions mentioned above to be done simultaneously via 
an integrated web-based registration system. The pilot program will 
launch in August 2007 for the Santo Domingo region and should be 
expanded to other major commercial centers within six months. 


COSTA RICA: 77 DAYS TO OPEN BUSINESS (NO CHANGE) 


10.(U) The story in Costa Rica, the only Central American country 

yet to have ratified CAFTA-DR, is very different. The Costa Rica 
business climate has not improved for several years. In fact, Costa 
Rica was one of only four countries in Latin America whose ranking 
worsened in the WBDBI between 2005 and 2006, dropping to 22 out of 
33 countries in the Americas. While expectations remain that the new 
laws and regulations associated with entering CAFTA-DR into force in 
Costa Rica could significantly improve the investment climate, the 
current reality is that according to the WBDBI it takes an average 

of 77 days to start a business after completing 11 different 
procedures. This number has not changed in the last three years. 


11.(U) COMMENT. The efforts in the Dominican Republic, Guatemala, 
and Honduras to reduce business registration and opening time 
clearly show that it is possible to make improvements if the right 
incentives are in place. The impending launches of CAFTA-DR gave 
countries not only a reason to try to become more competitive, or to 
sustain planned reforms, but also -- as the surveys carried out in 

the Dominican Republic and Honduras show -- to seek out detailed 
information about where their weaknesses were located. The result is 
that these countries have used the reform of the business opening 
process to their advantage and continue to do so, while Costa Rica 
has remained stagnant and fallen in the WBDBI ratings. Ratifying 
CAFTA-DR may represent a strong motivation for them to catch up with 
their neighbors. END COMMENT. 


FORD 


113899 

RR RUEHWEB 

DE RUEHLJ #0427 1801416 
ZNR UUUUU ZZH 

R 291416Z JUN 07 

FM AMEMBASSY LJUBLJANA 
TO SECSTATE WASHDC 5938 


SIPDIS 


SIPDIS 


Column 3 
PASS TO ISN,EUR,T,NEA,SCA,EAP,WHA,TREASURY 


E.O. 12958: N/A 

TAGS: PREL, EFIN, PARM, KNNP, IR, EUN, SI 

SUBJECT: SLOVENIA HAS NO ASSETS OR INFORMATION INRE IRAN 
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REF: A. SECSTATE 89511 
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(U) Econoff delivered reftel points to Andrej Plausteiner, 
Acting Director of the Office for Money Laundering Prevention 
at the Ministry of Finance on June 28. Plausteiner informed 
Econoff that his office has no record in their database of 
frozen Iranian assets held in Slovenia and has no additional 
background information regarding entities and individuals 
identified in UNSCRS 1737 and 1747. 
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1. The following are brief items of interest compiled by Embassy 
Minsk. 


TABLE OF CONTENTS 


International Relations 


- GOB and Russian FMs Discuss Union, Missile Shield (para. 2) 
- Official Israeli Delegation Arrives in Minsk (para. 3) 
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- Vietnam Military Delegation Visits Minsk (para. 4) 
- Judges Reject GOB Fines of American Volunteers (para. 45) 


Civil Society 


- Protestant Pastors Lose Appeals (para. 6) 

- Leftist Union to Hold Second Founding Convention (para. 7) 

- Opposition Groups Request Permission to Rally (para. 8) 

- Independent Trade Union Suffers Burglaries, Beating (para. 9) 
- GOB Establishes NGO VBelaya Rus\' (para. 10) 


Society 


- Blood Donors Protest Cuts of Social Benefits (para. 11) 
- Holocaust Conference for Children Held in Brest (para. 12) 


Domestic Economy 


- Finance Ministry Announces USD 7.5 million Surplus (para. 13) 
- First Quarter Aggregate Income at USD 3.6 Billion (para. 14) 


International Trade 


- GOB Expects 1.9 billion in Foreign Investment (para. 15) 


Quote of the Week (para. 16) 


2. GOB and Russian FMs Discuss Union, Missile Shield 


On June 28, Belarusian Foreign Minister Sergey Martynov and Russian 
Foreign Minister Sergey Lavrov held talks in Minsk on further 

integration of Russia and Belarus in the Union State and the 
Commonwealth of Independent States. The Russian minister expressed 
gratitude to Minsk for supporting MoscowYs stance on the 

Conventional Armed Forces in Europe Treaty and the OSCEVs reform and 
the GOB\'s cooperation within the Collective Security Treaty 
Organization and the Eurasian Economic Community. According to 
Martynov, the ministers agreed to develop bilateral ties according 

to \"two-year programs," the first of which would be prepared in the 

fall. Turning to U.S.-Russian relations, Lavrov claimed that the 

U.S. has V'no objective need" for deploying missile defense systems 

in Eastern Europe and expressed hope that the United States would 
drop such plans. Lavrov noted that Russia and the GOB shared views 
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on \"issues that directly concern strategic stability." 


3. Official Israeli Delegation Arrives in Minsk 


On June 24, an Israeli Knesset delegation arrived in Belarus at the 
invitation of a group of Belarusian legislators who support 

increased cooperation between their two countries. They discussed 
cooperation on issues of social support, including the payment of 
pensions to Israeli residents who have emigrated from Belarus. The 
Israeli delegation also met with members of the Jewish community and 
visited historical locations in Belarus. 


4. Vietnam Military Delegation Visits Minsk 


On June 21, a delegation of senior military officials from Vietnam 
arrived in Belarus for a two-day visit during which they met with 
counterparts in the Belarusian Defense Ministry. Both sides 

stressed the historical military connections between their two 
countries and emphasized future cooperation in military development 
and training. The Vietnamese delegation, led by Chief of the 

General Staff and Deputy Defense Minister Nguyen Khac Nghien, also 
visited the Belarusian Military Academy, several army units, 

military research centers, and the \"Stalin Line\" WWII memorial. 


5. Judges Reject Government Fines of American Volunteers 


On July 21, a Minsk court overturned the fines levied on seven 
American citizens in Belarus by regional authorities and ordered 
retrials. The authorities fined and deported the Americans, who 
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were in Belarus as volunteer English teachers at the invitation of a 
Protestant church, for alleged illegal religious activities in 
February. The judges attributed their decision partly to technical 
errors with the preparation of the police reports. 


6. Protestant Pastors Lose Appeals 


On June 27, Christian groups reported that the judges dismissed 
Protestant Pastor Antoniy Bokun\'s two appeals and Polish Protestant 
Pastor Yaroslav Lukasik\'s deportation appeal. According to Bokun, 
it took the judge five minutes to hear the case of Bokun\'s complaint 
about police abuse during his arrest on June 3. With no follow-up 
questions, the judge upheld lower court\'s verdict not to overturn 
Bokun\'s three-day arrest and charges of leading unsanctioned 
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religious services at his home. On June 26, authorities denied 
Lukasik\'s appeal over his deportation from Belarus for the alleged 
threat presented to the national security of the country. The judge 
reportedly did not allow Lukasik\'s lawyer to represent him at court, 
and only police officers testified. 


7. Leftist Union to Hold Second Founding Convention 


On June 25, independent media reported that three opposition 
left-wing parties plan to hold a second founding convention to 
establish an alliance and obtain official registration. The 

Belarusian Party of Communists, Women\'s Party VNadzeya,Y and the 
Belarusian Social-Democratic Party Gramada founded the Union of Left 
Parties (ULP) at a conference in Chernigov, Ukraine, on December 17, 
2006 after the GOB did not allow them to meet in Belarus. The 
Belarusian Ministry of Justice (MOJ) rejected ULP\'s registration 
application and issued warnings for holding the conference abroad. 
The parties now want to comply with MOJ requirements by holding a 
second founding convention in Belarus. As of June 29, the parties 

had not determined the date of the conference. 


8. Opposition Requests Permission for Kozulin Rally 


On June 23, members of the Belarusian Social Democratic Party (BSDP) 
applied to the local governments of Brest and Vitebsk for permission 
to hold a rally on July 10 to protest the imprisonment of their 
chairman Aleksandr Kozulin. Kozulin was arrested in March 2006 
while leading a march protesting the presidential election and was 
sentenced to 5.5 years in prison for charges of hooliganism and 
disturbing the peace, which the BSDP have said were politically 
motivated. BSDP hopes the rally will raise awareness among 
Belarusians about the international community\'s support for 
Kozulin\'s release. Vitebsk authorities rejected a previous BSDP 
application to rally, claiming that the location requested for the 

rally was reserved for another event. Authorities blocked a similar 
attempt by the BSDP in the eastern city of Mogilev to hold a picket 
for Kozulin\'s release. 


9. Independent Trade Union Suffers Burglaries, Beating 


On June 22, unknown burglars broke into the offices of the Belarus 
Radio and Electronics Workers Union (REWU) and stole property in the 
third such theft this year. The union\'s chair stated that the 

police have suspended their investigation of these cases due to a 
lack of suspects. He asserted that this suspension is a result of 
government complicity in the crimes as part of a crackdown on his 
independent trade union. The day before the office break-in, 
Alexander Beresnev, an active member of the REWU, was severely 
beaten and robbed in his workplace only days after writing a letter 
to the Presidential Administration to complain about the abuse of 
workers rights in his industry. He reported that during the beating 
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he and his family were threatened with death if he did not cease 
writing letters. 


10. GOB Establishes NGO \'Belaya Rus\' 


On June 22, Minsk authorities held a conference to establish the 
city chapter of the national NGO \"Belaya Rus,\" following a number of 
founding conventions in the regions. Conference participants 
declared that their aim is to create the largest NGO in Belarus in 
order to link the government with the people who work to implement 
current policies. The NGOVs official goals are to contribute to the 
building of a strong and prosperous Belarus, to ensure political and 
social stability, \"to promote spiritual and moral development\" based 
on the Belarusian ideology. State TV ideology officials, MPs, and 
university rectors joined the NGO\'s presiding board. Independent 
journalists were not allowed to observe the conference. Authorities 
convened a similar conference in the western city of Brest on June 


Society 
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11. Blood Donors Protest Cuts of Social Benefits 


On June 20, more than 1,500 blood donors in the eastern city of 
Mogilyov began a boycott of the city\'s blood transfusion centers to 
protest cuts of social benefits. The donors in Minsk and Brest also 
support the protest. Mogilyov donors threaten with an indefinite 
strike if the officials do not get in touch with them by July 1. A 
newly-adopted law ended blood donors\' 50 percent discount for 
prosthetic dentistry and medicine purchases and cut their 40 percent 
pension raise. The protesters in Mogilyov dispersed flyers to 
inform the public about the cuts and also have plans to establish an 
organization to protect their rights and grant assistance to the 
donors nationwide. 


12. Holocaust Conference for Children Held in Brest 


On June 24, an annual four-day Holocaust conference for 
schoolchildren concluded in the southwestern city of Brest. The 
conference, called \"Holocaust: Memory and Prevention,\" brought 
together 25 winners of regional conferences in Belarus, Russia, and 
Ukraine as well as educators and Holocaust studies centers\' leaders. 
Schoolchildren spoke on various topics, including lessons of the 
Holocaust and the Holocaust\'s place in history. Speakers presented 
reports about Jewish history of their resident area based on 
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victimsY Holocaust accounts. Participants also watched a 
documentary about the Brest Jewish ghetto, visited the Brest 
Fortress Memorial to commemorate the WWII victims and Holocaust 
massacre sites, and met with a Brest ghetto survivor. 


13. Finance Ministry Announces USD 7.5 million Surplus 


On June 22, the Belarusian Finance Ministry announced a budget 
surplus of USD 7.5 million in the first quarter of 2007, which 
represented 4.7 percent of the country\'s GDP during that period. 
Budget revenues were reported at USD 6.3 billion -- 43.6 percent of 
the 2007 revenue target. The annual budget for 2007 predicts 
revenues of USD 14.5 billion, expenditures of USD 15 billion, and a 
budget deficit 1.5 percent of the annual GDP. 


14. Aggregate Income at USD 3.6 Billion 


On June 22, Belarus\' Statistics Ministry announced that Belarusian 
aggregate monetary income hit USD 3.6 billion between January and 
May 2007, up 17 percent from the 2006 total income figure. The 
portion of total income that came from salaries and wages as well as 
from social transfers declined 3 percent to 57.4 percent and .8 
percent to 21.2 percent, respectively. The portion coming from 
entrepreneurial activity rose 3.6 percent to 19.6 percent, while the 
portion from property income remained constant at 1.8 percent of the 
total income. Of the total income, 78.6 percent was spent on goods 
and services, 15 percent was paid in taxes and given to charity, and 
6.4 percent was invested in savings and foreign currencies. The 
average wage for April 2007 totaled 293 dollars, up 10.3 percent 
from April 2006, while the average pension amounted to 130 dollars, 
an increase of 13.2 percent. 


15. GOB Expects 1.9 billion in Foreign Investment 


Citing an advance copy of BelarusY Economic Ministry\'s macroeconomic 
forecast, independent media reported that the GOB plans to attract 

at least USD 1.9 billion in foreign investment in 2008 -- the same 

level as in 2007 -- with foreign direct investment projected at USD 

1 billion. The GOB ostensibly plans to facilitate foreign 

investment by improving the business climate, obtaining a sovereign 
credit rating, and increasing foreign investment in privatizing 

state enterprises. Moreover, the Economy Ministry plans to 

disburse loans provided by Austria, China, Italy and Arab countries 
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and to continue selling its stakes in commercial banks in order to 
expand their resource base and provide more lending opportunities. 
In January-March 2007, foreign investment in Belarus rose 180 
percent on the year to USD 1.2 billion. Foreign Direct Investment 
rose 60 percent over the first quarter of 2006 to USD 257 million. 


16. On June 26, Marina Solodkina, Chair of the Knesset\'s 
Israel-Belarus Inter-parliamentary Friendship League, lamented 
Israel\'s \"insufficient ties\" with Minsk and offered the following 
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praise for Belarus\' environmental potential: 


\"Your country has a great future. Belarus is a promising state that 
is yet to prove its worth. In the condition of global warming, 
Belarus has a more advantageous geographic location than other 
states.\" 


Stewart 
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Classified By: ADCM Kristen Bauer, Reasons 1.4 (b) and (d) 
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1. (C) On June 29 we delivered reftel points to Anne 

Kjersti Froeholm, Senior Adviser in the Global Security 

Issues and Crisis Management Section. The GON continues to 
investigate whether a joint Norwegian-Swedish engineering 

unit is possible, with a precondition that any unit would 

clearly be under the command and control of the UN, and not 
the African Union. The GON voices strong reservations that 
the AU cannot provide such a unit\'s necessary security 
protections and medical evacuation needs. 


2. (C) Although hopeful that the AU, UN and GOS have 
reached agreement on several issues concerning the hybrid 
force, she agrees with USG skepticism that the GOS will 
\"unconditionally\" accept a joint UN-AU force, and raised 
doubts about Sudan\'s intentions. Froeholm is hopeful that 
issues will be addressed more easily given the emergence of a 
joint UN-AU Special Representative. She is also encouraged 
that the large 20,000 member hybrid force may offer 

additional security guarantees. 


3. (C) Froeholm reiterated that a joint Norwegian/Swedish 
engineering force is widely supported in Norway. She 
questioned however, whether the force would be needed, given 
that three engineering units from China, Thailand and 

Pakistan will now be supporting the hybrid force. She noted 
that an opportunity for Norway to get involved may still 

exist if a fourth unit is warranted. 

Whitney 
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Classified By: Ambassador Ross Wilson, reasons 1.4 b, d 


1. (C) SUMMARY. Turkey held 38 bilaterals on the margins of 
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the 15th Black Sea Economic Cooperation Commission (BSEC) 
June 25 summit (SEPTEL) in Istanbul. Key among those were FM 
Gul\'s meeting with Armenian Foreign Minister Oskanian and PM 
Erdogan\'s meetings with Greek PM Karamanlis, and Georgian 
President Saakashvili. The Gul-Oskanian bilateral produced 

no breakthroughs, with both sides publicly sticking to their 
long-established positions. PMs Karamanlis and Erdogan 
affirmed their desire to continue the positive track of 
Greece-Turkey relations, with particular emphasis on progress 
in bilateral economic relations. Karamanlis pleased his 

hosts by reaffirming Greece\'s support for Turkey\'s EU 
membership. He also visited Ecumenical Patriarch 
Bartholomeos, and claimed that current restrictions on human 
rights and religious freedom prevent the Patriarchate from 
fulfilling its spiritual mission. Erdogan encouraged 

Saakashvili to allow Turkey to run ferries directly to 

Sukhumi while Georgia pledged to release an imprisoned 
Turkish captain and several Turkish boats seized in Georgian 
waters. Separately, we learned Turkey plans to re-schedule 

an unofficial visit by de facto Abkhaz \"president\" Bagapash 

to Turkey. Turkey hopes to use its ties with both sides to 
re-start talks between Sukhumi and Tbilisi. END SUMMARY. 


GUL-OSKANIAN: NOTHING NEW...YET 


2. (C) MFA Deputy U/S for Caucasus and Central Asia Unal 
Cevikoz told Ambassador that the 15-20 minute meeting between 
Oskanian and Gul was cordial. Oskanian told Gul that 
President Kocharian did not attend BSEC because he believes 
no progress has been made in TU-AM relations since the last 
time he visited Turkey, eight years ago. Both sides agreed 

it was important to keep channels of communication open, but 
took no specific steps to re-establish contacts. Turkey 
considers the ball to be in Armenia\'s court: either it 

responds to TurkeyYs proposal on commissions, offers a 
counter-proposal, or offers to meet. 


3. (C) Ambassador encouraged Cevikoz to try to restart the 
process after Turkey\'s July 22 parliamentary elections. 
Cevikoz said he told his GOAM counterparts on the BSEC 
margins that he is prepared to go to Yerevan for talks after 
elections. Cevikoz also told us that he is pushing within 

GOT to establish diplomatic relations with Armenia, rather 
than first opening the border -- a step that Turkey has 
repeatedly said it cannot take without progress by Armenia on 
Nagorno-Karabakh. According to Cevikoz, Gul has expressed 
intent, but been noncommittal to this approach. 


4. (C) Separately, MFA Head of Department Suleyman Gokce told 
us, based on his recent consultations in Washington with Hill 
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staff, lobbyists and think tanks, he believes the momentum 
for an Armenian Genocide Resolution (AGR) is growing. He 
suggested that the over-arching Armenian priority to see AGR 
through is precluding Armenia from taking any positive steps 
on relations that will hinder this effort. 


KARAMANLIS OFFERS SUPPORT ON EU, GOOD LUCK ON ELECTIONS 


5. (C) MFA Head of Department Gulsun Ergun told us that 
Karamanlis firmly endorsed Turkey\'s EU accession and 
highlighted for Erdogan the progress made in economic 
relations. This was KaramanlisVs first trip to Turkey, but 

no mention was made of an Ankara stop to reciprocate 
Erdogan\'s Athens visit. A Greek embassy contact stressed the 
complications of such a trip; Turkey\'s inability to guarantee 
that a PM visit would take place without incident (e.g., what 
Greece would consider a violation of its domestic airspace or 
another provocative act), precludes the government -- in a 
tight election season of its own -- from taking such a step. 


6. (C) Karamanlis also wished Erdogan good luck with the 
upcoming election - a sincere wish, according to our Greek 
Embassy contact. Greece-Turkey relations have undoubtedly 
improved under Erdogan\'s AKP, but Greece remains unconvinced 
of Turkey\'s democratic bona fides, especially with regard to 
civilian control of the military, he said. While the 

current government\'s Islamist orientation is a potential 

concern to Greece and the small Greek community here, AKP\'s 
efforts to promote religious freedom will, they hope, support 

the religious freedoms of minority groups as much as Muslims. 
In his meeting with Patriarch Bartholomeos, Karamanlis noted 
the Ecumenical Patriarchate had a leading role at an 
international level due to the Patriarch\'s leadership. He 

said the Patriarch could not fulfill his \"high spiritual 

mission\" in the face of ongoing restrictions on human rights 
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and religious freedom. 


TURKEY SEEKING TO ENHANCE ITS ROLE IN GEORGIA AND ABKHAZIA 


7. (C) Deputy U/S Cevikoz told the Ambassador that Erdogan 

and President Saakashvili discussed ferries between Turkey 

and Sukhumi. The outcome was an undertaking by the Georgians 
to release several captains and a ferry boat that were 
arrested/impounded for violating Georgian territorial waters 
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during previous voyages to Sukhumi. There was no progress on 
agreement to allow future ferries to go through Georgian 

waters. Cevikoz told the Ambassador that Turkey plans to 
re-schedule an unofficial visit by de facto Abkhaz 

\"president\" Bagapash to Turkey, previously postponed due to 
his health problems. Turkey hopes to use its ties with both 
sides to re-start talks between Sukhumi and Tbilisi. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 
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SUBJECT: LEBANON: UNIFIL DISCUSSES TRIPARTITE TALKS, VBIED 
ATTACK, AND JUNE 17 ROCKET ATTACK 


Classified By: DCM Bill Grant. Reason: Section 1.4 (b). 


SUMMARY 


1. (C) On June 27, UNIFIL\'s Chief of Planning and 
Coordination described the June 24 attack on the UNIFIL 
patrol near the village of El Khaim as a \"specific terrorist 
attack" directed against UNIFIL, but he refrained from saying 
it had deliberately targeted the forward-leaning Spanish 
contingent. Additionally, forensic findings have determined 
the VBIED was not a suicide attack as some had initially 
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believed, but rather the device had been remotely-detonated 
from another vehicle in the vicinity. Based upon current 
threat information, UNIFIL is undecided whether this event 
was a \"one-off\" incident, or if it marks the beginning of a 
campaign against UNIFIL forces. Concerning the June 17 
rocket attack against northern Israel, UNIFIL\'s investigation 
concluded that while four 107mm rockets were prepared for 
launch by a delayed-timing mechanism, only three actually 
fired. As reported widely, two landed near the Israeli city 

of Qiryat Shmona, but the impact site of the third remains 
unlocated. Finally, the representative discussed the 
tripartite meetings that are held on a near monthly basis in 
Nagoura. End summary. 


2. (C) Col. John Molloy, UNIFILYs Chief of Planning and 
Coordination, briefed the International Donors Security 
Assistance Group on June 27 at the EU delegation offices in 
Beirut. Representatives from Germany, UK, Canada, 
Netherlands, Denmark, EU, France and ltaly attended the 
meeting. Following a review of the status of various donor 
commitments to the German-led Northern Border Pilot Program, 
Col. Molloy briefed the group on recent UNIFIL developments. 


JUNE 24 VBIED ATTACK ON UNIFIL 


3. (C) Straight off, Col. Molloy relayed the assurances of 
UNIFIL Commander General Claudio Graziano that UNIFIL forces 
were not reducing their patrol activities in response to last 
Sunday\'s terrorist attack. Molloy said that UNIFIL forensic 
teams, with assistance from experts from Netherlands, now had 
a good understanding of how the attack was carried out, but 
have not been able to assign responsibility. The attack was 
deliberately executed, but because units from several 

national components of UNIFIL had driven through the attack 
site in the hours prior to the event, they could not be sure 

the Spanish contingent was the specific target. Two Spanish 
armored personnel carriers (APC) passed the site at 1735 
local. The first APC drove through the kill zone without 
incident, but the second vehicle was directly next to the 

VBIED when it detonated. The blast was powerful: the 15-ton 
APC was tossed nearly 25 meters. Secondary explosions 
occurred when munitions in the vehicle cooked off, but there 
was no secondary IED blast. According to reliable accounts, 
the VBIED was parked alongside the heavily-traveled road and 
a second vehicle picked up the driver. Without describing 

the evidence, Molloy said a third vehicle detonated the VBIED 
using a remote control device. 


4. (C) Molloy said that UNIFIL had received a 
higher-than-normal number of threat indicators, primarily 
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from the ISF and LAF, in the days prior to the attack, but 

the general nature of the indicators did not permit any more 
specific reaction other than a heightened level of alert 

across UNIFIL\'s AOR. UNIFIL has not received any claim of 
responsibility since the attack. 


JUNE 17 ROCKET ATTACK 


5. (C) Col. Molloy said an LAF unit was the first to arrive 

at the launch site of the three 107mm rockets that were 
launched against northern Israel on June 17 (a fourth rocket 
failed to launch and was recovered by the LAF). A UNIFIL 
patrol reached the site shortly thereafter. The timer 
mechanism recovered at the site showed that the rockets were 
launched at 15-second intervals. Although the launch site 
showed no signs of being prepared in advance, the UNIFIL 
officer found it curious that a nearly identical rocket 

launch occurred from the same site in late 2005. 


TRIPARTITE TALKS MATURE 


BEIRUT 00000972 002 OF 002 


6. (C) Col. Molloy and Timothy Reid, senior planning 

advisor to General Graziano, believe the tripartite talks, 

which have been going on since last fall at UNIFIL 
headquarters in Naqoura, have not only developed into a 
valuable forum for the resolution of \"blue line\" issues, but 
have also become an important confidence-building mechanism 
where LAF and IDF delegations are able to informally discuss 
their respective positions. The meetings occur every 4-7 
weeks and are usually attended by six-person IDF and LAF 
teams led by a Brigadier General. UNIFIL is attempting to 
regularize the meetings to a monthly schedule. 


7. (C) Molloy and Reid described the atmosphere at the 
meetings as cordial, with a free exchange of information now 
the norm. The two primary issues presently being discussed 
are the final withdrawal of IDF forces from the Lebanese side 
of Ghajjar village and the literal demarcation of the blue 

line. Molly said the agreement to finalize the withdrawal 

from Ghajjar is now \"down to the last paragraph\" and involves 
the demand of the LAF delegation to set a firm timetable for 
implementation of the agreement. UNIFIL Commander Graziano 
has personally met with senior GOL and GOI officials and a 
final agreement is expected at the next tripartite meeting 
scheduled for July 9. 
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8. (C) UNIFIL has placed a high priority on getting the 
respective parties to agree to a process to physically 
delineate the blue line, primarily to put an end to repeated 
misunderstandings between the LAF and IDF over perceived 
boundary violations. Reid said they realize the political 
sensitivities involved because any actual demarcation of the 
currently unmarked line may impact a final boundary 
determination between the two countries. Tripartite 
discussions have reached the point where a technical 
sub-committee will soon be established to agree on technical 
procedures for the actual marking of the blue line, as well 

as how to arrive at geographic coordinates for the markers. 


9. (C) Reportedly, UNIFIL Commander Graziano considers the 
tripartite meetings as one of the most effective means for 

the opposing LAF and IDF forces to discuss issues and 
minimize errors. Graziano has directed his staff to keep the 
meetings near the top of UNIFILVs agenda and to be alert for 
opportunities to increase their impact and effectiveness. 
FELTMAN 
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Coalition Ice Age? 


1. All Austrian media report on the continuing serious tensions in 

the SPOe-OeVP coalition government. Now, the 400 million Euros the 
Defense Minister is expecting to retain from his deal with 

Eurofighter manufacturer EADS has emerged as the latest bone of 
contention between the two major parties. While Minister Darabos 
says he wants the money to go toward education projects, the OeVP 
insists the savings should be used to pay off debts. 

According to ORF online news, Austrian political analysts and 

opinion pollsters have summed up the SPOe-OeVP coalition\'s image as 
a \"government that only fights and doesn't do its job.\" In an 
interview with liberal daily Der Standard, Defense Minister Norbert 
Darabos meanwhile rejected claims by Vice-Chancellor Wilhelm 
Molterer that Darabos had failed to share the details of the 

agreement on the Eurofighters with the OeVP. He had \"informed 
Molterer about all aspects of the deal negotiated with EADS. The 

only detail he and | could not reach an agreement on was reducing 
the number of Eurofighters.\" Darabos believes that this issue 
triggered the \"crash-course\" and the \"public dispute\" between the 
coalition partners. 


Haider: SPOe Failed on Bilingual Town Signs 


2. According to Carinthian governor Joerg Haider, the Social 
Democrats have failed in their efforts to resolve the dispute over 
bilingual town signs in Austria\'s southernmost province. He said he 

is pleased with the majority decision in the parliamentary 

constitutional committee yesterday. On Thursday, the OeVP, the FPOe 
and the BZOe voted against the SPOe\'s motion to put the issue of the 
town signs on the agenda. The move was backed only by the Greens. 
Mass-circulation tabloid Oesterreich also reports on the tensions 
between the SPOe and the OeVP because of the unresolved issue of 
bilingual town signs in Carinthia. The \"coalition crisis is 

reflected in the town sign problem,\" the daily suggests. After the 
OeVP had rejected a motion tabled by the SPOe to put the matter on 
the agenda in Parliament, Chancellor Alfred Gusenbauer accused the 
People\'s Party of having \"let themselves be taken hostage\" by 
Carnithian governor Joerg Haider. 


EU-US Airline Data Exchange 


3. According to ORF television\'s news report on Thursday, the United 
States will receive fewer pieces of information about passengers 
flying into the US in the future. A new preliminary agreement 

between the US and the EU defines which data the airlines are 
required to forward to the US. It also says that the United States 

may keep the passenger information for up to 15 years, according to 
ORF TV\'s prime time news Zeit im Bild I. 
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Brown Reshuffles His Cabinet 


4. Prime Minister Gordon Brown\'s new cabinet, which one Austrian 
daily describes as the result of a \"reshuffle rather than a radical 
overhaul,\" met for the first time yesterday. His team includes 
Britain\'s first female Home Secretary, Jacqui Smith, Alistair 

Darling as Chancellor of the Exchequer, and David Miliband as 
Foreign Secretary. Every post except for the defense portfolio has 
changed hands, with seven ministers in cabinet for the first time. 
Jack Straw, a former Home Secretary and Foreign Secretary, has been 
appointed Justice Minister. 

Centrist daily Die Presse argues that with his cabinet reshuffle, 
British Prime minister Gordon Brown has demonstrated that 
rapprochement within the Labour Party is high on his agenda. 
However, Brown had been expected to do more than just reward 
potential competitors. The experts and \"defectors\" from other 
parties, who he had announced would be included in his \"cabinet of 
talents,\" do not show up on his list. Liberal daily Der Standard 
meanwhile says that \"with his mix of time-tested politicians and 
young faces,\" Brown wants to \"demonstrate the announced renewal at 
the personnel level.\" Likewise, independent provincial daily 
Salzburger Nachrichten comments that the \"composition of Brown\'s 
cabinet confirms observers\' expectations that the Prime Minister 
would get a number of young torchbearers as well as old allies from 
his days as the Chancellor of the Exchequer on board. Opposition 
politicians have criticized, however, that most members of Brown\'s 
government had already held cabinet posts under Blair, and had 
merely been relegated to different assignments.\" 


Senate Blocks Immigration Bill 


5. The US Senate has blocked a vote on a landmark bill that could 
have given legal status to around twelve million immigrants living 
and working illegally in the United States. The decision was a major 
blow to one of President George Bush\'s key policy plans. The 
opposition came from conservatives within President Bush\'s own 
Republican Party, who said the bill would have given amnesty to 
illegal immigrants. One Austrian daily suggests the issue may have 
been \"too hot a topic\" for the upcoming election year 2008. 
Semi-official daily Wiener Zeitung suggests that with the Senate\'s 
decision to block a bill on immigration, US President George Bush 
may have \"squandered his last chance before the 2008 presidential 
elections to distinguish himself on the domestic policy front.\" With 
46 votes against, the draft bill must be considered as having 
failed.\" For Bush, who has been working on the reform for year, the 
Senate\'s decision is a \"double defeat,\" the daily says: First, 
Republican Senators were among those rejecting the draft 
legislation, and second, immigration has already become one of the 
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key election campaign issues," according to the Wiener Zeitung. 
Kilner 
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Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (SBU) SUMMARY: On June 12, an eighteen-year old Albanian 
punched his elderly Kosovo Serb neighbor in the face, 
breaking her nose. Police arrested the perpetrator the same 
day, but released him less than 72 hours later since the 
municipal public prosecutor did not seek detention on remand. 
The initial municipal public prosecutor was replaced on the 
case shortly thereafter, and his replacement filed an 
indictment on June 20; the trial date has not been set, but 

an initial hearing is scheduled for July 6. The victim 

alleges that the perpetrator and his family have harassed her 
for eight years and says that she and her two other elderly 
minority neighbors fear for their lives. Both the victim and 

the perpetrator live in extreme poverty in a former army 
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barracks in downtown Pristina just minutes away from USOP. 
USOP has interceded at every step of the process to push for 
indictment, trial and detention of the perpetrator, as well 

as insisting that Kosovo authorities find new accommodation 
for the victim. END SUMMARY. 


2. (C) According to Kosovo Police Service (KPS) reports and 
74-year-old Kosovo Serb Vukasava \"Vuka\" Ivanovic\'s statement 
before the municipal public prosecutor on June 19, 
eighteen-year old Kosovo Albanian Bashkim Ahmeti punched 
Ivanovic in the face on June 12, breaking her nose. 

IvanovicYs Kosovo Serb neighbor Zivka Lukic found her and 
called police; she received prompt medical attention. The 

KPS detained Ahmeti the same day, but released him after less 
than 72 hours since the municipal public prosecutor did not 
request detention on remand. (NOTE: Under Kosovo law, a 
suspect may only be detained for 72 hours without a court 

order. A prosecutor can request detention on remand for 30 
days under certain circumstances such as risks of flight or 
repeating an offense. If the risks and the offense allegedly 
committed so warrant, the detention on remand may be renewed 
for up to 18 months. END NOTE.) 


Municipal public prosecutor\'s performance questioned 


3. (C) The Municipal Public Prosecutor\'s Office replaced the 
original prosecutor, Ibrahim Berisha, following complaints 

from USOP RLA to Chief Municipal Prosecutor Tahir Rrecaj 
about Berisha\'s handling of the case. On June 15, Berisha 
told USOP he did not recommend continued detention for Ahmeti 
because Ivanovic\'s injuries consisted of \"slight bodily harm\" 
and the perpetrator \"was not considered dangerous.\" Poloff 
visited Ivanovic on June 14; her face was wrapped in 
bandages, and her bloodied, broken nose was clearly visible, 
belying his claim that her injury was minor. USOP later 

learned that medical forensics expert Dr. Arim Gerxhaliu had 
reported in his June 18 report to the Municipal Public 
Prosecutor\'s Office that lvanovic suffered a nose bone 
fracture, which he characterized as \"light bodily harm\" 
resulting in \"temporary health damage.\" The new Municipal 
Public Prosecutor assigned to the case after USOP complaints, 
Aleksander Lumezi, filed an indictment against Ahmeti on June 
20, charging him with assaulting Ivanovic and requesting a 
public trial. A trial date has not yet been set, but an 

initial hearing is scheduled for July 6. 


4. (C) Rrecaj told RLA he believed the case should have 
received more attention given that it was an incident of 
inter-ethnic violence, and he agreed with RLA that Berisha 
should have sought detention on remand. He vowed to punish 
Berisha if further investigation revealed that he ignored 
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evidence or acted improperly, but pointed out that Berisha 
likely decided against seeking detention on remand based on 
the police and medical forensics reports he received. He 
also admitted that Berisha had told him that Ahmeti was 
graduating from high school and Berisha did not want him to 
miss the ceremony. 


After initially downplaying inter-ethnic aspect of case, 
police take immediate action 


PRISTINA 00000504 002 OF 003 


5. (C) KPS Spokesman Veton Elshani (protect) initially 
downplayed the incident to poloff, saying on June 14 that it 
was \"not ethnically motivated\" and blaming the poor economic 
conditions in which both the victim and perpetrator live. 
Nevertheless, he was quick to point out that the police took 
the case seriously. He said they assigned Community Police 
to visit lvanovic once a day and mobile patrol teams to visit 
her two to three times a day. Zivka Lukic, the Kosovo Serb 
neighbor who found Ivanovic after the assault, told poloff 

that the KPS responded appropriately and were very helpful 
when they arrived. Moreover, poloff and ICITAP program 
manager met with KPS General Reshat Maliqi, the Assistant 
Deputy Commissioner for Operations, on June 20, and he was 
quick to condemn the attack. He promised to review the facts 
surrounding the case carefully and to look into the manner in 
which the police investigators presented the facts to the 
prosecutor. 


A long history of harassment 


6. (SBU) What happened on June 12 was not an isolated event, 
according to Ivanovic. During a June 14 visit to her \"home\" 

in a former military barracks on the grounds of the sports 
stadium in downtown Pristina, the elderly but spirited 

Ivanovic told poloff and political assistant about the 

conditions in which she and her neighbors live and the events 
leading up to the attack. She said the perpetrator, who 

lives just down the hall from her, has been threatening her 

for her entire eight years in the barracks and she is 

terrified he will try to kill her next time. She also feared 

the attack may finally force her and her Kosovo Serb 

neighbors out of Pristina. In her statement before the 

municipal public prosecutor on June 19, Ivanovic recounted 
how the perpetrator defiled her doorstep and tried to 

strangle her. She said he and his friends used to pound on 

her door with wooden bats in the middle of the night. Lukic 

also spoke of harassment by Ahmeti, saying she had complained 
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to police several times and even tried to take Ahmeti to 

court. Gen. Maliqi ordered KPS Public Order Department 
Director Col. Sphend Maxhuni to research prior complaints 
against Ahmeti and/or his family, but he claimed to USOP on 
June 27 that there is no record of any such complaints. The 
only complaints KPS said they uncovered were of what Maliqi 
and Maxhuni called a social nature\" regarding problems with 
electricity, water and trash removal. 


Dismal conditions in the barracks 


7. (SBU) Ivanovic\'s home consists of a tiny storage room in 
the barracks. From the outside, the building looks like an 
inner city slum. Inside, the walls are covered with graffiti 
supporting the Kosovo Liberation Army (KLA). Her tiny room 
is filled to capacity with boxes, clothes, a small bed, two 

small chairs, and an ancient stove and refrigerator. She has 
no working telephone (mobile or fixed), television, radio or 
other electronic appliances. She also lacks a sink or access 
to running water in her room and must bring in buckets of 
water for bathing and washing dishes. She shares a communal 
toilet with her Kosovo Albanian neighbors. At USOP urging 
and after a specific request by COM to the Prime Minister, 
Minister of Returns and Communities Branislav Grbic is trying 
to find proper housing for Ivanovic and her Kosovo Serb 
neighbors. In a June 27 letter to COM, he said the mayor of 
Pristina is also trying to improve conditions in the barracks 

and the Kosovo Government is considering a plan to relocate 
them to Gracanica, a Kosovo Serb enclave near Pristina. USOP 
is trying to determine whether these Kosovo Serbs actually 
want to move to Gracanica since they have fought to remain in 
Pristina for the last eight years. 


8. (C) COMMENT: This unfortunate incident gives the Kosovo 
Albanian leadership yet another opportunity to turn their 
statements about building a multi-ethnic Kosovo into facts on 
the ground, starting with one elderly lady who is a threat to 

no one. We hope they will rise to the occasion. If Kosovo\'s 
government cannot protect Ivanovic and ensure that her 
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attacker is brought to justice, their claims about commitment 
to Ahtisaari begin to look more like rhetoric than reality. 
USOP will continue to follow this case and advocate on behalf 
of the Serb victim. END COMMENT. 

KAIDANOW 
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Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


1. (SBU) On June 29, the conclusion of the Belarusian 
parliament\'s 2006-2007 session dashed hopes of a general 
amnesty that might release several Belarusian political 
prisoners. On June 25, GOB Interior Minister Vladimir Naumov 
announced that the GOB\'s Presidential Administration (PA) had 
been delaying submission of a proposed amnesty to parliament 
for months because of disagreements within the PA over the 
\"exact definition of certain categories of citizens who could 

be granted amnesty.\" Despite the delay, on June 27, 
Belarusian MP Olga Abramova told us that the parliament still 
expected to receive the bill by June 29, the last day of the 
parliamentary session. (Note: In the past, the GOB has timed 
such amnesties to coincide with the July 3 Belarusian 

national holiday. End note.) 


2. (C) Also on June 29, independent media published a letter 
from imprisoned opposition youth organization Malady Front 
(MF) leader Dmitriy Dashkevich that revealed that authorities 
had denied Dashkevich conditional early release because of 
numerous alleged violations of correctional facility 
regulations (ref A). Dashkevich noted that authorities 
informed him of their decision one day after interrogating 

him regarding Ivan Shylo, a 16-year-old MF activist who 
currently faces two years in prison on charges of running an 
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unregistered organization (ref B). Dashkevich\'s attorney, 
Aleksandr Galiev, expressed outrage that authorities did not 
notify him before interrogating Dashkevich and inform him of 
the parole denial. 


Comment 


3. (C) Combined with the GOB\'s denial of parole to 
Dashkevich, the failure of the PA to submit an amnesty 
proposal to parliament speaks volumes about the ability or 
willingness of PA Deputy Natalya Petkevich to convince the 
hardliners of the need to make concessions to improve 
relations with the United States (ref C). A general amnesty 
excluding those imprisoned for their pro-democracy activities 
was likely nixed by the PA because it would have drawn more 
international attention and rebuke. 

Stewart 
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(C) Polcouns presented reftel demarche to Jacques Vermeulen, 
Belgian MFA Director for Asia. He noted that the Belgian 
government had yet to make a firm decision on whether or how 
much of a pledge to make at the Rome Conference. That said, 
the MFA (and the Development Ministry) considered rule of law 
issues to be very important. On the broader question of 
Afghanistan policy, Vermeulen said the MFA leadership 
believed the important task now was preventing the Taliban 
from regaining control of the country. If present FM De 

Gucht and Development Minister De Decker retained their posts 
in the current cabinet formation negotiations, Vermeulen 
speculated that this policy would become more firmly 
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entrenched and robust. Fox 
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1. As instructed in reftel, USUN joined consensus on the UK 
drafted Presidential Statement (PRST) on the Special Court 
for Sierra Leone. The PRST was adopted by the UN Security 
Council on June 28. 

KHALILZAD 
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Classified by: POL M/C Josiah Rosenblatt for reasons 1.5 (b) and 
(d). 


1. (C) Summary. French Presidential Advisor on Africa Bruno 
Joubert said on June 25 that Foreign Minister Bernard Kouchner 
would hold a meeting with President Sarkozy within a week to 
gain his support to station French troops (along with local 
gendarmes and an international police force) in Eastern Chad to 
protect refugee camps from incursions and to decide overall 
French policy on other matters related to the Darfur crisis. 
Ideally, EU troops would replace French troops quickly, but 
several EU countries, particularly Germany, might resist. If 
France fails to obtain EU consensus, it hopes that several 
\"like-minded\" EU countries will provide troops. France supports 
a new UN Security Council resolution on Sudan, but believes that 
careful phrasing would be important in gaining the support of 
China and certain other Security Council members. Unanimous 
support would better influence the Government of Sudan (GOS). 
Joubert believed that international aid would be crucial to 
stabilizing Darfur prior to the July 2009 elections. He agreed 

to try to find ways to influence Sudan Liberation Movement 
leader Abdul Wahid to play a more constructive role in the 
international process to bring peace to Sudan. He also agreed 
that the number of fora dealing with Sudan needed 
rationalization and better coordination. END SUMMARY. 


2. (U) On June 25, Special Envoy for Sudan Andrew Natsios 
discussed next steps in the Sudan peace process with French 
Presidential Advisor on Africa Bruno Joubert. French Presidency 
Technical Advisor Romain Serman, Natsios Chief of Staff Andrew 
Steinfeld, and econoff also attended. 


3. (C) Special Envoy (SE) Natsios expressed support for the 
French initiative to station troops, along with local gendarmes 
and an international police force, in Eastern Chad to ensure 
security inside the Chad-based camps for refugees from Darfur 
and at sites for displaced persons. This action, in addition to 
protecting civilians in Chad, would serve to send a message to 
both the GOS and the Janjaweed that they cannot attack Darfur 
civilians with impunity. Natsios said the USG could work with 
other Europeans to encourage support for the French initiative. 
Joubert said that he would hold a meeting with President Sarkozy 
within a week to convince him to support an enhanced French 
military presence, along with local gendarmes and an 
international police force, in Eastern Chad to protect the 
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camps. (NOTE: Sarkozy is also planning to make key decisions 
on other Darfur-related matters. END NOTE.) Ideally, the 
military force would combine French with European troops, 
especially since Chad\'s President Deby would not support a 
larger UN force in Chad. The main problem with the French 
initiative, however, was support in other European countries, 
some of which wanted a clear exit strategy before supporting the 
initiative. Germany was especially problematic because the 
Bundestag was not generally supportive of sending German 
peace-keeping troops overseas. If the GOF could not obtain a 
European consensus on supporting this mission, FranceYs hope 
would be to have several other European countries, such as 
Sweden or the Netherlands, commit troops. The UK might not 
participate because HMG\'s military is stretched thin in Iraq and 
Afghanistan, and the new UK Prime Minister likely would not want 
to commit to a new military engagement abroad. 


4. (C) The Paris June 25 Conference on Darfur (which took place 
shortly after the meeting with Joubert) would focus on how to 
deploy a hybrid UN-African Union (AU) force as soon as possible 
to keep pressure on the GOS, Joubert said. SE Natsios praised 
the GOF for placing the political process high on the agenda for 
the conference. Finding a political solution to the problems in 
Darfur was essential to solving the Darfur crisis, yet 

international meetings too often overlooked this dimension. 
Joubert favored Egypt\'s offer to provide 2,000 soldiers and 
vehicles as the basis for a UN Peacekeeping mission. SE Natsios 
noted the controversial nature of sending Egyptians into Darfur. 
Reports are that, when the GOS did not trust its own pilots to 
conduct aerial bombings of Darfur, it had used Egyptians. This 
had sewn distrust of Egyptians among IDPs in the Darfur-based 
camps. SE Natsios said that we all needed to work to help 
mobilize TCC?s for both the hybrid and the heavy support 
package. 


PARIS 00002820 002 OF 003 


5. (C) A new UN Security Council (UNSC) resolution on the hybrid 
force looked now to be necessary, but the U.S. did not want the 
new resolution to water down UNSCR 1706. Important elements 
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should include clear UN command and control of the hybrid force, 
which could include non-Africans. The force should have a clear 
mandate under Chapter VII to protect civilians and aid workers. 
A sanctions resolution at the UNSC should remain an option 
should Sudan impede the hybrid force, or take other actions 
inimitable to peace. The international community can continue 
to develop the technical provisions of the sanctions in parallel 

to enable rapid implementation, if necessary. He noted that 
existing U.S. bilateral sanctions were hurting the GOS, and 
explained that we would like other like-minded Europeans to join 
sanctions on companies and individuals. Joubert did not 
commit, but asked for more information on precisely how US 
sanctions work. 


6. (C) Joubert agreed and said that there were ways of writing 
the resolution to gain Chinese support. The drafters should 
focus on substance, not symbols. For instance, the resolution 
does not have to contain an explicit statement that the UN will 
lead the hybrid force, while, in fact, it would. He agreed that 
protection of civilians under imminent threat of violence was 
key. He indicated that the inclusion of non-Africans in the UN 
force was fine, but that the resolution would have to include 
language indicating that, to the extent possible, Africans 
should make up the hybrid force. Joubert noted repeatedly the 
sensitivities of the AU, and particularly the difficulty of 

working with Konare. 


7. (C) According to SE Natsios, the goal should be to stabilize 
Darfur by the July 2009 elections. He has heard rumors in the 
refugee camps that the GOS would not allow those in the camps to 
vote. Additionally, the GOS is giving landless Arabs from Chad, 
Niger, and Mauritania tribal land associated with the Fur ethnic 
group as well as Sudanese nationality so that they will support 
the present regime in the election. This not only plays into 

the worst fears of the refugees, it also sews the seeds for 
further conflict as the refugees return home and find their 
traditional lands occupied by outsiders. The GOS is also 
gerrymandering districts to dilute the African vote. 


8. (C) Joubert noted that unless the international community 

came up with USD 5-6 million for Darfur reconstruction, the area 
would not become peaceful. SE Natsios replied that GOS 
reconstruction money would be equally essential, as well as the 
decentralization of power. The GOS already committed to USD 30 
million in compensation, but one official indicated that this 

sum could rise to USD 200 million. 
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9. (C) SE Natsios said that he had met with Sudan Liberation 
Movement leader Abdul Wahid Mohamed Nour on June 24 (septel), 
who indicated that he would not attend the Kenya Conference 
organized by the Center for Humanitarian Dialogue (CHD). 

Joubert indicated that after the Ministry of Foreign Affairs 

officials met with Abdul Wahid, they had the impression that he 

had much less leverage over rebel fighters than in the past. 

Abdul Wahid enjoys refugee status in France, which he would lose 
if he went back to Sudan. Since Abdul Wahid knows this and does 
not want to lose his status, he spends all of his time out of 

Sudan. His control over events in Sudan is naturally weakening. 
This shortcoming could be exposed at the Kenya Conference, which 
was likely the reason that he would not attend. SE Natsios 

noted that Abdul Wahid\'s desire to remain in France provided the 
GOF with some leverage over him. (Note: Abdul Wajid has a 
one-year carte de sejour or residence permit in France. End 

note.) The head of CHD planned to meet with Abdul Wahid the 
following week, and SE Natsios encouraged the GOF to use this 
leverage to encourage Abdul Wahid to be constructive. 


10. (C) Rather than have several mediators in Sudan, Natsios 
believed the CHD should play this role. The CHD had some 
notable assets. As a Geneva-based organization, it was viewed 
as being neutral. CHD did not publicize its activities, 
encouraging frankness. It had neither a geopolitical agenda nor 
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any American staff. Representatives of the Save Darfur 
organization openly supported Abdul Wahid. Since Foreign 

Minister Kouchner knows members of that group, Natsios expressed 
hope that Kouchner would talk to them to persuade Abdul Wahid to 
be less obstructionist. Joubert said he would talk to Kouchner. 


11. (C) Forum shopping was an increasing problem in the Sudan 
process, SE Natsios continued. Rebel leaders were negotiating 
with the sponsors of various fora and only attending those that 
provided them with an increased number of seats, speaking time, 
and other advantages. The number of fora needed to decrease and 
sponsors needed to coordinate more closely. Moreover, direct 
talks with the GOS reps and rebel leaders at international 
conferences were not always constructive. At Abuja, for 
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instance, rebel leaders were outbidding each other to make 
demands to the GOS. Shuttle diplomacy could be more effective. 
Joubert agreed. 


12. (C) While Eritrea wanted to play a constructive role, SE 
Natsios said, it had several liabilities. First, many in Darfur 
believed that the GOS promised to provide Eritrea with 
subsidized oil if it was able to broker an agreement between the 
GOS and the rebels. Second, Eritrea had detained rebel leaders, 
and they did not want to travel there. However, after the July 
Tripoli meeting involving rebel leaders, the contact group might 
consider a September meeting in Asmara to continue the attempt 
to bring them on board. . 


13. (U) Natsios Chief of Staff Steinfeld cleared this cable. 


Stapleton 
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TAGS: PREL, PARM, ETTC, UNSC, IR, HR 
SUBJECT: CROATIA ADOPTS UNSCR 1747 


Ref: STATE 67462 


Poloff informally delivered reftel on June 15, and EXBS Coordinator 
pursued discussion on June 29 with Sanja Bujas-Juraga, Head of 
Department for International Security at MFA. GoC has adopted the 
resolution and demonstrated its concurrence with the \"broad 
definitionW by publishing it in the National Gazette. 

BRADTKE 
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TO RUEHC/SECSTATE WASHDC PRIORITY 7754 
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SIPDIS 
SIPDIS 
STATE FOR NEA/MAG AND NEA/PI 


E.O. 12958: DECL: 06/28/2017 

TAGS: ECON, PREL, EFIN, KDEM, AG, MO 

SUBJECT: ALGERIA WEEK IN CASABLANCA PROMOTES ECONOMIC EXCHANGE, HOPE 
FOR DTENTE 


Classified By: Principal Officer Douglas Greene for reasons 1.4 (B) 
AND (D) 


1. (SBU) Summary: June 26 to July 1 marks Algeria Week in Casablanca, 
where Algeria is staging a week-long exhibition to promote business 

and investment opportunities between Morocco and Algeria. While the 
attendance of key royal family members and senior GOM officials at a 
lavish kick-off event signaled the Moroccan leadership\'s keen 

interest in improved relations with Algeria, Casablanca-based 

business leaders remain skeptical that increased commercial exchange 
will help bring political rapprochement. End Summary. 


2. (SBU) From June 26 to July 1, the Algerian Ministry of Commerce is 
sponsoring Algeria Week in Casablanca to promote commercial and 
cultural exchange between Morocco and Algeria. To kick off the 
week-long event, which includes an exhibition at Casablanca\'s exhibit 
hall, Algerian Ambassador to Morocco Larbi Belkheir hosted a lavish 
dinner on June 26 for about 300 elite guests. In attendance were the 
king\'s wife, Princess Lalla Salma, and the king\'s sister, Princess 
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Lalla Asmaa, as well as others from the palace. Prime Minister Driss 
Jettou and a long list of GOM officials also attended, though were 
overshadowed by the royal contingent. 


3. (SBU) Royal family members remained at the two hour dinner, which 
featured elaborate Algerian food and entertainment, including musical 
performers, a fashion show, folkloric dancers and a poet. In 

addresses including Belkheir\'s remarks to Lalla Salma and a recited 
poem, the Algerians underscored the theme of brotherhood and unity in 
North Africa and touted the \"deep and important friendship between 

the Moroccan and Algerian people." Algerian dancers reemphasized the 
message during the grand finale when they held large Algerian and 
Moroccan flags side by side, eliciting thunderous applause from the 
audience. 


4. (SBU) Despite the fanfare of the opening event for Algeria Week, 
the commercial exhibition itself is underwhelming. Advertisements 
promise over 80 exhibitors in diverse sectors including household 
appliances, food products, pharmaceuticals, packaging, textiles, 
tourism and artisanal goods. In reality, textiles seemed to be 
represented by one or two rug dealers, the food products consisted of 
candy and dates, and several booths were left unattended. Compared 
to the hopping Twelfth Annual International Trade Days going on 
concurrently and taking up three-quarters of the enormous exhibition 
hall, the Algeria Week exhibit was small with few visitors. 


5. (C) While the events stated goals are to expand business and 
partnership opportunities between Morocco and Algeria, and to boost 
economic relations, the underlying theme is that increased commercial 
exchange can help to improve political relations. It is not clear, 
however, that Algeria WeekYs economic goals are realistic. An Embassy 
Algiers Foreign Commercial Service (FCS) employee, in Casablanca for 
a conference this week, noted that Algeria is weak on exports (with 

the exception of gas) and wants to expand in the region. He could 
easily guess the limited range of products featured at the exhibition 

- foodstuffs, cosmetics - and said that even though Algerians seem 
willing and regulations seem open, trade with Algeria remains 

difficult. Nonetheless, there is widespread recognition that 

opportunities for increased commercial exchange between Morocco and 
Algeria exist, and could benefit both countries. 


6. (C) From a political standpoint, the presence of high-level royal 
guests at the Algeria Week opening event certainly demonstrates 
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Morocco\'s interest in improved relations with Algeria. At the same 
time, many Moroccans question whether Algeria is truly ready for 
substantial change in its relationship with Morocco. According to 


one GOM official who attended the opening dinner, \"We want to say 
that we are ready, but know that the Algerians - deeply impacted by 
their history (i.e. French colonialism) - are still rooted in their 

past and afraid of the future.\" A Casablanca businessman echoed this 
sentiment, underscoring Morocco and Algeria\'s historical and cultural 
differences. 


7. (C) When asked about the significance of the Algeria Week 

initiative, many Moroccan businessmen discounted it. To begin with, 
such events are not as singular as the media would have one believe. 

A few GOM guests at the opening dinner noted that the GOM had put on 
a similar exhibition in Algiers earlier in June, also with the goal 

of improving commercial and cultural ties. According to a 

Casablancan banker, relations between Morocco and Algeria have always 
remained cordial, despite the long-standing political issues between 
them. In his words, Morocco views Algeria as \"an adversary, not a 

true enemy,\" so an event such as Algeria Week is not extraordinary, 
and people should not read too much into it. On the whole, 
businesspeople in Morocco seem to view Algeria Week as a \'nice 
gesture,\' but not one that will change anything. 


8. (C) Comment: While opportunities for commercial exchange between 
Morocco and Algeria exist, the bigger question is whether expanding 
economic relations can help smooth the road to rapprochement by 
opening alternate channels of dialogue and activity. At least in 
Casablanca, this week\'s Algeria Week indicates that Moroccans and 
Algerians alike are hopeful and want to invest in this process. At 

the same time, Casablancan leaders seem mostly skeptical that such 
initiatives can spur real, long-term change. 


GREENE 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR DRL, INL, AND EUR/SCE, NSC FOR BRAUN, USUN FOR 
DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER 


E.O. 12958: N/A 

TAGS: PGOV, EAID, KDEM, UNMIK, YI 

SUBJECT: KOSOVO: FAST-TRACKING PLAN UNDERWAY FOR TRANSITION 
LAWS 


SENSITIVE BUT UNCLASSIFIED -- PLEASE HANDLE ACCORDINGLY. 


1. (SBU) SUMMARY: Under the Ahtisaari Plan, the Kosovo 
Assembly must pass a number of laws during the established 
120-day transition period. The Assembly\'s normal pace of 
doing business is inadequate to do this, so the OSCE, EAR, 
and NDI, working together as the Assembly Support Initiative 
(ASI), have proposed fast tracking this legislation, 

including shortening the time in committee and between 
readings. ASI is also coordinating with the PM\'s office to 
track drafting progress, which has been slow thus far. We 

will continue weighing in with both Assembly members and the 
Kosovo Government to make certain these laws are approved in 
a timely fashion. END SUMMARY. 


\"Ahtisaari\" laws 


2. (SBU) Article 1 of Annex XII of the Ahtisaari Plan sets 

out five laws that must be passed during the 120-day 
transition: general elections; local elections; local 
self-government; municipal boundaries; and the establishment 
of protective zones for religious and cultural sites. The 
Ministry of Local Government is responsible for the first 

four. As of June 19, working groups had been established, 
but only the draft law on local self-government had been 
completed, and even it had not yet been submitted to Office 
of the Prime Minister (OPM). Although a June 5 report 
promised a law on municipal boundaries by June 15, it has not 
yet been completed. The Ministry of Environmental and 
Spatial Planning and Ministry of Culture are jointly 

responsible for the law on protective zones. The meat of 
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this law is dictated by the Ahtisaari Plan itself, and the 

June 5 report promised a draft by June 19. However, no draft 
law is yet complete, although a transition working group on 
religious and cultural heritage has recently come up with a 
framework, in coordination with the internationals, including 
the Council of Europe and UNESCO. 


3. (SBU) Article 2 of Annex XII gives priority status to 

further laws the Assembly may adopt during transition dealing 
with: the rights of communities and their members; local 
finance; education; health care; citizenship; use of national 
symbols; public holidays; restitution; the Kosovo Security 
Force (KSF); service in the KSF; service in the Kosovo 
police; and laws establishing the Kosovo Security Council, 
civil aviation authority, and a domestic intelligence agency. 
Draft laws on citizenship, KPC retirement, public holidays, 
and the use of national symbols are in various stages of 
government review. The OPM expects to receive draft laws on 
police and civil aviation by the end of June. According to 

the OPM, the remainder of the laws have various concept 
papers, working groups, and/or drafting committees, but OPM 
has no estimate of when it will actually receive finished 

drafts. 


Fast-Tracking 


4. (SBU) The Assembly Support Initiative, comprised of the 
National Democratic Institute (NDI), European Agency for 
Reconstruction (EAR), and the OSCE, is planning ahead for 
this deluge of legislation the Kosovo Assembly will be 
required to pass during the 120-day transition period 
mandated by the Ahtisaari Plan. The ASI has come to 
preliminary agreement about how to facilitate the passage of 
these priority laws, but the details remain to be worked out 
and implemented. 


5. (SBU) ASIVs plan is for the Assembly to depart from its 

rules of procedure using rule 61, which allows such 

departures upon a two-thirds vote. The Assembly will then 
follow special procedures for these priority laws, such as 
shortening the time for committee review and between 
readings. ASI members will meet in the next week to produce 
a recommendation for which departures from the rules should 
actually be taken. That recommendation will go through the 
Assembly\'s secretary general to the caucus leaders, committee 
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chairs, and eight-member Assembly Presidency. The Presidency 
would then put the issue on the Assembly agenda for a plenary 
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vote. 


6. (SBU) ASI is doing a number of things to speed up what is 
often a lengthy review process in the Assembly committees. 
First, the Assembly will deal with \"Ahtisaari\" laws to the 
exclusion of their other work. (NOTE: This can be done under 
rule 61. END NOTE.) Second, the table office will receive 
special directions on which laws are assigned to which 
committees, and how long committees have for review. 
Committee assignments can be made in advance upon agreement 
between committee chairs and the Assembly Presidency. (NOTE: 
In a parliamentary system, the table office plays a crucial 
organizational role, including being the 

reception/distribution center for all of the parliament\'s 

official business and tracking the progress of legislation 
through committees. ASI is targeting the Kosovo Assembly\'s 
notoriously hapless and ineffectual table office for 

assistance to increase its ability to handle its 

responsibilities. END NOTE.) Third, ASI plans to help the 
committees review the laws quickly by adding legal support 
and advisers, and inviting the drafters (both PISG staff and 
their international experts) of the laws to committee 

meetings to answer members\' questions. 

Involving the PM\'s Office 


7. (SBU) ASI, Assembly President Kole Berisha, and other 
Assembly leaders remain concerned that the PISG will not 
submit laws to the Assembly in time for passage within 120 
days. Thus ASI and Assembly staff have established contact 
with staff in the OPM to keep track of when draft laws are 
expected to be completed and submitted. OPM has promised 
weekly updates on these laws. 


8. (SBU) COMMENT: ASI is off to a good start in preparing 
the Assembly for a very busy four month transition period, 
but even under special rules political will and support from 
leading MPs and cooperation among them will be crucial for 
the \"Ahtisaari\" laws to sail smoothly through. That political 
will may be harder to come by if status is delayed 
indefinitely, however. Thus far, anecdotally, MPs have told 
us they are prepared to work 24/7 to finish their work, but 
we will weigh in when necessary to keep them motivated and 
focused. END COMMENT. 

KAIDANOW 
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E.O. 12958: N/A 

TAGS: MARR, MASS, PGOV, PHUM, PREL, RW 

SUBJECT: HUMAN RIGHTS VETTING INFORMATION FOR 
DILLS-SPONSORED TRAINING 


REF: KIGALI 573 


1. The Department of State has reviewed its files and 
finds that as of June 28, 2007, it possesses no credible 
information of gross violations of human rights by the 
officer below: 


NAME: Cyprian Gatete 

RANK: Assistant Commissioner of Police 
CURRRENT ASSIGNMENT: Rwandan Police Force 
DATE OF BIRTH: 1960 (approx) 

GENDER: Male 


2. Post is permitted to provide the following statement 
to authorized parties: As of today, the U.S. Embassy 
verifies that the Department of State possesses no 
credible information of gross violations of human rights 
by ACP Gatete. Post may cite this cable in response. 


3. If in the future post becomes aware of possible human 
rights violations by the individual listed above, it 

should inform the Department and not proceed with U.S. 
funded assistance. 

RICE 
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SENSITIVE 
SIPDIS 


E.0.12958: N/A 
TAGS: PGOV, PREL, PBTS, KPAO, SR, MW, YI 
SUBJECT: KOSOVO DOMINATES BELGRADE COE MEETING 


1. (U) Summary: Serbian President Boris Tadic and Foreign 
Minister Vuk Jeremic used their speeches at the opening 
of the 1000th meeting of the CoE Ministers\' Deputies to 
reiterate the GOS\' position on Kosovo, advertise recent 
cooperation with The Hague, emphasize Serbia\'s sincere 
commitment to continuing that cooperation, and assure the 
audience that the European Union is Serbia\'s future. 
Despite the support shown for SerbiaWs European future, 
both speeches reaffirmed the fact that no one in the DS 
camp is prepared to deviate from the DSS-driven Kosovo 
policy -- or to miss an opportunity to elucidate it. End 
summary. 


2. Conference overview: The 1000th meeting of the 
Ministers\' Deputies of the Council of Europe was held at 

the Federation Palace in Belgrade, with the opening 

session on June 22. The program included a review of the 
state of democracy in Europe, the Council of Europe\'s 

role for the future and the process of South East 

European cooperation. The conference was attended 
primarily by the Ministers\' Deputies of Council of Europe 
members and received substantial domestic news coverage. 


3. (U) FM Jeremic\'s remarks were broadly in keeping with 
the DS\' and GOS\' focus on European integration, 
democratic values, human rights and tolerance, 
emphasizing that solid majorities of peoples of Europe 
have now rejected electing nationalist, extremist 

political parties. He emphasized Serbia\'s new dedication 
to full cooperation with ICTY, and identified EU 
accession as \"Serbia\'s central strategic priority\". His 
remarks closed, though, with Kosovo, warning that all the 
achievements to date hang in the balance if its status is 
not resolved. After all the standard talking points of 

the GOS\' position, he advocated for a European solution 
and concluded -- with a heavy dramatic pause -- \"this 
solution cannot be independence.\" 


4. (U) Tadic\'s remarks paralleled Jeremic\'s, and included 
vows to cooperate with The Hague to locate and apprehend 
the remaining fugitives. On Kosovo, Tadic asserted the 
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importance of respecting Serbia\'s territorial integrity 

and sovereignty, and encouraged a solution that includes 
\"broadest autonomy\" for the province. He expressed faith 
in the European community to assist in finding such a 
solution, saying that Europe has always been able to find 
creative solutions to various conflicts, and that he 

hoped it would be so in this case as well. 


5. (SBU) Comment: Tadic\'s remarks were his usual 
generally pro-Western talking points, but also toed the 
Kostunica-led line on Kosovo policy. He emphasized his 
offer of \"broadest\" autonomy (slightly further than the 
usual GOS call \"broad\" or \"substantial\" autonomy, but as 
always without concrete suggestions), and again indicated 
willingness to find any status solution that keeps Kosovo 
within Serbia\'s borders. Jeremic, meanwhile, went 
further than simply adhering to the GOS party line, 

clashing with the rest of the speech\'s positive vision of 
European integration and supporting the FM\'s private 
assertions that \"earning the Prime Minister\'s trust\" is a 
priority for him. Bottom line, both Tadic and Jeremic 
continue in lockstep with Kostunica on Kosovo, and Kosovo 
will continue to be the primary topic even for those who 
purport to be preparing Serbia for a European future. 


POLT 
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SUBJECT: ENGAGING CROATIA OVER AMCIT ISSUES IN IRAN 
Ref: STATE 80300 


Poloff delivered reftel to Vesna Klaic at the Ministry of Foreign 
Affairs on June 15. There was no substantive response. 


BRADTKE 
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SUBJECT: TEHRAN SPRING? CZECHS SEE POSSIBLE THAW IN 
RELATIONS WITH IRAN 


REF: PRAGUE 701 


Classified By: Acting DCM Michael Dodman 
for reasons 1.4 (b) and (d). 


1. (C) Summary. In a June 18-19 visit to Tehran, Czech Deputy 
Foreign Minister Helena Bambasova had surprisingly friendly 
meetings with key lranian government officials to explore the 
possibility of improving relations between the estranged 
countries. While the focus of the trip was squarely on 

normalizing diplomatic relations, Bambasova also reiterated 
Czech support for human rights and Iranian compliance with 
UNSCR and IAEA decisions regarding their nuclear program. 
Bambasova said that the Iranian government has not yet 

decided on upgrading relations, but she expects forward 
movement. She emphasized, however, that such a change would 
not come at the expense of the Czech Republic\'s commitment to 
human rights and democracy in Iran, or its support of RFE/RL 
and Radio Farda. End summary. 


Background of the Meeting 


2. (C) The Czech Republic and Iran have not had full 

diplomatic relations since 1988. At that time, largely in 

retaliation for the launch of the Farsi-language Radio Farda 
broadcast from the Prague headquarters of Radio Free 
Europe/Radio Liberty, the lranian regime pulled its 

Ambassador from Prague and imposed a selective trade boycott 
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that has severely disrupted economic ties between the two 
countries. The Czechs have also been represented only at the 
Charge level in Tehran. As Bambasova told A/DCM and Poloff on 
June 27, most discussions between the two countries over the 
past decade have been marked by Iranian complaints about 
Radio Farda, and Czech restatements of their commitment to 
RFE/RL\'s mission. Bambasova saw the first sign of change 
with the arrival last year of a new Iranian CDA in Prague. He 
arranged for the visit to Prague in February of a Iranian 

MFA\'s Director General, which set the stage for Bambasova\'s 
June 18-19 visit to Tehran. 


3. (C) Bambasova described the purpose of her visit as an 
exploration of whether improved relations with the Iranian 
government are even possible. She met with her counterpart 
Deputy Foreign Minister Saeed Jalili (whom she described as a 
hardliner in his meetings), the Chairman of the Foreign 

Policy and National Security Committee of the Iranian 
Parliament Alaeddin Boroujerdi, and briefly with Foreign 
Minister Manoucher Mottaki (both of whom she described as 
moderate in their approach). Bambasova also participated in a 
meeting of EU Heads of Missions. This was Bambasova\'s first 
visit to Iran. 


4. (C) Regarding the visit, Bambasova explained that the 
Czech Republic fully supports the EU common position on Iran 
(a point she made clear to the Iranians), and is not willing 

to sacrifice its commitment to human rights and democracy in 
Iran (including its commitment to Radio Farda broadcasts), or 
its position on Iran\'s nuclear program, at any cost. 

Moreover, despite the selective embargo on Czech exports, the 
government is not under pressure from Czech business 
interests to improve relations with Iran (Bambasova said that 
Czech exports are able to work through Slovakia or the UAE to 
get products to Iran). Nevertheless, she said the Czech 
Republic is willing to explore the possibility of improved 
relations with Iran because it believes in dialogue whenever 
possible, even with Iran. When asked, Bambasova said the GOCR 
had no specific plans in mind for initiatives that they would 

take if and when relations are upgraded, but rather that they 
would continue their focus on supporting human rights and 
EU/UN/IAEA positions. 


Bilateral issues 


5. (C) Bambasova presented Minister Mottaki with a letter 
from FM Schwarzenberg formally proposing to reestablish full 
diplomatic relations between the two countries (the Iranians 
have not yet given a formal reply). Her meeting with the 
Minister was brief but positive. She had a longer meeting 
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with Deputy Minister Jalili, whom she described as the only 
one of her interlocutors who adhered to the \"Ahmadinajad 
line.\" Still, the meeting with Jalili was productive and he 
showed a clear willingness to upgrade relations. Bambasova\'s 
readout of the visit focused primarily on her meeting with 
Boroujerdi. They discussed an upgrade in diplomatic 
representation, and discussed in general terms the 
possibility of renewed economic trade. In addition, 
Boroujerdi lectured Bambasova on the virtues of Iranian 
\"democracy\" and provided a laundry list of Czech \"sins.\" 
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These included Radio Farda and the fact that the son of the 
former Shah had recently attended a conference on democracy 
that took place on the premises of the Czech MFA. However, 
Bambasova found the list of \"sins\" to be \"very mild\" and took 
this as a sign of moderation; there was not, for instance, 

any demand that the Czechs restrict Radio Farda broadcasts in 
return for upgrading relations. In response to Boroujerdi\'s 
comments, Bambasova explained the Czech vision of democracy, 
including the importance of permitting NGOs (like those who 
convened the democracy conference) to act independently. 


Iranian Nuclear Program 


6. (C) In reporting on her meeting with Boroujerdi, the 

Iranian news agency quoted Bambasova as saying that Iran has 
a right to a civil nuclear program. Bambasova told us that 

she did tell Boroujerdi that all countries have a right to 

peaceful nuclear energy, pointing out that the Czech Republic 
has its own nuclear power program. However, her statement was 
taken out of context. She also firmly told the Iranians that 

the international community has sent a strong message via the 
UNSC that Iran cannot ignore. She called on Iran to take 
immediate steps to build the confidence of the international 
community that the program is only a civil energy program. 

She pointed to the German and Russian proposals as ways the 
Iran government could reassure the international community. 


Missile Defense 


7. (C) Bambasova said that Missile Defense was raised in only 
one meeting, and that the exchange was not confrontational. 
(Bambasova made clear during her meetings that the Czech 
Republic is a strong ally of the United States.) She 

suspected that while the Iranians are not happy about the 
proposal to base a radar in the Czech Republic, they are far 
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more concerned with the Russian offer to use the radar in 
Azerbaijan as an early warning for possible Iranian launches. 


Human Rights 


8. (C) Bambasova spoke of human rights in general terms, and 
reiterated the priority the Czechs place on this issue, but 

did not raise the issue of American citizens detained in Iran 
(this was the subject of an EU-wide demarche delivered during 
her visit). 


U.S. Relations 


9. (C) Bambasova said the question of U.S.-lranian relations 
was not raised directly in her meetings. Bambasova found 
this noteworthy, because she had expected that, given close 
Czech-U.S. relations, she would have heard complaints from 
the Iranians about WU.S. sins" Based on the few references 
made to the United States during her meetings, Bambasova 
offered the assessment that the lranians feel \"like a small 
child who is ignored by an older brother." 
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Today\'s leading international stories include the UN High 
Commissioner\'s Report \"2006 World Tendencies Report;\" the status of 
the US immigration reform bill; and what Mercosur needs to operate 
efficiently. 


2. OPINION PIECES AND EDITORIALS 
- \"More refugees due to wars\" 


Leading \"Clarin\" editorializes (06/29) \"According to the UN High 
Commissioner for Refugees, the number of refugees all over the world 
increased last year, particularly due to the disaster sparked by the 

war in Iraq. 


\"The UNHCR \'2006 World Tendencies\' report reveals that there are 
almost 10 million refugees, the highest number during the last five 
years... 


\"The main reasons for this massive uprooting are: persecutions, 
humanitarian catastrophes, and conflicts in countries that are 
engaged in civil war. Just the war in Iraq has created one and a 
half million new refugees. 


Y... The military intervention of foreign powers has done nothing 
but take the problem to unprecedented levels.\" 


- \"Bush suffers a tough legislative blow!" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion,\" comments (06/29) \"President George W. 
Bush\'s plan to turn the overhaul of the outdated US immigration 
system into the greatest achievement of his second term in office 
collapsed yesterday when it was rejected by a decisive coalition of 
Republican and Democratic senators that asked for stricter 

guidelines as an inevitable step to make progress on it. 


\"The immigration reform has indefinitely been put off. No one in 
this city believes it could be tackled before the November 2008 
elections, that is to say, until a new president takes over. 


\"The failure of the draft bill promoted by (US President) Bush and 
Democratic Senator Edward Kennedy will keep nearly 12 million 
undocumented immigrants in the shadows of illegality... 


\"Bush said that Villegal immigration is one of the US people\'s main 
concerns, and the failure of Capitol Hill to deal with it is 
disappointing.\' For the first time, Bush seemed to resign himself to 
failure on this front. 


\"... The blow had a strong impact on the White House that had turned 
the overhaul of the US immigration legislation into its most 
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precious domestic goal now that the war in Iraq is depriving it of 
oxygen every passing day. However, the immigration reform bill ended 
up being one more step for Bush in his role of Vlame duck\'...\" 


- \"A bloc to be preserved\" 


Nestor Restivo, columnist for leading \"Clarin,\" comments (06/29) 
\"Commercially, the heart of Mercosur is a string of cities from Sao 
Paulo and Rio at one extreme to Santigo de Chile, on the other, 
passing thorugh Southern Brazil, Asuncion, Montevideo, Buenos Aires, 
Rosario, Cordoba and other cities, in addition to their rural belts 

and ports. 


\"Nonetheless, if one seeks to add energy wealth, a key asset in 
current global economy..., the presence of Venezuela, as well as 
Bolivia, is crucial. Everything else is rhetoric and pure politics 
from everyone, those who favor it and those who oppose it. 


\"Chavez should accept that Mercosur works through consensus and that 
it should be preserved. The other leaders should include a social 

agenda and establish stronger guidelines if they want something else 
other than bureaucracy and business or, even worse, a bloc that some 
day could be surrounded by angry demonstrators at every single 
summit.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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1. (C) Summary: Deputy Chief of Mission Daniel Speckhard met 
separately with three Sunni leaders to enlist their support 

for the framework Hydrocarbon Law and the Revenue Management 
Law. The latter was due to be presented to the Council of 
Ministers (CoM) on June 26 (see para 19), with both laws 
hopefully reaching the Council of Representatives (CoR) soon 
after. Minister of Planning Ali Baban expressed reservations 
concerning the Production Sharing Agreement form of contract 
allowed by the framework agreement. The DCM warned that 
backtracking on the framework law would be especially 
troublesome since it had already passed the CoM. IIP Vice 
General Secretary and Member of Parliament Ayad S. Samurai 
linked passage of hydrocarbon legislation to constitutional 
reform, arguing that the issues are linked and the laws 

should be consistent with the constitution. IIP Member of 
Parliament Osama al Tikriti did not think the laws would 
encounter a problem in the CoR. He expressed reservations 
about the government\'s inability to implement them, linking 
this to a overall disenchantment with Maliki\'s inability to 
govern and unwillingness to accept advice or assistance from 
the broader spectrum of Iraqi politics. The DCM stressed 

that the law was favorable to the Sunnis, and to all Iraqis, 

and warned that delaying the law or passing it with 

monolithic opposition by all Sunni parliamentarians ran the 

risk of missing an opportunity for Iraq to both advance its 
hydrocarbon industry and show that it can handle difficult 

but necessary legislative initiatives. He also warned that 
failure to capitalize on this opportunity would make it 

difficult for coalition members to defend continuing to serve 

in lraq if their efforts were viewed as propping up a 

non-viable government. 


2. (C) The DCM also discussed with the two parliamentarians 
the state of play in dealing with CoR Speaker Mashadani 

Both acknowledged that the consensus opinion in both Tawafuq 
and the CoR as a whole was that Mashadani has to go. 

Internal party negotiations centered around how to provide a 
face-saving exit and ensure Mashadani that he will formally 
retire as speaker and be granted a pension. Choosing a 
successor would also be a problem. End Summary 


Baban Has Second Thoughts About Hydrocarbon Law 


3. (C) The DCM met with Minister of Planning Ali Baban on 
June 24 to enlist Sunni support for the Hydrocarbon Law and 
Revenue Management Law. The DCM opened the meeting by saying 
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we had studied the Minister,s concerns and wanted to follow 
up on them, offering some ideas for how to address the issues 
of PSA,s and contract approval by the Oil and Gas Council 
(FCOG) outside of changing the draft law. He added, the US 
believes that the Framework text should not be reopened as it 
has already been approved in the CoM. Baban acknowledged 
than in his discussions with the PM, Maliki had taken much 
the same view of the contract approval process as did the US, 
but, Baban said, the Tawafug front is simply suspicious of 

the Kurds, intent in using such vague language instead of a 
simple accept or reject formulation as the Shura Council had 
suggested. Baban added that his position was not to exclude 
PSA,s altogether but to define the terms of their use more 
narrowly. He said that Tawafuq,s position was that contracts 
should be approved by the CoM or CoR in addition to the FCOG 
but that he, Baban, was making technical arguments, and was 
speaking for possible political arguments that Tawafuq may 
ultimately bring. The DCM responded that the political 

reality is that US engagement in Iraq could be at a tipping 
point. If the hydrocarbon deal unraveled or was put off 
indefinitely - as re-negotiating the framework law would 

imply - then the prospects of sustained US engagement, which 
had done so much to ensure Sunni interests were protected in 
the hydrocarbon laws, would face very serious difficulties. 


4. (C) Baban agreed but recalled that the Sunnis had been 
talked into agreeing to the Constitution by the US, only to 
discover that the document was seriously flawed. Tawafuq did 
not want to make that mistake again. The text of the oil law 
contained many \"landmines\" and it was better to clear the 
mines before the law is approved. Baban also noted that the 
Shura Council had struck the reference in the framework law 
to ensuring balance among Iraq,s communities in FCOG 
representation. The DCM undertook to check out that change 
since the US did not support any changes by the Shura Council 
that went beyond linguistic edits. 


5. (C) Baban said he understood US concerns and that neither 
he nor Tawafuq sought to delay the legislation. He 
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acknowledged that the deal on the laws could be lost 
altogether if there were delays and that that would not be in 
the interests of the Sunni. He noted there were still a 

couple of days till the Tuesday cabinet meeting and that we 
would have to see if understandings on some of the points at 
issue could be reached in the meantime. He reiterated that 
Tawafug s position on the law could ultimately be different 
from his own, \"technical\" concerns. He suggested the DCM 
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speak with Osama Tikriti Ayad Samarrai and Alaa Mekki to 
impress on these key IIP/Tawafuq members the importance the 
US attached to quick approval of the laws. The DCM stressed 
again that the Sunni community should recognize the strategic 
issues at stake for Iraq,s future and their own in the oil 
legislation, a point Baban recognized. To gain a fuller 

picture of the seriousness of Tawafuq,s opposition, the DCM 
and Econ MinCouns met with the Sunni politicians suggested by 
Baban. 


Ayad S. Sammarai Links Hydrocarbon Legislation to 
Constitutional Reform 


6. (C) On June 25, the DCM and EconMinCouns met with IIP Vice 
Secretary General and chairman of the CoR Financial Affairs 


SIPDIS 

Committee Ayad S. Sammarai to continue discussion of the 
hydrocarbon legislation. The DCM acknowledged that the laws 
were less than perfect, but stated that they capture the 
important elements that ensure all Iraqis will benefit 

equitably in the nation\'s oil wealth. He warned Sammarai not 
to make hydrocarbon legislation a political football, 

especially since the U.S. needs signs of progress in Iraq in 
order to justify our continued security support. He urged 
Sammarai to support the legislation, then use regulations to 
improve the law and ensure good implementation. 


7. (C) Sammarai stated that at there are two schools of 
thought about the law. The first is nationalistic, 

patriarchal view, which prefers all investment in the oil 
industry to be centrally controlled and limits outside 
assistance to service contracts. The second view is that 
Iraq needs big oil for political reasons, specifically to 
attract foreign direct investment. Sammarai added that the 
Sunnis\' priority is to link hydrocarbon legislation to 
constitutional reform, a theme that he reiterated several 
times during the meeting. This would allow them to tell the 
people that the Hydrocarbon Law was in accordance with the 
Constitution. 


8. (C) Sammarai said that he would prefer that the law 

establish the role of the regions more on an advisory basis. 

He did not have a problem with a regional company managing an 
oil field, but contracting should be centrally controlled. 

Returning to his favorite theme, Sammarai bluntly stated that 

if the United States wanted Sunni support on the Hydrocarbon 
Law, the Sunnis expected U.S. support on constitutional 

change. Sammarai added that some Sunnis believe that Massoud 
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Barzani will oppose constitutional reform. They argue that 
the Sunnis should use the U.S. to pressure Massoud not to 
oppose constitutional reform, and that was why they needed 
more time. 


9. (C) The DCM stated that we had pushed the Kurds thus far 
and would continue to work with them. He reiterated that it 
was important to move the Hydrocarbon Law and the Revenue 
Management Law to the CoR. He added that Barzani did not 
like parts of the Hydrocarbon Law, but we pressured the 
Kurds to find acceptable compromises. The DCM warned 
Sammarai that if he loses the opportunity to pass the law 

now, it may slip backwards. 


10. (C) The DCM mentioned that we would appreciate Sunni 
support at the June 26 CoM meeting that would seek to approve 
the Revenue Management Law (see para 19). He stated that it 
would be a bad sign if the law went to the CoR with two 

factions supporting it and one against it. Sammarai asked 

how important it was for Baban to change his views. The DCM 
replied that Baban could voice his misgivings, but that in 

the end it was important for the CoM to approve the draft law 
with unity. 


11. (C) Sammarai also said that there was a difference of 

opinion among Sunnis on state vs market control of oil. Econ 
MinCouns pointed out that the FCOG had a tremendous amount of 
discretion under the law. He added that the CoR debate could 

help everyone, as each party had something to offer and each 
could make its case. Sammarai acknowledged that this was a 
very valid point. He added, however, with one final shot at 
constitutional reform, that we were making the case for one 

law only, adding \"What about other issues" 
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Osama al Tikriti Bemoans Sad State of Maliki Government 


12. (C) Late on June 25 the DCM and Econ MinCouns met with 
IIP COR member Osama al Tikriti. The DCM began by expressing 
condolences for the Mansour Hotel bombing earlier that day. 
Tikriti replied that it was far too easy to infiltrate an 

event and cause problems. Every day, Tikriti said, 25-35 

bodies are found in the streets, sometimes tortured as well 

as slain, and nobody asks why. He said that the Sunnis 

wanted to help Maliki with security, to participate in the 

process and help analyze the problems. Tikriti said that 
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Maliki declined. He added that Maliki simply wasn\'t strong 
enough for the times. He complained that Maliki, with the 

mentality of a member of an oppressed party, preferred to 

listen only to his own people and not broaden participation 
to incorporate Sunnis and Kurds into his inner circle. 


13. (C) The DCM briefly summarized how the Hydrocarbon Law 
would meet Sunni priorities. First, it incorporated the 

principle of all Iraqis sharing the benefit of hydrocarbon 
resources, including revenue sharing with provinces that have 
no discovered oil. Second, the FCOG would have diverse 
representation. Third, Production Sharing agreements (PSAs) 
were not mentioned specifically in the law, although they 

could be used where appropriate. On the other hand, the DCM 
said that some compromises with the KRG had been necessary, 
and the resulting law was acceptable if not perfect. The DCM 
stressed that it was necessary to send the hydrocarbon 
legislation to the CoR as soon as possible. 


14. (C) Al Tikriti replied that the problem in Iraq is that 

the government is neither good enough nor strong enough to do 
its job. On the other hand, he said that he did not think 

the hydrocarbon legislation would have a problem in the CoR, 
although some Shia and Sunni\'s will oppose it. Tikriti 
personally agreed that the law should be passed now. He 
added that Baban did not agree with everyone, but Hashemi had 
said to back the law. 


15. (C) Returning to his concerns about security, Tikriti 

said that the problem in the provinces was acute. People 
worried when their family members were seized by the 
government, but were less worried if they were seized by 
coalition forces. Tikriti said that everyone had agreed to 
fight against Al Qaeda, but that the government did not 
support them. Consequently, people were becoming afraid to 
fight AQIZ, which, 80% of the time, could simply move when 
pressured and return to retaliate later. He said that AQIZ 
would have to be totally eliminated or people will continue 

to fear them. 


Mashadani\'s Swan Song 


16. (C) Both Samarrai and Tikriti had been involved, prior to 
meeting with us, in party discussions on how to orchestrate a 
graceful departure for COR Speaker Mahmoud Mashadani. One of 
the Speaker\'s bodyguards physically assaulted another CoR 
member on June 10 (reftel) leading to widespread calls for 

his removal. The CoR members said that everyone in 

parliament, in and out of Mashadani\'s party, agreed that he 
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could no longer remain in the CoR. The discussions underway 
concern only the mechanism of his departure, with the Sunnis 
especially concerned that Mashadani be allowed to exit 
gracefully and that the party not appear to be giving in to 
pressure. The latter, according to Sammarai, is also a 
sensitive point with the Sunni public, even though the 
community does not view Mashadani as a leader. 


17. (C) Mashadani has the option of resigning or retiring. 

He prefers retiring as Speaker, which may require 

legislation, since this will allow him to keep an 80% 

pension. While that part is probably doable, there is 
disagreement over letting Mashadani return, however briefly, 
to the CoR. He would like to return for several days and 
introduce the legislation which would allow his retirement, 

with a promise to leave afterward. Some parliamentarians 
oppose letting him return for anything more than a couple of 
hours. Both Sammarai and Tikriti said that members oppose a 
return of several days because they don\'t trust Mashadani to 
keep his promise to retire. Sammarai\'s personal opinion was 
that Mashadani always played games, and that he could not be 
trusted. Tikriti expressed personal unhappiness with 
Mashadani, adding that the Speaker has no respect for his 
position and should leave. 


18. (C) Tawafug, with internal divisions on this issue, had 

not decided on a candidate to replace Mashadani. Even the 
blocs within Tawafuq that originally backed Mashadani wanted 
him to go. They did not want to repeat their original 
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mistake in naming the controversial Mashadani, but had no 
viable alternative. The DCM told Takriti that this was an 
Iraqi issue, but hoped it could be resolved quickly so that 

it does not tie up the CoR and make it appear more 
ineffective. 


Update 


19. (C) Note: On June 26, we learned that PM Maliki, on the 

advice of DPM Barham Salih, decided not to send the Revenue 
Management Law to the CoM due to Tawafuq opposition. End Note. 
CROCKER 
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SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY 


1. (SBU) SUMMARY: FORMER PM MILO DJUKANOVIC AGAIN FACES THE 
PROSPECT OF INDICTMENT IN BARI, ITALY, ON CHARGES OF CIGARETTE 
SMUGGLING AND MONEY LAUNDERING, ACCORDING TO ACCOUNTS FROM THE 
ITALIAN NEWS AGENCY ANSA. THE SMUGGLING, ALLEGEDLY UNDER COLOR 
OF GOM PERMISSION, BEGAN IN THE 1990S WHEN THE FEDERAL REPUBLIC 
OF YUGOSLAVIA, OF WHICH MONTENEGRO WAS A PART, WAS UNDER UN AND 
OTHER INTERNATIONAL SANCTIONS. THE ALLEGATIONS HAVE LONG BEEN 
PART OF THE POLITICAL ENVIRONMENT IN MONTENEGRO, DISMISSED AS 
POLITICALLY MOTIVATED BY DJUKANOVICYS DEMOCRATIC PARTY OF 
SOCIALISTS (DPS), AND EQUALLY EMBRACED BY THE OPPOSITION. THE 
AFFAIR, WHILE SEEMINGLY SCANDALOUS, HAS LONG AGO BEEN FACTORED 
INTO POLITICAL CALCULATIONS BY PARTIES AND VOTERS ALIKE IN 
MONTENEGRO. AN INDICTMENT MAY CAUSE DJUKANOVIC TO TAKE A LOWER 
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PROFILE IN HIS PARTY, BUT WOULD NOT BY ITSELF SERIOUSLY AFFECT 

THE BALANCE OF POLITICAL POWER IN MONTENEGRO, BARRING THE 
UNLIKELY CHANCE THAT THE DPS\'S JUNIOR COALITION PARTNER CHOSE TO 
LEAVE THE GOM IN RESPONSE TO DJUKANOVIC\'S INDICTMENT. END 
SUMMARY. 


SMUGGLING AND MONEY LAUNDERING 


2. (U) IN 1999, ITALIAN PROSECUTORS IN NAPLES AND BARI BEGAN 
INVESTIGATIONS IN CIGARETTE SMUGGLING ACROSS THE ADRIATIC FROM 
MONTENEGRO AND ALBANIA. INTERROGATED BY PROSECUTORS IN 2000 AND 
2001, ITALIAN ORGANIZED CRIME FIGURES STATED THAT THEY HAD HAD 
MEETINGS WITH PM DJUKANOVIC AND OTHER SENIOR GOM OFFICIALS 
BETWEEN 1993 AND 1996. IT IS ALLEGED THAT IN THOSE MEETINGS, 
DJUKANOVIC AND OTHER GOVERNMENT OFFICIALS GAVE THE CAMORRA 
(NEAPOLITAN ORGANIZED CRIME ORGANIZATION) PERMISSION TO USE 
MONTENEGRIN TERRITORY AS A BASE FOR SMUGGLING CIGARETTES BY 
SPEEDBOAT INTO ITALY. STORIES THAT RUSSIAN PLANES HAD BEEN 
BRINGING IN CIGARETTES TO PODGORICA, AND THAT THE GOM HAD 
EXACTED \"TRANSIT FEES\" OF US$30 MILLION A MONTH, HAD BEEN IN 
WIDE CIRCULATION THROUGHOUT THE 19905. 


3. (U) DJUKANOVIC HAS ROUTINELY DENIED THAT HE DID ANYTHING 
ILLEGAL IN CONNECTION WITH THE CIGARETTE TRADE, OR THAT HE EVER 
MET WITH ITALIAN ORGANIZED CRIME FIGURES. OTHER FORMER 
OFFICIALS IN THE GOM FROM THE 1990S HAVE SAID THAT THE \"TRANSIT 
FEES\" WERE A NECESSARY RESPONSE TO UN AND INTERNATIONAL 
SANCTIONS THAT WERE STARVING THE GOVERNMENT OF REVENUE. THE 
DEMOCRATIC PARTY OF SOCIALISTS (DPS), OF WHICH DJUKANOVIC IS 
PRESIDENT, HAS ROUTINELY RESPONDED THAT THE ITALIAN 
INVESTIGATIONS ARE POLITICALLY MOTIVATED. THE OPPOSITION HAS 
JUST AS ROUTINELY USED THE INVESTIGATION TO PAINT THE DPS AS A 
CORRUPT ORGANIZATION. (POST NOTES THAT THE INVESTIGATOR IN 
NAPLES ENDED HIS INVESTIGATION IN 2005, WITHOUT BRINGING 
INDICTMENTS.) 


IN CASE OF INDICTMENT 
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4. (SBU) MOST PARTIES AND VOTERS IN MONTENEGRO HAVE ALREADY 
FACTORED IN THE DRAWN-OUT ITALIAN INVESTIGATION INTO THEIR 
POLITICAL CALCULATIONS. THE MATTER IS NOW BEFORE AN 
INVESTIGATIVE JUDGE, AND THOSE NAMED HAVE TWENTY DAYS TO SUBMIT 
EVIDENCE, SO IT IS NOT CLEAR THAT INDICTMENTS ARE IMMINENT. AN 
INDICTMENT OF DJUKANOVIC\'S ASSOCIATES IS UNLIKELY TO HAVE A 
SIGNIFICANT EFFECT ON THE DPSS STANDING IN THE LOCAL POLITICAL 
MARKET. POLITICALLY, AN INDICTMENT OF MILO DJUKANOVIC HIMSELF 
WOULD CREATE A PRESS FRENZY, BUT WOULD NOT NECESSARILY AFFECT 
VOTERS\' SUPPORT FOR THE PARTY. DEPENDING ON THE TIMING, IT COULD 
HOWEVER RAISE HURDLES TO COOPERATION FROM OTHER PARTIES WITH THE 
DPS ON FINALIZING THE CONSTITUTION, AND REINVIGORATING ECONOMIC 
REFORMS AND PRIVATIZATION. 


5. (SBU) THE RULING COALITION OF THE DPS AND THE MUCH SMALLER 
SOCIALIST DEMOCRATIC PARTY (SDP) HAS FRACTURED OF LATE, OVER THE 
DPS\'S COMMITMENT TO ECONOMIC REFORM. AN INDICTMENT OF 

BT 

#0226 

N 

-- END OF ERRORED MESSAGE -- 
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DJUKANOVIC, FOR ACTIONS THE GOM TOOK BEFORE THE PRESENT 
COALITION FIRST TOOK FORM IN JUNE 1998, MAY PROMPT SOME IN THE 
SDP TO CALL FOR FURTHER WIDEN THE FRACTURE, BUT ABANDONING THE 
COALITION AND FORCING NEW ELECTIONS WOULD BE ALMOST SUICIDAL 
GIVEN THE SDP\'S LOW POLLING NUMBERS. HAVING \"WON\" ON ITS 
ECONOMIC AGENDA, MANY IN THE SDP ARE NOW LOOKING TO FINALIZE THE 
CONSTITUTION, AND SHARE THE DPS VIEW THAT THE COALITION NEEDS TO 
STAY TOGETHER AT LEAST UNTIL THE CONSTITUTION IS ADOPTED AND THE 
MANTLE OF \"FOUNDING FATHER\" CAN BE BESTOWED. 


6. (SBU) FOR THE FORMER PM HIMSELF, IT IS UNLIKELY THAT HE WOULD 
ACTUALLY STAND TRIAL, AT LEAST NOT ANYTIME SOON, EVEN IF 

INDICTED BY THE COURTS IN BARI. THE MONTENEGRIN CONSTITUTION 
FLATLY FORBIDS THE EXTRADITION OF ITS CITIZENS. WHILE THE BARI 
PROSECUTOR COULD ASK THAT A CASE AGAINST DJUKANOVIC TO BE 
TRANSFERRED TO MONTENEGRO, THERE ARE MANY DIFFICULTIES TO BE 
SURMOUNTED BEFORE SUCH A TRIAL BEGAN. FIRST, POST ASSUMES THE 
ITALIAN FOREIGN MINISTRY WOULD HAVE TO CONSENT TO TRANSFERRING 
THE CASE. AT THAT POINT, THE MONTENEGRIN STATE PROSECUTOR WOULD 
HAVE TO AGREE THAT A CASE FACTUALLY AND LEGALLY EXISTS - WHILE 
THE PROSECUTOR IS INDEPENDENT, SHE DOES ALSO HAVE ROOTS IN THE 
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DPS. AT THAT POINT, THE MONTENEGRIN PARLIAMENT WOULD HAVE TO 
VOTE TO LIFT DJUKANOVIC\'S IMMUNITY AS AN MP TO LOCAL 

PROSECUTION, A DUBIOUS PROPOSITION AT BEST, WITH THE DPS LIKELY 
CLOSING RANKS, AND EVEN THE OPPOSITION LEERY OF A TRIAL IN A 

LOCAL COURT WHERE THE FORMER PM COULD EXPECT A FAVORABLY BIASED 
HEARING. 


7. (SBU) THE ITALIAN AMBASSADOR TO MONTENEGRO HAS TOLD POST THAT 
THE LEGAL PROCESS COULD TAKE YEARS, AND THAT HE DOUBTS THAT 
EXTRADITION WOULD BE SOUGHT IN THIS WHITE COLLAR CASE, UNLESS 
DJUKANOVIC WERE CONVICTED IN ABSENTIA AND SENTENCED TO PRISON. 

HE ADDED THAT PLANS ARE GOING AHEAD FOR FM ROCEN TO VISIT ROME, 
AND THE GOI CONTINUES TO STRENGTHEN ITS COOPERATION WITH THE GOM. 
BARNES 


-- END OF ERRORED MESSAGE -- 
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FM AMEMBASSY BERLIN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8672 

INFO RUEHGG/UN SECURITY COUNCIL COLLECTIVE PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 

RUEHBS/USEU BRUSSELS PRIORITY 


SIPDIS 
SENSITIVE 


STATE FOR EEB AND EUR/AGS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, EFIN, ETRD, EXIM, OECD, UN, IR, GM 

SUBJECT: UNSCR 1747/OECD: GERMAN REACTION TO FOLLOW-UP 
DEMARCHE TO PROMOTE RESTRICTIONS ON EXPORT 
CREDITS/FINANCING TO IRAN 


REF: STATE 81876 


1. (SBU) Global Affairs officer delivered ref demarche to 
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Ursina Krumpholz, officer director of the German Ministry of 
Economics Foreign Trade Law and Law of the Sea Division, and 
Ernst Roeder-Messell, deputy office director of the same 

division, June 15. 


2. (SBU) Krumpholz said the German Government\'s export credit 
guarantees are issued to German firms to shield them from 
foreign debt defaulters. Therefore, Germany does not issue 
export credit guarantees to Iranian entities at all. 

Nevertheless, the German Government would deny export credit 
to a German firm that seeks to invest in Iranian entities 
sanctioned under UNSCRs 1737 or 1747. In response to Global 
Affairs officer\'s query of whether the German Government 

would be willing to deny universally export credit to German 

firms that seek to invest in Iranian Government entities, 
Krumpholz said the German Government would be willing to 
consider this, so long as the recipients in question are 

Iranian state entities. Roeder-Messell added, also in 

response to Global Affairs officer\'s query, that the German 
Government screens export credit guarantee applications from 
German firms. Furthermore, the German Government has a system 
in place to detect links between the Iranian recipients of 

German investment and Iranian Government entities. 

Therefore, the German Government has the means to deny export 
credit to a German investor who seeks, whether wittingly or 

not, to invest in an Iranian Government entity. 


3. (U) Post will report additional German response septel. 
TIMKEN JR 
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FM AMEMBASSY PARIS 

TO RUEHC/SECSTATE WASHDC 8631 

INFO RUEATRS/DEPT OF TREASURY WASHDC 

RUCPDOC/USDOC WASHDC 

RUCNMEM/EU MEMBER STATES","UNCLAS SECTION 01 OF 02 PARIS 002825 


SIPDIS 
SIPDIS 


PASS FEDERAL RESERVE 

PASS CEA 

STATE FOR EB and EUR/WE 

TREASURY FOR DO/IM 

TREASURY ALSO FOR DO/IMB AND DO/E WDINKELACKER 
USDOC FOR 4212/MAC/EUR/OEURA 
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E.O. 12958: N/A 

TAGS: EFIN, ECON, PGOV, FR 

SUBJECT: GOVERNMENT SELLS ADDITIONAL 2.5 PERCENT STAKE IN FRANCE 
TELECOM 


Ref: Paris 2741 


1. SUMMARY: To reduce the public debt, the government sold shares 
in France Telecom, the French telephone provider, reducing its stake 
in the company by 5.0 percent to 27.4 percent. The demand from 
institutional investors was not sufficient to sell a larger stake. 

The proceeds (2.65 billion euros or 3.6 billion USD) are symbolic 
compared with the public debt, which is currently over one trillion 

euros (1.5 billion USD). Proceeds from government real estate sales 
have been more significant to reduce the public debt. END SUMMARY 


Sale of a 5 Percent Stake in France Telecom fell short 

2. On June 25, newly-appointed Finance Minister Christine Lagarde 
announced a government plan to reduce its stake in France Telecom by 
5.0-7.0 percent, and to fully use proceeds for public debt 

reduction. The government intended to sell 130 million shares, but 

that number could have been increased to 180 million, or 7 percent 

of the capital, depending on the demand from institutional 

investors. In less than 24 hours, the government sold shares to 
institutional investors through Wan accelerated book building 

process. The government chose this period as France Telecom stock 
price had already increased more than 26 percent in the last twelve 
months. Morgan Stanley, one of the lead managers of the sale with 
Morgan Stanley, Societe Generale, ABN Amro Rothschild, Citigroup Inc 
and Goldman Sachs, expected France Telecom share to be priced 
between 20.4 and 20.7 euros. However, stock market conditions were 
less favorable than expected on June 26 as the CAC 40 index 
decreased. The France Telecom share was priced at 20.4 euros, the 
low end of the range expected by banks, and institutional investors 

only applied for 130 million shares. 


GOF keeps a 27.4 percent stake in France Telecom 

4. The government now holds a 27.4 percent stake, directly or 
indirectly, through ERAP, the public establishment that manages 
France TelecomWs capital. France Telecom was privatized in 
September 2004, and the government lost its 33.3 percent blocking 
minority in the company in August 2005 when it reduced its stake to 
32.41 percent. Lagarde said that \"the government intends to remain 
a significant shareholder in France Telecom in the medium-term\", in 
a reply to unions which wondered when the sale of \"family jewels\" 
would end. Three weeks earlier, one third of France Telecom 
employees went on strike due to \"pressure\" they said they felt to 
leave the company. 
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5. France Telecom is one of world\'s largest telecommunications 
companies in terms of customer totals and revenue. On June 25, 

2007, the company, which is quoted on the NYSE, filed its annual 

report for the year 2006 with SEC on form 20-F, which presents 
supplemental disclosures required under US GAAP and SEC regulations 
applicable to the company, including a reconciliation of France 
Telecom\'s consolidated financial statements prepared in accordance 
with IFRS to US GAAP. See: 

(http://www. francetelecom.com/en/financials 

/investors/data/report/2006) 


Privatization Proceeds to Reduce Public Debt 

6. The sale netted the government 2.65 billion euros (3.6 billion 
USD), below the 3.8 billion euro government target. Proceeds will 
help reduce the public debt, which stood at 1.142 billion euros or 
63.7 percent of GDP in 2006, well above the 60 percent limit set by 
the EU stability and growth pact. President Sarkozy\'s plan is to 
balance the budget and reduce the public debt below the EU limit of 
60 percent of GDP by 2012, when his mandate ends. 


Future Government Privatization Plans Still Unclear 

7. Observers had expected the government to sell shares in the 
electricity utility company EDF in which it still holds an 87 stake, 
while the law authorizes a reduction to 70 percent. But, Lagarde 
said that the government \"has no intention to decrease 
significantly\" its stake in EDF. The government is in the process 
of reviewing its investment strategy for industrial purposes (in the 
natural gas sector for instance) or for more political reasons (in 

the sectors of defense and public safety). The Agency of Government 
Holdings (\"Agence des participations de I\'Etat - APE\") estimates 
government shares in listed companies at 192.3 billion euros (259 
billion USD) in 2006. The government has still stake in large 

listed companies: 80 percent in the utility Gaz de France, 68 
percent in Aeroports de Paris, 15 percent in Renault, 15 percent in 
EADS, 31 percent in Safran, 27 percent in Thales and 19 percent in 
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Air France-KLM. The government has also stakes in a myriad of 
minority or majority-held companies, notably in unlisted companies 
including an indirect 84 percent stake in the nuclear group Areva. 


Comment 


8. The government uses privatization proceeds to reduce the public 
debt, as European regulations forbid using privatization proceeds to 
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reduce the budget deficit. The deficit stood at 2.5 percent of GDP 
in 2006, but is likely to rise close to 3.0 percent by 2008 due to 

the tax package (reftel). The money raised by the sale of France 
Telecom shares is trivial compared to the 1.1 billion euro (1.5 
billion USD) total debt. In a move to reduce the public debt, the 
government has also been selling government real estate, and has 
created a special government fund to collect 15 percent of those 
sales. In 2006, the government raised 800 million euros (1.1 USD 
billion) in real estate sales - or 1.2 billion euros (1.6 USD 

billion) if including the real estate owned by Reseau Ferre de 
France, the company that owns and maintains the French national 
railway network. As usual, selling real estate and shares in 
companies is a much easier way to reduce the public debt than paring 
down government spending. 


STAPLETON# 
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INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEHUB/USINT HAVANA 0086" "CONFIDENTIAL PRAGUE 000789 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/29/2017 

TAGS: PREL, EINT, ECON, TINT, CU, XL, XG, EZ 

SUBJECT: CUBANS WILL SOON HAVE ACCESS TO THE INTERNET AT 
THE CZECH MISSION IN HAVANA 


REF: STATE 89911 


Classified By: Acting Political Counselor Christian Marchant 
for reasons 1.4 (b) and (d). 


1. (C) Poloff met with Czech MFA Director of the 
Transformation Cooperation Unit Gabriela Dlouha to discuss 
Internet access in Cuba and deliver reftel. Dlouha said that 
after a year and a half of trying to get the necessary 
hardware onto the island, the Czech mission in Havana has 
finally succeeded in installing a satellite-based Internet 
system. It will soon be available for use by local Cubans. 
GRABER 
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OO RUEHWEB 

DE RUEHBO #4730 1801600 

ZNR UUUUU ZZH 

O 291600Z JUN 07 

FM AMEMBASSY BOGOTA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6695 
INFO RUEHSW/AMEMBASSY BERN IMMEDIATE 1289 
RUEHBR/AMEMBASSY BRASILIA IMMEDIATE 7612 
RUEHCV/AMEMBASSY CARACAS IMMEDIATE 9123 
RUEHLP/AMEMBASSY LA PAZ JUN 8800 
RUEHPE/AMEMBASSY LIMA IMMEDIATE 5197 
RUEHZP/AMEMBASSY PANAMA IMMEDIATE 0423 
RUEHFR/AMEMBASSY PARIS IMMEDIATE 1051 
RUEHQT/AMEMBASSY QUITO IMMEDIATE 5795 
RHMFISS/CDR USSOUTHCOM MIAMI FL IMMEDIATE 
RUEAWJC/DEPT OF JUSTICE WASHDC IMMEDIATE 
RUEAHLC/HOMELAND SECURITY CENTER WASHDC IMMEDIATE 
RUEAIIA/CIA WASHDC IMMEDIATE 

RHEHNSC/NSC WASHDC IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINR, PREF, PREL, PTER, CO 

SUBJECT: CORRECTED COPY: FARC ASSASSINATES ELEVEN COLOMBIAN 
HOSTAGES 


REF: A. BOGOTA 1224 
B. BOGOTA 3651 
C. BOGOTA 4716 REPLACED BY CURRENT CABLE 


1. Summary. The FARC assassinated eleven Colombian state 
assemblymen on June 18, according to a FARC communique issued 
June 28. The FARC claimed the hostages were killed in a 
crossfire during a military attack. President Uribe 
condemned the FARC for the murders, and he confirmed that GOC 
did not attempt a rescue. The president also said the GOC 
would consult with family members prior to launching rescue 
attempts, and that the GOC would also consult with the USG 
prior to any rescue attempt of three U.S. citizens held by 
the FARC. Uribe reiterated the GOC will not accept a 
\"despeje\" with the FARC, but said that a planned June 29 
meeting of the Swiss, French and Spaniards to discuss a 
humanitarian accord should go forward. End summary. 


2. On June 28, the Revolutionary Armed Forces of Colombia 
(FARC) announced in a communique through its unofficial 
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portal ANNCOL that eleven of twelve assemblymen from the 
department of Valle de Cauca taken captive in April 2002, 
were killed on June 18, in a cross fire when an unidentified 
military group attacked their camp. Assemblyman Sigifredo 
Lopez reportedly survived because he was detained in a 
different location. 


3. President Alvaro Uribe held an emergency security council 
meeting the morning of June 28, announcing that the FARC had 
assassinated the hostages. Uribe confirmed that no military 
rescue operation had taken place when the hostages were 
killed. He cited numerous cases in which the FARC had 
executed hostages and later justified the executions with the 
false excuse of a rescue/crossfire. Uribe stated the GOC 
would, in all cases, consult with hostage family members 
prior to any rescue attempt--citing the case of Foreign 
Minister Fernando Araujo, freed from the FARC in a military 
rescue attempt in January (Ref A)--and said no consultation 
in this case had occurred because there had been no rescue 
attempt. Defense Minister Juan Manuel Santos provided 
details for the media on all military operations around the 
date of the killings in the southwest of Colombia; none 
matched the FARC description of events. 


4. Uribe also confirmed that he would consult with the USG 
prior to launching any rescue attempt for Marc Gonsalves, 
Keith Stansell and Thomas Howes (Ref B) (or with the French 
Government in the case of Ingrid Betancourt). Uribe added 
that the GOC had not determined the location of the AMCIT 
hostages or Betancourt. The president asked the international 
community to condemn the FARC for the killings and to provide 
forensic assistance to find the remains of the assassinated 
hostages and investigate the facts surrounding their 

killings. 


5. Finally, Uribe reiterated that the GOC \"will not accept a 
zone of despeje\" or free members of the FARC who intend to 
return to FARC ranks. Still he said the French, Swiss, and 
Spanish should proceed with a planned meeting among 
themselves on June 29 in Geneva to discuss a possible 
humanitarian accord to free remaining hostages. He noted 

that with the GOC\'s authorization, the three countries had 

met with FARC spokesman Raul Reyes during the third week of 
June. 


6. President Uribe\'s office asked the Embassy to provide a 
Spanish version of the Department spokesman\'s press statement 
to be posted on the presidency\'s web site. We are 

translating the guidance which we understand was used by the 
Department on June 28. 

Drucker 
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FM AMEMBASSY ASUNCION 

TO RUEHC/SECSTATE WASHDC 5906 

INFO RUCNMER/MERCOSUR COLLECTIVE 
RUMIAAA/USCINCSO MIAMI FL//SCJ3/SCJ33/SCJ34/SOCSO LNO// 
RHEHNSC/WHITE HOUSE NSC WASHDC 
RUEATRS/DEPT OF TREASURY WASHDC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEAIIA/CIA WASHDG 


SIPDIS 
SIPDIS 


STATE FOR WHA/BSG, INL/LP (JIM HIDES) 
EB/IFD/OIA 

STATE PASS TO USAID FOR LAC/AA 

STATE PASS TO USTR FOR LYANG 

NSC FOR SUE CRONIN 

TREASURY FOR OSIA MAUREEN WAFER 

TREASURY FOR OTA WARFIELD, VAN KOCH, MILLAR 
COMMERCE FOR ITA SARAH COOK 

SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 06/29/2027 
TAGS: PGOV, PHUM, PREL, PA 
SUBJECT: TAX AUTHORITY VICE MINISTER NEUFELD REPLACED 


1. (C) SUMMARY: Vice Minister of Taxation Andreas Neufeld 
Toews, who heads Paraguay\'s Tax Administration, resigned June 
28 and will be replaced by Maria Gloria Paez, a close advisor 

to Neufeld who is expected to maintain the Administration\'s 
policies and maintain progress on the MCC Threshold Program 
components that involve the Tax Adminitration. Neufeld was 
indicted by a prosecutor investigating the common practice of 
claiming salary bonuses for academic decrees not earned. 
Neufeld appears to have acted in good faith and says he never 
claimed to have a decree, only that he had completed all 
coursework and a thesis, lacking only a public defense of his 
thesis to have the engineering degree conferred. END SUMMARY. 
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2. (U) Vice Minister Andreas Neufeld, head of Paraguay\'s Tax 
Administration, resigned June 28 after being indicted for 
wrongfully collecting a salary bonus based on having a 
university decree. In nearly four years as the Vice 

Minister, Neufeld collected a total of approximately US$ 

4,400, or about $100 per month. Prosecutor Martin Cabreras 
charged Neufeld June 27 with fraud and misuse of funds. 
Carberas\' investigation into Neufeld\'s credentials was part 

of a broader crackdown that has found many professionals with 
false certifications, including some doctors. With Neufeld\'s 
successful efforts to increase tax revenue and reduce rampant 
tax evasion, the press seized upon the news. 


3. (U) Neufeld claims that he completed his engineering 

decree at the University del Valle de Cochabamba, in Bolivia, 
including his full thesis. He admits that he didn\'t receive 

the actual degree since he only defended his thesis privately 
and not publicly as required by the University to have the 
degree conferred. Neufeld claims that the regulations 
governing the salary bonus refer only to the number of 
semesters of coursework completed, although Cabreras alleges 
that for engineering degrees, the law requires an actual 

degree. 


4. (C) The former Director of Intellectual Property, Astrid 
Weiler, who recently transferred to the Tax Administration to 
work with Neufeld, told econoff that Neufeld applied for the 
salary boost through the Ministry of Finance\'s Department of 
Administration as per normal procedure. He submitted proof 
of his course work but never claimed to have the degree, 
according to Weiler, who believes that Neufeld acted in good 
faith in accepting the bonus after it was approved by the 
Department of Administration. In his post-resignation press 
conference, Neufeld referred emotionally to having had to 
explain to his nine year old daughter that, no, Papa didn\'t 
have a fake diploma. 


5. (C) The interim Vice Minister replacing Neufeld is Maria 

Gloria Paez, who was the Tax Administration,s Director of 
Support under Neufeld. Paez is considered to be a close and 
trusted colleague of Neufeld (possibly replacing Neufeld at 

his request) and expressed publicly her intention to maintain 

the same policies as Neufeld. Paez knows the organization 

well and is regarded as having strong technical skills. She 

is not considered to be politically well-connected to 

President Duarte so it is unclear whether or not her interim 
appointment will become permanent. USAID has worked closely 
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with both Neufeld and Paez through work on the MCC Threshold 
Program and considers Paez to be a capable replacement. Post 
doesn\'t expect the change to negatively impact progress under 
the Threshold Program. 


6. (C) Neufeld was a strong supporter of the MCA Threshold 
Program and played a principal part in drafting Components 
Six and Eight of Paraguay,s MCA proposal. He has been one 
of the single most effective public servants with the most 
concrete results to show for those efforts under the Duarte 
Administration. He has been under more or less constant 
attack in the press by those hurt by his successful efforts 

to increase tax compliance from woefully low levels. It 
appears that Neufeld\'s current problems result from a broader 


investigation that was not specifically targeted against him, 

but it does underscore the pressures reformers face here and 
the need to avoid even the smallest error. lt appears that 
Neufeld acted in good faith in this case. Neufeld, who is a 
Mennonite, recently took and passed a polygraph examination 
to demonstrate leadership to his employees who were being 
asked to undergo the examinations. It remains to be seen how 
far the indictment is carried against Neufeld, who has 

offered to repay the funds he received, but a harsh penalty 

in an environment of immunity for far more serious crimes 
could make it even more difficult to find honest, qualified 
Paraguayans to carry the reform struggle forward. In the 
short-term, post remains optimistic that Neufeld\'s 

replacement will continue progress on the MCC components that 
involve the Tax Administration. 

CASON 
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INFO RUCNMEM/EU MEMBER STATES 
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RULSDMK/DEPT OF TRANSPORTATION WASHDC 
RHMCSUU/FAA NATIONAL HQ WASHINGTON DC 
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SIPDIS 


Column 3 
SENSITIVE 
SIPDIS 


DEPARTMENT FOR IO/T AND EB/TRA; AMCONSUL MONTREAL FOR U.S. 
MISSION TO ICAO; FAA FOR FILIPPATOS, REIMOLD, AND BURLESON 


E.O. 12958: N/A 

TAGS: EAIR, ETRD, SENV, ECON, El 

SUBJECT: IRELAND TAKES EU TRANSPORT COUNCIL LINE ON 
AVIATION EMISSIONS 


REF: A. STATE 83246 
B. DUBLIN 69 


1. (SBU) Ireland adheres to the June 8 EU Transport Council 
conclusions about including aviation in emissions trading and 
incorporating third-country carriers into a trading scheme, 
according to Ethna Brogan, Irish Department of Transport 
Principal Officer for Aviation Security (and environmental 
issues), to whom Pol/Econ Chief delivered ref A demarche on 
June 26. Brogan noted, however, that the Council had 
acknowledged difficulties in including third-country carriers 
without mutual consent. Before the ICAO General Assembly, 
moreover, the Council would not finish discussions on the 
technical aspects of proposed legislation extending the 
Emissions Trading Scheme (ETS) to aviation. Brogan added 
that the Commission appeared optimistic about the possibility 
of persuading third countries as to the merits of joining the 

EU trading scheme -- optimism that she indicated Ireland did 
not share. She also recounted that the ECAC discussions with 
the USG in April had made clear that the United States and 
the EU were \"headed for a train wreck\" at the ICAO Assembly 
on the emissions issue. (Comment: Per ref B, Brogan and her 
Transport colleagues had earlier expressed Ireland\'s 
preference to proceed on the EU emissions proposals only 
after the ICAO Assembly discussions. Her tone throughout the 
demarche suggested that Ireland remained uncomfortable with 
the Transport Council's conclusions on including 

third-country carriers in emissions trading.) 


2. (SBU) Regarding ref A\'s points on charges, the Irish 
Aviation Authority does not impose local air quality 
emissions charges. 

FOLEY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PINS, PREL, KPKO, IV 

SUBJECT: THREE KILLED BUT PRIME MINISTER SORO UNHURT AFTER 
RPG ATTACK ON HIS AIRCRAFT 


Classified By: Deputy Chief of Mission Vicente Valle for reasons 1.4 (b 
) & (d) 


1. (C) Multiple sources confirm Prime Minister and New Forces 
leader Guillaume Soro is alive and well after an RPG attack 

on an airplane in which he was traveling at Bouake airport on 

the morning of June 29. ONUCI Acting SRSG Abu Moussa told us 
that, according to UN Air Ops personnel who witnessed the 
incident, a rocket was fired from the vicinity of the Bouake 

airport at Soro\'s plane as it was landing and Wat least three 
people\" had been killed. Soro was unhurt and in a safe 

location in Bouake, according to Moussa, who said he had 

spoken to the Prime Minister a few minutes earlier. 


2. (C) According to DATT sources, three RPGs were fired at 
the plane and there were an unspecified number of wounded in 
addition to the three dead. These sources added that there 
was only the one incident against Soro\'s plane (which 
belonged to President Gbagbo) and that there had been no 
subsequent fighting. We received several reports that 
shooting had continued in Bouake but this may have been the 
reaction of security forces to the original attack. 


3. (C) According to the ONUCI political chief, Licorne, 

ONUCI, and FANCI have all taken appropriate security measures 
in Abidjan. (We have detected nothing unusual in troop 
movements or dispositions other than increased security 
measures around the hotel Ivoire related to a wedding there 

of a member of the President\'s family.) ONUCI and FANCI have 
also reportedly gone on alert at the Abidjan airport. 

Abidjan remains calm. 


4. (C) We also spoke with New Forces spokesperson Alain 
Lobognon, who was in Bouake. Lobognon confirmed Soro was 
fine and under UN protection in a safe place. (DATT was 
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subsequently told Soro is at his home in Bouake.) He added 
that the situation in Bouake was a bit chaotic but OK. 


5. (C) A French Embassy official, citing Licorne eyewitness 
accounts in Bouake, told us that rockets and AK-47 fire had 
been directed at the plane as it was landing but that the 
rockets had not exploded, thereby averting a bigger tragedy. 
He said the three dead were Soro\'s protocol director, chief 
of security, and an assistant chief of staff. He added that 
there had been some shooting in Bouake shortly after the 
incident but that the city was calm. The French Embassy has 
advised its citizens in Bouake to exercise caution. 

According to several sources, shops in Bouake are closed. 


6. (C) The Chief of Staff of Minister of Tourism and New 
Forces stalwart Sidiki Konate gave us a very different 
account of what had happened in Bouake. According to him, 
the attack occurred while Soro and his entourage (which 
included Konate) were on their way to town from the airport 
and was carried out by some 15 soldiers using light weapons. 
However, since this report contradicts those of all our other 
sources, we do not find it credible. 


7.(C) Comment: Things appear to be quieting down again 
although tensions will remain higher than before. 
Speculation has already started as to who may have been 
behind the attack. At this point, it\'s just that, 

speculation, but the likeliest candidates would seem to be 
disgruntled New Forces elements. At any rate, Soro and the 
peace process appear to have dodged a bullet (or rocket). 
HOOKS 
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TAGS: PGOV, PREL, PHUM, PBTS, KPAO, SR, MW, YI 

SUBJECT: KOSOVO WEEKLY UPDATE: KOSTUNICA\'S \"BATTLE WITH 
U.S.\" 


1. (SBU) Summary: With news of another rejection by Russia 
on a UNSC draft resolution, Prime Minister Kostunica used 
his strongest anti-U.S. rhetoric to date in reaction to the 
Ambassador\'s direct speech about Serbia\'s path to Europe. 
Kostunica cast bilateral differences over Kosovo as a 
\"battle\" during comments on Vitovdan (June 28), the day 
marking the battle of Kosovo Polje in 1389. Meanwhile, 
President Tadic kept Kosovo his primary topic in meetings 
abroad, especially with Russian President Putin during an 
energy summit in Zagreb. End Summary. 


Ambassador\'s Speech: Let Kosovo go, join Europe 


2. (U) In a June 26 speech marking the 60th anniversary of 
the Mashall Plan, Ambassador Polt said that Serbia must let 
go of Kosovo and join Europe to secure a prosperous, stable 
future for its citizens. Noting that Pristina wants 

absolute independence while Belgrade will not accept 
independence, the Ambassador said that supervised 
independence for Kosovo as proposed by the Ahtisaari plan 
is a compromise solution. The Ambassador called the 
Ahtisaari plan a rational" solution in the same vein as 

the Marshall Plan had been a rational response to the 
ravages of WWII, and that it was the product of over a year 
of negotiations which proved there can be no mutually 
acceptable agreement on Kosovo. 


Kostunica vs. U.S. 


3. (SBU) Kostunica began a week of pointed anti-U.S. 
rhetoric with comments to the press that the U.S. is \"the 
leader in proposing that a part of SerbiaWs territory 

should be made into another Albanian state,\" and that such 
a policy is harming bilateral relations. He added that if 

the U.S. wants to develop good relations with Serbia, it 
must respect its borders and territorial sovereignty.\" 

His partyYs spokesman echoed the same message, saying that 
the U.S. \"bears the responsibility" of worsening relations 
with Serbia over Kosovo, and that progress in relations 
over many years is being \"brought into question over the 
issue. 
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4. (SBU) Kostunica then seized on the Ambassador\'s June 26 
remarks in his Vitovdan remarks to Politika, saying that Ya 
battle for Kosovo between Serbia and U.S.\" was underway. 
(Note: Europe was again spared Kostunica\'s barbs, as part 

of his continued effort to separate the U.S. from European 
players on Kosovo. End note.). The PM said the battle was 
\"between power and justice,\" and that he had faith that 
Russia would prevent the UNSC from \"stealing a sovereign 
country\'s territory.\" 


5. (U) Along with the Prime Minister, Radicals (SRS) and 
Socialists (SPS) also attacked the Ambassador for his 
remarks. SRS General Secretary Vucic said that the 
Ambassador statements were \"unprecedented scandal in 
contemporary diplomatic history,\" and that the policy 
implemented by the U.S., Great Britain and certain EU 
countries was \"raw force.\" SPS leader Obradovic called the 
Ambassador\'s statements \"additional pressure on Serbia." 


5. (U) In response to Kostunica\'s remarks, the Ambassador 
refused to join the PM\'s rhetoric reminding an exhausted 
Serbian public that the U.S. is Serbia\'s friend and has no 
intention of engaging in any kind of battle with this 

country or its citizens. He stressed \"there is no battle, 

fight or anger between the two countries; there are simply 
differences of opinions over some issues.\" Ambassador Polt 
added that there were many areas that Serbia and the U.S. 
agreed. Several dailies gave positive coverage to the 
Ambassador\'s reaction that the U.S. is a friend of Serbia; 
the Blic daily in its editorial criticized Kostunica as 
counterproductive for his inflammatory statements. 


6. (U) With the DSS, DS, Radicals and Socialists taking the 
same stance on Kosovo, the Liberal Democrats said Kostunica 
and Tadic are pursuing the \"wrong policy.\" LDP leader 
Jovanovic said that Tadic and Kostunica are wrong on Kosovo 
because they have brought Serbia into a situation in which 

it is dependent on Russian interests and into a conflict 

with the U.S. and EU. 
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Tadic on cue on Kosovo 


7. (SBU) After his speech to CoE deputies in Belgrade in 
which he called for autonomy over independence in Kosovo 
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(septel), Tadic traveled to regional summits this week in 
Zagreb and Istanbul with a similar message. Over the 
weekend, in Zagreb, Tadic had a bilateral meeting with 
Russian President Putin after which Tadic said that any 
kind of independence for Kosovo is unacceptable, and that 
Serbia is ready to negotiate at any point and find a 
compromise solution. (Note: Our contacts tell us that 
since Kostunica had only shared his \"secret plan\" with 
Moscow, Tadic did not have access to it and therefore did 
not discuss it at this meeting. This may have been 
intended by Kostunica, in order to retain full control over 
Kosovo policy, especially vis-a-vis Moscow. End note.) 


8. (SBU) On June 25, at a Black Sea Economic Cooperation 
(BSEC) summit in Istanbul, Tadic said that Kosovo 
independence would jeopardize the stability of the entire 
Black Sea region and beyond. The BSEC meeting concluded 
with Tadic reacting strongly to Albanian PM Berisha\'s 
statement that Kosovo was a unique case and should become 
independent. Belgrade media gave prominent coverage to 
Tadic rebuking Berisha for being irresponsible and 
Vinterfering in Serbia\'s internal affairs\" followed by 

Berisha walking out of the meeting. 


Bigger budget for Kosovo 


9. (U) Serbian officials also tried to show their 

commitment to Kosovo by doubling the budget for Kosovo to 
67.5M Euros. Deputy PM Djelic called the increase a proof 
of \"the nature of Serbia\'s policy toward Kosovo.\" Kosovo 
Minister Samardzic said the increase would \"finance [GOS] 
functions in Kosovo\" and also show \"ethnic Albanians...that 
Serbia is serious and invests in its people.\" Samardzic 

also said the increase should demonstrate to the 

international community that Serbia has \"serious intentions 
concerning Kosovo?s financial recovery.\" In a separate 
interview, Djelic said that while Serbia cannot give up on 
Kosovo, it also cannot allow itself to be isolated again, 

even in the event of a unilateral declaration of 

independence by a global power. He assessed that there were 
two possible scenarios for Kosovo. \"The first is 

undesirable, involving a scenario of conflict with forces 

which want independence (for Kosovo) declared no matter 
what the cost, even without support in the UNSC. The second 
scenario is one of compromise, the chances of which are 

still small, but growing.\" 


Diplomatic Activity 
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10. (SBU) ICTY: ICTY prosecutor Del Ponte clarified this 
week her June 18 comments on Kosovo, saying she had not 
called for a delay in the status decision but instead 

simply hoped \" the timing of that decision, will not affect 
current efforts to locate and arrest" ICTY indictees. This 
clarification received considerably less coverage in 

Belgrade than her original \"misinterpreted\" statements in 
which she called for the UNSC to delay a Kosovo status 
decision. 


11. (U) UK: BETA reported outgoing PM Blair's message 
calling on all Kosovoars to be patient and not to resort to 
violence, but noted that the process of Kosovo independence 
is inevitable. British Ambassador to Belgrade Wordsworth 
also said that Britain considered Kosovo\'s independence, in 
accordance with Ahtisaari\'s proposal, to be the most 
sustainable outcome of the process of status determination. 
Wordsworth said, \"Kosovo will be independent, but the 
question is whether that is going to happen in a peaceful 
process based on Ahtisaari\'s plan and with international 
supervision and solid guarantees for minorities, or in some 
chaotic way. | firmly believe that the other way will be 

bad for Kosovo, for Serbia and for the whole region, adding 
that Great Britain together with other UNSC members would 
continue working on the new resolution.\" 


12. (U) Russia: Belgrade media covered Russian Foreign 
Minister LavrovYs comments on June 23 that the allegations 
that violence would erupt in Kosovo if the province were 
denied independence are irresponsible as KFOR\'s mandate is 
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to prevent violence. 


13. (U) Belgium: Serbian press reported Belgian FM de 
Gucht\'s June 27 comments that Belgium, other countries in 
the UNSC, as well as majority of EU countries were in 
support direct negotiations for solving the status of 

Kosovo with a four month-duration and without a 
predetermined outcome. However, he also told Serbian 
reporters that Belgrade must understand that some form of 
decision on the Kosovo status has to be made after the 
four-month period, and this was why Serbia\'s commitment to 
these talks is critical. 


Comment 
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14. (SBU) Kostunica has clearly committed to his tactics of 
attacking the U.S. exclusively and directly in hopes of 

isolating the U.S. as the sole supporter of the Ahtisaari 

plan and supervised independence of Kosovo. He went as far 
as to add volatile nationalism to the mix with the battle 
imagery already evoked with Vitovdan. While it is 

heartening that media coverage of the Ambassador\'s direct 
contact with the Serbian publice were welcomed in some 
quarters, Kostunica can be expected to keep other leaders 

in line with his new course of anti-American rhetoric over 
Kosovo. He wants a political battle to keep other 

political forces in line at home, with him at the front. 

Kostunica hopes he can also convince the international 
community that the U.S. is alone in calling for the 

Ahtisaari plan and supervised independence, while at least 
many Europeans and Russians agree with Belgrade on the need 
for talks without end. Tadic and \"his\" ministers in the 

cabinet are taking no public steps to counter this ant- 
American propaganda. 


POLT 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 06/26/2017 
TAGS: ES, PGOV, PREL 
SUBJECT: EL SALVADOR: SALGADOYS EXPULSION FROM THE PCN AND 
2009 
REF: A. 2006 SAN SALVADOR 2873 
B. SAN SALVADOR 360 
Classified By: Ambassador Charles L. Glazer, Reasons 1.4 (b) and (d) 


1.(C) SUMMARY: Following his expulsion from the National 
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Conciliation Party (PCN), populist San Miguel Mayor Will 
Salgado is considering whether he will seek to rejoin the 
Christian Democratic Party (PDC) under whose banner he first 
sought office, or instead move to the relatively new splinter 
group of former FMLN moderates, the Revolutionary Democratic 
Front (FDR). Salgado\'s departure from ARENA\'s center-right 
PCN allies likely cheers the ruling party, heretofore leery 

of Salgado\'s effect as a PCN candidate on the conservative 
vote. Although a Salgado candidacy outside of El Salvador\'s 
two main parties would complicate the 2009 electoral 

scenario, he has little if any chance of becoming president. 

El Salvador\'s 50 percent threshold for presidential elections 
makes unlikely a scenario such as that which ledto Ortega\'s 
return to power in neighboring Nicargua. END SUMMARY. 


2.(C) BACKGROUND: Salgado,born March 13, 1966 to a family 
of poor coffee wrkers in Usulutan Department, served 
1982-1985 a a non-commissioned officer with the Salvadoran 
pecial Forces during the country\'s armed conflict,prior to 
establishing a successful chain of electical appliance and 
household goods stores. He was elected Mayor of San Miguel 

in 2000 on the center-left Christian Democratic Party (PDC) 
ticket, but switched to the ruling Nationalist Republican 

Alliance (ARENA) party before winning reelection in 2003. He 
later defected to the center-right National Conciliation 

Party (PCN) prior to winning a third term in March 2006. 
Salgado\'s grassroots populism as Mayor of San Miguel has kept 
his approval ratings remarkably high, but the eccentric 

mayor\'s tenure has also been marked by often-bizarre 

behavior, including a January interview by the Washington 

Post in which Salgado claimed to have kept a wartime 

collection of babies skulls (reftel B). 


3.(C) In the lead-up to March 2006 Legislative Assembly and 
municipal elections, Salgado threatened to leave the party 
unless his sister Sandra Salgado Garcia was tapped as the 
PCN\'s Legislative Assembly candidate for San Miguel. Sandra 
was duly nominated and elected; PCN Secretary General Ciro 
Cruz Zepeda\'s resentment at SalgadoYs power play was 
exacerbated by the failure of Zepeda\'s own reelection bid. 
Salgado further rankled Zepeda and other PCN leaders with a 
unilateral announcement in September 2006 that he would run 
for president in 2009 (reftel A). 


4. (C) Ina closed-door June 14 meeting, 11 of the PCN\'s 15 
National Executive Council members voted to expel Salgado for 
his indisciplined behavior. In an interview the following 

day, Salgado responded with sharp criticism of Zepeda\'s 
leadership of the PCN, and speculated that ARENA had played a 
role in his expulsion. Salgado\'s ejection was made official 

on June 17. PCN Legislative Assembly deputies Elizardo 
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Gonzalez Lovo and Orlando Arevalo quickly expressed their 
disagreement with Salgado\'s banishment, and at a closed June 
20 beach-resort meeting, a dozen PCN mayors closed ranks 
behind Salgado and even hinted that they might follow him in 
affiliating with a new party. 


5. (C) Following his expulsion, Salgado expressed his wish 

to take 60 days to think over his political future and 

consider his options. Rumors immediately surfaced that he 
would rejoin the PDC, but PDC Legislative Assembly chief 
Rodolfo Parker outlined to poloff that although Salgado wants 
to return to the PDC, nothing has been decided, and that 
indeed both he and Salgado would think things over for two 
months. Parker related that the added strength Salgado could 
offer the PDC in the country\'s eastern region was offset by 
his unpredictable behavior and persistent rumors of 
corruption. For their part, FDR leaders traveled to San 

Miguel June 24 to lunch with Salgado in a clear attempt to 
recruit him to their ranks. FDR National Coordinator Julio 
Hernandez explained to poloff that, notwithstanding his 
lukewarm personal view of Salgado and ideological 
differences, the San Miguel Mayor would significantly augment 
the new party\'s power base, and go far in overcoming its 
image as mere \"leftist light\" FMLN malcontents. In bringing 
along his sister, Salgado would also return an FDR presence 
to the Legislative Assembly. 


6. (C) COMMENT: Although it is very unlikely that ARENA had 
any hand in Salgado\'s expulsion, they are undoubtedly 
relieved that he cannot now run for president as a PCN 
candidate; a 2009 ARENA-PCN coalition looks more likely than 
ever. President Saca on June 26 publicly suggested that 
ARENA, the PCN, and the PDC should unite around a single 
candidate for \"freedom and democracy\", while the left could 


put forth a communist candidate; the PDC quickly declined 
Saca\'s offer. Given El Salvador\'s requirement for a 
50-percent-plus-one majority vote in presidential elections, 
Salgado appears to stand virtually no chance of becoming 
president via either the PDC or FDR, but if he should succeed 
in throwing the contest into a second round, ARENA and the 
FMLN will surely beat a path to his door. END COMMENT. 
Glazer 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/19/2017 
TAGS: PGOV, ES 
SUBJECT: SALVADORANS WILL GO TO THE POLLS TWICE IN 2009 


Classified By: Ambassador Charles L. Glazer, Reasons 1.4 (b) and (d) 


1. (U) The Supreme Electoral Tribunal (TSE) announced June 

15 that the 2009 elections will be held on two separate 

dates, with Salvadorans going to the polls first on January 

18, 2009 for municipal/legislative elections and then again 

on March 15, 2009 to elect the next president. By TSE 

estimates, splitting the municipal and legislative elections 

from the presidential election will raise the cost of holding 

the elections from USD 17 to 21 million. President Saca 
announced that the government is prepared to fund both 

election dates. The long-anticipated decision to split the 

elections was led by TSE President Walter Araujo (ARENA), who 
was joined by the TSE\'s PCN member and the independent member 
from the Supreme Court. The FMLN and CD members on the TSE 
voted against the decision, and the FMLN has argued 

stridently for a more robust expansion of residential voting. 

(Note: The TSE\'s PCN member claimed publicly that the FMLN 
had approached ARENA and offered greater legislative 
cooperation in the existing Assembly in exchange for keeping 

2009 elections on the same date; this allegation remains 
unconfirmed by other parties. End note.) 


2.(C) The PCN has since called for a return to a national 
at-large slate of Legislative Assembly seats; the 20-seat 
\"plancha nacional\" was declared unconstitutional by the 
Supreme Court in 2002. (Note: The poor showing of PCN 
candidate Jose Machuca in the 2004 presidential election--in 
which he garnered only 2.7 percent--nearly led to the party\'s 
dissolution; under Salvadoran electoral law, parties must win 
at least 3 percent of the vote in order to field candidates 

in the succeeding election. End note.) The return of an 
at-large national slate would also likely facilitate the 
reelection of PCN Secretary General Ciro Cruz Zepeda, a 
former national-slate deputy whose 2006 bid for reelection 
failed in his native Cabanas Department. 


3. (C) There is speculation among political observers that 
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ARENA strategists believe that separation of the elections 
will allow voters frustrated over the nation\'s crime problems 
to \"blow off steam\" with protest votes for the PCN and PDC in 
the legislative and municipal round, but that such voters 

will afterwards return to the fold for the presidential 

election. Most agree that splitting the elections will also 
benefit smaller parties, allowing them to stake out distinct 
policies and appeal directly to local interests, without 

risking loss of voters due to their traditional lack of 
presidential \"coattails\". ARENA insiders believe that in 
separate legislative elections, the smaller parties will take 
votes away from the FMLN and act as a brake on any 
large-scale FMLN legislative gains. 


3. (C) COMMENT: While the TSE\'s decision was clearly 
politically-motivated to favor the center right in 2009, the 
actual effect on the elections\' outcome is likely to be 

minor. At most, it will simply ensure that some semblance of 
the legislative status quo remains the case with the 
2009-2012 Legislative Assembly, leaving room for smaller 
political parties to participate at the national level. END 
COMMENT. 

Glazer 
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SUBJECT: THE POLITICAL BASIS FOR VIOLENCE IN GONAIVES - 
PART 3 OF 3 


REF: A. PORT AU PRINCE 1080 
B. PORT AU PRINCE 1148 


PORT AU PR 00001150 001.2 OF 002 
Classified By: AMBASSADOR JANET A. SANDERSON FOR REASONS 1.4(B) AND (D) 


1. (C) Summary. MINUSTAH and Haitian National Police (HNP) 
officials joined in the chorus who believe that the basis for 

the violence in Gonaives is the political rivalry between 

Prime Minister Jacques Edouard Alexis and Senator Youri 
Latortue, both of whom are from Gonaives and are positioning 
themselves for the next presidential election. Moreover, the 
manner in which law enforcement officials contextualize the 
violence is cohesive only if one equates President Rene 
Preval\'s Lespwa party with former President Aristide\'s 
Lavalas party. Non-politically affiliated bandits are taking 
advantage of the disorder to commit crimes under the cover of 
politically motivated criminality. The HNP, by aggressively 
pursuing and arresting gang leaders, is trying to send the 
message that it, and not the politically connected gangs, 
controls the streets of Gonaives. While political tensions 

in the rest of the country have eased, residents in Gonaives 
still seem overwhelmingly to equate criminal violence with 
national politics. Likewise, law enforcement officials do 

not expect the political tension to ease with the eradication 

of the gangs; however, they do expect the human costs of the 
rivalry to abate. End summary. 


2. (C) Poloff on May 30-31 conducted nine interviews in 
Gonaives, of which two were with politicians, two with law 
enforcement and five with civil society. This third cable 

reports on the interviews with Amidou Ouedradgo, MINUSTAH\'s 
Chief of Regional Office for the Artibonite, and Ernst 

Dorfeuille, the HNPYs Deputy Commissaire for Gonaives. 


3. (C) MINUSTAH\'s Ouedradgo believes that two factors 
account for the insecurity in Gonaives: \\'pure banditry and 
the rivalry between Latortue and AlexisWW. In addition to 
their criminal activities, the politically unaffiliated 

bandits were also fighting among themselves for turf. 
Regarding the political rivalry between Latortue and Alexis, 
he noted that since January 1, 2007, there has been an 
incident at every public event featuring a high-level GoH 
official; the latest being a crowd throwing stones at Alexis 
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during Judge Hugues St. Pierre\'s funeral. The local HNP 
under the previous commissaire and the judiciary were 
cautious in dealing with the politically connected, heavily 
armed gangs, especially with the gang associated with Wilfort 
Ferdinand, alias WWTi Will WWW who was a leader in the WThe 
Cannibal ArmyWY that played an instrumental part in ousting 
Aristide. 


4. (C) Ouedradgo judges that Latortue is more popular in 

the Artibonite region than Alexis. He noted that Latortue, 

who comes to Gonaives almost every weekend, is seeking to get 
national stature through the senate and his chairing of the 

justice and security committee. Ouedradgo noted that 

Latortue planned to change the name of his party from \\'The 
Artibonite in ActionWY to WHaiti in Action AY and his 

advocacy of an army is a direct political bid for the 

allegiance of students, many of whom are nationalistic. 


5. (C) Ouedradgo claimed that with the changing of its 
commissaire in May, the local HNP now received strong 

direction from its headquarters in Port-au-Prince, which had 
issued 30 arrest warrants for Gonaives gang members. The HNP 
in Port-au-Prince, in conjunction with MINUSTAH HQ, sent SWAT 
teams to execute the arrest warrants. In the meantime, ARBAT 
(the Argentinean Battalion), UNPOL, and Gonaives\' HNP patrol 
the gang infested Raboteau slum in rotation. Ouedradgo 
concluded confidently that the HNP and MINUSTAH will 
successfully crack down on the gangs, but the political 

tension in Gonaives will remain, albeit without the human 

costs of criminality. 


6. (SBU) HNP Deputy Commissaire Dorfeuille bluntly stated 
that under its new leadership, the Gonaives HNP planned on 
being Wmyth busters,\'\' that is, deflating the widely held 
assumptions that there were WWuntouchablesWY in Gonaives and 
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that there were \\'no-go areasWY in Gonaives. In addition, 
Dorfeuille noted that the HNP wanted to win the confidence of 
the city\'s inhabitants, who overwhelmingly oppose the gangs. 


7. (SBU) Dorfeuille believed that the insecurity in 

Gonaives was caused by Wthe struggle between Lavalas and its 
enemies.\\' The HNP\'s weakness in Gonaives had allowed the 
hostility between the two groups to erupt into the open. HNP 
Director General Mario Andersol had therefore transferred the 
former police commissaire and installed HNP leadership that 

he trusted. Dorfeuille acknowledged rumors that the gangs 

not only were heavily armed, but were continuing to arm 


Column 3 

themselves. He also believed that the gangs were ultimately 
planning to attack the HNP, but that the HNP had been able to 
respond first. 


8. (C) Comment. Foremost among President Preval\'s 
accomplishments has been his ability to calm political 
tensions, particularly between former Lavalas and 
anti-Lavalas supporters. Gonaives\' local tensions, however, 
still reflect perceived national tension between these two 
tendencies, with Alexis and Latortue representing each side. 
While we do not discount that Alexis\' political ambitions 
contribute to the perception that GoH efforts to rein in 

local gang leaders are politically motivated, the fact 

remains that government representatives, and the HNP in 
particular, represent legitimate state authority. 

Remarkably, neither law enforcement official mentioned that 
the HNP, by going after the gangs, was simply fulfilling a 
standard, well-recognized police function. A sustained, 
successful effort by the HNP will hopefully alter perceptions 
in Gonaives that ulterior motives lie behind efforts to 

impose the rule of law. 

SANDERSON 


113931 

PP RUEHWEB 

DE RUEHDG #1582 1801728 

ZNR UUUUU ZZH 

P 291728Z JUN 07 

FM AMEMBASSY SANTO DOMINGO 

TO RUEHC/SECSTATE WASHDC PRIORITY 8651 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE PRIORITY 
RUEHWN/AMEMBASSY BRIDGETOWN PRIORITY 2072 
RUEHCV/AMEMBASSY CARACAS PRIORITY 0780 
RUEHGE/AMEMBASSY GEORGETOWN PRIORITY 0980 
RUEHKG/AMEMBASSY KINGSTON PRIORITY 2758 
RUEHPO/AMEMBASSY PARAMARIBO PRIORITY 1114 
RUEHPU/AMEMBASSY PORT AU PRINCE PRIORITY 4644 
RUEHSP/AMEMBASSY PORT OF SPAIN PRIORITY 1818 
RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RUMISTA/CDR USSOUTHCOM MIAMI FL PRIORITY 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA, WHA/CAR, INR/IAA; USSOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 
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TAGS: PGOV, PREL, DR 

SUBJECT: DOMINICANS ASSERT COUNTERCLAIMS TO CIAVS \"FAMILY 
JEWELS\" 


1. (U) Prior to the release of the CIA\'s \"Family Jewels\" set 

of historical documents, there was a good deal of speculation 
in the Dominican press that the documents would reveal new 
information about whether the United States was involved in 
the assassination of President Trujillo in 1961. However, 
since the documents were published on June 26, reaction here 
has been relatively subdued, with the major daily newspapers 
\"Hoy\" and \"Listin Diario\" both placing the story below the 
fold on the front page. 


2. (U) Our initial review of the declassified documents, 
which are available at www.foia.cia.gov, revealed the 
following mentions of the Trujillo assassination: 


-- A May 8, 1973 memorandum addressed to \"Executive 
Secretary, CIA Management Committee,\" lists \"Potentially 
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Embarrassing Agency Activities," including \"An Inspector 
General report of investigation of allegations that the 
Agency was instrumental in bringing about the assassination 
of President Trujillo. The investigation disclosed quite 
extensive Agency involvement with the plotters.\" 


-- A January 3, 1975 memorandum for the file by an Associate 
Deputy Attorney General detailing a meeting in which the CIA 
Director informed the Department of Justice of several 
potentially controversial covert operations, including \"The 

CIA apparently \'plotted\' the assassination of some foreign 
leaders.... With respect to Trujillo\'s assassination on May 

30, 1961, the CIA had Vno active part,\' but had a \'faint 
connection\' with the groups that in fact did it.\" 


3. (U) In an interview with the reputable, center-left 

newspaper \"Hoy,\" Dominican historian and former ambassador to 
the United States Bernardo Vega played down the relevance of 
the Family Jewels to the Dominican Republic. Vega said, \"All 
of the information about the role of the CIA (in the 
assassination) has already been... published and there will 

not be any new news.\" According to \"Hoy,\" Vega believes that 
some of the weapons used by the assassins were provided by 
the CIA long before the plot came to fruition. In addition, 

Vega asserts, \"On April 26 (1961), the CIA instructed (an 
Agency employee) to prevent the assassination of Trujillo.\" 


4. (U) Gen. Antonio Imbert Barrera (ret.), the only living 
member of the team that assassinated Trujillo, told the 
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establishment daily \"Listin DiarioW that there were two 

groups of conspirators. According to Imbert, one group had 
contact with the CIA prior to the assassination. However, 
Imbert continued, the second group -- of which he was a 
member and which actually carried out the attack -- had no 
discussions with the CIA. \"Our group, Antonio de la Maza, 
Salvador Estrella, Amado Garcia Guerrero, and I, had nothing, 
nothing to do with the gringos.\" 


5. (SBU) COMMENT: The assassination of Trujillo is 
celebrated by most Dominicans as a day of liberation, and the 
issue of whether the United States was involved in the plot 

is seen here in that context. Many Dominicans are eager to 
defend their role in the assassination and seek to downplay 
the U.S. involvement in what they view as a patriotic act. 

In a June 26 editorial, the credible, centrist newspaper 
\"Diario Libre\" spoke for many here when they praised the 
assassins, saying that \"those who shot the dictator were 
Dominicans, with their own guns and their own bravery.\" 


(U) This report and extensive other material can be consulted 
on our SIPRNET site, 

http://www .state.sgov.gov/p/wha/santodomingo/ 

BULLEN 
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E.O. 12958: N/A 

TAGS: MARR, MASS, PREL, OTRA, ASEC, MZ 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR ACOTA FREDERICK 
CURRY, WALTER GRIFFIN, CHRIS HAHN, CORRY HOLMES AND STEPHEN 
MARSHALL TO TRAVEL TO MOZAMBIQUE 


REF: STATE 90406 


1. Embassy Maputo welcomes and grants country clearance for 
ACOTA Frederick Curry, Walter Griffin, Chris Hahn, Corry 
Holmes and Stephen Marshall to travel to Mozambique from 12 
to 20 July 2007. The purpose of this trip is to conduct 

ACOTA New Equipment Training (NET) with FADM trainers and 
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specialists. Please advise as soon as possible regarding 
any schedule or itinerary changes; refer to paragraph 13 
regarding visa requirements. 


2. Control Officers: Lieutenant Colonel John Roddy, 
Defense Attache Office Commander, will be the control 
officer. He can be contacted at: 


-- Office telephone: (258) 2149-27-97, ext.3433 
-- Office fax: (258) 2149-01-14 
-- Cellular: (258) 82-306-3220 


3. Hotel Reservations and Expeditor: Post understands that no 
assistance is requested. 
Expeditor will pick up and drop off at airport. 


4. Medical Services: Maputo has limited medical 

facilities. Visitors will have to be medevaced in the 

event of a major injury or illness. In the past, we have 

had visitors nearly die because details of their medevac 
insurance were not readily available. Direct Hire 
employees (not contractors) of the Department of State, 
USAID, Department of Defense, CDC, and Peace Corps need not 
take any further action. Direct Hire employees of other 

U.S Government agencies are requested to provide to their 
control officer before arrival a name and 24-hour point of 
contact for their agency that can authorize medical 
evacuation. Contractors are requested to provide to their 
control officer before arrival the name, phone number, and 
policy number of their medevac insurance provider(s) for 
use in case of emergency. 


5. Health: Travelers are advised that chloroquine 

resistant malaria is present in Mozambique. The most 
recent guidance from the Department of State Medical Office 
recommends weekly use of mefloquine as the drug of choice 
for malaria prophylaxis in chloroquine-resistant areas. 
Mefloquine must be started one to two weeks before arriving 
at post. Daily doxycycline is an alternative regimen. 
Doxycycline must be started three days before arriving at 
post. Both malaria prophylaxis medications must be 
continued for four weeks after departing post. 


6. Security and Required Briefing: TDY visitors spending 
more than 48 hours in Mozambique must obtain a security 
briefing from the EmbassyQs Regional Security Office. The 
biggest threat facing U.S. citizens visiting Mozambique is 
crime. The State Department has designated Mozambique a 
critical-threat post for crime. Street crime and vehicle 
hijackings are common and can be violent. Visitors must be 
vigilant when out in public areas and should not display 
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jewellery or other items of high value. Visitors should 

avoid carrying backpacks or purses, as these can draw 
unwanted attention of would-be muggers. Isolated areas, 
such as along the Marginal (the Maputo road along the sea), 
should be avoided as joggers and pedestrians have been 
mugged frequently, even during daylight hours. 


7. There are no known terrorist groups active in Mozambique 
and no current indications that U.S. citizens are being 
targeted by terrorist organizations. 


8. The police are poorly paid, poorly equipped, and lack 

the professionalism that U.S. citizens are accustomed to in 
the United States. Visitors requiring emergency assistance 
should not rely on local emergency services, but should 
contact the Marine Security Guard at Post One at (21) 49- 
27-97. Mozambican law requires that all persons carry an 
identity document, such as a passport, when out in public 
and produce it if requested by police. A copy of passport 
identity and visa pages is acceptable. There are certain 
areas in the city of Maputo where pedestrian traffic is 
prohibited, e.g., in front of the presidential offices 

located north of the Hotel Polana on the seaside of Avenida 
Julius Nyerere and on the Monument to Mozambican Heroes 
near the Maputo airport. Such areas are sometimes marked 
with international \"no trespassing\" signs/symbols. 


9. Overland travel after dark is extremely dangerous due to 
poor road conditions, lack of emergency services, and the 
increased potential for vehicle hijackings. Official 
Americans serving in Mozambique, including those on TDY, 
are prohibited from overland travel outside city limits 

during the hours of darkness. 


10. Consular Registration: All TDY visitors spending more 
than two workdays in Maputo are required to register with 
the Consular Section in the Chancery to ensure that the 
Mission has current emergency contact information for each 
visitor. 


11. Financial Matters: With the exception of the main 
hotels, Mozambique is essentially a cash economy. Credit 
cards are of limited utility. Vendors will accept U.S. 

dollars (or at times South African rand) in lieu of the 

local currency, the metical. For a day trip to Maputo, we 
recommend visitors bring with them USD 100 in cash for 
spending money. Dollars can be exchanged at any bank or 
currency exchange facility. Embassy Maputo recommends 
against the use of travelers checks, as transaction charges 
are uniformly high. Please note that Embassy Maputo will 


Column 3 

need fiscal data in the event that extensive services or 
goods are required during the visit. Mozambican Airlines 
(LAM) accepts the American Express credit card. Please 
note that charge limits are in effect on most credit card 
transactions, and hotel bills need to be settled every few 
days. 


12. New Currency: On July 1, 2006, Mozambique introduced 
its new currency: the new Metical (originally abbreviated 
MTn, but now abbreviated MT.) This currency replaced the 
old Metical. One new Metical is equivalent to 1,000 old 
Meticais. At current exchange rates, 1 USD equals 
approximately 26 MT and 26,000 old MT. From July ist, 2006 
through December 31st, 2006, both currencies were in 
circulation. Since the start of 2007, only the new Metical 

is in circulation. During 2007, old Meticais can be 
exchanged for new Meticais at commercial banks. The most 
obvious differences between the two currencies are that the 
new Metical notes have three fewer zeroes than the old 
Metical notes of the same value and that the new Metical 
notes are in much better condition than the old Metical 

notes. The largest new Metical note is 1,000 MT (versus 
500,000 old MT.) The smallest new Metical note is 20 MT 
(versus 10,000 old MT.) For further guidance, please refer 
to the images of the currency on our intranet site at 
http://maputo.state.gov/Sections/FMO/fmo.htm 


13. Visas and Airport Departure Taxes: Visas are required 
for entry into Mozambique, and Embassy Maputo urges 
travelers to have them prior to traveling. Travelers 

arriving from a country without a Mozambican embassy can 
get visas at the airport or land border entry points for 20 
USD or 300 MTn. Those arriving from a country with a 
Mozambican embassy can obtain visas at the airport or land 
border entry points for 25 USD. There is an airport 
departure tax payable only in cash, of 20 USD or equivalent 
in Metical or Rand for regional flights, 8 USD for domestic 
flights and 20 USD for intercontinental flights. 


14. Luggage Precautions: Post urges travelers to keep in 
mind restrictions on carry-on luggage on international 
flights. At present, there are restrictions on carrying 
liquids, gels, and cosmetics on board international flights 
leaving the United States. 


15. Travelers also should bear in mind that security of 
checked baggage is a significant problem for travelers who 
transit Johannesburg airport. Many items have been stolen 
from checked bags, including the checked bags themselves. 
The items stolen most often are electronics (including l- 
Pods, cameras, and alarm clocks), toiletries (such as 
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cosmetics, soap, shaving kits and cologne) and shoes 
(especially running/athletic shoes). A LOCKED BAG DOES NOT 
ENSURE SECURITY. One security measure that seems to meet 
with some success is to have your luggage stretch-wrapped 

at your point of departure. The stretch-wrapping makes it 

more difficult for the thieves to gain access to your 

luggage. Be aware that flights between Johannesburg and 
Maputo are often serviced by a small plane with little 

space for carry-on luggage. This may require passengers to 
check their larger carry-on items. Please ensure your 

valuables are kept in a bag small enough to carry on your 

lap to keep them with you at all times. We take this 

problem very seriously and are doing what we can to help 

aid a solution. In brief, please: 


-- Leave behind irreplaceable valuables; 

-- Always lock your bags; 

-- Have your luggage stretch-wrapped when possible; 
-- Keep your valuables with you in a small carry-on; 

-- Make sure that your carry-on luggage complies with 
current international restrictions/regulations. 


Dudley 
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IO AND AF FOR FRONT FRONT OFFICE 


E.O. 12958: DECL: 06/29/2017 
TAGS: UNSC, PREL, SO, MOPS 
SUBJECT: AMB KHALILZAD MEETS SOMALI PM GEDI 


Classified By: Ambassador Zalmay Khalilzad for Reasons 1.4 (b,d) 


1. (C/NF) SUMMARY: During a June 27 meeting at USUN, AMB 
Khalilzad told Somali Prime Minister Muhammad Gedi that the 
Transitional Federal Government (TFG) needs to play a more 
constructive role in building Somali confidence in the 
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National Reconciliation Congress (NRC) and take immediate 
action to ensure humanitarian access. Without a serious 
commitment by the TFG on these issues, the U.S. will be 
unable to garner UNSC support for a more robust UN role in 
Somalia. PM Gedi responded that the TFG is taking action to 
build confidence in the NRC, but complained about the slow 
delivery of donor support and the unwillingness of NGOs to 
work with the TFG. PM Gedi asked for U.S. assistance in 
mobilizing logistical support to facilitate the full 

deployment of AMISOM forces, which would allow for a more 
rapid withdrawal of the Ethiopian forces. END SUMMARY. 


Building Somali 
Confidence in the NRC 


2. (C/NF) AMB Khalilzad opened the meeting by commenting that 
the U.S. is concerned about continuing reports from Somali 
stakeholders that the TFG is not truly committed to political 
reconciliation. At this juncture, the TFG cannot afford the 
perception that underrepresented groups in Somalia are not 
having their interests taken into account. PM Gedi responded 
that he had several \"very tough meetings\" in Washington in 
which he had been given this message. PM Gedi added that the 
TFG had already taken a variety of measures to ensure the 
success of the NRC, mainly transferring the mandate of the 
NRC to the National Governance and Reconciliation Committee 
(NGRC) and declaring an amnesty for former members of the 
Union of Islamic Courts (UIC). PM Gedi added that he had met 
extensively with many leaders of the major clans and subclans 
to encourage their participation in the NRC. The only 

individuals excluded from the political process are 

\"terrorists.\" In regard to repeated delays in the convening 

of the NRC, PM Gedi blamed the international community for 
being slow to deliver on donor assistance. Now that the 

donor assistance issue has been addressed, PM Gedi added, the 
NRC will begin as scheduled on July 15. 


3. (C/NF) AMB Khalilzad responded that these efforts are a 
good start, but the unfortunate reality is that the TFG 

continues to suffer from a \"perception problem\" among UNSC 
members that it is not sincerely committed to reconciliation 

or power sharing. Several members of the UNSC are unwilling 
to consider further UN engagement until the TFG demonstrates 
that it is fully committed to the reconciliation process. 

AMB Khalilzad added that he had some experience with national 
reconciliation processes and the TFG would be well served by 
taking a proactive approach to power sharing, rather than 
having to make painful adjustments later. Likewise, PM Gedi 
would be wise to avoid uniting and radicalizing the 
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opposition forces by \"treating all of them as terrorists.\" 


4. (C/NF) AMB Khalilzad commented that he had just been to a 
roundtable discussion with the leaders of several prominent 
multinational NGOs, in which accusations that the TFG has 
placed unnecessary obstacles in the way of humanitarian 
assistance had played a large part in the discussion. PM 

Gedi responded testily, commenting \"The problem is there has 
been no functioning government in my country for over 15 
years, and now these NGOs think they're the government." 
Rather, social services are the writ of the government and 
NGOs should work with the TFG to provide assistance and avoid 
setting up parallel structures. Furthermore, a variety of 

NGOs are linked to Somali businessmen and even militia 
leaders, who are intent on undermining the TFG. 


5. (C/NF) AMB Khalilzad responded that he appreciated the 
complex role played by NGOs in post conflict situations, but 

the Prime Minister cannot afford accusations from prominent 
and respected organizations that the TFG is impeding 
humanitarian assistance from reaching affected populations. 
AMB Khalilzad encouraged PM Gedi to develop a \"differentiated 
approach\" to coordinating humanitarian assistance and advised 
him that the TFG would suffer politically from continued 

criticism on humanitarian access issues. 


PM Gedi: TFG Needs 
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Full AMISOM Deployment 


6. (C/NF) AMB Khalilzad closed the meeting by commenting that 
he understood the Prime Minister has an \"extremely tough job\" 
and had undertaken significant personal risk to help rebuild 

his country. AMB Khalilzad asked if there is anything else 

the U.S. can do to ensure the TFG\'s success. PM Gedi 
responded that the TFG needs U.S. assistance in facilitating 

the full deployment of AMISOM forces, whose progress has been 
hindered by the lack of logistical and technical support to 

troop contributing countries. PM Gedi commented that 
AMISOM\'s deployment would allow the Ethiopian forces to 
withdraw, which would greatly increase the legitimacy of the 
TFG and help it consolidate authority over Somalia. Anything 
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the U.S. could do to facilitate AMISOM\'s full deployment 
would improve both the political and security dynamic in 
Somalia. AMB Khalilzad responded that the U.S. appreciated 
the important role played by AMISOM and would look into ways 
to provide assistance. 


KHALILZAD 
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DEPT FOR WHA/CAR 


E.O. 12958: N/A 

TAGS: OTRA, OVIP, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO AMBASSADOR ROBINSON 
FOR TRAVEL TO BARBADOS 


REF: GEORGETOWN 00639 


1. Embassy Bridgetown warmly welcomes and grants clearance to 
Ambassador David M. Robinson to travel to Barbados from June 
30, 2007 through July 2, 2007, for the purpose of attending 

the 28th meeting of the Conference of Heads of Government of 
CARICOM. 


2. The control officer for Ambassador Robinson\'s visit is 
Anthony Eterno. Mr. Eterno can be reached by telephone at 

(W) 246/227-4273, (C) 246/823-3104, (H) 246/421-8882, or by 
email at EternoAR@state.gov. Ambassador Robinson will be met 
upon arrival in Bridgetown by Mr. Eterno and an Embassy 
vehicle. 


3. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 
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4. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, travelerYs checks, and 

credit cards are routinely and widely accepted. 


5. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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E.O. 12958: N/A 

TAGS: OTRA, OVIP, BB 

SUBJECT: COUNTRY CLEARANCE GRANTED TO REP. RANGEL FOR 
TRAVEL TO BARBADOS 


REF: STATE 90748 


1. Embassy Bridgetown warmly welcomes and grants clearance to 
Congressman Rangel to travel to Barbados from July 1-4, 2007, 
for the purpose of attending the 28th meeting of the 

Conference of Heads of Government of CARICOM. 


2. The control officer for Congressman RangelWs visit is 

Martina Strong. Mrs. Strong can be reached by telephone at 

(W) 246/227-4274, (C) 246/823-2813, (H) 246/420-3267, or by 
email at StrongMA@state.gov. DCM Gilroy can be reached at (W) 
246/227-4218, (C) 246/823-2358, (H) 246/428-9176, or by email 
at GilroyME@state.gov. Congressman Rangel will be met upon 
arrival in Bridgetown by DCM Gilroy and Mrs. Strong. The 
Embassy emergency telephone number is 246/227-4066. 


3. The CARICOM Secretariat has made hotel arrangements at 
the Hilton, tel: 246/426-0200, for Congressman Rangel. 


4. The Barbados Ministry of Foreign Affairs protocol office 
will also assign a control officer and provide a Government 
of Barbados car and driver for the duration on the visit. 


5. Entry/departure requirements: Mission policy is that all 
USG travelers to the region be in possession of a valid 
passport. Visas are not required for short visits. Visitors 

are granted up to 28 days upon entry, which can be extended 
through the Barbados Immigration Department for up to six 
months. 


6. The exchange rate in Barbados is two Barbados dollars for 
one U.S. dollar. U.S. currency, travelerYs checks, and 
credit cards are routinely and widely accepted. 


7. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 
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Security 


We know of no specific threat related to the CARICOM Heads of 
Government meeting or to the Embassy,s July 4th celebration. 
In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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STATE FOR OES/SAT BFORD 
STATE FOR WHA/BSC WPOPP 
STATE PLS PASS TO NASA FOR OBRIEN 


E.O. 12958: N/A 
TAGS: TSPA, SENV, KSCA, KTIA, TBIO, TPHY, TRGY, TSPL, BR 
SUBJECT: BRAZIL PREFERS SUSPENSION OF ISS ARRANGEMENT 


1. Post received a Diplomatic Note from Brazil's Foreign Ministry 
on June 29, 2007, referring to the Government of Brazil\'s position 
about the bilateral International Space Station Arrangement (ISS). 
The Diplomatic Note is as follows: 


\"The Ministry of External Relations complements the United States of 
America Embassy and has the honor to refer to Diplomatic Note number 
189 dated May 23, 2007, in which the Embassy transmits the desire of 
the Government of the United States of America to terminate or 
suspend the Complementary Adjustment in relation to the Brazilian 
participation in the project and construction of the International 

Space Station. 


2) Regarding this matter, the Ministry of External Relations 
transmits the Government of Brazil\'s position of agreeing to the 
suspension of the Complementary Adjustment in reference to the 
Brazilian participation in the International Space Station, with the 
objective of evaluating future opportunities of additional 
cooperation in this area." 


CHICOLA 


113937 

PP RUEHWEB 

DE RUEHLP #1792 1801954 

ZNR UUUUU ZZH 

P 291954Z JUN 07 

FM AMEMBASSY LA PAZ 

TO RUEHC/SECSTATE WASHDC PRIORITY 4134 
INFO RUEHAG/AMEMBASSY ASUNCION 6884 
RUEHBO/AMEMBASSY BOGOTA 4230 
RUEHBR/AMEMBASSY BRASILIA 8113 
RUEHBU/AMEMBASSY BUENOS AIRES 5365 
RUEHCV/AMEMBASSY CARACAS 2598 
RUEHPE/AMEMBASSY LIMA 2757 
RUEHMD/AMEMBASSY MADRID 3519 
RUEHMN/AMEMBASSY MONTEVIDEO 4691 
RUEHQT/AMEMBASSY QUITO 5229 
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RUEHSG/AMEMBASSY SANTIAGO 9828 
RUEHMT/AMCONSUL MONTREAL 0169 
RUEANHA/FAA NATIONAL HQ WASHINGTON DC 
RUEAYVF/FAA MIAMI ARTCC MIAMI FL 
RULSDMK/DEPT OF TRANSPORTATION WASHINGTON DC 
RHMFIUU/HQ USSOUTHCOM MIAMI FL 
RUMIAAA/USCINCSO MIAMI FL 

RUEHUB/USINT HAVANA 0385 

RHEHNSC/NSC WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 


SIPDIS 
SIPDIS 


STATE FOR WHA/AND 

STATE FOR IO/T AND EB/TRA 

AMCONSUL MONTREAL FOR US MISSION TO ICAO 
FAA NATIONAL HQ FOR JFILIPPATOS AND DREIMOLD 
TSA HQ FOR JMACCREERY 


SIPDIS 


E.O. 12958: N/A 
TAGS: EAIR, ECON, ETRD, BL 
SUBJECT: ICAO ASSEMBLY DEMARCHES DELIVERED 


REF: A. STATE 77572 
B. STATE 83246 


On June 13, Econoff delivered the U.S. positions described in 
ref A to Jimena Nasif and Miriam Siles from the Bolivian 
Foreign Ministry\'s Office of Multilateral Relations. On June 
25, Econoff delivered the U.S. positions from ref B to Jimena 
Nasif and Eduardo Gallardo from the same office. Econoff 
delivered both position papers to the Vice Minister of 
Transportation Jose Kinn and Director General of Air 
Transport Ronald Casso on June 28. According to Nasif, 
Bolivia will likely send a representative from its Canadian 
Embassy to attend the ICAO Assembly in September, rather than 
sending someone from Bolivia. However, Kinn said that Casso 
may attend. As of June 29, the GOB had not yet formulated a 
response to the U.S. positions nor prepared any working 
papers to present at the Assembly. We will continue to seek 
feedback prior to the September meeting. 

GOLDBERG 


113938 
RR RUEHWEB 


Column 3 

DE RUEHDG #1588 1802015 

ZNR UUUUU ZZH 

R 292015Z JUN 07 ZDK 

FM AMEMBASSY SANTO DOMINGO 
TO SECSTATE WASHDC 8655 


SIPDIS 
SIPDIS 
DEPT FOR WHA/CAR (SEARBY), IO/T 


E.O. 12958: N/A 

TAGS: SENV, PGOV, PBTS, EFIS, ECON, DR 

SUBJECT: DOMINICAN CANDIDATE FOR PRESIDENT OF THE CARIBBEAN 
CONFERENCE ON MARITIME DEMARCATION 


1. (U) The Dominican Ministry of Foreign Affairs seeks 
support for their candidate for president of the Caribbean 
Conference on Maritime Demarcation. 


2. (U) Translation of Diplomatic Note: (Complimentary 
Opening) The Dominican Republic has decided to nominate the 
engineer Carlos Michelen Namnum for president of the 
Caribbean Conference on Maritime Demarcation in this year\'s 
elections. 


Mr. Michelen is currently the vice president of the Caribbean 
Conference on Maritime Demarcation and director of the 
National Commission of Oceanography at the Dominican Foreign 
Ministry. The 4th Annual Conference took place in Santo 
Domingo last year. 


The Dominican Republic appeals to the excellent bilateral 
relations between our two countries to solicit the U.S. 
Government\'s support for Mr. Michelen\'s candidacy. Attached 
please find his curriculum vitae, which speaks for itself. 
(Complimentary closing) 


3. Original Dip Note and attached CV have been sent via fax 
to WHA/CAR, David Searby. Please direct any questions or 

response regarding the above to Econoff Hagen Maroney at 

maroneyhd@state.gov, (809) 731-4469. 

BULLEN 
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R 292030Z JUN 07 

FM AMEMBASSY PANAMA 

TO RUEHC/SECSTATE WASHDC 0715 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEABND/DEA WASHDC 

RHMFISS/CDR USSOUTHCOM MIAMI FL 
RHMFISS/DEPT OF JUSTICE WASHINGTON DC 
RUEAIIA/CIA WASHDC 

RUCNFB/DIRFBI WASHDC 

RHEFDIA/DIA WASHDC 

RHMFISS/JOINT STAFF WASHINGTON DC 
RHEHAAA/NSC WASHDC 

RUEKJCS/OSD WASHDC 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/29/2017 
TAGS: PREL, PGOV, KCRM, KJUS, SNAR, SOCI, PM 
SUBJECT: PANAMA POST: EDITION Ill 


REF: PANAMA 1052 (NOTAL) 


Classified By: POLCOUNS Brian R. Naranjo. Reasons: 1.4 
(b) and (d) 


1. (C) The following are the top stories for the third 
edition of the Panama Post: 


-- Attorney General names new acting head of FBl-equivalent; 
-- Fifth candidate announces run for presidency of governing 
Revolutionary Democratic Party (PRD); 

-- Insights into why Panamanians join political parties; 

-- A PRD women\'s advocate handicaps the race for the PRD 
presidential nomination; 

-- Sports corruption affects Panama\'s participation in 
Pan-America Games; and 

-- A cheat sheet of Panamanian political nicknames. 


End Summary. 


Column 3 

2. (U) Attorney General Ana Matilda Gomez named prosecutor 
Jose Ayu Prado to be the acting head of the Technical 

Judicial Police (PTJ) on June 25. Gomez named prosecutor 
Jose Almengor to replace Ayu Prado as the head of the PTJYs 
counternarcotics unit. Ayu Prado and Almengor will hold 
these position at least through December 2007 pending 
resolution of PTJ reform legislation. Increasingly, the PTJ 

has been under fire and under investigation, for example, in 
the wake of revelations of efforts to promote PTJ officials 

who were subject to disciplinary actions and the discovery 

that weapons were being \"leased\" from the PTJVs ballistics 
lab. 


3. (C) Comment: Ayu Prado now has perhaps the most 
unenviable position in the GOP, Panamanian law enforcement, 
sources tell the Panama Post. Inheriting an organization 

that has been under fire and is experiencing collapsing 

morale, Ayu Prado will be expected to review all internal 

affairs investigations, follow up on disciplinary actions and 
ensure that the troubled PTJ is as administratively pure as 
possible. Absent a series of successful, well publicized 

cases, Ayu Prado faces rough seas ahead of him. For her 

part, Gomez succeeded in doing two things that she had wanted 
to do for some time: she put a prosecutor in charge of the 

PTJ and moved Ayu Prado, with whom she often had contentious 
relations, out of her office. To the outside world, however, 
naming the highly capable and respected Ayu Prado to the PTJ 
appears to be an astute step to fixing this troubled 

organization. 


4. (U) Former Minister of Labor Laurentino Cortizo launched 
his campaign for President of the Revolutionary Democratic 
Party (PRD) on June 24. Laurentino -- the only minister to 
have resigned from President Torrijos\' cabinet -- broke with 
Torrijos over the TPA negotiations and is a long shot 
candidate. Other announced candidates include: former 
President Ernesto \"El Toro\" Perez Balladares, Minister of 
Housing Balbina Herrera, Panama City Mayor Juan Carlos 
Navarro, and Alfredo Oranges. 


5. (C) Comment: Cortizo has no chance of victory, but may 
provide an opportunity for disgruntled cattlemen and rice 
growers who are party members, primarily in Chiriqui and 
Azuero provinces, to cast a protest vote. The Panama Post 
understands that the fix for the top three internal PRD 
positions is already in: Herrera for President, Torrijos to 
remain Secretary General, and Navarro to be the First 
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Sub-Secretary of the PRD\'s National Executive Committee 
(CEN). Indeed, Perez Balladares appears to have already 
packed in his campaign for PRD President and has claimed 
publicly that he is looking down the road to securing the 
PRD\'s presidential nomination. Others in the race for the 
PRD\'s presidential nomination include: Navarro, First VP and 
FM Samuel Lewis, and possibly Herrera. 


6. (U) The majority of Panamanians joined a political party 
to secure an economic benefit, according to a Dichter and 
Neira poll, a portion of which was published June 24 in 
Panama City daily La Prensa. Only 9.4 percent said they 
joined a party because they liked politics, and 16.9 percent 
said they joined because of ideology. In contrast, 37.8 
percent told pollsters they joined a party to secure 
employment, and 15.4 percent said they did so to secure 
economic benefits such as scholarships or social benefits. 
Slightly over one in five voters -- 20.5 percent -- had no 
idea why they joined a party. 


7. (SBU) Comment: These poll results are not surprising, 

but rather underscore the relative unimportance of ideology 

in Panamanian politics. Instead, highlighting the 
\"transactional\" nature of politics in Panama, Panamanian 
voters ask themselves, \"What\'s in it for me?\" This phenomenon 
helps explain the massive turn-out of over 60,000 voters over 
three days to register for the governing PRD: they expect 
personal economic gain. It also explains why most Panamanian 
voters do not belong to any party: they haven\'t found what 

they are looking for or do not believe that they will benefit 

from membership. 


8. (C) \"There are many problems and a lot of uncertainty\" 
inside the PRD with respect to the race to secure the party\'s 
presidential nomination, PRD activist and the President of 

the Forum of Women in Political Parties Irasema de Ahumada 
told the Panama Post on June 26. \"El Perro (First VP and FM 
Samuel Lewis (see para 12)) will never get traction in the 
polls; that helps (Panama City Mayor) Juan Carlos Navarro.\" 
She asserted though that Navarro was not paying any attention 
to his municipality\'s services: trash was not being 

collected, there were many rumors of bribes being passed to 
secure construction permits, and kiosk tenants in the popular 
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markets were irate that the city was not attending to the 
up-keep of the facilities. \"The upper and upper-middle class 
do not see this deterioration in public services, but the 
lower-middle class and poor know that Navarro is not 
collecting trash in their neighborhoods,\" de Ahumada said. 


9. (C) Returning to Lewis, de Ahumada said, \"He is my 
candidate, but he is not going anywhere. \"What\'s up with 
this guy?,\" she complained, explaining that he attended a PRD 
political event in Herrera Province with Minister of Health 
Alleyne, the most unpopular member of Torrijos\' cabinet. 
\"How could he do that! Doesn\'t he realize that nobody wants 
Alleyne?\" Asked who his political advisors were, de Ahumada 
said that presidential foreign affairs advisor (and former 
Noriega era FM and UN PermRep) Jorge Ritter and her 
brother-in-law (Lewis\' closest advisor at the MFA and former 
left-wing radical) Adolfo Ahumada. \"They are intellectuals. 
What do they know about getting votes? When have they 
dirtied their shoes during a campaign" de Ahumada asked 
sarcastically. 


10. (U) The Pan-American Sports Organization (ODEPA) ordered 
June 27 that Panamanian athletes would compete under the 
“umbrella of the organization" at the Fifteenth Pan-America 
Games to be held in Rio de Janeiro. ODEPA assumed control of 
the management of the Panamanian team; announced that 
Panama\'s team would compete under the ODEPA\'s flag, not the 
Panamanian flag; and banned the playing of the Panamanian 
national anthem. Any medals won by Panamanians would also 
would not be recorded as having been won for Panama. ODEPA 
said it would also ask the International Olympic Committee 

(IOC) to sanction the Olympic Committee of Panama (COP) with 
a temporary suspension of its recognition until it was proven 

that \"interference in the internal affairs of the COP had 

ceased.\" The Chairman of the COP\'s board of directors, Roger 
Moscote, promptly resigned. 


11. (SBU) Comment: ODEPA\'s unanimous expulsion of the COP 
and appeal to the IOC is but the latest and loudest vote of 

no confidence in the COP, an organization riddle with 

corruption. Recently, Panama\'s national baseball team struck 

in protest of Panamanian Baseball Federation\'s President 

Franz Wever\'s habit of skimming significant sums from the 

travel stipends each player receives for meals and incidental 
expenses when the team is on the road. Also, the Panama Post 
has learned from its sources in Major League Baseball (MLB) 
that, contrary to First VP and FM Lewis\' June 27 
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announcement, MLB would not be undertaking any activities 
with beyond periodic baseball clinics. Concerned with the 
level of corruption and mismanagement in Panama\'s baseball 
federation, MLB corporate headquarters told the Panama Post 
that it would not be investing in a baseball academy as Lewis 
had asserted. Lewis appeared to have overstated agreements 
that Panama\'s Embassy in Santo Domingo reached with MLB 
Commissioner for Latin American and the Caribbean Ronaldo 
Peralta. 


12. (U) Each of Panama City\'s newspapers -- broad sheets 
like La Prensa, Panama-America, or La Estrella and tabloids 
like El Siglo or La Critica -- has a political gossip column. 
These columns -- religiously read by Panamanians -- offer up 
snippets of political gossip, but are written in often 

utterly impenetrable code replete with Panamanian-Spanish 
colloquialisms, obscure references to current events and pop 
culture, and nicknames. La Estrella publisher Avraham Musvat 
explained to the Panama Post that the papers use these gossip 
columns to stir the pot by offering tidbits to see who reacts 

in the hopes of filling out stories for which they only have 

partial information. Musvat also said that the nicknames 
helped protect the papers from libel and slander accusations 
as they obscured the target of the gossip. To aid our 

readers, the Panama Post provides the following cheat sheet 
to decipher the nicknames of key political leaders: 


-- President Martin Torrijos: El Mister, Chiqui (Chicky), El 
Muneco or El MuneY (boy doll), or El Muneco Que Pasea (the 
boy doll that struts) 


-- First Lady Vivian de Torrijos: La Jefa (the boss), La 
Mandamas (the one who orders somebody around the most), la 
Presidenta (the female president) 


-- First VP and FM Samuel Lewis: El Perro (the dog), Wataco 
(nonsense nickname), El Compadre or El Compa\' Casimiro (the 
godfather or buddy; Casimiro is LewisW middle name; also a 
reference to Lewis loyalty and affable nature) 


-- National Assembly Deputy Hector Aleman: HB (Aleman\'s 
middle name is Bolivar), Norieguita (Little Noriega, a 
reference to this former Noriega aide\'s resemblance to the 
dictator as well as his conspiratorial, strong arm management 
style), or Pina 2 (Noriega was known as the pineapple, so 
Aleman is pineapple 2.) 
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-- Minister of Housing Balbina Herrera: Lady B, La Chola 
(half-civilized, peasant-like person) 


-- Attorney General Ana Matilda Gomez: Didi (reference to 
the mother of the popular cartoon Dexter who routinely 
destroys everything), La Chica Superpoderosa (the super 
powerful girl) 


-- Former President Ernesto Perez Balladares: El Toro (The 
bull, a reference to Balladares size and brash manner.), Mr. 
Bull, 


-- Former President Mireya Moscoso: La Dona (the titled Lady) 


-- Former President Guillermo Endara: Chuchungo (nonsense 
nickname acquired in grade school), Pichulo (nonsense 
nickname given by the press), or Pan de Dulce (Sweet bread, a 
reference to Endara\'s rotund figure and jovial nature.) 

-- Former FM and Patriotic Union (UP) leader Jose Raul 
Mulino: Stalin (Reference to his thick brushy mustache, 
stalinesque haircut, and leadership style) 


-- Democratic Change (CD) Party President Ricardo Martinelli: 
Ricky Casi Cien or Casi Cien (Almost One Hundred, a 
reference to the name of this supermarket magnate\'s chain: 
Super99.) 


-- Panamenista Party President Juan Carlos Varela: Seco 
Varela, Juan Seco, Johnny Dry (Varela\'s family owns Panama\'s 
largest distillery, the best-selling product of which is 

seco, a liquor distilled from sugar cane. \"Seco\" also means 
dry.) 


-- Tia Josefa -- This literally means \"Aunt Josefa.\" There 

is no Aunt Josefa, however, rather this nickname refers to 
whomever leaked information to a columnist. Aunt Josefa is 
the proverbial know-it-all aunt who sees, hears, and passes 
on everything. 

LATTIMER 
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FM AMEMBASSY BRIDGETOWN 

TO RHMFIUU/NAVMARCORESCEN AKRON OH 
RUEHGP/USDAO SINGAPORE SN 
RHEFDIA/DIA WASHINGTON DC 
RHDHNPS/USPACOM CASOP NPES HONOLULU HI 
RHHMHBL/COMPACFLT CC PEARL HARBOR HI 
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RUYNJFA/COMLOG WESTPAC 

RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 

RUMIAAA/HQ USSOUTHCOM J3 MIAMI FL 

RUEHC/SECSTATE WASHDC 5035" "UNCLAS BRIDGETOWN 000860 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: ASEC OTRA BB XL 
SUBJECT: COUNTRY CLEARANCE GRANTED TO CERDA FOR TRAVEL TO BARBADOS 


REF: 2112007/291040Z JUN 07 


1. Embassy Bridgetown grants country clearance to LCDR Rene Cerda, 
USN, for travel to Barbados July 01 to September 30, 2007. The 
purpose of this travel is for TDY assignment as Deputy Chief, 

USMLO. 


2. Hotel reservation has been confirmed for traveler at the Accra 
Beach Hotel and Resort, Rockley, Christ Church, tel. 1-246-435-8920. 
Embassy points of contact are CDR P. Kofi Aboagye, Chief, Military 
Liaison Office, (246) 227-4339 or cell (246) 227-2705; Major Curtis 
Schmucker, Deputy Chief, Military Liaison Office, (246) 227-4166 or 
cell (246) 227-2712; and Major Rachelle Harris, Operations Officer, 
(246) 227-4123 or cell (246) 227-2725. 


3. The United States Military Liaison Office (USMLO) is located at 
the United States Embassy Barbados, Wildey Business Park, Wildey, 
Saint Michael. 


4. Post\'s resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 

the hotel is approximately BDS$30.00 (USD$15.00). The exchange rate 
in Barbados is a constant $2.00 Barbados Dollars (BDS) to $1.00 U.S. 
Dollar. U.S. currency, travelersY checks, and credit cards are 

routinely and widely accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
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visitor's baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


7. Departure tax for Barbados is BDS$60 or USD$30. 


8. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 

tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 

burglaries are not uncommon and all valuables should be locked in 
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room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitors health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 


GILROY 
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DE RUEHOT #1256 1802100 

ZNR UUUUU ZZH 
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FM AMEMBASSY OTTAWA 

TO RUEHC/SECSTATE WASHDC PRIORITY 6019 

INFO RUCNCAN/ALL CANADIAN POSTS COLLECTIVE 
RHEBAAA/DEPT OF ENERGY WASHDC","UNCLAS OTTAWA 001256 


SIPDIS 
SIPDIS 
STATE FOR WHA/CAN AND EEB/ESC 


E.O. 12958: N/A 
TAGS: EPET, ENRG, ECON, PREL, CA 
SUBJECT: DEMARCHE DELIVERED TO CANADA: NOPEC LEGISLATION 


REF: STATE 88197 


On June 27, we delivered reftel demarche to Department of 
Foreign Affairs and International Trade (DFAIT) Director 
General for Energy, Enviornment and Sustainable Development 
Keith Christie, DFAIT Director General for North America Bill 
Crosbie and Department of Natural Resources Assistant Deputy 
Minister Howard Brown. These officials thanked us for the 
information, but made no specific comment. 
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Visit our shared North American Partnership blog (Canada € Mexico) at 
http://www.intelink.gov/communities/state/nap 


WILKINS 
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PP RUEHWEB 

DE RUEHBO #4741 1802147 

ZNR UUUUU ZZH 

P 292147Z JUN 07 

FM AMEMBASSY BOGOTA 

TO RUEHC/SECSTATE WASHDC PRIORITY 6703 
INFO RUEHBR/AMEMBASSY BRASILIA PRIORITY 7614 
RUEHCV/AMEMBASSY CARACAS PRIORITY 9127 
RUEHPE/AMEMBASSY LIMA PRIORITY 5199 
RUEHZP/AMEMBASSY PANAMA PRIORITY 0425 
RUEHFR/AMEMBASSY PARIS PRIORITY 1052 
RUEHQT/AMEMBASSY QUITO PRIORITY 5797 
RUEHGL/AMCONSUL GUAYAQUIL PRIORITY 4003 
RUEAWJC/DEPT OF JUSTICE WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINR, PREF, PREL, PTER, CO 

SUBJECT: AS COLOMBIA MOURNS, FARC OFFERS TO RETURN HOSTAGE 
REMAINS 


REF: BOGOTA 4716 


1. On June 29, Revolutionary Armed Forces of Colombia 
(FARC) spokesman Raul Reyes issued a communique addressed to 
Fabiola Perdomo, widow of one of the murdered legislators, 
and to Alvaro Leyva, a long-term advocate of a humanitarian 
exchange, confirming the June 18 deaths of the eleven state 
assemblymen from Valle de Cauca taken hostage in 2002 
(reftel). Reyes said the FARC would attempt to return the 
remains of the hostages when security conditions permit. He 
did not specify the location of the cadavers citing security 
concerns. The communique did not provide additional details 
of the circumstances surrounding the killings. The 
International Committee of the Red Cross (ICRC) issued a 
statement offering to help with the recovery of the bodies, 
but a local ICRC official told us the FARC has not asked for 
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their help to date. 


2. President Alvaro Uribe traveled to Cali the evening of 
June 28 to meet with the families of the assassinated 
hostages. Uribe arrived at the home of Fabiola Perdomo, 
widow of one of the hostages, to applause and cheers of 
support from Perdomo\'s south Cali neighbors. Presidential 
advisor Jose Obdulio Gavaria told us the meeting was 
emotional, but effective in addressing the families\' 
concerns. 


3. Colombians from across the political soectrum condemned 

the FARC assassinations and voiced outrage at the FARC excuse 
the hostages were killed in a crossfire. \"El Tiempo\" called 

the massacre, \"one of the worst tragedies in the history of 
kidnapping.\" Carlos Gaviria, leader of the leftist Polo 
Democratico Party, said the FARC\'s crossfire claim was 
\"unbelievable and shameful.\" 


4. In recent months the FARC has been engaged in sporadic 
combat with narcotraffickers, the National Liberation Army 
(ELN), and other illegal armed groups (including some 
ex-paramilitaries) in southwest Colombia over control of 
lucrative drug trafficking routes toward the Pacific and 
Colombia\'s main port of Buenaventura. Some observers 
speculate the hostages may have been assassinated during a 
FARC confrontation with an illegal armed group. 

Drucker 


113943 

PP RUEHAG RUEHROV 

DE RUEHC #1539/01 1802158 

ZNY CCCCC ZZH 

P 292147Z JUN 07 

FM SECSTATE WASHDC 

TO EU MEMBER STATES COLLECTIVE PRIORITY 

RUEHOT/AMEMBASSY OTTAWA PRIORITY 6199 

INFO RUCNDT/USMISSION USUN NEW YORK PRIORITY 7889 

RUEHGV/USMISSION GENEVA PRIORITY 6564" "CONFIDENTIAL SECTION 01 OF 03 STATE 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 06/26/2017 

TAGS: PHUM, EUN, UNHRC-1 

SUBJECT: DEMARCHE REQUEST: U.S. DISAPPOINTMENT IN UN HUMAN 
RIGHTS COUNCIL 5TH SESSION 

REF: GENEVA 1609 


STATE 00091539 001.2 OF 003 


Column 3 


Classified By: DRL DAS Erica Barks-Ruggles, E.O. 12958 reasons 1.4b&d 


PLEASE CANCEL ZFR RECALL AND DESTROY ALL COPIES OF STATE 091539 
DTG P 292147Z JUN 07 PER DRAFTER. 

PLEASE BLANK ALL ASSOCIATED MCNS. 

MESSAGE RESENT AS STATE 091929. 


Column 3 


STATE 00091539 002.2 OF 003 


PLEASE ZFR CANCEL RECALL AND DESTROY ALL COPIES OF STATE 
091539 DTG P 292147Z JUN 09 PER DRAFTER 

PLEASE BLANK ALL ASSOCIATED MCNS 

MESSAGE RESENT AS STATE 091929 


Column 3 


STATE 00091539 003.2 OF 003 


PLEASE ZFR CANCEL RECALL AND DESTROY ALL COPIES OF 
STATE 091539 DTG P 292147Z JUN 07 PER DRAFTER 

PLEASE BLANK ALL ASSOCIATED MCNS 

MESSAGE RESENT AS STATE 091929 


RICE 


113944 

PP RUEHWEB 

DE RUEHBO #4742/01 1802218 
ZNY CCCCC ZZH 

P 292218Z JUN 07 

FM AMEMBASSY BOGOTA 


Column 3 

TO RUEHC/SECSTATE WASHDC PRIORITY 6704 
INFO RUEHBR/AMEMBASSY BRASILIA PRIORITY 7615 
RUEHCV/AMEMBASSY CARACAS PRIORITY 9128 
RUEHLP/AMEMBASSY LA PAZ JUN 8802 
RUEHPE/AMEMBASSY LIMA PRIORITY 5200 
RUEHQT/AMEMBASSY QUITO PRIORITY 5798 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/22/2017 

TAGS: PREL, PGOV, PHUM, SNAR, MARR, PTER, ECON, ETRD, KCRM, 

co 

SUBJECT: SCENESETTER FOR VISIT OF SECRETARY OF DEFENSE GATES 


Classified By: Political Counselor John S. Creamer 
Reason: 1.4 (b,d) 


1. (C) Your visit follows President Uribe\'s May and June 

visits to Washington. Uribe fears unsubstantiated claims 

that he and his family were tied to the paramilitaries are 
undermining prospects in the U.S. Congress for continued high 
aid levels and ratification of the bilateral Free Trade 
Agreement (CTPA). He needs substantial U.S aid and the CTPA 
to help him finish the fight against narcoterrorism and to 
manage a complex domestic and regional climate. Uribe 
supports our efforts to locate and rescue the three U.S. 
hostages held by the FARC, and recently released a FARC 
leader to try to spur talks on a humanitarian exchange. He 
remains popular with the Colombian public, but faces 
challenges in blocking the rise of new criminal groups, 
addressing human rights concerns, and maintaining 
governability while supporting the investigation of links 
between former paramilitaries and members of Colombia\'s 
political, military, and economic elites. He maintains an 
uneasy, yet cordial, relationship with Venezuelan President 
Chavez, and is trying to maintain a dialogue with Ecuadorian 
President Rafael Correa. Key issues: 


-- U.S. Support for Plan Colombia 
-- U.S. Hostages 


-- Free Trade 
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-- Paramilitary Investigations 

-- Drug Eradication and Narcotrafficking 
-- Colombia\'s Regional Influence 

-- Extradition 

-- Human Rights 

-- New Criminal Groups and Reintegration 


-- FARC and ELN 


2. (C) U.S. assistance is key to help Colombia defeat 
narcotics trafficking and terrorism. Without security, 

economic and social goals cannot be achieved. The GOC\'s 
proposal for Plan Colombia\'s next phase continues efforts to 
establish control throughout the national territory, but it 

also substantially boosts resources for education, health, 
Afro-Colombian and indigenous communities, and development. 
The U.S. Congress is considering cuts in U.S. aid as well as 
shifting resources from security assistance to social and 
justice programs. Secuity cuts would mainly affect 
counterdrug spray programs and Colombian Army mobility and 
logistics. Some military and counternarcotics programs may 
be assumed by the GOC, but this would likely require 
offsetting cuts in social programs. Uribe fears Colombian 
Congressional debates on paramilitary ties to politicians 

have harmed prospects for U.S. ratification of Plan Colombia 
and CTPA. Opposition Senator Petro has also made 
unsubstantiated claims linking President Uribe to 
paramilitaries. We have no evidence tying Uribe to 
paramilitaries. 


3. (C) The FARC has held three Americans for more than four 
years, with the April 28 escape of a Colombian policeman 
providing our first credible proof of life since 2003. The 

GOC supports our efforts to locate and rescue the Americans. 
Uribe has committed, publicly and privately, to ensuring the 
three Americans are included in any humanitarian exchange. 
In June, Uribe unilaterally released about 200 FARC members, 
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as well as a senior FARC official, to press the FARC to 
release its hostages. Still, the FARC continues to insist 

the GOC demilitarize a large area before starting talks and 

to link the freeing of the three Americans to the U.S. 

release of extradited FARC leaders \"Sonia\" and \"Simon 
Trinidad.\" With GOC support, France, Spain and Switzerland 
are active in efforts to initiate talks on an exchange, but 

have made little progress due to FARC intransigence. On June 
28 the FARC announced the deaths of 11 Colombian state 
legislators held for over five years. The FARC alleged the 
deaths occurred in a crossfire during clashes with an 
\"unidentified military group.\" The GOC denies any military 
operations occurred on that date. 


4. (C) The Colombian Congress ratified the CTPA in June, but 
it still needs to be reviewed by Colombia\'s Constitutional 
Court before becoming law. Uribe considers ratification 
essential for Colombia to attract long-term investment, 
increase economic growth, create jobs, and boost government 
revenues needed to fund social spending. Uribe is concerned 
about possible U.S. Congressional rejection of the Colombia 
accord, and also fears Colombia being left behind if 
agreements with Peru and Panama are approved. Failure to 
approve the CTPA would be a major political blow to Uribe 
domestically and internationally. It would boost Venezuelan 
President Chavez! alternative ALBA and convince many that the 
USG does not deliver for its closest allies. The U.S. 

Congress extended trade preferences for Colombian exporters 
under the Andean Product Tariffs and Drug Eradication Act 
(APTDEA) through February 2008. 


5. (C) Uribe\'s democratic security policy and the 

paramilitary demobilization have created the space needed for 
Colombia\'s institutions -- the Courts, National Prosecutor, 
and media -- to expose ties between the paramilitaries and 
members of Colombia\'s political elite. Arrests to date 
include 13 Congressmen and two governors, with 12 mayors 
under investigation. The former head of the GOC intelligence 
service, who was a close Uribe ally, was jailed for links to 
paramilitary crimes, but released on a technicality. A 

colonel has been removed from duty; the impact on the 
military is expected to widen with more testimony from 
ex-paras. Uribe strongly supports the investigations, though 
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most of those implicated to date are members of his 
coalition. Despite the scandal, Colombia\'s Congress 
continues to pass key legislation such as the CPTA. 


6. (C) Uribe is committed to fighting narcotrafficking, but 

he is frustrated that record aerial and manual eradication 
numbers do not appear to be reducing coca crops. The CIA 
recently released its annual Colombia coca cultivation 
estimate, showing an increase from 2005. Critics cited the 
CNC statistic to claim aerial spraying of herbicide does not 
work. Interagency post-spray verifications show glyphosate 
kills sprayed coca at rates approaching 90 percent, but high 
replant rates show the illicit industry\'s resilience. In 
contrast, the U.N. cultivation estimate shows a decrease of 
almost 10 percent compared to its previous estimate. Uribe 
is concerned about the competing numbers since the GOC uses 
the U.N. figure as its official estimate. Uribe will ask for 
greater U.S. resources to end narcotrafficking. We are 
planning to give him less. 


7. (C) Uribe is working with Peru, Chile, Mexico, Canada, 
and Caribbean and Central American countries to strengthen 
regional economic and security cooperation. He envisions a 
Pacific Coast bloc of like-minded democracies linked through 
interlocking free trade agreements and committed to greater 
integration and security cooperation that would be a de facto 
alternative to Chavez\'s Bolivarian model. Colombia\'s close 
commercial ties and shared border with Venezuela lead Uribe 
to maintain cordial relations with President Chavez despite 
sharp ideological differences, but he vigorously defends 
Colombia\'s security and commercial interests. Uribe is 
reaching out to Ecuador\'s Rafael Correa, but he fears 
Correa\'s unpredictable nature and close ties to Chavez. 
Uribe maintains good relations with other neighbors, but 
Panama opposes a Colombian plan to extend the Pan-American 
highway through the Darien Gap. 


8. (C) Colombia is the best U.S. partner in the world on 
extraditions, with over 450 traffickers and terrorists sent 
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to the U.S. since Uribe took office in 2002. Uribe has 
suspended the extradition of five narcotraffickers due to 
their participation in the paramilitary demobilization 
process. Human rights groups argue several paramilitaries 
have violated the terms of the demobilization process and 
should be extradited. The GOC has not made such a 
determination, preferring to keep the paramilitaries in the 
Justice and Peace Law Process for now. 


9. (C) Colombia\'s human rights record is improving, but 
progress in the prosecution of major human rights 

violators remains slow. The recent UN High Commission on 
Human RightsY annual report on Colombia recognized advances, 
but flagged an increase in extrajudicial killings by the 

military. We are helping Colombia transition from its 
antiquated inquisitorial system to an accusatorial system -- 

a process that now covers 75 percent of the population -- and 
this will help make progress in recent human rights cases. A 
proposed reform of the military criminal justice system will 

also help. We are working with the GOC to achieve justice 
and reparations in the paramilitary process, as well as to 
strengthen protection programs for victims and witnesses. We 
also support a special prosecutorial team set up to 

investigate crimes against union members. 


10. (C) The rise of new criminal groups in areas previously 
controlled by the paramilitaries is a problem. The new 
groups lack the national structure and political ambitions of 
the defunct United Self-Defense Forces of Colombia (AUC), and 
the GOC has set up police stations in rural areas -- as well 
as joint police-military task forces -- to combat them. We 
support GOC efforts to reintegrate 32,000 former 
paramilitaries into civilian life, but these efforts are 
hampered by the magnitude of the problem and insufficient 
resources. The lag in effective reintegration programs and 
the easy money of narcotrafficking and extortion have led a 
small number of ex-paramilitaries to return to crime. 


11. (C) Increased Colombian military presence and operations 
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have put pressure on the FARC, but they have not forced the 
group to enter serious peace negotiations. On a defensive 
footing, the FARC has largely withdrawn to more remote 
regions and moves in small units -- avoiding direct 
engagement and using explosives and land mines to ambush 
security forces. Narcotics trafficking remains its chief 
financing source. The GOC continues peace talks in Havana 
with the ELN, a smaller left-wing terrorist group, and some 
kind of cease-fire could come in July. 

Drucker 
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SUBJECT: YOUR VISIT TO EL SALVADOR 


Classified By: Ambassador Charles L. Glazer, Reasons 1.4 (b) and (d) 


1. (SBU) I,m delighted that you,!l be visiting El 

Salvador. Your presence here will underline the importance 
of El Salvador,s contribution to coalition efforts in Iraq, 

and offer a boost to our efforts to address the nation,s 

most pressing problem: a public security crisis that has 
spiraled out of control. The Salvadorans will press you for 
concrete signs of US appreciation for their presence in Iraq; 
urge you to help address funding shortfalls; and raise again 
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their hope for Major Non-NATO-Ally status. We should 
consider GOES requests that reinforce our shared 
counter-drug, counter-trafficking and public security goals, 
while offering an important symbolic gesture, such as MNNA 
status and/or annual staff talks, to our Salvadoran allies. 


Political/Economic Overview and Migration Issues 


2. (C) President Elias Antonio \"Tony\" Saca of the 
governing ARENA party assumed office June 1, 2004 after 
winning a strongly-contested presidential race with 57.7 
percent of votes cast. President Saca\'s center-right ARENA 
party holds 34 of 84 seats in the Legislative Assembly, but 
aligns with smaller parties to form a working majority on 
important issues. The leftist FMLN holds 32 seats. 
President Saca has made the reinvigoration of El Salvador\'s 
economy, the creation of jobs, and improvements in the 
nation\'s infrastructure his highest priorities; however, 
staggering rates of violent crime deflect attention from his 
economic priorities. The public security crisis could have a 
major, negative impact on 2009 presidential and legislative 
elections. We are working closely with the GOES to address 
this crisis, both by providing resources where we can and by 
advising the Government on police, legal and criminal 
procedure reforms. 


3. (SBU) The economy has been growing slowly at only about 
two percent per year since 1999, despite its excellent 
fundamentals. However, last year El Salvador achieved its 
largest GDP growth rate in a decade, 4.2 percent. El 

Salvador was the first nation to sign and implement CAFTA-DR; 
early results are encouraging. In 2007, the positive trend 
continues with an estimated economic growth rate of 4.5 
percent. Some twenty-five percent of Salvadorans live in the 
United States, many illegally. Since the 2001 earthquakes, 
between 250,000 and 280,000 Salvadorans have benefited from 
Temporary Protected Status (TPS) and have been able to live 
and work legally in the United States. Remittances from 
Salvadorans living abroad provide an important source of 
income for their families in El Salvador. Public opinion 

polls also show that 7 out of 10 Salvadorans would immigrate 
to the United States if given the chance. The U.S. debate 

over immigration reform is followed very closely here. 


Civilian-Military Relations 


4. (C) The Salvadoran Armed Forces (ESAF) are capable, 
professional, and subordinate to civilian authority. The 
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military consistently receives high approval ratings in 

public opinion polls, due largely to its response to national 
emergencies, including earthquakes, hurricanes, and outbreaks 
of infectious diseases such as Dengue. Salvadoran soldiers 
also support police in counternarcotics efforts, anti-gang 
patrols, rural patrols, customs inspections, and 

reform-school training for juvenile convicts. 


5. (C) The ESAF continues to focus on force modernization in 
a constrained budget environment. The ESAF currently has 
approximately 12,000 total service members and 2,500 
administrative personnel. The ESAF\'s funding level of USD 
111 million has changed very little for several years, 
representing a slightly declining percentage of the national 
budget. The USD 5 million increase for the ESAF in the 
latest budget is obligated to a pay raise, so there is no net 
increase in funds available for operations, training, 
maintenance, and modernization. Projected FMF levels are 
disappointing MoD officials preparing to send their ninth 
rotation to Iraq. The focus of our expenditures is on 
developing host nation capabilities in disaster relief, 
peacekeeping, counterterrorism, and illicit trafficking. 


OIF Service 


6. (U) Since August 2003, the GOES has dispatched eight 
Battalion Cuscatlan contingents of approximately 380 troops 
each to Iraq. The GOES has pledged to remain as long as 
needed; Salvadorian counterparts insist that the US stood by 
them during their difficult times, and that they will stand 

with us. President Saca recently announced that a ninth 
contingent would deploy. Salvadoran troops have performed 
admirably for almost four years in humanitarian and 
reconstruction efforts. They have also coordinated the 
reconstruction of local police stations, hospitals, and 
schools, as well as public works projects such as road 
improvement and electrical services. 


7. (C) Salvadoran soldiers were intimately involved in the 
training and equipping of the Iraqi Civil Defense Forces in 
Najaf, Al Hillah, and now Al Kut. The national press has 
positively portrayed the real impact of ESAF efforts and the 
gratitude of Iraqi provincial leaders. In December 2006 the 
Legislative Assembly passed a one year extension to President 
Saca,s authority to maintain troops in Iraq through December 
2007. Opposition to Salvadoran involvement in Iraq runs as 
high as 70 percent, but Saca portrays himself as a faithful 
friend of the US, and we believe he will work very hard to 
renew that authorization later this year. 


Column 3 
Peacekeeping and International Agreements 


8. (SBU) The GOES is interested in peacekeeping 
opportunities, although the commitment in Iraq and current 
ESAF budget constraints make such new deployments of troops 
unlikely for the time being. The UN has certified ESAF as 
competent for full participaion in UN Peacekeeping 

Operations. The USG has recently released new funding and 
supplies for training the ESAF to take part in the Global 
Peacekeeping Operations Initiative (GPOI) in support of a 
long-term desire of the Conference of Central American Armed 
Forces (CFAC) to deploy a combined peacekeeping unit from El 
Salvador, Honduras, Guatemala and Nicaragua. El Salvador is 
not a signatory to the International Criminal Court, but 

signed and ratified Article 98 provisions to the Rome Statue 

with the U.S. in 2004. In late 2006 the legislature approved 

a 505 Agreement for U.S.-provided assistance; the Assembly 
has also approved an agreement for the protection of 

classified military information and the DoD/DoS preferred 

global format Status of Forces Agreement. 


Counternarcotics and Counterterrorism Issues 


9.(C) The Salvadoran government is a valuable partner in 
the war on drugs . El Salvador is a transit country for 
narcotics, mainly cocaine and heroin. El Salvador is host to 
Central America,s only Cooperative Security Location (CSL), 
as well as to Latin America,s International Law Enforcement 
Academy (ILEA), which provides law enforcement training to 
personnel from El Salvador and the region. U.S.-funded 
training and equipment have contributed significantly to 
improvements in the PNC\'s Counternarcotics Division. El 
Salvador\'s geographic position makes it vulnerable to those 
trafficking drugs, people, and guns to or from the United 
States. JIATF-South, with its ability to provide Salvadoran 
authorities with real-time intelligence, is a great asset; 
however, the ESAF need additional resources to help us take 
full advantage of JIATF,s capabilities. 

Glazer 
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TAGS: PREL, PGOV, MARR, PTER, CO 

SUBJECT: MILGROUP BOGOTA (2) -- CLOSING THE COLAR\'S 
LEADERSHIP GAP 


REF: BOGOTA 2290 


1. Personnel shortages in officer and NCO positions are a 
handicap to expansion of the Colombian Army\'s fight against 
the FARC. With guidance from the U.S. Army Mission, the 
Colombians are piloting new faster-track training courses, 
drawing officer candidates from civilian college graduates 
and sourcing NCOs from among experienced professional 
soldiers. Aside from addressing immediate leadership gaps, 
the programs will inject a broader cross-section of 
Colombians into command levels and increase mobility 
prospects for professional recruits to rise to NCO roles. 

End Summary. 


2. This is the second in a series of cables profiling 

activities of the U.S. Military Group in Colombia. Its 

missions (Army, Navy, Air Force, Logistic, and Air Component 
Coordination Element) provide equipment and advisory support 
to the respective service arms of the COLMIL. Its Planning 
and Assistance Training Teams (PATTs) are units of two or 
three U.S. military personnel co-located with the Colombian 
Military, providing field training in combat skills and 

guidance to commanders and staff. 


3. Severe personnel shortages in leadership positions are 
jeopardizing the Colombian Army\'s capacity to expand its war 
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effort against the FARC. Due to rapid growth in its forces 
since 2002, the Army is short by 1,425 officers and 5,143 
non-commissioned officers (NCOs). Roughly half of Army 
platoons are led by NCOs instead of officers, increasing the 
NCO deficit. Moreover, the Army continues to create new 
units, mostly offensive mobile brigades (BRIMs) to attack 
FARC strongholds; officers and NCOs who lead these BRIMs are 
pulled from existing units, exacerbating the problem. The 
current Army training system, both time consuming and 
expensive, does not produce sufficient leaders to man the new 
units, nor does it meet attrition levels of existing 

elements. 


4. The U.S. Army Mission (ARMIS) provides training courses 

to new Colombian Army (COLAR) officers and NCOs, and that 
cooperation has yielded a channel for strategic advice on 
leadership planning. Within the officer corps, ARMIS sends 
about 40 top-performing COLAR cadets each year to a six-week 
course in tactical leadership, preparing them to command 

small units of troops. Among senior NCOs, MILGP sponsors two 
courses annually across all branches of the Colombian 

military, jointly with other Latin countries. ARMIS also 

maintains a full-time exchange sergeant at the COLAR NCO 
Academy who updates training doctrine per U.S. standards. 
This engagement in educating new leaders has led to a trusted 
counselor role with the Military Forces Commander and senior 
COLAR staff on career progression and leadership planning, 
using U.S. models. Recommendations of more authority for 
NCOs, for example, have led COLAR to create the new senior 
NCO rank of Command Sergeant Major. 


5. Recognizing its urgent need to expand leadership ranks, 
and following MILGP recommendations, the COLAR is 
supplementing its traditional training with shorter-duration 
alternatives. The Army Military Academy\'s standard officer 
course yields 550-600 line officers per year after a 

three-year program that is half academic and half military 
training. Beginning in June 2007, the Academy will run a new 
course, of just one and a half years of only military 

training, for 160 civilians already holding undergraduate 
degrees. For NCOs, the normal program involves 18 months of 
training followed by two years of duty with a (defensive) 
territorial unit before assignment to an offensive combat 


Column 3 

unit. The NCO school is now piloting a new course of only 
six months targeted to 360 professional soldiers who are 
already seasoned combat veterans. 


6. Aside from helping to address the COLARVs leadership gap, 
the new training courses represent paradigm shifts in 
commissioning of Army officers and sourcing of its NCOs. By 
accepting civilian college graduates as officer candidates, 

the COLAR will expand the breadth of Colombian society in its 
command positions. Sourcing NCOs from the enlisted ranks of 
professional soldiers grants a new channel of upward mobility 
for skilled and experienced fighters. The parallel creation 

of the rank of Command Sergeant Major aims to increase NCO 
influence by placing key NCO leaders at brigades and 
divisions, an important cultural shift for the Colombian 

military. 

Drucker 
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SUBJECT: MEDIA REACTION: POTUS SPEECH AT THE ISLAMIC CENTER 


1. SUMMARY: POTUS ADDRESS AT THE ISLAMIC CENTER IN WASHINGTON 
RECEIVED MODEST COVERAGE IN THE UAE\'S PRINT AND ELECTRONIC MEDIA. 
THE MEDIA HIGHLIGHTED WASHINGTON\'S INTENTION TO APPOINT AN ENVOY TO 
THE ORGANIZATION OF THE ISLAMIC CONFERENCE (OIC). DUBAI-BASED 
SATELLITE NEWS CHANNEL \"AL-ARABIYAH\" AIRED A SHORT INTERVIEW WITH 
UNDER SECRETARY FOR PUBLIC DIPLOMACY KAREN HUGHES NOTING THAT THE 
PRESIDENT HIGHLY RESPECTS ISLAM AND MUSLIMS AND THE ADMINISTRATION 
IS LOOKING FOR A CANDIDATE TO TAKE OVER THE POSITION OF AMERICA\'S 
ENVOY AT THE OIC. END SUMMARY. 


2. THE PRESIDENTIAL ADDRESS TO THE ISLAMIC CENTER OF WASHINGTON WAS 
BRIEFLY COVERED IN THE UAE\'S ARABIC DAILIES. DUBAI-BASED ARABIC 

DAILY \"AL-BAYAN\" 6/28 FRONT-PAGED A STORY ON U.S. INTENTION TO 

APPOINT AN ENVOY TO THE ORGANIZATION OF THE ISLAMIC CONFERENCE (OIC) 
WITH A PHOTO OF PRESIDENT BUSH ADDRESSING AUDIENCE AT THE ISLAMIC 
CENTER. ABU DHABI-BASED SEMI-OFFICIAL \"AL-ITTIHAD\" 6/28 CARRIED A 

BRIEF STORY ON PAGE 25 UNDER HEADLINE: \"FIRST U.S. ENVOY TO THE 

OIC.\" DUBAI AND ABU DHABI TV STATIONS CARRIED EXCERPTS OF THE 
PRESIDENT\'S REMARKS IN WHICH HE EMPHASIZED HIS RESPECT FOR ISLAM AS 
A RELIGION THAT HAS ENRICHED HUMANITY OVER THE YEARS. WAL-KHALEEJW 
6/29 CARRIED A WIRE SERVICE STORY CITING MALYSIAN PRIME MINISTER AS 
WELCOMING PRESIDENT BUSHYS INITIATIVE TO IMPROVE RELATIONS WITH THE 
ISLAMIC WORLD HOPING IT WILL ESTABLISH A FRAMEWORK FOR DIALOGUE AND 
COOPERATION AS WELL AS RECOGNITION OF THE IMPORTANCE OF THE 
ORGANIZATION OF THE ISLAMIC CONFERENCE AND THE NEED TO NEGOTIATE 
WITH IT. \"AL-ARABIYAH\" CARRIED A SHORT INTERVIEW WITH KAREN HUGHES 
IN WHICH SHE REITERATED THE PRESIDENT\S RESPECT FOR ISLAM AND FOR 
MUSLIMS IN AMERICA AND ABROAD. U/S HUGHES IS CITED AS STATING THAT 
THE ADMINISTRATION IS LOOKING FOR A CANDIDATE TO TAKE THE SENIOR 
POSITION OF THE UNITED STATES SPECIAL ENVOY TO THE OIC, A POSITION 
THAT WILL DEMONSTRATE AMERICA\'S DESIRE TO EXTEND A HAND OF 
FRIENDSHIP TO ALL MUSLIMS. 
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E.O. 12958: DECL: 6/30/2017 

TAGS: ASEC, PGOV, PTER, PINR, IZ 

SUBJECT: KARBALA: GOVERNOR PUTS HIS HEART INTO THE TRANSFER OF THE 
SECURITY FILE 


REF: HILLAH 000005 


HILLAH 00000095 001.2 OF 003 


CLASSIFIED BY: Andrea Donnally, Acting Team Leader, Karbala 
Provincial Reconstruction Team, DOS. 
REASON: 1.4 (b), (d) 


1. (U) This is a Provincial Reconstruction Team (PRT) Karbala 
classified cable. 


2. (U) On June 27, Karbala Governor Ageel Mahmood al-Khazali met 
with 31D Deputy Commanding General (DCG) and PRT representatives 
at the Regional Embassy Office (REO) in al-Hillah. This was the 

first meeting between these parties since the PRT was denied 
access to the province ostensibly under the GovernorYs command. 
The meeting began with a discussion of the Anbar Salvation 

Council and a seemingly similar committee in Karbala province. 
Feigning heart palpitations, the Governor shifted the 

conversation to manageable topics such as the transition to 

Iraqi control, an upcoming tourism conference and a future 
Anbar-Karbala security dialogue. The Governor agreed without 
hesitation to the transition of Karbala to Iraqi control and is 
scheduled to travel with 3ID representatives in July to present 

the request for consideration to senior Coalition Forces (CF) 

and Embassy representatives. Al-Khazali was apologetic about 

the PRT\'s recent difficulty in accessing the province and agreed 

that free access is needed. The PRT continues to seek out 
alternatives to facilitate travel and engagement opportunities 

with Karbala government and non-government interlocutors. 


3. (C) General Cardon opened the meeting by showing the Governor 
a recent news clipping describing a newly formed Karbala 

security committee. Before complaining of heart palpitations 

and requesting medication, al-Khazali explained that he inspired 

its formation. He did not elaborate further on the committee or 

its specific function, however, the PRT did report on the 

formation of this committee on May 12 in a situational report to 

the Office of Provincial Affairs. This committee was formed 

after the two April car bombs in downtown Karbala that wounded 
and killed more than 400 civilians and resulted in the arrest of 
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15 suspected terrorists. Media reporting from that period 
attributes the formation of these committees to Sistani\'s 
representatives at the holy shrines in Karbala as a response to 
the insecurity created by the car bombs. Six other committees 
were formed at the same time to engage parliament members, the 
local religious Hawza, the tribes, and the media. The last two 
committees that were formed provide social support and 
coordinate the efforts of the other six committees. Governor 
al-Khazali agreed to provide the PRT with further information 
about the security committee. It is unclear what relationship 
any of these committees have with local security forces (ISF) 
and the provincial government (SEPTEL). 


4. (C) Governor Al-Khazali immediately agreed to the DCG\'s offer 
to transfer the Karbala security file. The Governor explained 

that he had obtained authorization from the Ministry of Defense 
for two Iraqi Army brigades, which is in addition to recent 
authorization granted by the Ministry of Interior for two 

thousand foot police. He explained that the GEN Mahon, the 
director of the Joint Coordination Center (a security 

coordination cell in the Governorate), is having success 

fighting militias and that security is generally good. During 

the last six months Governor al-Khazali balked and hesitated 
about the transfer of security citing militia infiltration and 
instability as the reason for his disinclination. The Governor 

was both stalling for time with CF and lobbying both CF and GOI 
for equipment, training and Iraqi soldiers. Upon receiving his 
wish list from the GOI, he made clear his intention to sever 
military cooperation with CF. On June 28, locally engaged staff 
and CF reported that GEN Mahon was unexpectedly transferred to 
Basra and that a LTG Salah has taken his place. The number of 
monthly assassinations and other terrorist activities appear to 

be stable, however USG interpreters continue to be under severe 
threat of assassination. On June 26, a long time Karbala police 
officer and interpreter for CF was assassinated. This raised 
fears with PRT staff and the few remaining CF interpreters in 

the province. 


5. (C) In May, the Mayor of Ain Tamur, a northwestern district 
that shares a border with Anbar, requested PRT assistance in 
engaging the Anbari government in a dialogue about cross border 
terrorist activities. For the last six months, Karbala ISF has 
been reporting suspected Sunni extremist and AQI terrorist 
movement around the Anbar-Karbala border, threatening the 
security of the province. Following up on that request, at the 
meeting, the PRT inquired about the Governor\'s interest in 
meeting with his Anbar counterpart. Al-Khazali expressed an 
interest in meeting with his Anbari counterpart and appeared 
flexible regarding a date. He reminded the PRT of a recent 
assassination in Ain Tamur of six individuals, including a local 
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council member by unknown assailants. PRT Anbar has already 
laid the groundwork with the Anbar Governor and it appears that 
there is potential for a dialogue, a first for these two 

Governors. Where Anbar is a predominantly Sunni province, 
Karbala is its Shi'a counterpart, except for Ain Tamur which is 
rural, mostly tribal and a little of both. The PRT is in close 

contact with PRT Anbar and is monitoring developments. (SEPTEL) 


6. (C) The investigation into the January attack on CF at the 
Governance Compound (REFTEL) and PRT mobility are closely 
intertwined. CF repeatedly requested the results of the ISF 
investigation into the January attack, however the local 
government has been less than forthcoming. At this meeting the 
DCG pressed the need for Karbala to share the results of its 
investigation to which al-Khazali hesitated. He cited the 
inconclusiveness and poor level of professionalism of the 

report. Despite his hesitation, on June 28, al-Khazali emailed 
the PRT an Arabic and English translation of the report, which 
has since been forwarded to 3ID. As al-Khazali claimed, the 
interviews with police officers at the scene were short and 
superficial. The conclusions reached through the investigation, 
based primarily on the profile of the attack, forms the basis 

for the governor\'s current justification for restrictions the 

PRT movement. 


7. (C) Upon arriving to the REO, al-Khazali asked the PRT 
representative about their recent trip to the province. Such a 
jab obviated the need to address the mobility of the PRT during 
the meeting. Governor Ageel cited the profile of the PRT 
security convoy as problematic given the province\'s current 
security posture. He cited the findings of the January 
Governance Compound attack as the logical basis for the 
restriction. He also reminded his interlocutors that a recent 
attack on the Ministry of Finance that resulted in the 
kidnapping of five British citizens employed a similar profile 

to the January attack in Karbala. Governor al-Khazali 
recommended that the PRT provide his office with 24-hour advance 
notice of PRT movement to the province with the names of the 
principals, the routes and the times of travel. This detail of 
information sharing is unacceptable for a province that claims 
to have severe militia infiltration among the ISF, general 
insecurity and is known to have a historically anti-American 
leaning. A veiled threat to stop reconstruction project funding 
inspired the Governor to concede that the PRT should enjoy 
unfettered access to the Province. Despite the Governor\'s 
recognition of PRT\'s need for mobility, at this time it is 

difficult to assess if a consensus can be reached to the 
satisfaction of Embassy security requirements and within reach 
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of the Karbala security posture. 


8. (U) The meeting ended with the al-Khazali agreeing to support 
a future south central regional governor\'s conference in the 
near future. He explained that the monthly Governors\' 
conferences in Baghdad were going well and that at the last one; 
representatives from all 18 provinces were present. 


9. (S) COMMENT: Engagements with the Karbala Governor are always 
unpredictable. He likely feigned a medical condition to disrupt 

the flow of the meeting and to ensure a plausible escape route 

if discussion topics became too difficult. His condition 

limited the depth of the conversation, but did not prevent 
considerable advancements in the Karbala-USG dialogue. The 
Governor\'s solid approval of the transfer of the security file 

was an unusual turn of events in that previous discussions on 

the topic revealed the Governor\'s concern about militia 

infiltration in the ISF, particularly the police, and an 

unraveling security condition. Over the course of the last two 
months a new Police Chief and Emergency Response Unit Commander 
(suspected of having very close ties to the Prime Minister) may 
actually have turned the tables on militia activity in the 

province. Additionally, more than 4,000 more Iraqi Army and 
Karbala foot police are expected to be on the ground and working 

in the very near term. More is not always better, but in the 

case of a province with 60 percent unemployment and more than 3 
million pilgrims visiting monthly, the additional law 

enforcement may be a much needed reprieve for the over burdened 
police force. COMMENT CONTINUED 


10. (S) COMMENT CONTINUED: Karbala PRT movement is most likely 
untenable. Intelligence reports on militia activity, wnenever 
available, describes a severe risk environment to American 
convoys. Moreover, Embassy security protocols call for convoys 
to pass unrestrained through security checkpoints, which is in 
direct conflict with Provincial security procedures. The 

Governor agreed to provide the PRT with a letter of transit and 
offered an Iraqi Army escort, however these options conflict 

with Embassy protocols, which makes them a non-starter. The 
Karbala PRT is negotiating mobility with the Governor from a 
disadvantaged position, where it is imprudent to demand 
unfettered access, and yet cooperation with the local government 
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may increase the risk level against the PRT. However, the 
increased resources and focus of the newly arrived MND-Central 
3ID Division command, has the PRT cautiously optimistic about 
the potential for mobility within the province. The PRT is 

keenly aware that limited engagement on a random and infrequent 
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basis is more likely to draw negative attention to our 

interlocutors and undermine their security than further the USG 
mission. Therefore, with the support of the 3ID leadership and a 
moderately cooperative Karbala Governor, the PRT will continue 
to use creative methods of engagement and seek opportunities to 
travel when prudent to do so. END COMMENT 


RREED 
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CLASSIFIED BY: Andrea Donnally, Acting Team Leader, Karbala 


Provincial Reconstruction Team, DOS. 
REASON: 1.4 (b), (d) 


1. (U) This is a corrected copy of Hillah 00000095 (wrong 
classification) a Provincial Reconstruction Team (PRT) Karbala 
classified cable. 


2. (U) SUMMARY: On June 27, Karbala Governor Aqeel Mahmood 
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al-Khazali met with 3ID Deputy Commanding General (DCG) and PRT 
representatives at the Regional Embassy Office (REO) in 

al-Hillah. This was the first meeting between these parties 

since the PRT was denied access to the province ostensibly under 
the Governor\'s command. The meeting began with a discussion of 
the Anbar Salvation Council and a seemingly similar committee in 
Karbala province. Feigning heart palpitations, the Governor 

shifted the conversation to manageable topics such as the 
transition to Iraqi control, an upcoming tourism conference and 

a future Anbar-Karbala security dialogue. The Governor agreed 
without hesitation to the transition of Karbala to Iraqi control 

and is scheduled to travel with 3ID representatives in July to 
present the request for consideration to senior Coalition Forces 
(CF) and Embassy representatives. Al-Khazali was apologetic 
about the PRT\'s recent difficulty in accessing the province and 
agreed that free access is needed. The PRT continues to seek 

out alternatives to facilitate travel and engagement 

opportunities with Karbala government and non-government 
interlocutors. END SUMMARY 


3. (C) General Cardon opened the meeting by showing the Governor 
a recent news clipping describing a newly formed Karbala 
security committee. Before complaining of heart palpitations 
and requesting medication, al-Khazali explained that he inspired 
its formation. He did not elaborate further on the committee or 
its specific function, however, the PRT did report on the 
formation of this committee on May 12 in a situational report to 
the Office of Provincial Affairs. This committee was formed 
after the two April car bombs in downtown Karbala that wounded 
and killed more than 400 civilians and resulted in the arrest of 
15 suspected terrorists. Media reporting from that period 
attributes the formation of these committees to Sistani\'s 
representatives at the holy shrines in Karbala as a response to 
the insecurity created by the car bombs. Six other committees 
were formed at the same time to engage parliament members, the 
local religious Hawza, the tribes, and the media. The last two 
committees that were formed provide social support and 
coordinate the efforts of the other six committees. Governor 
al-Khazali agreed to provide the PRT with further information 
about the security committee. It is unclear what relationship 

any of these committees have with local security forces (ISF) 
and the provincial government (SEPTEL). 


4. (C) Governor Al-Khazali immediately agreed to the DCG\'s offer 
to transfer the Karbala security file. The Governor explained 

that he had obtained authorization from the Ministry of Defense 
for two Iraqi Army brigades, which is in addition to recent 
authorization granted by the Ministry of Interior for two 

thousand foot police. He explained that the GEN Mahon, the 
director of the Joint Coordination Center (a security 

coordination cell in the Governorate), is having success 
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fighting militias and that security is generally good. During 

the last six months Governor al-Khazali balked and hesitated 
about the transfer of security citing militia infiltration and 
instability as the reason for his disinclination. The Governor 

was both stalling for time with CF and lobbying both CF and GOI 
for equipment, training and Iraqi soldiers. Upon receiving his 
wish list from the GOI, he made clear his intention to sever 
military cooperation with CF. On June 28, locally engaged staff 
and CF reported that GEN Mahon was unexpectedly transferred to 
Basra and that a LTG Salah has taken his place. The number of 
monthly assassinations and other terrorist activities appear to 

be stable, however USG interpreters continue to be under severe 
threat of assassination. On June 26, a long time Karbala police 
officer and interpreter for CF was assassinated. This raised 
fears with PRT staff and the few remaining CF interpreters in 

the province. 


5. (C) In May, the Mayor of Ain Tamur, a northwestern district 
that shares a border with Anbar, requested PRT assistance in 
engaging the Anbari government in a dialogue about cross border 
terrorist activities. For the last six months, Karbala ISF has 

been reporting suspected Sunni extremist and AQI terrorist 
movement around the Anbar-Karbala border, threatening the 
security of the province. Following up on that request, at the 
meeting, the PRT inquired about the Governor\'s interest in 
meeting with his Anbar counterpart. Al-Khazali expressed an 
interest in meeting with his Anbari counterpart and appeared 
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flexible regarding a date. He reminded the PRT of a recent 
assassination in Ain Tamur of six individuals, including a local 
council member by unknown assailants. PRT Anbar has already 
laid the groundwork with the Anbar Governor and it appears that 
there is potential for a dialogue, a first for these two 

Governors. Where Anbar is a predominantly Sunni province, 
Karbala is its Shi'a counterpart, except for Ain Tamur which is 
rural, mostly tribal and a little of both. The PRT is in close 

contact with PRT Anbar and is monitoring developments. (SEPTEL) 


6. (C) The investigation into the January attack on CF at the 
Governance Compound (REFTEL) and PRT mobility are closely 
intertwined. CF repeatedly requested the results of the ISF 
investigation into the January attack, however the local 
government has been less than forthcoming. At this meeting the 
DCG pressed the need for Karbala to share the results of its 
investigation to which al-Khazali hesitated. He cited the 
inconclusiveness and poor level of professionalism of the 

report. Despite his hesitation, on June 28, al-Khazali emailed 
the PRT an Arabic and English translation of the report, which 
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has since been forwarded to 3ID. As al-Khazali claimed, the 
interviews with police officers at the scene were short and 
superficial. The conclusions reached through the investigation, 
based primarily on the profile of the attack, forms the basis 

for the governor\'s current justification for restrictions the 

PRT movement. 


7. (C) Upon arriving to the REO, al-Khazali asked the PRT 
representative about their recent trip to the province. Such a 
jab obviated the need to address the mobility of the PRT during 
the meeting. Governor Ageel cited the profile of the PRT 
security convoy as problematic given the province\'s current 
security posture. He cited the findings of the January 
Governance Compound attack as the logical basis for the 
restriction. He also reminded his interlocutors that a recent 
attack on the Ministry of Finance that resulted in the 
kidnapping of five British citizens employed a similar profile 

to the January attack in Karbala. Governor al-Khazali 
recommended that the PRT provide his office with 24-hour advance 
notice of PRT movement to the province with the names of the 
principals, the routes and the times of travel. This detail of 
information sharing is unacceptable for a province that claims 
to have severe militia infiltration among the ISF, general 
insecurity and is known to have a historically anti-American 
leaning. A veiled threat to stop reconstruction project funding 
inspired the Governor to concede that the PRT should enjoy 
unfettered access to the Province. Despite the Governor\'s 
recognition of PRT\'s need for mobility, at this time it is 

difficult to assess if a consensus can be reached to the 
satisfaction of Embassy security requirements and within reach 
of the Karbala security posture. 


8. (U) The meeting ended with the al-Khazali agreeing to support 
a future south central regional governor\'s conference in the 
near future. He explained that the monthly Governors\' 
conferences in Baghdad were going well and that at the last one; 
representatives from all 18 provinces were present. 


9. (S) COMMENT: Engagements with the Karbala Governor are always 
unpredictable. He likely feigned a medical condition to disrupt 

the flow of the meeting and to ensure a plausible escape route 

if discussion topics became too difficult. His condition 

limited the depth of the conversation, but did not prevent 

considerable advancements in the Karbala-USG dialogue. The 
Governor\'s solid approval of the transfer of the security file 

was an unusual turn of events in that previous discussions on 

the topic revealed the Governor\'s concern about militia 

infiltration in the ISF, particularly the police, and an 

unraveling security condition. Over the course of the last two 

months a new Police Chief and Emergency Response Unit Commander 
(suspected of having very close ties to the Prime Minister) may 
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actually have turned the tables on militia activity in the 

province. Additionally, more than 4,000 more Iraqi Army and 
Karbala foot police are expected to be on the ground and working 

in the very near term. More is not always better, but in the 

case of a province with 60 percent unemployment and more than 3 
million pilgrims visiting monthly, the additional law 

enforcement may be a much needed reprieve for the over burdened 
police force. COMMENT CONTINUED 


10. (S) COMMENT CONTINUED: Karbala PRT movement is most likely 
untenable. Intelligence reports on militia activity, wnenever 

available, describes a severe risk environment to American 

convoys. Moreover, Embassy security protocols call for convoys 

to pass unrestrained through security checkpoints, which is in 

direct conflict with Provincial security procedures. The 

Governor agreed to provide the PRT with a letter of transit and 

offered an Iraqi Army escort, however these options conflict 

with Embassy protocols, which makes them a non-starter. The 

Karbala PRT is negotiating mobility with the Governor from a 
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disadvantaged position, where it is imprudent to demand 
unfettered access, and yet cooperation with the local government 
may increase the risk level against the PRT. However, the 
increased resources and focus of the newly arrived MND-Central 
3ID Division command, has the PRT cautiously optimistic about 
the potential for mobility within the province. The PRT is 

keenly aware that limited engagement on a random and infrequent 
basis is more likely to draw negative attention to our 

interlocutors and undermine their security than further the USG 
mission. Therefore, with the support of the 3ID leadership and a 
moderately cooperative Karbala Governor, the PRT will continue 
to use creative methods of engagement and seek opportunities to 
travel when prudent to do so. END COMMENT 
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STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MR, I/GNEA, 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: SPECIAL KUWAIT MEDIA REACTION - PRESIDENT\'S ISLAMIC CENTER 
SPEECH 


Block Quotes 


Saturday, June 30, 2007 


-- Liberal columnist Mohammed Musaed Al-Saleh penned in progressive 
Arabic daily Al-Qabas under the title \"America\'s Bidoons [stateless 
residents]\" (06/30): 


\"President Bush\'s initiative to appoint a special envoy to the 

Islamic Conference will not lead to better understanding and 
cooperation because the problem is with American policies towards 
the Muslim world and not the lack of an envoy. Bush should work on 
changing the policy of double standards. Only then will relations 
improve. This is more important than symbolic gestures like the 
appointment of a special envoy.\" 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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EUR/AGS (OVKEEFFE) 


E.O. 12958: N/A 

TAGS: EAIR, EINV, SENV, PREL, GM, EU 

SUBJECT: KEY BUNDESTAG MEMBER INTERESTED IN WORKING WITH 
USG ON AVIATION EMISSIONS 


REF: A. A. SECSTATE 83246 
B. B. 06 BERLIN 3519 


1. Please note action request contained in paragraph 6. 


2. (SBU) Summary: Bundestag Transportation Committee Chairman 
Klaus Lippold (CDU), in a meeting with emboffs, offered to 
assist us in building a consensus in favor of tackling 

aviation emissions in a manner that would overcome U.S. 
objections and win broad international acceptance. Lippold 

is specifically looking for input on whether the Emissions 
Trading Scheme (ETS) is a complete non-starter with the USG 
and what alternate solutions the USG would be receptive to at 
the International Civil Aviation Organization (ICAO) 
Conference in September. Further information beyond that 
outlined in Reftel would help him to press for greater 

flexibility in the European Union position and increase the 
likelihood of a mutually satisfying conclusion at ICAO. End 
summary. 


3. (SBU) Responding to emboffs\' presentation on USG concerns 
that the European Commission\'s proposal contradicts ICAO\'s 
decision in 2004 to include such emissions only on the basis 

of mutual consent among states, Lippold stated his preference 
for global consensus on whatever approach the international 
community adopted. Growing impatience within the EU over the 
lack of progress in ICAO in reducing such emissions, Lippold 
noted, is strengthening the position of those in the EU who 
argue the EU should act on its own to include civil aviation 

inthe ETS. An important ally who helped defeat a proposed 
airfare tax last year, Lippold also expressed concern that 
EU-based airlines would suffer a competitive disadvantage if 
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the ETS did not apply to non-EU airlines as well. He was 
particularly concerned about the ability of non-EU members 
such as Switzerland to attract business away from the EU. 


4. (SBU) Lippold, who keeps in close contact with his party 
colleagues in the European Parliament Transportation 
Committee, said that he did not expect the Committee to 
approve any initiatives for a resolution before the September 
ICAO Conference. He and his colleagues were not aware of any 
such plans in other EU parliamentary committees. He said the 
EU Parliament\'s Environment Committee will begin looking at 
the proposal on June 25. 


5. (SBU) Lippold, who first met with EMIN in December 2006 to 
discuss USG concerns (see reftel B), asked if the USG had 
shifted its position at all due to G8 Summit announcements on 
climate change and whether the USG regarded ETS as \"the wrong 
instrument\" to deal with aviation emissions. He particularly 
sought to clarify whether the USG would accept any solution 
involving ETS or would reject ETS out of hand as a way to 

deal with greenhouse gas emissions resulting from civil 
aviation. He also asked if the USG had any alternate 

solution that would achieve comparable reductions in lieu of 
incorporating non-EU airlines in the ETS. Lippold said a 

timely response to such inquiries, ideally prior to the July 

6 start of the Bundestag July recess, could assist him to 

shape his party\'s stance ahead of the ICAO Conference. 


6. (SBU) Action Request: Request guidance for use in 
responding to Lippold\'s request for further information to 
assist our consensus building efforts and his inquiries 
regarding approaches to emissions reductions that are 
acceptable to the USG. 
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E.O. 12958: DECL: 06/29/2017 
TAGS: PGOV, PREL, KDEM, IZ 


Column 3 
SUBJECT: THE NEW ELECTIONS COMMISSION AT 60 DAYS: SOLID 
START BUT GROWING PAINS 


Classified By: Deputy Political Counselor Robert Gilchrist for reasons 
1.4(b) and (d). 


1. (C) Summary: The Independent High Electoral Commission 
(IHEC) of Iraq demonstrated solid potential during their 

first sixty days in office. After a successful training trip 

to India, the IHEC seized the initiative to begin creating a 

voter registry, which is a key prerequisite for provincial 
elections. However, in conversations with Deputy 
PolCounselor, Poloff, and the Independent Electoral Advisory 
Team (IEAT), the commissioners describe how they continue to 
experience logistical difficulties in setting up their 

organization. While noting the many political decisions that 
needed to be made before provincial council elections could 
be held, the commissioners nonetheless expressed intentions 
of being fully prepared by the time of the vote. End Summary. 


2. (C) The IHEC commissioners had a successful training trip 
to India from May 30 to June 9, which was organized by the 
United Nations Assistance Mission for Iraq (UNAMI) and the UN 
Office for Project Services. According to UNAMI Chief 
Electoral Advisor Sandra Mitchell, the commissioners used the 
space created by a non-conflict environment to develop strong 
group cohesiveness and positive personal relationships. 
\"There was no evidence of any sectarian divisiveness,\" said 
Mitchell. The commissioners attended all training sessions, 
were responsible and timely, did their assigned homework, and 
did not abuse their delegation privileges, stated Mitchell. 

The result, she continued, is that upon their return to 

Baghdad on June 10, \"they hit the ground running very fast.\" 


3. (C) In a June 24 meeting with Deputy PolCouns and poloff, 
IHEC Commissioner Hamdiya Al-Husseini (Shia) listed the 
prerequisites for provincial elections: elections 

legislation, appointment of the governorate chief electoral 
officers, a voter registry, a mechanism to handle internally 
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displaced people, and a budget. Chairman Faraj stated that 
the elections legislation must be sure to address the 
electoral system, the choice of boundaries to be used, and 
the date or dates of the elections, because these were 
political questions that could not be determined by the IHEC. 


4. (C) IHEC Chief Electoral Officer Kareem Al-Tamimi (Shia) 
stated that the governorate electoral offices were suffering 
from the absence of supervision and that the governorate 
electoral officers (GEO) needed to be appointed as quickly as 
possible. The process for appointment is for the Council of 
Representatives (CoR) to propose a slate of five nominees for 
each GEO position and for the IHEC to then select one of the 
five. Presently, although the CoR has assembled slates for 
seven of the nineteen positions (Baghdad governorate has two 
positions), none had been submitted yet to the IHEC. 


5. (C) According to Charles Lasham, Chief of Party for IFES, 
an IEAT non-governmental organization, the IHEC needs to 
focus on capacity building in the area of elections 
procurement, which has never been done by Iraqis before. 
During the previous elections held in 2005, the IEAT handled 
all procurement steps, including writing requests for 
proposals, bidding and awarding contracts, and costing and 
sourcing materials. The IHEC does not have a procurement 
department or any procurement procedures, said Lasham. UNAMI 
Sandra Mitchell confirmed that building procurement capacity 
was a priority for the IEAT. 


6. (C) Whereas the IHEC\'s predecessor organization, the 
Independent Electoral Commission of Iraq, refused to address 
the issue of a voter registry until after elections 

legislation is passed, the IHEC is showing more initiative 

and feels that this is a task that can begin now, according 

to UNAMI Sandra Mitchell. Mitchell told poloffs that the 

IHEC has agreed to purchase the food Public Distribution 
System (PDS) database from the Ministry of Trade. IFES 
database experts would soon begin the work to convert the PDS 
organized by heads of households to a database organized by 
eligible voter. These experts will also need to reconcile 
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the geographic mismatch between the food distribution 
districts and the voter registration districts. 
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7. (C) With the support of IEAT, the IHEC Commissioners are 
now focused on a long list of capacity-building topics. 

These include department staffing reviews, legal frameworks, 
procurement, security, and the employment status of the IHEC 
staff, who are all on two month revolving contracts. The 
commissioners are particularly concerned about security: they 
do not yet have their promised International Zone housing or 
armored cars. The risks they face were emphasized in May 
when the family of one commissioner was killed in a red zone 
mortar attack (Note: According to UNAMI Sandra Mitchell, 
subsequent investigation suggested this was a random attack 
and not a targeting based on the principal\'s new role as an 
IHEC commissioner. End note). 


8. (C) The new IHEC is also working through logistical 
difficulties with its neighbor, the Council of Ministers 

(CoM). Commissioners described how the CoM is pressuring 
them to either cede space in their building and warehouse or 
risk having their electricity cut off. \"Are we independent 

or not?\" Chairman Faraj asked rhetorically. The 
commissioners acknowledged that these problems were part of 
the growing pains of starting a new organization and 
committed to keep working until they are resolved. During 
the meeting with the IHEC, poloffs noted that some of the 
positive momentum built during the India training workshops 
is being consumed by these infrastructure and logistical 
challenges. 


9. (C) Comment: Thus far, the new IHEC appears more 
professional and less partisan than the previous board. The 
seriousness with which they take the training offered by the 
UN is reflected in their firm grasp of the steps they must 
take to prepare for provincial elections. They also 
demonstrated considerable initiative in tackling a voter 
registry prior to the passage of any elections legislation. 

End Comment. 

CROCKER 
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STATE FOR PM/DTCC BLUE LANTERN COORDINATOR, NEA/ARP 


E.O. 12958: DECL: 06/26/2017 

TAGS: ETTC, KOMC, KU 

SUBJECT: BLUE LANTERN: UPDATE ON POSSIBLE TRANSFER OF 
U.S.-ORIGIN TECHNOLOGY FROM KUWAIT TO CHINA 


REF: A. KUWAIT 577 
B. STATE 1607 


Classified By: A/DCM Tim Lenderking for reasons 1.4 (b) and (d). 


1. (S/NF) Following up on April 18 assurances from the 
Ministry of Defense (MOD) to investigate the case of a 
possible release of sensitive U.S.-origin Advanced Tactical 
Communications System (ATCS) technology to Chinese company 
Norinco (reftels), Econoff met again with Assistant Director 
of Foreign Military Sales Colonel Haider Abdullatif on June 
25. Col. Haider explained that the MOD had concluded its 
investigation and determined that no ATCS documentation or 
technology was transferred to Norinco by the MOD or by KDL 
(Kuwait Dynamics Limited), the contractor responsible for 
connecting the ATCS to the Norinco PLZ-45 artillery system. 
He said KDL only participated in the installation of 

electrical connections and peripherals and was not 
responsible for actual integration of the ATCS with the 
PLZ-45. Col. Haider assured Econoff that the MOD takes 
licensing and defense technology transfer issues seriously 
and would never deliver any sensitive documentation or 
information to unauthorized parties. 


2. (S/NF) On June 26, Post received a diplomatic note from 
the Ministry of Foreign Affairs dated June 18, which stated: 
(quote) We would like to affirm that the Ministry of Defense 
did not provide or deliver any information or documents to 
any other parties related to this subject. (unquote) Enclosed 
was a letter dated May 27 from ITT Corporation\'s Kuwait 
Country Manager to the MOD which states: 
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- ITT is fully aware of the business relationships between 
Norinco and KDL for the Chinese Gun Program. This includes 
the prime contractor role that KDL has for the two battalions 

of 105mm howitzers that are to be deployed for KMOD 

- ITT had asked KDL to fill out the appropriate TAA 

(technical assistance agreement) paperwork over two years ago 
and KDL did not comply, until just recently. Based on the 

fact that this recent application occurred after the official 
notification of possible TAA violations, ITT will not be 

working with KDL in reference to its radio systems. 

- After ITT received a complaint from one of the USA agencies 
concerning the situation of possible TAA violations, ITT 
informed KMOD both verbally and in writing. 

- ITT wants to stress the importance of KMOD implementing the 
appropriate radio handling procedures as were discussed at 

the above-stated meeting so that this TAA situation will 

never happen again. 

- ITT stands ready to assist KMOD in any manner to make this 
TAA work out successfully in the near term. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 


Column 3 

TAGS: OREP, AMGT, ASEC, AFIN, BA, El, GM, KU, PK, COUNTRY CLEARANCE 
SUBJECT: COUNTRY CLEARANCE GRANTED FOR CODEL DAVIS (JUNE 30 - JUL 4, 
2007) 


REF: STATE 91289 


1. Embassy Kuwait welcomes and grants country clearance for CODEL 
Davis to travel to Post 1-2 July, 2007. 


2. This clearance is not/not valid for entry into Iraq; you must 
apply for Iraq clearance through Embassy Baghdad. 


3. Visit Officer: An Embassy visit officer and a driver/expeditor 
will meet and assist you at the airport. 


Embassy points of contact are: 


Jemnifer George, ISU Liaison 

Office - (965) 259-1202 

Cell- (965) 788-0364 

Fax- (965) 259-1190 

Unclass e-mail: GeorgeJR@state.gov 


SIPDIS 
And 


Kevin Sou, ISU Liaison 

Office - (965) 259-1527 

Cell - (965) 902-9614 

Fax - (965) 259-1190 

Unclass email: SouKL@state.gov 


SIPDIS 


4. Lodging: Rooms have been reserved at the Crowne Plaza for 1 July 
2007. The hotel telephone number is (965) 474-2000 and the fax 
number is (965)473-2020. The single room rate at the hotel is 
approximately USD 271.00 per night, which includes breakfast. The 
hotel accepts major credit cards and is within the per diem rate. 

The daily per diem rate for Kuwait is USD 291.00 for lodging, plus a 
meal and incidental expense (M&IE) allowance of USD 105.00 for a 
total of USD 396.00. 


5. Following is post\'s standard guidance for visitors to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry visas to 
American citizens on arrival, upon presentation of a valid passport. 
There is a processing fee of three (3) Kuwaiti Dinar (KD 3.000, or 
USD 12.00) for each visa issued. The fee may be paid either in KD or 
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USD. Post strongly advises travelers to carry some documentation on 
the purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side of the 
airfield and passports have to be carried to a different location at 
the airport for processing. Airport visas are valid for 90 days 

after arrival; anyone staying beyond this period must obtain an 
extension, which should be requested 2 weeks prior to visa 
expiration. Anyone departing Kuwait who has overstayed the visa 
will be charged a fine of KD 10.000 (US 35.00) per day at the 
airport. All travelers planning to visit Iraq should make sure that 
they obtain the required exit/entry stamps for each transit through 
Kuwait, and be aware that they will need to obtain a new Kuwaiti 
visa upon return, even after a daytrip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try to 

obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. Visitors 
must remain on major paved roads when traveling in Kuwait. Travel 
north of Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through Wednesday, 
and office hours are from 8:00 a.m. to 4:30 p.m. The time difference 

with the East Coast of the United States is EDT plus seven hours. 

The embassy switchboard number is (965) 259-1001, and the IVG number 
is 4950000. The after-hours number which rings at Marine Guard Post 
One is (965) 538-2098. The mission duty officer can be reached 

through the embassy switchboard, Post One or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, Dulles, VA 
20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and the military 
threatcon is currently Charlie. We have increased security 
precautions at official U.S. installations in Kuwait and recommend 
that all Americans in Kuwait remain alert to their surroundings and 
review their personal security practices. 


e. Health Advisory for Kuwait: April through October is the hot 


season in Kuwait. Temperatures reach 120-140 degrees F in summer. 
Caution should be taken to prevent dehydration and heat exhaustion 
by 1) drinking plenty of fluids and 

2) staying indoors, especially during peak temperature hours of noon 
to 3:00 p.m. (1200-1500). Low humidity coupled with high 
temperatures creates excessive moisture loss from evaporation. It 

is necessary to drink 2-4 quarts of water daily to prevent 

dehydration. 
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f. Money: Credit cards are widely accepted at hotels, restaurants 

and other establishments throughout Kuwait and ATM machines are also 
readily available. For travelers on official orders, the Commercial 

Bank of Kuwait can provide accommodation services (cashing a 
personal check drawn on a U.S. bank into local currency) up to a 
maximum of USD 300.00 per day from noon to 2:00 p.m., Saturday 
through Wednesday. At the current rate of exchange, one Kuwaiti 

Dinar (KD) is equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into secure areas 
of the mission must slug cables to the attention of the RSO, and 
include the level of their clearance. The cable should include the 
visitor\'s Social Security Number, and the name of the agency 

granting the clearance. Cables should include the ASEC tag to 

ensure distribution to the RSO office and the Marine Security guard 

at Post One. 


h. Computer and Electronics Usage: Sensitive military information 

has been discovered recently on business center computers at local 
hotels in Kuwait City. All U.S. Government personnel and 

contractors must remember that it is their responsibility to observe 

good computer and information security practices. Information 
processed on computers in hotel business centers, through email 
correspondence or document creation, is highly exploitable. Public 
computers located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or disseminate 
sensitive information. Compromise of sensitive government or 

military information can result in serious damage to national 

security. Compromises of sensitive personal data can result in 
significant personal and financial hardship. Random checks are 
conducted by Embassy personnel on public PC\'s. Breaches on COMPUSEC 
will result in the violator receiving security infractions and/or 

security violations. Interagency security standards prohibit the 
introduction or use of non-USG owned computer hardware and software 
at all USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all secure areas 

of the mission. 


i. Photography: Tourist photography is encouraged in Kuwait. 
However, it is strictly forbidden to photograph public buildings, 
economic infrastructure, or military and other security-related 
facilities and personnel. Confiscation of film and camera and even 
arrest may result from doing so. A good rule of thumb: If there is 
any doubt as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length of stay, must 
bring or forward fiscal data to pay for direct costs of the visit. 

Each agency, organization or visiting delegation will be charged for 
the actual costs attributed to their visit. Direct charge costs 
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include, but are not limited to: American and LES staff overtime 
(e.g., expeditor, accommodation exchange, representational event 
support), field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all other 

costs that are directly attributable to the visit. If fiscal data 

on atraveler\'s authorization is to be used for this purpose, this 
information must be spelled out in the travel orders and sufficient 
funding provided to meet these expenses. In addition, for TDYers 
over thirty (80) days, there will be a charge for ICASS support 
services. If your sponsoring agency is not signed up for ICASS 
services at post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. The 
agency should provide post with written communication, generated by 
the traveler\'s headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provide the agency ICASS billing code for the 
TDY support to be provided, and authorize the traveler to sign the 
ICASS invoice generated by the TDY module. When travel is urgent, 
TDYers should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not provide 

any services to a TDYer staying in excess of 30 days without having 
received this documentation prior to day 31 of the TDY. 


k. Visit Kuwait\'s Classified Website at 
http://www .state.sgov.gov/p/nea/kuwait/ 


6. This cable was last updated on October 30, 2006. 
LeBaron 
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E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PBTS, IZ 

SUBJECT: NINEWA: A POSITIVE NOTE ON ARTICLE 140 IN SINJAR 


REF: A. (A) 06 BAGHDAD 04017 


F: 
B. (B) BAGHDAD 00559 


Classified By: Ninewa PRT Team Leader James Knight: 1.4 (B) and (D) 


Column 3 
This is a Ninewa Provincial Reconstruction Team (PRT) message. 


1. (SBU) Team Leader Knight and other PRT members visited 
the Ninewa Province Article 140 Office in 

Sinjar 10 June, to assess current execution of the Iraqi 
Constitution\'s Article 140 mandate for 

resolution of \'disputed territories\' targeted for 

incorporation by the Kurdistan Regional Government 

(KRG). Business was brisk at the office, but Office Director 
Saeed Jaradu Matto and his legal advisor 

readily interrupted operations to brief PRT staff. 


2. (SBU) The \'normalization\' process foreseen by Article 140 
is proceeding on the basis of the 1957 

Iraqi census. A mandatory, tightly controlled and 
watermarked form is required of all individuals 

resettled through Saddam\'s Arabization program seeking to 
return to Sinjar. The form lists the 

relevant familyYs 1957 census record and Public Distribution 
System details. Supporting documents, 

including endorsements from the Ministry of Interior and 
Ministry of Trade offices responsible for these 

records are also required. (Note: Iraq\'s 1957 census is the 
most recent taken before mass resettlements 

under BaVath rule began. End note.) 


3. (SBU) Responding to a Team Leader query, the Article 140 
Office Director affirmed that resettlement 

requests are accepted and will be acted upon solely on the 
basis of confirmed residence of 

individuals or their immediate descendants from individuals 
recorded in the 1957 Sinjar census. 

Credible relationship to those individuals is the sole 

criteria for resettlement; neither ethnicity 

nor sectarian affiliation are relevant or considered. 


4. (SBU) The Director continued that it is his understanding 
that the census called for (after 

normalization) by Article 140 will also be undertaken by and 
limited to individuals qualified 

by family inclusion in the 1957 census. He reiterated that 
this qualification does not entail 

consideration of ethnic or sectarian affiliation; Kurds, 

Arabs, Turcomans, Yezidis, and Christians may 

vote if they are recorded or are direct descendants of 
individuals listed in the 1957 census. 


5. (SBU) When asked, the Director and his staff also 
confirmed that Article 140 subcommittees (which 
report to his office) are in place or planned for all Ninewa 
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Districts expected to participate in 

Article 140 referenda. In the Director\'s view, normalization 
is proceeding well and there is no 

reason that the entire Article 140 process cannot meet its 
current deadline (per text of Article 140 

proper) of 31 December 2007. 


6. (SBU) When asked how his office receives guidance on 
pursuit of the Article 140 process, the 

Director indicated its source is the central Article 140 
committee in Baghdad. However, none of the 

guidance he has received is formal except for the 
resettlement forms and occasional letters; most 

guidance is verbal and delivered at meetings or through 
telephone conversations. 


7. (C) Comment: As pursued in Ninewa, the Article 140 
process is confused and ambiguous. Authorities 

in the various targeted districts have no common view of the 
process, in general or in detail. This 

confusion appears to reflect the lack of enabling Council of 
Representatives legislation and a similar 

lack of promulgated regulations and procedures from the 
Baghdad Article 140 committee or other GOI 

authorities. Provincial Article 140 offices and District and 
Sub-District offices are improvising on 

the basis of individual guesses of how the process is 
supposed to work. We remain urgently concerned 

that this ambiguity and the consequent opacity of the Article 
140 process -- both for its Kurdish 

proponents and its non-Kurd resisters -- adds to the 
volatility it threatens in Ninewa. 


8. (C) Comment continued: Despite these problems and the 
great risk the Article 140 process poses to 

political stability and security in Ninewa, decoupling 

ethnicity from Article 140\'s 

normalization, census, and referenda is a refreshing positive 
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note. This decoupling does not resolve the 

contentious issues Article 140 presents, but -- if in fact 
now basic to its pursuit -- makes many of 

them more manageable. In particular, the status as 
minorities of Yezidis and Shabak becomes less 

relevant. Similarly, participation of all ethnic groups in 

the census and referenda is possible -- at 

least for representatives of those groups with credible ties 
to targeted districts according to the 
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1957 census. Equities of groups and individuals who have 
taken up residence in Sinjar or other targeted 

districts since 1957 -- up to 50 years ago -- remain 
unaddressed. End comment. 

CROCKER 
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E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PINR, MCAP, PTER, IZ 

SUBJECT: PRT TIKRIT: TRIBES FORM SALAH AD DIN SUPPORT 
COUNCIL TO FIGHT TERRORISM 


Classified By: PRT Lead Steven R. Buckler for reasons 1.4 (b) and (d) 
1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C//REL TO USA, ACGU) SUMMARY AND COMMENT. In its June 13 
meeting, the Salah ad Din (SaD) Sheikhs\' Council established 
the Salah ad Din Support Council to act as a liaison between 
the tribes and the provincial government on local security 
issues. Based on a five-point plan, the Support Councils\' 55 
members intend to rid their local tribal areas of terrorism 

by coordinating information and conducting operations with 

the local Iraqi Police (IP) and Iraqi Army (IA) units. 

Sheikh Mouawia Ahmed Naji Ajbarah al Jabouri, nephew to the 
SaD Deputy Governor and son of kidnapped former Sheikhs\' 
Council President Ahmed Naji, has emerged as the Support 
Council\'s leader and is reportedly in Baghdad meeting with 

the Prime Minister\'s Office to receive official approval of 

the Support Council's mandate. The Support Council emerged 
after several weeks of rumors about an al Anbar-style 
awakening in Salah ad Din. The provincial leadership, with 

the backing of the SheikhsY Council, has been careful to cast 
the Support Council in a different light than al Anbar\'s 

tribal movement against terrorism and to ensure that all 
security-related tribal activities are sanctioned by both the 
provincial and central governments. 


3. (C//REL TO USA, ACGU) With the support of the Sheikhs\' 
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Council and the guidance of the Salah ad Din Support Council, 
many tribes in the province will likely become more engaged 
with the security situation in their local areas and will 
coordinate more closely with the Iraqi Security Forces (ISF) 

to improve security and reduce terrorist acts. However, 

given the decentralized nature of the tribal structure in 

Salah ad Din, it is unlikely that a tribal body at the 

provincial level will be able to create a province-wide 

tribal campaign against terrorism. 


4. (C//REL TO USA, ACGU) The SaD tribes formed the Salah ad 
Din Support Council in order counteract terrorist attacks on 
members of their tribes, and al Qaeda (AQIZ)/Islamic State of 
Iraq (ISI) will be their primary target. The Support 

Council, however, will likely not reduce insurgent activity 

in the province, to which SaD tribal authorities have 
traditionally turned a blind eye as part of an \"honorable 
resistance\" to occupation. While recognizing its inherit 
limitations, we see the development of the Support Council as 
a step in the right direction to securing the province and 
curbing the influence of AQIZ/ISI, especially within the 
framework of the province\'s IA and IP activities. END 
SUMMARY AND COMMENT. 


5. (C//REL TO USA, ACGU) On June 13, the SaD Sheikhs\' Council 
established the Salah ad Din Support Council to serve as a 
liaison group between the tribes and the provincial 

government on local security issues. The Sheikhs\' Council 
meeting, attended by SaD Governor Hamad Hamoud al Shakti al 
Qaisi, SaD Deputy Governor Abdullah H. M. Ajbarah al Jabouri, 
and several provincial security force leaders, was 
uncharacteristically chaired by the Deputy Governor. Interim 
Sheikhs\' Council President Knamees Ahmed Naji Ajbarah al 
Jabouri, the Deputy Governor\'s nephew and son of the 
kidnapped former Council President Sheikh Ahmed Naji, also 
featured prominently in the meeting. The meeting strictly 
followed a five-point plan that key tribal leaders 

established before the meeting (see para 8). 


6. (C//REL TO USA, ACGU) After reiterating that SaD was not 
like al Anbar because it had a functional provincial 

government and for that reason did not need an Awakening 
Council, the Deputy and the assembled sheikhs agreed to form 
\"The Salah ad Din Support Council.\" The Deputy Governor 
supported the idea of \"tribal amnesty\" for terrorists who 

desire to give up their extremist ways and return to society, 
while also calling for strict policing of each tribe\'s local 

area by the resident tribe in coordination with the local 
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Iraqi Security Forces (ISF). Calling terrorism \"personal, 

not tribal,\" the Deputy Governor and assembled sheikhs listed 
several grievances against terrorists, including abduction 

and murder of loved ones and other violent activities. The 
Deputy Governor also insisted that the tribes nominate and 
elect the sheikhs on the SaD Support Council, rather than the 
provincial or local governments choosing the individuals. 
After the meeting, the Council secretariat drafted a letter 
presenting the names to the GOI for approval by the Office of 
the Prime Minister (see para 12). The Governor encouraged 
the sheikhs not to be afraid and to join the movement. 


7. (C//REL TO USA, ACGU) Sheikh Mouawia Ahmed Naji Ajbarah al 
Jabouri, also nephew to the Deputy Governor and son of 
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kidnapped former Sheikhs\' Council President Ahmed Naji, has 
taken a leading role on the Support Council. He is 

reportedly in Baghdad meeting with the PM\'s Advisors for 
Security, Dr. Basima al-Jaydri, and the PM\'s Advisors for 
Tribal Affairs: Dr. Fael Nema and Sheikh Anwar Nada 
Al-Luheibi, as well as Generals Sadiq and Sultan from the 
Ministry of Defense. According to Sheikhs\' Council Interim 
President Sheikh Khamees, they have received \"100 percent 
support" from the PM\'s office. 


8. (C//REL TO USA, ACGU) In preparation for the June 13 
Sheikhs\' Council meeting, Sheikh Mouawia, a major tribal 
leader from the Tikrit area, with the assistance of his uncle 
the SaD Deputy Governor, sent a letter to the Prime Minister 
on June 3 to announce that the tribes of SaD were 
establishing a tribal council to assist the ISF in expelling 
terrorists from the province. In the letter, Sheikh Mouawia 
said the council would be formed using the following five 
points: 


- Sheikhs from each tribe who have a social stature that 
will allow them to lead their tribes will be elected to the 
SaD Support Council. 


- Incumbent on each of the elected sheikhs is the 
responsibility to clean up his tribe by providing information 
and assistance to the police and army and allowing tribesmen 
to support the police and army. 


- Also incumbent on each sheikh is the responsibility to 
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enforce army and police regulations and provide information 
and support to police and army units. However, no tribal 
group will be a substitute for the security forces and all 
security will be coordinated appropriately. 


- Each tribe will cooperate with the police and army to chase 
terrorists out of their areas of control and will coordinate 
with other tribes as necessary. 


- The SaD Support Council will not be founded on sectarian 
and cultism. It will include all Iraqis, under the motto of 
\"Devotion to Iraq First" 


9. (C//REL TO USA, ACGU) In response to the letter, 

Provincial Director of Police General Hamad Nams Yaseen al 
Jabouri and several PC members traveled on June 6 to Baghdad 
at the Office of the Prime Minister\'s bequest. They met with 

PM Advisor for Security Dr. Basima, PM Advisor for Tribal 

Affairs Sheikh Sata, and other IP and IA representatives to 
discuss the possibility of integrating SaD\'s tribes into the 

fight against terrorists. 


10. (C//REL TO USA, ACGU) After the delegations returned, 
the Governor, Deputy Governor, and Provincial Director of 
Police made statements on June 7 saying that provisions were 
being made to integrate the local tribesmen into IA and IP 
operations. 


11. (C/REL TO USA, ACGU) On May 24, Sheikh Sabah Hassan al 
Shumari and Sheikh Hammed Ibrahim Salim al Jabouri, two 
largely unknown tribal sheikhs, announced the establishment 

of \"The Salah ad Din Awakening Council.\" On the same day the 
SaD Deputy Governor made a statement on Salah ad Din TV 
saying that the Awakening Council does not represent the 

tribes and that SaD is not al Anbar and does not need an 
Awakening Council. He said, \"Each tribe can protect its 

people, and we do not need a militia in Salah ad Din 

province.\" In subsequent meetings, the Deputy Governor said 
that the provincial government supports coordinating with 

their local IP and IA units to secure each tribe\'s area. On 

June 3, the Salah ad Din SheikhsY Council, the major tribal 
authority in the province, announced that it \"refuses the 

idea of starting an Awakening Council in the province," but 
supports tribes assisting their local ISF. Sheikh Sabah and 
Sheikh Hammed are only marginally involved with the Salah ad 
Din Support Council. 
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Statement Annoucing the Support Council's Establishment 
12. (U) The following statement was issued by the SaD 
Sheikhs\' Council after the June 13 meeting that established 
the Salah ad Din Support Council: 


Statement Issued by Salah ad Din Tribes 
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The tribes of Salah ad Din Province met on the morning of the 
13th of June 2007 and discussed the rules for the tribes\' 
support to the local government and the police forces in 
performing their duties and in fighting terror and 

eliminating terrorists. 


The tribes decided on the following: 

- To Form a council called the \"Salah ad Din Support 
Council,\" which will be responsible for coordination between 
the local government and the tribes within the province. 


- Salah ad Din Support Council members have been elected to 
represent their tribes and to deliver their directives and 
requests and to coordinate the work between themselves and 
the local government. 


- The Support Council decided that every tribe would be 
responsible for enforcing security and order and for 
eliminating terrorists in its geographical area and not to 

allow its area to become a safe haven for terrorists who come 
from other areas or tribes. 


- Every tribe must provide help and support to the local 
government, police, and army forces when working in its area 
and must also provide information needed for apprehending 
terrorists. 


- The tribes promise to cooperate among themselves to 
achieve security and order and to create a safe environment 
for all Iraqis in the province. 


- The Salah ad Din tribes reject sectarianism and 
denominationalism that divide the children of a single nation 
and declare that Salah ad Din is a safe place for all Iraqis 
with no exception. 


- The Salah ad Din tribes support national reconciliation 
and demand the acceleration in its implementation in order to 
secure the unity and the cohesion of the Iraqi citizens. 
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- To enable the tribes to perform their duties, they request 
that the central government form five police battalions 
consisting of members who are chosen from those tribes. The 
battalions to be spread over the geographical landscape of 
the province and to work under the Salah ad Din Police 
Department to increase the effectiveness of the police and 
army forces in enforcing security and order and to ensure the 
elimination of terrorists. 


13. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET Reporting Blog: 
http://www.intelink.sgov.gov/wiki/Tikrit 
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E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PINR, PTER, IZ 

SUBJECT: PRT TIKRIT: SUNNI SAMARRA SECURITY CZAR REPLACED 
WITH SHIA NATIONAL POLICE COMMANDER 


Classified By: PRT Leader Steven R. Buckler for reasons 1.4 (b) and (d) 
1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) In the wake of the June 13 bombing of the Golden Dome 
Mosque (AKA Ali al Hadi Shrine, al Askariya Shrine), Prime 
Minister Nouri al Maliki fired Samarra security czar General 
Adnan Thabit, a Sunni native of the Sunni city of Samarra, at 

a June 25 meeting in Baghdad. Thabit had been tapped in late 
2006 to lead all security initiatives in the city to allow 

for the reconstruction of the Golden Dome Mosque, which was 
first bombed in February 22, 2006 and touched off sustained 
sectarian violence throughout Iraq. 


3. (C) In Thabit\'s place, the PM installed Major General (MG) 
Rashid Flayyin Muhammad al Halifi, National Police (NP) First 
Division Commander and a Shia from Baghdad (see bio notes in 
para 5). According to other reporting, General Rashid has 
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known associations with Jaysh al Mahdi (JAM) and was 
reportedly involved in the 1996 attempt to overthrow former 
Iraqi President Saddam Hussein. 


4. (C) The change from Thabit to Rashid is of considerable 
concern. Thabit, well liked and respected in Samarra, was 
the lynchpin for dispelling sectarian tensions and for 
integrating the NP and other security forces into the city. 
Samarra residents are deeply mistrustful of outsiders and 
believe the coming security elements, especially the NP, will 
be Shia-dominated and a vehicle for JAM to gain a foothold in 
the city. These perceptions along with the growing pressure 
related to the Golden Dome Mosque\'s reconstruction provide 
great potential for sectarian violence in Samarra. With an 
already strong al Qaeda (AQI)/Islamic State of Iraq (ISI) 
presence in the greater Samarra area (al Jalaam, Motessim, Al 
Rugga, Al Qala, Ishaki), it is possible that the city\'s 

residents will become more supportive of AQI/ISI in the face 
of sectarian violence. END COMMENT. 


5. (C) General Rashid Flayyih Muhammad al Halifi, a Shia 
Muslim from the al Halifi tribe, is Commander of the First 
Division of the National Police. Previously, he has held 
commander positions in various units and companies. He holds 
a BA in National Security from the Military Academy, a BS in 
Media from the College of Culture, and an MA in Political 
Science. Born in 1957, he hails from Baghdad. He was 
reportedly involved in the 1996 attempt to overthrow former 
Iraqi President Saddam Hussein and was instrumental in the 
organization of a commando unit to fight insurgents, 
post-2003. U.S. military officials assess General Rashid as 
fiercely loyal and tactically sound, but only moderately 
effective due to his lack of organization. According to 
numerous reports, General Rashid has associations with and 
supports JAM. 


6. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET Reporting Blog: 
http://www.intelink.sgov.gov/wiki/Tikrit 
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E.O. 12958: DECL: 06/30/2017 

TAGS: PREL, EAID, LE, KU, KATRINA AID 

SUBJECT: PARLIAMENT SPEAKER PREDICTS PASSAGE OF KATRINA AND 
LEBANON AID 


REF: A. KUWAIT 931 
B. KUWAIT 487 
C. 06 KUWAIT 4109 
D. 06 KUWAIT 3309 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (SBU) Speaker of Parliament Jassem Al-Khorafi told the 
Ambassador June 30 he expected Parliament would pass the 
remaining $400 million of the $500 million aid package Kuwait 
pledged in September 2005 to assist victims of hurricane 
Katrina (ref C) before it goes into summer recess sometime 
mid-July. Al-Khorafi explained that, to ease passage, the 

aid package had been added to the budget, which Parliament is 
expected to debate and vote on next week. He said the $300 
million in aid Kuwait pledged to Lebanon after Hizballah\'s 
conflict with Israel last summer (ref D) had also been added 
to the budget and would be passed in a similar manner. 
(Note: Parliament must approve all foreign assistance over 
$100 million. End note.) 


2. (C) Comment: Islamist and populist parliamentarians may 
object to the Katrina aid package, as they did to the 

proposed Article 98 agreement (ref B), but if unsupported 

they do not have the votes to block its passage. However, if 
they make a major issue out of it, the Government could agree 
to postpone the vote until after Parliament reconvenes in the 
fall. End comment. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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Visit Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 
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STATE FOR NEA/ARP, EEB/ESC/IEC, ENERGY FOR MWILLIAMSON 


E.O. 12958: DECL: 06/30/2017 

TAGS: EFIN, EPET, KDEM, KU, PGOV, PREL 

SUBJECT: MINISTER OF FINANCE ON CABINET RESIGNATIONS, THE 
BUDGET, AND TIP 


REF: KUWAIT 989 
Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (C/NF) Summary: During a June 30 farewell call with the 
Ambassador, Minister of Finance Bader Meshari Al-Humaidhi 
said resignations of both the Minister of Oil and the 

Minister of Communication were imminent (these occurred later 
in the day). He was optimistic that Parliament will pass 
long-pending legislation on the Public Private Partnership 
Initiative, also known as BOT, next week. He said stalled 

tax reforms were his second legislative priority. 

Al-Humaidhi relayed that the GOK will finalize its budget 

next week and is expecting a surplus of KD 5 billion (USD 

17.5 billion). He also asked about the primary reason for 
Kuwait\'s Tier 3 ranking in Trafficking in Persons. The 
Ambassador cited treatment of domestic employees as a key 
concern, encouraging the GOK to seize this opportunity to 
make necessary changes. The Ambassador urged the GOK to 
tighten restrictions on the flow of illicit funds out of the 

country. End summary. 
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Days Numbered for Ministers of Oil and Communications 


2. (C/NF) Al-Humaidhi told the Ambassador that Minister of 
Oil Shaykh Ali Jarrah Sabah Al-Sabah would not survive the 
June 25 no confidence motion (ref A). He explained that a 
compromise solution shifting the Minister to another 
portfolio would likely be rejected by the Islamic bloc 

leading the charge for the Minister\'s resignation. Minister 
of Electricity and Water Mohammed Abdulla Al-Elaim will take 
over the portfolio in addition to his other duties (comment: 
mostly likely on an acting basis), said Al-Humaidhi, noting 
that he was also considered for the position but \"has no 
time 


3. (C/NF) Al-Humaidhi recently spoke with Minister of 
Communications and Minister of State for National Assembly 
Affairs Shireeda Abdullah Saad Al-Mousherji and confirmed 
that Al-Mousherji has indeed submitted his resignation and 
has \"no intention of coming back." Al-Mousherji, a member of 
the Islamic bloc that lead the drive against the Minister of 

Oil (ref A), joined the Cabinet to represent Islamists in 

future government actions. According to Al-Humaidhi, 
Al-Mousherji now feels that his membership in the government 
is contradictory to his previous alliances and has decided 

that he can no longer wear both hats. 


Three Ministers Out In Six Months, 
Al-Humaidhi: \"This Cannot Continue!" 


4. (C/NF) Al-Humaidhi noted that the Islamists are also 
aiming their sights on other ministers, including the 

Minister of Awqaf and himself. \"This is \'\democracy,\\" he 
said, \"but this is not working and has not worked for us for 
the last few years. Since Liberation, he noted that there 
have been 14 ministers of Commerce and 6 ministers of 
Finance. Despite these continuing difficulties, he forecast 
that there will be no dissolution of Parliament this summer. 

In the last six months, three ministers have announced their 
resignations, two of whom were members of the ruling family. 
He stressed, however, that the Amir must take a strong stand 
in October when Parliament resumes as \"this cannot continue." 
He said the Amir would likely make a harsh speech at the 
opening of Parliament. 


Mixed Forecast for Pending Legislation 


5. (C/NF) Al-Humaidhi said that pending legislation on the 
terms for Public Private Partnership, another name for 
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Build-Operate-Transfer or BOT, will be discussed by 
Parliament next week. He is confident that it will be 

approved despite some opposition. Al-Humaidhi said passing a 
new tax law was his second priority. 


Crack Down on Illicit Money 


6. (C/NF) The Ambassador cited combating illicit money flows 
as another area where more progress could be made, 
particularly in light of information indicating the continued 
funding of terrorist operations outside of Kuwait. 

Al-Humaidhi asked that the U.S. provide specific information 

if we have it. \"It is very hard to control this,\" he 
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continued, \"but give us information and we will act.\" The 
Minister noted the recent arrest of terrorist facilitator 
Jaber Al-Jalahmah, a move the Ambassador applauded. 


Budget Surpluses Continue 


7. (C/NF) The GOK will finalize its 2006-2007 budget next 
week. Unofficial estimates indicate revenues of 
approximately KD 15 billion (USD 52.5 billion) and 
expenditures of approximately KD 10 billion (USD 35 billion), 
resulting in a budget surplus of KD 5 billion (USD 17.5 
billion). Education will be one beneficiary of this surplus, 
said Al-Humaidhi, describing a program designed to replace 
paper and books with a laptop for every student. He 
identified spending as an area of continued concern and said 
he would like to see a cut in the government salary bill, but 
that is not an option. 


TIP: Why is Kuwait Tier 3? 


8. (C/NF) Al-Humaidhi was curious about Kuwait\'s Tier 3 
ranking in the recently released Trafficking in Persons 

Report, as he described conditions in Kuwait as among the 
best in the GCC. The Ambassador noted that one of the 
principle factors in the final determination were concerns 
regarding conditions for domestic employees working in Kuwait. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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E.O. 12958: DECL: 07/01/2017 

TAGS: ECON, EIND, ENRG, EPET, IZ, KCOR 

SUBJECT: PRT TIKRIT: BAYJI REFINERY SHUTS DOWN AMID RISING 
TENSIONS 

REF: A. A. BAGHDAD 677 
B. B. BAGHDAD 682 

C. C. 06 BAGHDAD 4535 


Classified By: Classified by Christian Redmer, PRT Iraq Provincial Acti 
on Officer (IPAO), for reasons 1.4 (b) and (d) 


1. (U) This is a PRT Tikrit, Salah ad Din cable. 


2. (C) This cable has been cleared by the intelligence 
section, 3 BCT, 82nd Airborne Division. 


3. (C) SUMMARY. The Bayji oil refinery closed its 
distribution gates on June 25 in accordance with the 
qada-wide general movement curfew decreed by the Governor of 
Salah ad Din, Hamad Hamoud al Shakti. Coupled with a 
production shutdown due to concurrent power failures, the 
three day curfew ) imposed by al Shakti in response to the 
devastating car bomb attack upon the Bayji IP (Iraqi Police) 
station ) had the effect of turning the facility into a 
ghost-town, according to onsite CF (Coalition Forces) 
reporting. While the June 25 attack appears to be unrelated 
to the refinery, its repercussions interrupted the steady ) 

if inconsistent ) improvement in refined fuel production and 
distribution. Even before the attack, apprehensions seem to 
be rising about the possibility of an AQIZ (Al Qaeda in Iraq) 


Column 3 
strike upon the ISF (Iraq Security Force) and/or CF forces at 
the facility. END SUMMARY. 


4. (C) Five months after the order by PM Maliki to mount a 
&military invasions (reftel A) of the Bayji refinery, a 

number of positive indicators are seen in Bayji and Salah ad 
Din. For example, average gasoline production increased from 
2021 cubic meters from February 13-18 to 2851 cubic meters 
during June 17-23 (two periods unmarked by facility 
shutdowns). According to atmospheric reports, the average 
wait at fuel stations in Tikrit decreased from 8-10 hours in 
January to 2-4 hours in June. 


5. (C) In addition, the improved onsite security ) largely 

due to greater CF presence as well as the 8th Strategic 
Infrastructure Brigade (SIB) ) resulted in an apparent 
reduction (although certainly not elimination) of corruption 
within the refinery gates. During interviews conducted in 
April, May, and June, residents of Tikrit consistently told 
IPAO that they saw improvements in the supply of fuel 
reaching the streets. (NOTE: Severe fuel shortages remain - 
especially in the southern areas of the province such as 
Samarra and Balad ) however, Operation Honest Hands thus far 
appears to be partially succeeding in strict fuel 

distribution terms. END NOTE.) While increased production 
helped to alleviate the severe shortages throughout northern 
Iraq, fuel distribution is largely a zero-sum game; the 
increased amount of fuel sold at fuel stations is derived not 
only from surplus production but also from onsite smuggling 
operations, some of which are operated by AQIZ. 


6. (C) During a confidential interview on April 18, the 

Director General of the North Refineries Company, Ali 
Al-Obeydi, told IPAO that he was regularly threatened by AQIZ 
through text messages. According to Al-Obeydi, AQIZ 
operatives were &not happy8 with the increased security 
measures and were demanding that he comply with their demands 
to steal fuel. In particular, Al-Obeydi mentioned that AQIZ 
insisted that he leave the tunnel road valves ) the pipeline 
which runs south to the propane distribution facility - open 

so that the excess fuel could be siphoned by their 

operatives. In contrast to the area ex-Baathists, whom he 
said that he was &taking care of8 ) through his tribal 
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relationships ) Al-Obeydi left no doubt that he believed 
that AQIZ was the chief threat to the refinery security. 


7. (C) Nonetheless, Al-Obeydi strongly emphasized that AQIZ 
would not attack the refinery production complex for two 
reasons: the immense profits flowing back to the organization 
from fuel smuggling, and the great value the local Sunni 
tribes placed on the refinery and their own smuggling 
operations. According to Al-Obeydi, direct or tacit support 
currently enjoyed by AQIZ from many quarters would quickly 
evaporate after any kind of attack on the refinery facility 

itself. 
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...But Tightening the Spigot? 


8. (C) While the Bayji refinery still suffers from various 
technical challenges; inadequate HFO disposal consistently 
ranks as the most significant impediment to greater 
efficiency (reftel B). Capitalizing on this situation, AIF 

may have terrorized HFO (Heavy Fuel Oil) tanker drivers ) 
threatening to blow up their tankers ) in order to end 
production temporarily when it suited their political 
purposes (reftel C). During the second half of June, 
according to Bayji contacts, HFO tanker drivers reported 
increasing intimidation on the highway ) especially in the 
vicinity of El-Amin, a trucker restaurant on the road to Ash 
Shargat, with &mujahedin8 warning drivers not to drive HFO 
that &would be sold to the Zionists.8 Due to increased 
security measures and better coordination amongst tanker 
drivers, this latest effort appears to have been less 
successful than in the past. Although HFO distribution 
ceased temporarily, refinery officials were able to maintain 
production through the crisis. A potential next step - an 
attack on the facility periphery, such as damage of the 
distribution gate or the SIB command post ) could more 
effectively halt fuel distribution but leave the vital 
infrastructure intact. 


9. (C) During an interview conducted on June 22, the 
Governor,s cousin and long-time insider (and fellow al Qaisi 
member), Kheralla Essa Turuk, told IPAO that he and the 
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Governor were both &fearful8 about the possibility of an 
imminent AQIZ attack at the distribution gates. When queried 
about specific measures the Governor would take to address 
the situation, however, Kheralla did not have a response. 
(NOTE: The Governor appears to arbitrarily assign fellow al 
Qaisi members to the refinery from time to time. This is as 
much related to an internal power struggle as well as simple 
nepotism than to a genuine attempt to improve security, 

reftel. END NOTE.) 


10. (C) Turuk told IPAO that he was being sent to the 
refinery by the Governor to &clean out8 the OPF and remove 
the AQIZ influence in the organization. Turuk said that the 
Governor was concerned about the security situation and 
needed a &good manß onsite. When asked about the current 
director of OPF (Oil Protection Forces), Amar Sawadi, Turuk 
replied that he was not trustworthy. Specifically, Turuk 

said that Sawadi was allowing AQIZ infiltration of the 

facility and that he was &crafty, like a fox.8 Although he 
would not specify his role within the complex (he said he 
would be a &facility security expert8), Turuk indicated to 
IPAO that he would provide a list of all of the AQIZ 
operatives working within the refinery to CF; however, this 
list is still forthcoming. 


11. (C) Three of the most influential officials at the 

refinery, Director General of Distribution, Samir Abbas, 
Director General of Distribution for Salah ad Din Province, 
Walid Murshed, and Al-Obeydi are currently absent from the 
facility. While Al-Obeydi is in Baghdad for consultations 

and Abbas is on a regularly scheduled vacation, Murshed left 
suddenly - ostensibly for emergency leave. Before leaving, 
Murshed told a CF contact that &things were getting too 
hot.8 


12. (C) COMMENT. The Bayji oil refinery and its environs 

never lack drama, and the devastating attack on the IP 

station clearly exacerbated local apprehensions. However, in 
addition to mounting CF intelligence and the recent uptake in 
AIF (Anti Iraq Forces) attacks in and around the facility, a 
number of subtle recent changes may suggest that AQIZ may be 
planning a spectacular attack upon the refinery periphery. 
Considered by many to be untouchable, the refinery is the 
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&prize jewel8 to most SaD Sunnis (CF-friendly and 
unfriendly alike) ) given the common perception of GOI here 
- and a direct AQIZ attack upon refinery infrastructure which 
would lead to a prolonged or permanent shutdown of the 
facility appears unlikely. However, AQIZ has demonstrated a 
willingness to impede fuel production and distribution via 
intimidation of HFO drivers to achieve its political ends. A 
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spectacular attack upon the distribution gates or another 
peripheral target at the refinery could be merely an 
escalation of a previous strategy. It could also serve 
multiple AQIZ aims in one deft blow: increased intimidation 
of the ISF, disruption of the steadily improving ) and 
hard-earned - fuel distribution situation (with the resulting 
negative political and economic effect), and a powerful 
demonstration of AQIZ,s continued potency. Most important, 
the currently feeble reaction of local leadership to this 
threat ) in and out of the refinery - also casts doubt on 

their ability to effectively counter the AQIZ menace in the 
long-term. END COMMENT. 


13. (U) PRT Tikrit thanks the soldiers of the 1st Battalion, 
505th Paratroop Regiment, 82nd Airborne Division for their 
invaluable contributions and support that make this reporting 
possible. 


14. (U) For additional reporting from PRT Tikrit, Salah ad 
Din, please see our SIPRNET reporting blog: 


http://www. intelink.sgov.gov/wiki/Tikrit. 
CROCKER 
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Column 3 
STATE FOR NEA/ARP, EEB/ESC/IEC, ENERGY FOR MWILLIAMSON 


E.O. 12958: N/A 

TAGS: PGOV, EPET, ECPS, KDEM, KU, NATIONAL ASSEMBLY 
SUBJECT: OPPOSITION MPS SCORE VICTORY AS OIL AND 
COMMUNICATIONS MINISTERS RESIGN 


REF: KUWAIT 989 
Sensitive But Unclassified; Not for Internet distribution. 


1. (SBU) Minister of Oil Shaykh Ali Al-Jarrah Al-Sabah and 
Minister of Communications/National Assembly Affairs Shireeda 
Al-Mousharji resigned from Cabinet June 30, only five days 
after Al-Jarrah was subjected to nine hours of questioning by 
opposition parliamentarians (reftel). Facing a no confidence 
vote July 9, Shaykh Ali Al-Jarrah\'s resignation was largely 
expected. Al-MousharjiWs, however, came as more of a 
surprise. He reportedly resigned in solidarity with the 

Salafi Islamic Grouping (SIG), a conservative Islamist 
political association with whom Al-Mousharii is affiliated, 
which supported the no confidence motion against the Oil 
Minister. Minister of Electricity and Water Mohammed 
Al-Elaim has been given responsibility for the Oil Ministry 
and Minister of State for Housing Affairs Abdul Wahid 
Al-Awadi for the Communications Ministry and National 
Assembly Affairs, presumably on an interim basis. 


2. (SBU) Comment: The resignations represent a victory for 
opposition parliamentarians and a blow to the Government. 
Shaykh Ali Al-Jarrah is the third minister - the second from 
the ruling family - forced to resign since opposition MPs won 
a parliamentary majority in last summer\'s elections. The 
political ramifications aside, the resignations are not 

likely to have a major impact on the policies or day-to-day 
operations of either ministry. The oil sector is likely to 
welcome Al-Elaim, who is an engineer by training and once 
worked at Kuwait Oil Company, but problems of electricity and 
water shortages will consume most of his attention in the 
near term. End comment. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/22/2017 

TAGS: PREL, PGOV, MARR, PTER, CO 

SUBJECT: BUENAVENTURA: MILITARY AND CIVILIAN EFFORTS TO 
STEM THE CRISIS 


REF: BOGOTA 1836 


Classified By: Political Counselor John S. Creamer 
Reasons: 1.4 (b) and (d) 


1. (C) Marine and Police reinforcements in Buenaventura have 
cut homicides from last years peaks, but violence has 
rebounded as FARC militias and criminal gangs launched a wave 
of bombings in response to the security crackdown. In 
addition, drug traffic has shifted inland, and gangs have 
recruited minors to evade law enforcement. Aside from 
battling crime, Marines and Police are promoting community 
projects to augment social services, create jobs, and help 
delinquent youth. USAID officers met with military 
commanders, city officials, and community leaders to find 

ways to help address the city\'s socio-economic problems. End 
Summary. 


Column 3 

2.(C) Homicides and bombings, fueled by drug feuds among 
FARC militia, ex-paramilitaries, and other narco gangs spiked 
late last year in the primary port of Buenaventura (reftel), 

but an influx of security personnel cut the murder rate. A 
Joint Task Force of Marines, Police, and other law 
enforcement (DAS, CTI) boosted their forces early this year, 
beefing up patrolling and detaining many gang leaders. 927 
criminals were captured by mid-May. Murder rates fell to 
historical norms in the first quarter (see table), and 
intelligence indicated many coca shipments were blocked by 
coastal patrols. Police data indicated the drug trade 

migrated from the city center to the mainland; they believe a 
continued heavy presence could drive out drugs in the long 
term. Mayor Saulo Quinones told us 75 percent of 
Buenaventura\'s homicides were targeted hits among competing 
narcotraffickers. 


Month / year Number 
May \'06 26 
June \'06 33 
July \'06 32 
August \'06 31 
September \'06 31 
October \'06 17 
November \'06 48 
December \'06 60 
January \'07 41 
February \'07 25 
March \'07 28 
April \'07 40 


3. (C) Still, the success in reducing homicides was 

shortlived, as security forces\' actions prompted a violent 
backlash. Large drug seizures and criminal captures sparked 
a wave of reprisal homicides in April, as gangs killed 
presumed informants. The murder count for 2007 reached 230 
by late June. Attacks with explosives and grenades 
continued, mostly targeted at the police but often injuring 
innocents. Police Chief Moreno said a mid-April bombing that 
destroyed police headquarters in Cali was punishment for 
police actions in Buenaventura. A total of 11 bombs exploded 
over the June 22-24 weekend, killing three and wounding at 
least 30. These were attributed to either FARC retaliation 

for a key captured militia leader or to reconstituted 


Column 3 
paramilitary criminal networks. No American citizens have 
been victims. 


4. (C) Criminal groups have also adapted their tactics. 

Some gangs who could not move their coca out of Buenaventura 
hoarded it, and extortion rose as criminals sought 

alternative income. FARC militias replaced arrested local 
leaders with experienced commanders from the interior. Other 
gangs began recruiting more teens to attack Police. Minors 

are harder to prosecute, and Police hesitate to return fire 

against them. Marine commanders said their initial estimate 
that a three-month surge would be sufficient to bring order 


to Buenaventura was wishful thinking. This will be a long 
deployment. On June 19, DEA Regional Director met with Vice 
President Santos, who endorsed the establishment of a DEA 
supported cellular telephone intercept facility dedicated to 
interception of Pacific Coast drug trafficking groups. 

President Uribe held a communal council focused on security 
in Buenaventura on June 30. 


5. (C) Marines and Police have started community programs in 
some slum areas, providing some relief without waiting for 
longer-term urban renewal. The Marines 24 initiatives 
include civics lessons to youth, corporate sponsored aid to 
schools, and sports programs. The Marines also support an 
association of outside companies that funds city projects 

like parks and libraries. The Police are also focused on 
youth delinquency. In addition to high school counseling 
programs, they proposed a juvenile shelter for 2,000-3,000 
minors at risk of joining criminal gangs. The GOC is 
considering the proposal. The city government plans to 
resettle residents living in the worst barrios to mainland 
public housing. This idea, modeled on cities like Guayaquil, 
has been proposed to the World Bank, Andean Development 
Corporation (CAF), and GOC. A shortage of local funding, 
endemic corruption, and a change of Mayor in October 
elections make it unlikely the plan will move ahead soon. 


6. (U) The Marines and the Mayor have also launched 

initiatives to support small enterprises. The Marines 

arranged a meeting between supermarket chain Carrefour and 92 
small producers to generate supply contracts, but the family 


Column 3 

businesses were unable to meet demand. The Marines will send 
50 young adults in 2007 to a national occupational training 

site (SENA) in Medellin to learn basic business skills, visit 

local industries, and gain exposure to Medellin\'s 
entrepreneurial culture. Buenaventura is also a pilot city 

for the July start of the Network Against Extreme Poverty, a 
presidential micro-credit program. The Mayor also has plans 
for a mainland business park, a platform for light industry 

and a transport hub. The concept calls for construction to 

be funded by private sector tenants, but the city would have 

to make massive infrastructure upgrades. Funds have not been 
identified. 


7. (U) Community leaders from poor neighborhoods said most 
of their constituents were victims of narcotrafficking. They 
were unfairly stigmatized by other Colombians, and their 
situation had deteriorated sharply over last 18 months. The 
leaders supported the security forces but resented the 
\"militarization\" of their streets and criticized the police 

for timidity against gangsters and rough treatment of 

residents. Citing quick releases of detained gang members, 
they questioned the ability of the legal system to prosecute 
criminals. Many residents feared retribution for helping 

police. Leaders supported the resettlement of residents of 
coastal slums on three conditions: provision of social 

services (especially utilities now denied to squatters), 

jobs, and estuary access to the sea for fishermen. Community 
leaders have little faith the October municipal elections 

will help, calling local politicians self-serving and corrupt. 


8. (C) On June 20 Embassy officers met with the city\'s 
Marines, Police, Mayor, and community leaders to discuss ways 
to extend US aid to Buenaventura in coordination with the GOC 
and other international donors. Preliminary discussions 
suggested potential areas of cooperation could include aid to 
civil society and/or Afro-Colombian welfare, as well as 
alternative development and small business projects. The 

U.S. Military Group will work with Marines and Police to fund 
small, direct-impact projects like water supply or schools. 

The USNS Comfort -- scheduled to visit Buenaventura in August 
-- will offer free medical care to thousands of residents and 

will repair the city hospital. USAID will also hold a forum 

in Buenaventura to advise applicants on drafting project 


Column 3 
grant proposals. Contractors\' safety will be a critical 
consideration. 
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STATE FOR S/CT, DS/ATA, PM, NEA/ARP; ENERGY FOR KOLEVAR, DE 
ALVAREZ; NSC FOR ANDERSON 


E.O. 12958: DECL: 06/26/2017 

TAGS: ASEC, EPET, KCIP, KU, PTER 

SUBJECT: UNCERTAINTY OVER KUWAITI SIGNATORY FOR MOU ON CEIP 
JOINT WORKING GROUP 


REF: A. KUWAIT 921 
B. KUWAIT 873 
C. KUWAIT 790 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d). 


1. (S/NF) Ambassador met with Security Decision Follow-up 
Committee (SDFC) Chairman General Mohammed Al-Bader on June 
24 to discuss next steps towards forming a Critical Energy 
Infrastructure Protection (CEIP) Joint Working Group (JWG) 
following the June 12-13 visit by a USG CEIP team (ref A). 

(Note: In previous meetings with the Ambassador (reftels) 

there had been consensus among the principal GOK leaders that 
General Al-Bader and the SDFC would be the lead GOK agency 
for CEIP coordination. End note.) General Al-Bader 

expressed his gratitude for the USG\'s ongoing encouragement 
and support of CEIP enhancements, but said the National 
Security Bureau (NSB) would need to advise on what government 
agency could enter into an MOU. The General said, \"the facts 
on the ground are not in my hands,\" noting that the members 

of the SDFC \"serve only as advisors\" and lack the authority 


Column 3 

to control all of the Kuwaiti agencies involved in CEIP. 
General Al-Bader highlighted his particular frustration with 

the Minister of Interior which he described as deficient in 
terms of management, discipline, training, and morale.\" He 
lamented that only the MOI, and not private security forces, 
had the authority to arm their personnel. He noted that the 
SDFC could continue to improve CEIP through the installation 
of security systems and through partnership with private 
sector companies, but said the biggest and most critical 
challenge would be to build a trained and capable reaction 
force. Venting his frustration with the MOI leadership, 
General Al-Bader said \"the biggest problem is dealing with 
someone who isn\'t qualified but thinks he is.\" Colonel 
Mohammed Al-Faresi, one of the General\'s deputies, explained 
that the SDFC had made frequent efforts to identify training 
opportunities for the MOI but always encountered stiff 
resistance. Al-Faresi said the NSB had a clearer mandate to 
coordinate security efforts across multiple Kuwaiti agencies. 


2. (S/NF) On June 27, Ambassador met with NSB President 
Shaykh Ahmed Al-Fahd Al-Sabah to express USG eagerness to 
maintain the momentum on CEIP efforts. Shaykh Ahmed thanked 
the Ambassador for USG cooperation on CEIP and said, \"We 
support anything that increases our capability in this area.\" 

He added, \"Every time terrorists are captured in Saudi 

Arabia, Lebanon, or other countries we hear that our energy 
facilities are their first target.\" He said he would need to 

consult on which GOK agency would take the lead in finalizing 
and signing an agreement on aJWG. The Ambassador left 
Shaykh Ahmed a proposal for the potential framework and 
objectives of a USG-GOK CEIP JWG as well as a draft of 
potential MOU language. The Ambassador made clear that the 
JWG concept and MOU language would need to be refined, 
reviewed, and agreed to by both governments. (Note: The 
proposal is the same document we presented to the Kuwaiti 
participants in the June 13 CEIP meeting. The draft MOU 
language was assembled by Post and Bruce Averill of S/CT 
based on the Saudi CEIP MOU. End note.) The Ambassador 
suggested that the JWG should be formalized through an MOU to 
enable more robust cooperation and information sharing. 
Shaykh Ahmed said he would prefer an MOU rather than a more 
formal agreement in order to avoid bureaucratic delays and 

the need for Parliamentary approval. He said the NSB would 
review the proposal and provide feedback. 


3. (S/NF) The Ambassador also briefed Amiri Petroleum 
Advisor Khalid Al-Fulaij on CEIP developments during a June 
30 meeting, noting that Kuwait was making progress in 
infrastructure security, and an MOU would enable the two 
sides to move to the next level of cooperation and 
information sharing. Al-Fulaij was supportive of the idea 


Column 3 
and suggested the Minister of Interior would ultimately 
decide who would sign the MOU for the Kuwait side. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/01/2017 

TAGS: PHUM, PGOV, KGOV, KDEM, ECON, BG 

SUBJECT: A VIEW FROM CHITTAGONG: STRONG SUPPORT FOR THE 
CURRENT GOVERNMENT 


Classified By: Charge dVAffaires a.i. Geeta Pasi, for reasons 1.4(d) 


1. (SBU) SUMMARY. \"Guide and support this government" was 
the refrain from journalists, businessmen, academics and 

other elites on a recent visit to Chittagong. While 

acknowledging problems and imperfections with the government, 
almost everyone endorsed its anti-corruption agenda and asked 
the U.S. to be patient and withhold judgment. END SUMMARY. 


2. (SBU) On a two-day trip to Chittagong, SCA Pakistan and 
Bangladesh Office Director Karen Aguilar, POLOFF and POLFSN 
held meetings with local leaders, businessmen, journalists 

and officials to get a sense of how people outside of Dhaka 


Column 3 
perceive the current political situation. 


OVERALL, STRONG SUPPORT, BUT QUALIFIED 


3. (SBU) Overall, the views of government performance in the 
first six months of the state of emergency were positive. 

With few exceptions, people expressed support for the 
government\'s direction and urged the U.S. to provide support. 


4. (SBU) The Bangladeshi management staff of Youngone, a 
Korean-owned garment factory in the Export Promotion Zone 
(EPZ), hailed the new efficiency of Chittagong port and 
credited the military with having halted the paralyzing 

strikes, transportation blockades, and protests that plagued 
the city in 2006. The Bangladeshi managers cited economic 
mistakes of the government, such as the mandatory shop 
closures at 7PM to conserve electricity, which create 
hardships for people who shop after work, and the shuttering 
or demolition of thousands of tiny, illegal food stalls, 

which helped keep the prices of staples down. On the whole, 
though, they dismissed these as missteps and said the 
government deserved U.S. support to \"guide\" it. 


5. (C) U.S. help in \"guiding\" the government was also 
requested by the local correspondents of three national 

papers. The journalists were more critical of the government 
and more willing to accuse the military of calling the shots, 

but nevertheless, they suggested that the economy was 
functioning better now, and that premature elections would 
return the country to the old status quo. They admitted they 
were careful not to cross the military, and that this 

resulted in self-censorship. However, examples of overt 
interference by the military in media coverage were uncommon. 


\"DRAMATIC AND WONDERFUL." A PORT THAT FINALLY WORKS 


6. (SBU) Youngone Managing Director Peter Bauer told us the 
improvements at Chittagong port are \"dramatic and wonderful\" 
and that it now operates like a normal port. He applauded 

the government for taking drastic steps against corruption, 

and said the practical differences were noticeable. \"We 

aren\'t being hit up for bakshish (bribes) from every corner 
anymore.\" 


7. (SBU) During a tour of Chittagong port, new Port Chairman 
Commodore M. Faroog outlined what he is doing to increase 
efficiency and improve conditions. He attributed the 


Column 3 

pre-state of emergency problems at the port to interference 
from the mayor (now in jail) and labor unions that were more 
interested in agitation and playing politics than in their 
membership\'s welfare. One of FarooqVs first acts as chairman 
was to consolidate the number of recognized port labor unions 
from 34 down to one, and remove them from street politics. 

He also cracked down on port workers selling their jobs for a 
cut of the salary to other workers. 


8. (SBU) As a result of these measures, according to Farooq, 
the turn-around time for cargo coming into the port was 
reduced from nine or ten days to four days. Opportunities 
for corruption are being reduced by eliminating the number of 
middlemen involved in port ransactions and by ensuring that 
correct charges were being levied for storing goods on port 
premises. According to Farooq, for a small bribe port workers 
would not charge companies the official storage rates, thus 
cluttering the port and slowing down the trans-shipment of 
goods. 


9. (SBU) The elimination of excessive surcharges has brought 
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down the cost of cargo from Singapore to Chittagong from $340 
per ton to $170 per ton. Farooq said there is a proposal 

pending with the government to reduce the number of port 
workers from 8,000 to between 4,000 and 5,000, which would be 
in line with the staffing of comparably sized foreign ports. 
Significant reductions have occured by culling ghost" 

workers from the payroll. 


MESSAGE TO U.S.: “GUIDE AND HELP US\" 


10. (C) Key political and civil society figures asked that 

the U.S. give the government more time to initiate real 
change in the political system. Former Chittagong University 
Vice Chancellor Dr. Alamgir Mohammad Serujuddin said this 
period is a \"golden opportunity\" to make real changes to how 
the country runs, and the government needs to prosecute 
corrupt officials and clean up politics without being rushed 

into \"premature\" elections. 


11. (C) Serujuddin admitted the government and military had 
made errors -- Chief of Army Staff General Moeen\'s speech in 
April which was perceived as a foray into politics, for 

example, and the human rights abuses committed by the 
military -- but the military is learning from their mistakes 

and trying to make adjustments. Former Chittagong Mayor 


Column 3 

Mahmudul Chowdhury asked the USG to \"guide\" the government 
and cooperate with it, and not set a deadline for it to step 

down. (NOTE: Chowdhury, a disaffected member of former 
President Ershad\'s Jatiya Party, is a strong candidate to 

join a new political party.) 


NO PROTESTS IF LADIES CHARGED WITH \"REAL\" OFFENSES 


12. (SBU) Another consensus point that emerged was that if 
Sheikh Hasina of the Awami League and Khaleda Zia of the 
Bangladesh Nationalist Party were charged with real crimes, 
public support for them would dissipate. Amar Desh 
correspondent Zahidul Karim Kochi told us the onus would be 
on the government to prove that the cases against the two 
ladies were not politically motivated. \"Only one thing will 

be tolerated: convictions based on serious arrests, not on 
fake charges.\" If this can be established, their supporters 
will cut them loose. This point was echoed both by the 
business community and local leaders. 


COMMENT: \"GIVE THE GOVERNMENT TIME\" 


13. (C) The message in Chittagong was remarkably consistent: 
support the government. Chittagong\'s pro-business (and 
pro-stability) perspective is no surprise given the city\'s 
dependence on the port and how violent and disruptive 

political and labor unrest had become there. Nevertheless, 
these views indicate an enduring reservoir of goodwill 

towards this government, particularly outside the political 
bubble of Dhaka. 


14. (U) This was message was drafted after SCA/PB Director 
Aguilar departed Dhaka. 
PASI 
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AF FOR A/S FRAZER, AF/SPG, SE NATSIOS 
NSC FOR PITTMAN, SHORTLEY 
ADDIS ABABA ALSO FOR USAU 


E.O. 12958: DECL: 07/01/2017 

TAGS: KPKO, PGOV, PHUM, PREL, UN, AU-1, SU 

SUBJECT: IRC PRESIDENT SEES TANGIBLE IMPROVEMENT IN GOS 
COOPERATION 


Classified By: CDA Alberto M. Fernandez, Reason: Section 1.4 (b) and (d 
) 


1. (SBU) CDA met with International Rescue Committee 
President George Rupp and his visiting delegation (and IRC 
Country Representative Nicky Smith) to get a sense of their 
week-long stay in Sudan and interaction with the GOS. The 
delegation was generally quite pleased with their meetings 
with GOS officials, which included MFA, NISS, HAC and others. 
They had made time to wait for appointments and meet with 
Sudanese officials and had gotten the meetings and answers 
they had sought. They sensed a much more cooperative spirit 
coming from the Sudanese side, with the NISS offering to \"run 
interference\" with Humanitarian Affairs officials (many of 
whom have an intelligence background themselves) to get 
approval for visas and travel documents. They said that they 
are optimistic that circumstances are slowly improving for 

IRC in Sudan and they had seen \"tangible progress over the 
past few days\" in getting approvals for their staff. They 
cautioned that \"we are not out of the woods just yet\" but 

felt confident that they will have \"increased space for 
humanitarian operations\" in Sudan. 


2. (SBU) IRC was very appreciative of USG support in keeping 
the pressure on the GOS and in getting the Humanitarian 
Access Agreement approved. This is finally paying off with 

the GOS. They noted that the relationship was \"conflicted, 
they will never love us,\" but it is \"actually getting better 

before our eyes\" and the Sudanese now understood that IRC had 
a 27 year history of helping the Sudanese people, that they 
were not going anywhere and that IRC was non-political and 
had nothing to do with foreign advocacy organizations which 
may have a political axe to grind against the GOS. IRC and 
CDA Fernandez agreed to continue to cooperate closely for a 
consistent improvement in humanitarian access and to 
encourage the GOS to follow through over time with more 
positive steps. 


3. (C) COMMENT: In recent meetings with senior GOS officials, 
such as the late Presidential Advisor Magzoub al-Khalifa and 
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Minister of State Ali Karti, both of them hardliners with a 
Darfur focus, the GOS made it clear that they were going to 
improve the working relationship with the NGO community 
working in Sudan. This was being done not out of any sense 
of altruism or common purpose but because they clearly 
understood the utility of using the operational NGOs working 
on the ground in Sudan against the much more shrill advocacy 
NGOs calling for tough action against the Khartoum regime in 
the West. As IRC pointed out, there is no love lost between 
them and the GOS and yet they also see a qualitative gap 
between their practical humanitarian work on the ground, 
helping real people, and posturing on an international stage 
that can have negative repercussions inside Sudan. This is a 
case of cynical exploitation by the GOS and allowing oneself 
to be used by them that is resulting in improving access for 
humanitarian aid workers and improved delivery of services. 
It isnVt pretty but the end result is what we want to see and 
encourage more of from the regime. END COMMENT. 
FERNANDEZ 
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AID/ANE FOR NMADHAV, RSTEELMAN 
AID/OFDA FOR RTHAYER, TDOLAN 


E.O. 12958: N/A 
TAGS: EAID, PGOV, PREL, PK 
SUBJECT: DISASTER DECLARATION -- CYCLONE YEMYIN 


1. (U) SUMMARY AND ACTION REQUEST: This cable declares areas 
affected by Cyclone Yemyin in Sindh and Balochistan provinces 
as a disaster, and requests U.S. government emergency 
assistance for those in need. The powerful cyclone is 

traveling along southern Pakistani coastal areas, killing 

over 235 people and devastating communities with high winds 
and flooding, leaving 250,000 people homeless. The U.S. 
Government (USG) has been in contact with the Government of 
Pakistan, the UN, and non-governmental organizations (NGOs) 
to coordinate a response to this tragedy. Exercising her 
authority, Charge dWAffaires Anne Patterson is providing USD 
50,000 to support emergency relief efforts in the affected 

areas. In consultation with the OFDA Regional Advisor, 

Charge requests an additional USD 226,000 from OFDA for a 
total of 276,000 in emergency assistance to be awarded to 
Mercy Corps. If needed, additional assistance will be 

requested of OFDA. END SUMMARY AND ACTION REQUEST. 


2. (U) On Monday, June 25, 2007 Pakistani authorities 
evacuated thousands of people from the southern Pakistani 
coastal areas of Sindh and Balochistan as a powerful storm 
intensified into tropical Cyclone Yemyin. The storm began 
over the weekend with high winds and flash flooding, killing 
over 235 people in the port city of Karachi and approximately 
20 others in southwestern Balochistan, where heavy 
intermittent rains are expected to continue. Along with the 
loss of life, there is severe damage to homes and 
infrastructure. An estimated 250,000 people are homeless and 
many are injured. In Balochistan several dams around Turbat 
have reached dangerous levels. 


3. (U) Economic losses include: commercial activity in 
Karachi brought to a halt; port activities severely 

disrupted; likely widespread damage to the Sindh cotton crop; 
loss to cash crops in the Sindh coastal region; anticipated 
widespread loss of livestock; infrastructure and livelinood 
losses to the fisheries industry. The most vulnerable people 
will likely suffer the most due to loss of habitat and 
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livelinood and increased susceptibility to disease. 


4. (U) The Pakistani Army, Navy, and paramilitary forces have 
all been put on high alert. The Navy is monitoring Karachi\'s 
surrounding islands, and paramilitary forces have assisted 
witth large-scale evacuations of residents from coastal 
regions to goverment schools further inland. People located 
in areas in close proximity to rivers and downstream from the 
Mirani Dam have also been evacuated. Traffic on the Coastal 
Highway linking Karachi with Gwadar has also been suspended. 
In addition, the Government has established cells to monitor 
the situation and make necessary arrangements in view of the 
cyclone. 


5. (U) An official Pakistani government statement has noted 
that Prime Minister Shaukat Aziz has ordered the immediate 
airlift of blankets, food, tents and medicine because several 
main highways have been badly damaged. Relief helicopters 
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are ready but the weather is not permitting the delivery of 
supplies. 


6.(U) Emergency has been declared in seven districts in 
Balochistan -- Kech, Gwadar, Jhal Magsi, Bolan, Naseer Abad, 
Jaffar Abad and Labsela. A Provincial Emergency Relief Cell 
has been established and district coordination officers of 

these districts have been designated as Emergency Relief 
Coordinators who will be in charge of all emergency 
operations in these districts. 


7. (U) Balochistan\'s Chief Minister has allocated a sum of 
100 million Rupees (approximately USD 1.67 million) to 
provide emergency relief to the affected people in these 
seven districts. This amount is in addition to 200 million 
Rupees (approximately USD 3.33 million) allocated by Prime 
Minister Aziz. 


8. (U) The Charge has determined that Cyclone Yemyin meets 
the necessary criteria for the USD 276,000 to be released: 1) 
a disaster exists in Pakistan; 2) the Government of Pakistan 
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does not object to USG providing emergency assistance; and 3) 
such assistance is in the USG\'s interest. 


9. (U) The State Department, the USAID/Pakistan Mission, and 
the Regional Office of Foreign Disaster Assistance (OFDA) are 
in coordination for an emergency response. USAID/Pakistan 
has also contacted the National Disaster Management Authority 
(NDMA) and international NGOs. These NGOs include Catholic 
Relief Services in interior Sindh and Mercy Corps and the 
International Federation of Red Cross and Red Crescent 
Societies (IFRC) in Sindh and Balochistan. Mercy Corps is 
assisting some communities along the Balochi coast and IFRC 
is providing food and non-food items for distribution by the 
Pakistan Army in Balochistan and Sindh. 


10. (U) CHARGE\'S NOTE: Under this declaration, | am 
requesting USD 50,000 to meet the immediate humanitarian 
assistance needs of the cyclone-affected areas in Balochistan 
and Sindh provinces. Furthermore, in consultation with the 
OFDA Regional Advisor, an additional USD 226,000 is requested 
from OFDA for a total of USD 276,000 to be awarded to Mercy 
Corps for the provision of emergency relief supplies. END 
CHARGE\'S NOTE. 


11. (U) The Department of State and USAID, in conjunction 
with OFDA, continue to monitor the situation. 
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SUBJECT: EGYPT: MORE CORRUPTION CHARGES, AD HOC RESPONSE 


REF: 2006 CAIRO 7190 


Classified by Counselor for Economic Affairs Catherine 
Hill-Herndon for reasons 1.5 b and d. 


1. (C) Summary: A recent report of a Shura Council member 
arrested for smuggling, corruption accusations in the 
People\'s Assembly by a Muslim Brotherhood (MB) legislator 
against businessmen affiliated with the National Democratic 
Party (NDP), and suspicions about the bidding process for a 
government satellite tender reflect the continuing prevalence 
of concerns about corruption in Egypt. Whether these 
concerns arise from actual graft or opaque, inefficient 
transactions that create the appearance of corruption, they 
reinforce the perception among Egyptians that they can\'t 
trust their government and fuel a potent political issue for 
the opposition. END SUMMARY. 


2. (U) On June 4, airport customs officials stopped Shura 
Council member Hosam Abdul-Mohsen Mekawy, a farmer from 
Gharbia province in the Delta, on arrival from Dubai carrying 
1,000 cell phones and 8,000 memory cards worth LE 3 million 
(USD $525,000). Mekawy\'s parliamentary immunity was due to 
expire at the end of June, according to press accounts, 
although immunity has been withdrawn in similar cases 

(reftel). Mekawy agreed to pay all taxes and fines in return 

for waiving prosecution. 


3. (SBU) The take from Mekawy\'s efforts would have been 
modest compared to the cost to the Egyptian treasury of 
sweetheart deals for government land. On June 9, Saad 
al-Husseini, a leader in the MB bloc of Parliament, charged 
that Ministry of Housing land sales to NDP-affiliated 

magnates including Ahmed Ezz and Mohamed Farid Khamis at 
below-market prices cost the Egyptian treasury LE 59 billion 
(USD $10.4 billion), compared to the value of the land if it 

had been auctioned per standard practice. 


4. (SBU) While that figure seems inflated -- it would equal 

36 percent of all government revenues in the most recent 

budget -- few Egyptians question that prominent businessmen 
profit from their connections to the NDP. In fact, a recent 

Zogby poll commissioned by US CENTCOM found that corruption 
was second only to unemployment among Egyptians\' top domestic 
concerns. 
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5. (SBU) American business contacts also suspect corruption 
behind some GOE practices, such as a recent convoluted tender 
for satellite services. In April 2007, NileSat, an Egyptian 
majority government-owned company that operates satellites 
providing television, radio, and data services, unexpectedly 
canceled an August 2006 request for proposal (RFP) for a 
contract for a new communications satellite, despite 

NileSat\'s assurances to the Commercial Counselor that this 
would not happen. U.S. company Orbital, one of the bidders 
for the RFP, requested USG advocacy support, expressing 
concern that the RFP would be reissued in a manner favoring 
the French company Alcatel, the main competing bidder. 
Orbital\'s total bid was tens of millions of dollars less than 
Alcatel\'s when the bids were publicly disclosed on November 
5, 2006, in a tender that would eventually have been worth 
approximately $400 million in U.S. exports to Egypt. 


6. (SBU) Information Minister Annas Al Fiqqi told the 
Ambassador April 23 that reissuing the RFP would ensure a 
\"completely transparent process\" and generate lower-priced 
bids, and that the new RFP would mirror the original. 
However, NileSat issued a new RFP on May 20, 2007 that 
significantly differed from the original and essentially 
restricted the bidding field to one viable bidder - Alcatel. 

For instance, certain \"optional\" specifications in the first 
tender became \"required,\" leading to a higher-priced solution 
that favored Alcatel. Prior to the second tender, Orbital 

had reportedly been advised that its solution was sufficient. 
Additionally, the local Orbital representative said that 
whereas the original RFP called for a turnkey proposal to 
include satellite, ground, launch vehicle, and insurance, 

under the new RFP NileSat will procure the launch vehicle and 
insurance itself. This change, he said, removes the cost 
savings that Orbital could bring under its turnkey solution. 

The Ambassador raised these concerns with Al Fiqqi again on 
May 28 but with no substantive response. 


7. (SBU) USAID is supporting several efforts to promote 
transparency in GOE operations and increase the capacity of 
NGOs to monitor corruption. USAID Egypt\'s offices of 
democracy and economic growth are working with the Ministry 
of Finance on a new budget law designed to improve the 
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transparency of the national budget, while Transparency 
International is currently in negotiations with USAID to 
establish a program in Egypt that would, in part, increase 
the capacity of NGOs to analyze the new budget. USAID is 
also in discussions with the Center for International Private 
Enterprise on a program to increase the capacity of the 
business community to monitor and lobby against corruption. 


8. (U) The most active anti-corruption NGO is AHERO, also 
operating as Shayfeencom (We are Watching You), which 
received USG democracy funds to publicize its campaign to 
encourage the GOE to implement the UN Convention Against 
Corruption (UNCAC, reftel). AHERO has since received a small 
grant from the Middle East Partnership Initiative (MEP!) to 
advocate for the passage of a Freedom of Information Act and 
prod the Capital Markets Authority to impose corporate 
governance regulations and international accounting standards 
for companies traded on the Egyptian stock exchange. 


9. (SBU) By promoting transparency and accountability, the 
organization is targeting practices that may have more to do 
with poor governance than graft and bribery. For example, the 
organization purchased a small number of shares in 
corporations traded on the exchange and used its shareholder 
rights to urge improved corporate governance. As a result, 
she said, the Suez Canal Bank was compelled to acknowledge 
its holdings of bad debt, resulting in a steep drop in its 

share price, while the National Cement Company was compelled 
to make use of funds it had reserved, but not spent, to 

provide for worker housing. 


10. (SBU) The organization now plans to launch a viral 
marketing campaign via cell phones and other media on the 
theme \"Mr. President, Did You Know... The campaign will 
compare public promises made by President Mubarak to 
expenditures in the national budget, noting for instance that 
the GOE has made no provision to finance the president\'s 
promise to create a place in daycare for every Egyptian child 
who needs one. 


11. (C) AHERO has succeeded in attracting more media 
attention to the problem, and the GOE did publish the UNCAC 
in the official gazette in early 2007, giving the treaty the 

force of law in Egypt. But the GOE response has remained ad 
hoc. For example, Egypt is obligated under the UNCAC to 
establish an independent anti-corruption body, but the most 
recent such effort faltered in January when the cabinet opted 
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against creation of a new anti-corruption \"observatory.\" 
Instead the Prime Minister\'s office created a new 
anti-corruption coordination committee under the Ministry of 
State for Administrative Development, which Hadid said will 
lack the bureaucratic clout necessary to operate effectively. 


12. (C) COMMENT: The new committee may satisfy one of 
Egypt\'s obligations under the UNCAC, but it will likely do 
little to ease public concerns about corruption or quiet 
opposition politicians eager to capitalize on those concerns. 
RICCIARDONE 
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E.O. 12958: DECL: 06/30/2017 

TAGS: IZ, PGOV, PINS, PREL 

SUBJECT: AMBASSADORYS JUNE 28 MEETING WITH IRAQI DEPUTY 
SPEAKER 


Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: On June 28, the Ambassador met with Sheikh 
Khalid al-Attiya, First Deputy Speaker of the Iraqi Council 

of Representatives (CoR). Al-Attiya offered thoughts on the 

CoR and the status of key legislation. Al-Attiya stressed 

the importance of tailoring counterinsurgency methods to 

local conditions and implementing reconstruction projects. 

He stated that security of the population and the delivery of 
essential services are the most important government 

objectives. END SUMMARY. 


Assessment of CoR and Key Legislation 


2. (C) Al-Attiya reported that there is still no agreement 
concerning who will replace Speaker Mahmoud Mashadani and 
emphasized that any replacement needs Tawafuq\'s approval. He 
predicted that despite the recent problems, it would be 

possible to reach a quorum in upcoming CoR sessions with the 
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help of American pressure. 


3. (C) Regarding the de-BaVathification reform law, 

al-Attiya claimed Chalabi\'s proposed version represented the 
views of all parties. (Comment: To our knowledge, Tawafuq 
does not support it. End Comment.) According to the draft, 
former BaVathists below the level of Firga would be 
reinstated; former employees of BaVathist intelligence 
agencies would be forbidden from working for government 
institutions; and a court of seven judges would respond to 
grievances and complaints. 


4. (C) Al-Attiya said that the CoR would soon draft a 

proposed elections law. He called the recent conference in 
Dubai on the hydrocarbons law very helpful, and said that 
although Tawafuq members are balking on advancing the draft 
laws, there are no major problems regarding the legislation. 


Sadr March to Samarra 


5. (C) Asked about Sadr\'s plan for a march to Samarra during 
the first week of July, al-Attiya called it a bad idea that 

would lead to more unrest. Al-Attiya would personally tell 

Sadr not to go through with the march. 


The Anbar Model in Other Regions 


6. (C) The Ambassador asked whether cooperation between MNF 
and local tribes in Anbar could be replicated elsewhere in 

Iraq. Al-Attiya said that it was important to tailor 

strategies to each region and that in general, the tribes 

were not a major problem for the government. In Diyala, 

al-Attiya is organizing a conference with local tribes 

entitled \"Declaration of Support for the Government" In the 
south he said support to tribes should not be public but 

could include tribal roles in some government intelligence 
agencies. 


The Importance of Services Delivery 


7. Al-Attiya agreed with the Ambassador that after security, 
services delivery is the most important government objective. 
He blamed poor services delivery on insecurity and key 
ministries being unoccupied for the last two months, but said 
that progress could be achieved by resolving the Sadr CoR 
boycott and the Mashadani dispute. 


8. (C) Al-Attiya also stressed the importance of 
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reconstruction projects in providing employment and 

increasing public support for the government. He cited the 
example of Diwaniya, where four large factories, including a 

tire factory, have stopped operating due to supply and 
maintenance problems. The Ambassador said he would examine 
the possibility of supporting the tire factory. 


CROCKER 
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E.O. 12958: N/A 
TAGS: EFIN, PTER, KTFN, ETTC, PREL, ECON, IZ, AE 
SUBJECT: UAE CENTRAL BANK STILL WILLING TO TRAIN IRAQ FIU 


REF: 06 ABU DHABI 4392 


1. (U) On June 21, 2007 OFAC Attache and Treasury 
Representative Erin English met with Abdulrahim Al Awadi, 
Head of the Anti-Money Laundering and Suspicious Cases Unit 
(AMLSCU), the financial intelligence unit (FIU) of the UAE 
Central Bank. Mr. English, who was recently stationed in 
Baghdad, reported that the Iraqi FIU is still in its 

formative stages and in need of training. Al Awadi 

reiterated (Reftel) that the UAE Central Bank has a firm 
commitment to support Iraq and will train the Iraqi FIU in 

the UAE, or Jordan. The Central Bank would pay for 
accommodations and other costs associated with the training. 


2. (SBU) Al Awadi also expressed concern that the Iraq FIU 
must be a unified institution and cannot be fragmented 
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between Baghdad, Basra and Kurdistan. The FIU cannot be a 
political institution and under Egmont rules there can only 

be one FIU per country. Despite the Iraqi FIU not being an 
internationally recognized FIU, Al Awadi said the UAE was 
willing to informally take and respond to requests from the 
Iraqi FIU. 

SISON 
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E.O. 12958: DECL: 11/08/2016 

TAGS: PREL, AF, KG 

SUBJECT: KYRGYZ OFFICIALS SEE MANAS IMPACT ON WAR IN 
AFGHANISTAN 


REF: BISHKEK 544 
Classified By: AMBASSADOR WILLIAM WOOD 1.4 (B) and (D) 


1. (SBU) Summary: The Ambassador hosted Ambassador Marie 
Yovanovitch and a six member delegation of Kyrgyz senior 
officials to Afghanistan June 13-14 to allow them to better 
understand the importance of Manas Air Base in supporting 
coalition military and reconstruction efforts. The 

delegation met with President Karzai, COMISAF General Dan 
McNeill and other GOA and U.S. military officials. In his 

meeting with the Kyrgyz, MFA Senior Advisor Davood Maurdian 


Column 3 

voiced concerns over the recent seizure of ammunition for 
Afghanistan. The delegation also met with Afghan MPs and 
discussed parliamentary procedure and Afghan commercial 
activity in Central Asia. Combined Joint Task Force-82 
(CJTF-82) hosted the delegation at Bagram and took them to 
see frontline coalition operations in Jalalabad and Nuristan. 
End Summary. 


MEETING WITH PRESIDENT KARZAI 


2. (C) The Kyrgyz delegation, First Deputy Minister of 

Defense General-Major Kybanychbek Oruzbayev, Chief Inspector 
of the National Security Council, Major-General Kybanychbek, 
Deputy Foreign Minister Talai Kydryov, and Parliamentary 
Deputies Ishak Masaliyev and Keldibekov, accompanied by 
Ambassador Wood met with President Karzai. 


3. (C) Asked to give an assessment of the situation in 
Afghanistan today, Karzai said it was first necessary to 

review the past 15 years, the Taliban legacy, and the 
international community\'s reluctance to become involved until 
2001. He said that if the Coalition had not intervened to 

help Afghanistan after September 11, the Taliban and Al Qaeda 
would have spread to Tajikistan and Kyrgyzstan by now. 
Afghans, Karzai said, cannot help themselves without Western 
help, much less prevent the problems from spreading 
elsewhere; \"You were lucky that Afghanistan was rescued and 
liberated,\" he stated to the Kyrgyz. On the present 

situation, Karzai portrayed a country with serious problems, 
still at war, but making progress. 


4. (C) Karzai asked the Kyrgyz policymakers to take a message 
back to President Bakiyev and the Kyrgyz people. There are 
two choices: a civilized life with prosperity or a return to 

the Stone Age and disaster; Afghanistan has chosen the former 
and it is the only choice for the region. Afghanistan is on 

the front line against terror, but Kyrgyzstan is in the 

supporting line by providing the base; both countries, Karzai 
said, are providing security for the whole region. 


5. (C) The Kyrgyz were visibly impressed, with a number of 
government officials and one deputy saying that they 

understood the need to support Afghanistan. Almost all of 

them emphasized the importance of economic reconstruction and 
Kyrgystan\'s strong desire to play a supporting role in that 

effort. 


COMISAF: WE ARE HERE UNTIL THE AFGHANS CAN STAND ON THEIR OWN 


6. (C) COMISAF General Dan McNeill provided an overview of 
the five ISAF commands and the situation each one faces. He 
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noted that ISAF is an interim force to provide time and 
space, until the Afghans are ready to \"do the job 
themselves.\" MacNeill stressed this is important to the 
Kyrgyz, because regional stability depends on the Coalition\'s 
ability to create a secure and stable Afghanistan. McNeill 
noted there are varying predictions about how long a 
Coalition force will be necessary. The Afghans themselves 
believe that the army will be stood up in a year and they 

will require assistance for three more years. The UN 
believes that a force will be necessary until 2017 and NATO 
member will review whether they will stay in 2009. U.S. 
commitment is firm; we will stay until the Afghans can stand 
up on their own. 


KYRGYZ VISIT BAGRAM AIRBASE 
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7. (SBU) Combined Joint Task Force-82 (CJTF-82) Commander 
Major General Rodriquez briefed the delegation at Bagram 
Airbase on the strategic importance of Manas Air Base in 

airlift support for coalition operations in Regional Command 
(RC) East. The delegation was engaged in the discussion and 
asked about improvements on security and the number of 
foreign fighters in the region. 


FRONTLINE OPERATIONS OBSERVED AT JALALABAD AND NURISTAN 


8. (SBU) Following the briefing, CTUF-82 took the delegation 
to U.S. led Provincial Reconstruction Teams (PRTs) at 
Jalalabad and Nuristan, where they were briefed by the PRT 
commander at each location and given an opportunity to see 
coalition operations. Both PRT commanders told the Kyrgyz 
that all military personnel at Jalalabad and Nuristan had 
traveled through Manas en route to their PRT. Additionally, 
the commanders\' reports on recent U.S. and Afghan casualties 
reinforced the message to the Kyrgyz that there are still 
military operations ongoing against the Taliban. General 
Mamyrkulov was visibly moved in Jalalabad as he shared his 
experiences in Jalalabad during the Soviet occupation to the 
PRT Commander. In Nuristan, Masaliyev and Keldibekov both 
remarked about the difficult fighting conditions U.S. forces 
faced from the desolate terrain. 


MFA HIGHLIGHTS CONCERN ABOUT WEAPONS SEIZURE 
9. (C) Ina meeting at the Afghan Foreign Ministry, the 


ForMin\'s Senior Advisor Davood Moradian asked the Kyrgyz MPs 
for help for a positive outcome to the recent seizure of 
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weapons (intended for shipment to Bagram Airbase) at Ganci 
Airbase in Kyrgyzstan. MP Masaliyev said that it was illegal 

for weapons to be transited through the base (on the basis of 
Kyrgyz law). He said that the Memorandum of Understanding 
(MOU) for the base with the GOKG does not stipulate that 
weapons and ammunition can be transited, only \"personal 
weapons\" carried by the military on their person. Ambassador 
Yovanovitch explained that the MOU did not make any 
distinction about the kind of goods that can transit the 

base. Masaliyev said, when asked, Kyrgyz officials assured 
him that no weapons or ammo would be transiting through Ganci 
airbase. When asked by Masaliyev to comment, Moradian said 
that he was not in a position to comment either on what was 

in the bilateral (Kyrgyz-U.S.) MOU or on the Kyrgyz law and 
what it might stipulate about transit of goods through 
Kyrgyzstan. The delegation agreed that it was not the right 
time to discuss Kyrgyz law and that they could talk about it 
amongst themselves later. 


MPs DISCUSS PRIORITIES 


10. (C) The delegation discussed parliamentary procedure and 
Afghan commercial activity in Central Asia with a group of 
Afghan MPs. Afghan MPs Sayed Kazimi, Sardar Mohammad and 
Rahmaan Oghli, Haji Mohammad Aref Zarif and Shukria Paikan 
Ahmadi attended. In response to Kyrgyz MP questions, Kazimi 
replied that \"we have lots in common with the international 
community, especially when it comes to the fight with 

terrorism, the fight against drugs, and the support for 
democracy.\" He added that Afghanistan would not accept 
Communism, and neither will it accept the Taliban. Kazimi 
noted that after stability, improving the economy is the 

highest priority in Parliament. Kazimi explained that the 
international community presence was invited by the GOA, and 
\"their presence is for the betterment of Afghanistan.\" 


11. (C) Kyrgyz MPs asked about the Afghan parliamentary role 
and Haji Zarif replied that Parliament has a positive role in 
influencing the stability in the region. He added that 

Afghans can differentiate between their enemies and their 
friends, and stressed that \"we are a civilized people.\" He 
said that the Afghans kicked out the Taliban and, without 
Afghan support for the current ISAF counterinsurgency 
campaign, the international security forces would never win 
the war, \"even if they had ten times the troops they 

currently have here.\" 
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COMMENT 


12.(SBU) The trip to Afghanistan made a visible impression on 
the Kyrgyz. Given the Soviet experience in Afghanistan, it 
was an emotional journey for some, especially General 
Mamyrkulov, who had fought in Jalalabad. A recurring 
question was how the Coalition would ensure it would be more 
successful than the Soviets were. Other recurring themes 
included queries regarding how long the war would go on, and 
specifically how long the Coalition would require the Manas 
Air Base, as well as interest in assisting Afghanistan\'s 
economic recovery. 


13. (SBU) The Kyrgyz came away with the realization that the 
war has not been won yet. Some also realized that if the war 
was not won, they could be fighting the Taliban and Al Qaeda 
in Kyrgyzstan. Under the powerful gaze of President Karzai, 
everyone except Masaliyev pledged support for Afghanistan, 
but it remains to be seen what they will do when they are 
back in Bishkek. 

WOOD 
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SUBJECT: PRESIDENT BASHIR ON HYBRID FORCE, CHAPTER SEVEN UN COMMAND 
AND CONTROL 


REFTEL: KHARTOUM 00956 


1. (SBU) Summary: On June 30 at a press forum conducted by the 
official Sudan News Agency (SUNA), President Al-Bashir was reported 
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to have \"renewed Sudan\'s rejection to international forces in 
Darfur," while at the same time stating that Sudan had accepted the 
hybrid force. Al-Bashir remained vague about what he defined as UN 
command and control of the hybrid force, preferring to limit his 
characterization of the UN role as technical and administrative. 
While he emphasized Sudan\'s acceptance of the hybrid, he sharply 
rejected the idea of Chapter 7 authorization for a force and 

criticized U.S. sanctions as \"repeating in Darfur the mistakes of 

Iraq and Afghanistan" End summary. 


2. (SBU) In his wide-ranging speech at the SUNA-sponsored press 
forum, Al-Bashir discussed the recent tripartite agreement in Addis 

on the hybrid force. He said that agreement stipulated that troops 

on the ground would be African, and that the UN would extend 
logistical, technical, financial and administrative support. While 

not explicitly detailing the Sudanese governmentVs position on UN 
command and control, Al-Bashir took care to point out that the AU/UN 
Joint Representative (Adada) was from the Congo, and the new AMIS 
force commander (Agwei) was a Nigerian. 


3. (SBU) Al-Bashir further stated: \"Regarding the forces on the 
ground, we have stated that is should be completely African. They 
have asked if Africa is not able to provide the necessary forces, 
should the UN bring forces from other nations with the consent of 

the Sudanese government? We have contacted all African nations who 
have affirmed to us that they are ready to provide troops if the UN 
provides the funding.\" Al-Bashir also called on the UN to submit a 
new resolution requesting funding for the hybrid force; if there was 

no funding, he continued, \"they should not deploy any forces.\" 
A-Bashir added: \"Concerning talk about converting the mission of the 
hybrid force so that it falls under UNSC supervision under Chapter 7 
of the UN Charter, as UNSCR 1706, this will not happen. | swear on 
this once, twice and a hundred times.\" 


4. (SBU) Comment: Over the past several months, Al-Bashir has 
conveyed a consistent public message that all hybrid troops should 

be from African nations, and has also consistently avoided any 

public acknowledgement of UN command and control. His remarks at 
this press forum, sponsored by the official Sudanese news agency, 
followed this pattern. While not rejecting UN command and control of 
the hybrid, the president made clear his point that the 
decision-making echelons of the hybrid force should be comprised of 
Africans. When one looks closely at the rhetoric, one can see that 
nothing has changed as far Sudan\'s June 12 acceptance of the hybrid 
force, acceptance which was confirmed to the UNSC during their June 
17 visit to the Sudan. The intemperate language on Chapter 7 is a 
very clear statement of the GoS\'s public stance on this issue. It 
seems Al-Bashir is finessing the command and control issue, but not 
Chapter 7. End comment. 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR IO/PSC DENNIS HANKINS 


E.O. 12958: DECL: 07/01/2017 

TAGS: PREL, KPKO, UNSC, MASS, SU, JO 

SUBJECT: DARFUR MESSAGE RELAYED TO JORDAN PRIOR TO KING\'S 
PARIS VISIT 


REF: STATE 90022 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


(C) Ambassador delivered reftel demarche to the King\'s 
Office Director Bassem Awadallah on June 28. Awadallah had 
no substantive reply but noted the timeliness of the message 
as the King had asked for an internal policy review, in light 

of recent developments and in part to prepare for his July 4 
visit to see French President Sarkozy in Paris. Ambassador 
will follow up. 


Visit Amman\'s Classified Web Site at 
http://www state.sgov.gov/p/nea/amman/ 
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CORRECTED COPY (CLASSIFICATION DOWNGRADE TO SBU) 


SENSITIVE 
SIPDIS 


NSC FOR WATERS AND DAVIS 


E.O. 12958: N/A 

TAGS: PREL, PGOV, KISL, KDEM, EG 

SUBJECT: MUSLIM BROTHERHOOD PARLIAMENTARIANS ATTEND 
PRESIDENTIAL PALACE EVENT 


REF: CAIRO 1641 


1. (U) According to Egyptian press reports, five Muslim 
Brotherhood (MB) parliamentarians, in an unusual and notable 
development, participated in a recent event at the 

Presidential Palace. President Mubarak reportedly hosted a 

June 23 breakfast to celebrate the signing of new 
education-related legislation (details of which to be 

reported septel), at which a large number of parliamentarians 
were in attendance, including MB MPYs Mahmoud Megahed, Hamdi 
Hassan, Gamal Hanafi, Sobhi Saleh, and Mohamed al Gazzar. 
First Lady Suzanne Mubarak and presidential son Gamal Mubarak 
reportedly were also present. 


2. (U) Following initial press reports about the event, an 
apparently defensive MB leadership was quoted as follows in 
the independent daily Al Dustour (reported in the June 25 
edition): \"The invitation was a routine one, and the MB had 

to respond to it regardless of the conflicts between the 

group and the regime\" (Deputy Supreme Guide Mohamed Habib), 
\"the visit was a normal thing ... the MB considers Mubarak 

the president of all Egyptians, and we do not contest his 
legitimacy (activist senior MB member Essam El Erian), and 
\"the visit was routine ... the MB MP\'s went to the palace and 
left like all the other MPYs who attended. Also, three MB 

MP\'s previously attended a similar meeting at the 

Presidential Palace\" (leading MB member Gamal Heshmat). On 
June 26, Rose el Youssef (an \"independent\" daily widely 
believed to be funded by branches of the Egyptian security 
services, and NDP Secretary for Organization Anmed Ezz), 
published an op-ed by board chairman Karam Gabr, noting that, 
\"The visit (of the MB MP\'s to the Presidential Palace) stands 
as proof that the Egyptian state does not hate the MB solely 
because it is the MB. If the MB were to take a specific 

position on whether it is a political group or a \'Da\'wa\' 
(proselytizing) group, it could also enjoy the fruits of 

political reform like the rest of Egyptians.\" 
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3. (SBU) Comment: This curious incident is illustrative of the 
paradoxical status of the MB in Egypt - a \"banned 
organizationW whose parliamentary representatives can attend 
an event hosted by the president. The apparent presidential 
invitation to MB MP\'s stands in stark contrast to GOE umbrage 
that recent meetings held by visiting CODEL\'s with Egyptian 
parliamentarians have included the head of the MBVs 
parliamentary bloc (reftel). 
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SENSITIVE 
SIPDIS 


STATE FOR NEA/ELA AND EEB/IFD/OMA 


E.O. 12958 

TAGS: EFIN, EAID, PREL, JO 

SUBJECT: JORDAN REPEATS REQUEST FOR U.S. SUPPORT FOR PARIS CLUB 
DEBT BUYBACK; SEEKS SAME FROM OTHER CLUB MEMBERS 


REF: A) STATE 83434 (NOTAL), B) AMMAN 1961 (NOTAL) 
(U) Sensitive but Unclassified. Protect Accordingly. 


1. (SBU) Jordanian officials have renewed their request for the 

U.S. to join in supporting a debt buyback scheme. The King\'s 

Officer Director, Bassem Awadallah, sent Ambassador a new background 
paper and the text of a letter the Finance Minister sent to the head 

of the Paris Club (text below). The King has continued his personal 
lobbying campaign on the issues, and Awadallah claims German 
Chancellor Merkel is on board and has in turn urged Japanese 

officials to join in support (the Jordanians said this may have 
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backfired with the Japanese, who let it be known they preferred to 
handle their bilateral relationship with Jordan bilaterally). The 
King intends to raise the proposal with President Sarkozy during a 
short Paris visit on July 4, and did so with Gordon Brown during a 
trip to London over a week ago. 


2. (SBU) Ambassador reiterated ref A points. Awadallah asked for 
reconsideration of our position, noting 1) the request for U.S. 
support in the Paris Club, not for U.S. participation in a buyback 
operation, b) prepayment would provide only limited relief to 
Jordan, and c) other countries allegedly have gained Paris Club 
support for buybacks. 


3. (SBU) Comment: Post will continue to monitor GOJ engagement 
with other Paris Club members and report any developments. Emboffs 
as well as the Treasury Advisor to the Ministry of Finance have made 
clear to the Minister and Secretary General the U.S. position 

against and legislation prohibiting discounting debt for buybacks. 
Moreover, the Advisor has suggested that the purchase of floating 
rate debt would be more attractive to Jordan at this time, rather 

than purchasing fixed rate loans. The Minister reiterated to the 
Advisor that Jordan\'s concern is not their dollar-denominated debt, 
but the positions in Japanese Yen and Euros. Despite delivery of 

ref A points, senior Jordanian officials - including, eventually, 

the King are certain to step up direct lobbying efforts with U.S. 
counterparts. End comment. 


4. (SBU) Begin Text of GOJ request for U.S. support: 


Request for Support with Paris Club Creditors for a Debt Buy Back 
Agreement with Jordan June 2007 

Jordan today continues to be the leading advocate for finding a 
sustainable and peaceful regional political framework, based on 
international legality, good faith, and mutual interests. It is only 
within such a framework that the Middle East as a region can attain 
its potential and realize the aspirations of its young population. 
This framework will be sustained through political pluralism, 
respect for human and civil rights, freedom of speech, social and 
economic development, and a modern, inclusive society. 

A process of reform is needed in our region to bring about this 


framework. Home-grown and credible reforms in each country are 
required. This effort must, however, receive full support from the 
international community for it to take root and succeed in attaining 
its results. 

Jordan is confidently and aggressively forging ahead with its reform 
process. In the medium term and to allow Jordan the fiscal space to 
implement necessary measures, it continues to count on the support 
of the international community, particularly Paris Club members to 
relieve some of the debt burden which continues to constrain the 
fiscal space for increased and accelerated investments in reform. 


Column 3 

Jordan is faced today with the twin challenges of rising oil prices 
and a sharp reduction in foreign grant assistance that threatens to 
derail much of the achievements attained and future growth and 
stability prospects. Jordan realizes the primacy of fiscal reforms 
to creating a healthy budget that articulates national development 
priorities, and is committed to accelerating the measures that it 
has already undertaken aimed at reducing current expenditures to 
allow for more fiscal space for capital investments and increasing 
revenues through tax reform. Jordan is also committed to 
accelerating its ambitious privatization program. 

We continue to be heavily dependent on aid for our development 
process, and the continued support of the international community 
has allowed us to forge ahead with such efforts. Further, the 
regional political instability reflected by the continuing 
Palestinian-Israeli conflict to Jordan\'s west and the Iraqi conflict 
to its east have substantially reduced investor interest in the 
region and disrupted many economic activities, while the loss of the 
Iraqi oil grant has had huge adverse effects on the Jordanian 
economy. 


Jordan\'s budget has suffered as a consequence. In 2007, current 
expenditures are expected to exceed domestic revenues by $462 
million, with the oil subsidy, pension outlays, and debt service 

$1.81 billion (or 40% of current expenditures, and 31% of total 
expenditures), of which $852 million is for serving debt. The 

budget is more strained due to the increase in the prices of oil and 

it becomes increasingly harder in the medium-term to maintain a 
prudent and sound fiscal situation. The budget deficit (after 

grants) is expected to exceed 8%, thus threatening the macroeconomic 
stability gained over the years. 

Jordan has embarked on a fiscal reform package to phase out oil 
subsidies by February 2008, enhance revenues through a reformed, 
more efficient, tax system, and enabling laws and regulations, as 
well as reduce expenditures. 

The current stock of Jordan\'s outstanding foreign debt amounts to 
$7.3 billion (56% of GDP), of which $4.5 billion is outstanding to 
Paris Club creditors, constituting almost 61.3% of its total foreign 
debt stock. 

Of the total outstanding debt owed to Paris Club creditors, over 90% 
is due to five main creditors as follows: (1) Japan: $1,438 million, 

(2) France: $949 million, (3) the United Kingdom: $675 million, (4) 
the United States: $525 million, and (5) Germany: $460 million. 

Due to the U.S. Dollar\'s depreciation against the Euro and Japanese 
Yen in the past few years, Jordan, which pegs its currency to the 
U.S. Dollar, has seen its debt burden increase dramatically in 

Dollar terms. In 2006 alone, Jordan has incurred an additional debt 
burden of $275 million as a result of Dollar depreciation alone. 

In the past, Jordan has resorted to buying back and restructuring 
some of its debt in order to reduce its total debt burden. In 1993, 
Jordan rescheduled $736.5 million, representing the whole amount of 
its commercial debt through replacing it with 30-year bonds (Brady 
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Bonds). Jordan also bought back $800 million of the debt owed to 
Russia for $140 million (at a 82.5% discount), and entered into 
several debt swap agreements, such as that entered with France in 
1999 through which $69.2 million were used to purchase interests in 
investment projects at a 47% discount. The latest such debt swap 
arrangement was concluded in March 2006 with the German development 
agency KfW, where debt was swapped for 30 million at a 50% discount 
rate. 

As part of its efforts to reduce external debts and the burden of 
servicing debt Jordan has also resorted to using part of its 
privatization proceeds to reduce its debt burden. In 2003, Jordan 
bought back $243 million from France, the UK, and Spain, and 
rescheduled $316 million. 

Jordan\'s outstanding debt to the U.S. amounts to $525 million, or 
12% of the total outstanding debt to Paris Club creditors. At the 
current scheduling, Jordan also owes an additional amount of $217 
million as interest, for a total debt burden of $742 million. In 

2007 servicing debt owed to the U.S. amounts to $47.3 million ($21.7 
million in principal and $25.6 million in interest). 

Jordan would like to explore the possibility of buying back part of 

its debt from Paris Club members, partly using its privatization 
proceeds which currently stand at around $1 billion. Accordingly, 
Jordan has requested the possibility of entering into an early debt 
repayment plan with Paris Club creditors in January 2007. 

To ensure that reforms in Jordan are successful and fiscal stability 
is maintained, Jordan counts on the support of the U.S. and the 
Paris Club to buy back its outstanding debt at a fair discount rate. 
Given the U.S.\'s leadership position within the international 
community, Jordan counts on its support with other members of the 
Paris Club to conclude debt buy back agreements. 

Such measures will complement domestic fiscal measures that are 
being undertaken to reduce the oil subsidy bill, pension outlays, 

and administrative current expenditures. It would permit the 
increased allocation of government resources towards the development 
process, help improve Jordan\'s international credit worthiness and 
private investor confidence, as well as help support Jordan\'s 
efforts in building a regional model of economic vitality, peace, 
regional cooperation, and social stability. 

The support of the international community, and particularly the 
U.S., for home-grown initiatives aimed at a sustained interest in 
stability, security, and peace in the region is vital, indeed 

invaluable, for starting and successfully completing such a process. 
We share the view that only open, democratic, and free societies 
can sustain peace, stability, and prosperity in this region and the 
world. And it is this view that lies behind our commitment to the 
success of reforms in Jordan and, indeed, the region. 

Beyond national and regional efforts, Jordan is also keen on 
building cross-border partnerships with like-minded, reforming 
countries to accelerate development in the respective countries and 
to enhance global peace and stability. Accordingly, in August 2005, 
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His Majesty King Abdullah II proposed a new partnership to enhance 
cooperation and coordination between a select number of lower-middle 
income countries, which include Croatia, Ecuador, Georgia, Honduras, 
Indonesia, Jordan, Morocco, Pakistan, Paraguay, and Sri Lanka. Since 
then, two heads of state summits, the last of which was in Jordan in 
May 2007, and several meetings at the technical level were convened 
to move forward a common reform agenda and to work closely with the 
G8 in that respect. 

We are pleased to have been invited, as G11 presidents, to meet with 
the G8 presidency in Germany in the second half of 2007, and we view 
such efforts as part and parcel of our own internal development 

efforts and as enablers for our countries to contribute further to 

global peace and prosperity. 

Jordan counts on continued U.S. support with its requests from the 
Paris Club. U.S. support has been important in the past to maintain 
Jordan\'s stability, and it is still necessary today to enable Jordan 

to continue implementing its ambitious reform agenda and to create 
sustainable growth and development. 

End text. 

5. (SBU) Begin Text of Ziad-Musca letter: 

Ministry of Finance 

Deputy Prime Minister & Minister of Finance 

Minister\'s Office 


12/1/33/7014 
June 28, 2007 


H.E. Mr. Xavier Musca 

Chairman of the Paris Club 

Director General of the Treasury and Economic Policy Department 
Ministry of Economy, Finance, and Industry 

French Treasury 

139, rue de Bercy, Teledoc 551 

75572 Paris VEDEX 12, France 


Excellency, 

Further to my communication with you earlier this year regarding 
Jordan\'s current endeavors to reduce its external debt burden 
through, inter alia, repayment to the Paris Club members, and 
following your e-mail reply on this issue, allow me to take this 
opportunity to extend my sincere gratitude and warmest appreciation 
for the continued support with the Paris Club has graciously granted 
Jordan throughout its development process. Jordan is particularly 
grateful for the 2002 Agreement with the Paris Club to reschedule 
about $1.2 billion in debt due in the period July 2002 - December 
2007. 

Forging ahead with our reform agenda has enabled us to achieve 
favorable results and graduate from the IMF program in July 2004. 
Since 2004, real growth has averaged more than 7%, domestic exports 
almost doubled, while inflation has been successfully contained. As 
Jordan embarks on building a regional social, political, and 
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economic model, it will continue to move forward with its reform 
agenda to credibly address the challenges that it faces. 

As you are well aware, one of the main challenges that Jordan 
continues to face is the Kingdom\'s debt burden and its related level 
of debt service, which remain high despite the significant domestic 
efforts made during the past decade in reducing the ration of 
external debt to DGP that now stands at 56%. Due to out high debt 
burden, the increase in world oil prices and continued regional 
instability, Jordan\'s budget is constrained. In 2007, current 
expenditures are expected to exceed domestic revenues by $462 
million. The oil subsidy, pension outlays, and debt service will 
account for $1.81 billion or 40 of current expenditures, and 31% of 
total public expenditures. Debt service alone equals $852 million. 
The budget deficit (before grants) is expected to exceed 8%, thus 
threatening the macroeconomic stability gained over the years. 

As anon-oil producing country in the midst of a region that is 
practically awash in oil, the Jordanian economy confronts many 
constraints. Jordan is faced today with the twin challenges of 
rising oil prices and a sharp reduction in foreign grant assistance 
that threat to derail much of the achievements attained and future 
growth and stability prospects. Jordan realizes the primacy of 
fiscal reforms to creating a healthy budget that articulates 

national development priorities, and is committed to accelerating 
the measures that it has already undertaken aimed at reducing 
current expenditures to allow for more fiscal space for capital 
investments and increasing revenues through tax reform. Jordan is 
also committed to accelerating its ambitious privatization program. 
That being said, Jordan\'s poverty and unemployment profile still 
imposes a real challenge to policy makers. External support is 
necessary to ensure that resolute reforms are both popular and 


successful. This can be facilitated through substantially 

increasing domestic resources devoted to poverty reduction. 

In the medium-term and to allow Jordan the fiscal space needed to 
implement necessary measures to raise living standards and implement 
pro-poor development strategies, the Kingdom continues to count on 
the support of the international community, particularly Paris Club 
members, to relieve some of the debt burden which continues to 
constrain the fiscal space for increased and accelerated investments 
in reform. 

Currently the stock of JordanYs outstanding foreign debt amounts to 
$7.3 billion (56% of GDP), of which $4.5 billion in outstanding to 
Paris club creditors, constituting almost 61.3% of its total foreign 
debt stock. Of the total outstanding debt owed to Paris Club 
creditors, over 90% is due to five main creditors as follows: (1) 
Japan: $1.438 million, (2) France: $949 million, (3) the United 
Kingdom: $675 million, (4) the United States: $525 million, and (5) 
Germany: $460 million. 

Accordingly, and to ensure that reforms in Jordan are successful and 
fiscal stability is maintained, Jordan would like to explore with 

the Paris Club the possibility of buying back its debt outstanding 
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to Paris Club creditors at a fair discount rate, partly using its 
privatization proceeds which currently stand at around $1 billion. 
Such measures will complement domestic fiscal measures that are 
being undertaken to reduce the oil subsidy bill, pension outlays, 
and administrative current expenditures. It would permit the 
increased allocation of government resources towards the development 
process, help improve Jordan\'s international credit worthiness and 
private investor confidence, as well as help support Jordan\'s 
efforts in building a regional model of economic vitality, peace, 
regional cooperation, and social stability. 

To conclude, the support of the international community, 
particularly during phases of political and economic external 
shocks, has been pivotal in backing Jordan\'s reforms, and today a 
strategy for eh early repayment of debt is also needed to place 
Jordan distant from any risks that may endanger its noticeable 
achievements over the past years and to help the country achieving 
long-term fiscal sustainability and reaching widely-shared growth. 

| look forward to the positive response of the Paris Club in this 
regard. In the meantime, please accept my highest esteem and 
consideration. 

Sincerely yours, 

/s/ 

Dr. Ziad Fariz 

Deputy Prime Minister 

and Minister of Finance. 


End text. 
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E.O. 12958: DECL: 06/27/2027 

TAGS: PGOV, PHUM, TN 

SUBJECT: TONGA POLITICAL UNCERTAINTY, RECONSTRUCTION DELAYS 
CONTINUE 


REF: SUVA 224 (AND PREVIOUS) 
Classified By: Amb. Dinger. Reasons: Sec. 1.4 (b) and (d) 


Summary 

1. (C) As Tonga\'s Parliament was adjourning its session just 
after last November\'s tragic riot in NukuValofa, new King 
George V tasked government and pro-democracy critics to 
conclude the national debate on democratic reforms for 
Tonga\'s monarchy and provide a solution for the next session 
of Parliament to consider in June. However, Prime Minister 
Seveli has insisted that pro-democracy leaders accused of 
riot offenses first face justice. Multiple court cases are 

under way, including for five People\'s Representatives 
arraigned on sedition charges. Reportedly, reform discussion 
in Parliament may resume in early July, once the new budget 
is wrapped up. Both sides claim readiness to consider a 
degree of compromise. Elections are due in early 2008. but 
PM Sevele has expressed skepticism that post-riot Tonga will 
be ready. Some pro-democracy activists continue to call for 
structural reforms in time for next year\'s elections; others 
seem ready to delay elections if meaningful reform really is 

in the offing. A memorandum of understanding with China to 
help rebuild NukuValofa could re-ignite debate about the 
King\'s business interests. It appears the aid will be \"in 
kind,\" which would further complicate efforts by businesses 
to rebuild. End summary. 


Government\'s Mantra: Yes to Reconciliation, but Justice First 
2. (C) Overall, some 1,200 riot suspects were arrested, and 
five pro-democracy \"People\'s Representative\" parliamentarians 
have been charged with sedition for their alleged roles in 

the public demonstrations that disintegrated into the 
November 16 riot and arson. Of those arrested, fewer than 
900 have been charged and only about 500 will face trial, the 
great majority for theft and similar charges to be heard in 

the lower magistrates courts. Contacts have told us that 

thus far fewer than 30 people have been remanded to the 
Supreme Court, which is hearing all cases involving serious 
offenses. 
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3. (C) The five parliamentarians appeared before a 
preliminary hearing in May; they will be tried before Tonga\'s 
Supreme Court on dates to be set July 18. At the conclusion 
of the May hearings, the five defendants told the court they 
wished to be tried by judge and not jury. However, one 
defendant, Akilisi Pohiva, told us he now intends to request 

a jury. A long-time pro-democracy leader and one of the 
chief figures at the November demonstrations, Pohiva feels a 
jury drawn from \"the people\" will acquit him. According to 
an Australian diplomat in Tonga, the Australian seconded to 
assist Tonga\'s Chief Justice in the trials will be highly 
demanding of the government prosecutors\' cases. The diplomat 
does not expect the evidence against the five 
parliamentarians to be sufficient to lead to convictions. 


4. (C) Pohiva, who has moderated his rabble-rousing tone 
since the riot, told us blame for the failure of government 

and the people\'s opposition to start talking again lies at 

the feet of PM Fred Seveli. Pohiva said the PM\'s personal 
losses in the November 16 events -- his family supermarket, 
the country\'s largest, was looted and burned -- have clouded 
his judgment. Several embassy contacts have observed that 
the PM is a changed man, embittered and unable to see beyond 
an oft-stated insistence that those he sees as responsible 

for the riot must first admit their errors and seek 

forgiveness from the people before the two sides can 
reconcile. 


Seven Months On: Signs of a Thaw...or Not 

5. (C) Still, seven months after the riot and fires that 

wasted much of the capital\'s business district, Tonga might 
be about to restart the political dialogue cut short on 
November 16. According to Pohiva, Deputy Prime Minister 
Tangi told Parliament in June that once debate concludes on 
the government\'s budget estimates for the fiscal year 
beginning July 1, debate on the future of political reform 

could begin. Some remain doubtful. Pro-democracy people\'s 
representative Clive Edwards told us that government may 
instead redirect debate to a memorandum of understanding just 
concluded with China on the rebuilding of Nuku\alofa. 
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According to Edwards, government plans to push through the 
MOU, call a break until August, re-open parliament for just 
three weeks and then close it until after 

constitutionally- mandated elections in early 2008 (see para 
7). 
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6. (C) Advisor to the Prime Minister, Lopeti Senetuli, told 

us he was not aware when government plans to begin debating 
reforms again. He said that, when debate does begin, 
government will seek to channel review of competing proposals 
into a nine-member, tripartite committee, with members drawn 
equally from the Cabinet, the nobles, and the People 
Representatives. That concept was rejected by some 
pro-democracy advocates on the eve of the riot as a diversion 
from what they saw as Parliament\'s obligation to act on 
proposals presented last September by the National Committee 
on Political Reform. Senetuli believes Parliament as a 
\"committee of the whole would never reach consensus, but the 
small committee could. Democracy advocates have complained 
that the tripartite committee would be dominated by nobles 

and cabinet; but Senetuli says outcomes would be based on 
consensus, so relative strengths within the committee are 

moot. Not totally convinced, Pohiva does now appear ready at 
least to consider the tripartite committee as a means to get 

talks going again. 


Numbers and Timing: Room for Compromise? 

7. (C) PM Sevele has said publicly, and reaffirmed to us 
privately in April (reftel) that he does not think Tonga can 

be sufficiently recovered from the November 2006 riot to hold 
elections in early 2008. In April, Sevele suggested 2010 or 
2011. However, Senetuli told us government now prefers to 
hold the elections on schedule, but without reform, basing it 
on the existing division of seats: 9 people\'s reps and 9 
nobles. (Another 12-16 MPs currently are non-elected members 
of the Cabinet, appointed by the King.) The Tuipelehake 
Committee proposed an all-elected parliament of 26, raising 
the people\'s share to 17 and leaving the nobles at nine. 
Sevele then tossed in a spanner, suggesting 14 people\'s reps 
and 9 nobles, with an additional \"four or five\" to be 
nominated by the King (thus potentially maintaining royal 
control). With that, the pro-democracy camp offered a 21 
people\'s rep, 9 nobles split. 


8. (C) People\'s rep Clive Edwards said the pro-democracy camp 
is prepared to compromise on its call for 21-9, though a lot 
would depend on government\'s willingness to make a deal now, 
in time for the 2008 elections. \"2009 (or later),\" he said, 

Vis a bit remote." Pohiva said that the People\'s Committee 

for Political Reform, made up of pro-democracy activists, 

wants reforms in place in time for a 2008 election, but he 
himself is prepared to accept elections in 2009 if government 
will compromise on the numbers. He speculated that committee 
members might be willing to accept a 17-9-2 variation, with 

the people electing 17, the nobles 9 and the king appointing 

2. Other political activists we spoke to were mainly focused 
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on the need to keep the political-reform process moving, 
based perhaps on steps in which the two sides accept interim 
arrangements along with an schedule that would keep the next 
election from slipping off into 2011 or beyond. 


The China Syndrome 

9. (C) Looming over the Tonga political scene is the 
government\'s recently struck MOU with China for 118 million 
pa\'anga (US$ 55 million), announced as assistance for the 
reconstruction of Nuku\alofa. The pro-democracy camp is 
suspicious that government will use some of the Chinese aid 
to buy out the King\'s interest in the national electricity 

utility. However, government, which clearly was seeking to 
convince China to provide some of the assistance as un-tied 
financing, now insists that China is not providing any cash 

at all. Senetuli said the entire package is tied to TongaWs 
reconstruction plans, and much of the total will be in kind, 

in the form of materials and actual construction. 


The Rebuild: Waiting on Insurers and the Courts 

10. (C) The rebuilding of NukuValofa has not yet begun in 
earnest, in good part because most major business owners have 
not received insurance payouts. According to business and 
legal figures, several large insurers are awaiting the 

outcome of the sedition trials against the People\'s 
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Representatives. If the five are convicted, insurers will 

claim the riot was an insurrection and invoke an escape 
clause. Some business people complain that government 
intends onerous standards on those planning to rebuild. 
Reportedly when government attempted to demand that all new 
buildings be at least three stories tall, owners roundly 
rejected the concept. Ambitious plans to re-wire and 
re-plumb the entire central business district and to widen 
streets are also receiving little enthusiasm from business 
people. Many business owners face a crunch: having to 
finance rebuilding when original construction loans remain on 
the books. A number are setting up shop outside the center 
where costs are lower and land-tenure issues area less 
convoluted. 


Comment 

11. (C) As noted previously, all in Tonga now appear to be on 
record in support of \"reform.\" Less clear are judgments 
about pace and degree. Politicians will need to chart a 
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delicate course as they debate a new parliamentary structure 

and decide on an election schedule. Atthe same time, 

TongaWs economy desperately needs rebuilding. Some predicted 
China aid would be the saving grace, and surely that will 

help resurrect public infrastructure. However, private 

businesses need financing, and it is not at all clear who 

will provide the funds if insurance proceeds remain scant. 
DINGER 
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FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5276 
INFO RUEHBJ/AMEMBASSY BEIJING 2724 
RUEHKH/AMEMBASSY KHARTOUM 
RUEHMO/AMEMBASSY MOSCOW 8117 
RUEHKO/AMEMBASSY TOKYO 2832 

RUEHIN/AIT TAIPEI 2018 

RHMFISS/COMUSKOREA J5 SEOUL KOR 
RHMFISS/COMUSKOREA J2 SEOUL KOR 
RHMFISS/COMUSKOREA SCJS SEOUL KOR 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/SECDEF WASHINGTON DC//OSD/ISA/EAP// 


SIPDIS 
SIPDIS 
IO/PSC DENNIS HANKINS 


E.O. 12958: DECL: 06/28/2017 

TAGS: PREL, EAID, KPKO, UNSC, MASS, KS, SU 

SUBJECT: ROKG TO CONSIDER CONTRIBUTION FOR HYBRID 
OPERATIONS IN SUDAN 


REF: STATE 90022 
Classified By: Joseph Y. Yun, POL M/C. Reasons 1.4 (b/d) 


1. (C) On June 28, the DCM conveyed reftel objectives 
encouraging capitals to contribute to expected UN/AU Hybrid 
Operations in Darfur to Park In-kook, Deputy Minister for 

Policy Planning and International Operations at the Ministry 

of Foreign Affairs and Trade. The DCM expressed USG 
appreciation for significant ROKG contributions in 

Afghanistan, Iraq, and, soon Lebanon, and commented that the 
ROK had the experience and technology to play a positive role 
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in Sudan. 


2. (C) Park noted the urgency of the situation in Sudan and 
undertook to give careful consideration to ways that the ROKG 
could help. He said that one factor in South Korea\'s 
calculation would be its current peacekeeping operations 
(PKO). If the ROKG suffered significant casualties in a PKO 
in Lebanon, for example, this could hurt prospects for 
contributions elsewhere. The ROKG might find it politically 
easier to contribute logistical support than troops to Hybrid 
Operations in Sudan, he speculated. As background, he 
explained burgeoning ROKG efforts to secure National Assembly 
authorization for PKOs, so that the ROKG could react more 
quickly than if it had to request permission ona 

case-by-case basis. The ROKG might seek approval for a 
certain number of personnel, for example, who could be 
deployed to PKOs at the discretion of the Executive Branch, 
but, he said, this would not occur before year-end at the 
earliest. 


3. (C) In addition, Park requested further information on 

China\'s role in Sudan, specifically its official development 
assistance (ODA). This information would be helpful for 

Seoul\'s deliberations, he said. Park continued that the ROKG 
was committed to becoming a full-fledged member of the OECD\'s 
Development Assistance Committee (DAC) by 2010 and would host 
a donor conference in South Korea in September 2007. Seoul 
was inviting DAC and non-DAC donors, and specifically China, 

to send delegations. He hoped that conference participants 

could encourage Beijing to direct ODA away from influence 
peddling and toward efforts to help states improve their own 
economic and political conditions. ODA should be conducted 

in a more environment-friendly and sustainable development 
manner, he said. 

VERSHBOW 


113977 

PP RUEHFK RUEHKSO RUEHNH 

DE RUEHKO #2971 1822323 

ZNY CCCCC ZZH 

P 012323Z JUL 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5066 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 7675 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 1754 
RUEHUL/AMEMBASSY SEOUL PRIORITY 3733 
RUEHFK/AMCONSUL FUKUOKA PRIORITY 1829 
RUEHNH/AMCONSUL NAHA PRIORITY 4244 
RUEHOK/AMCONSUL OSAKA KOBE PRIORITY 5408 
RUEHKSO/AMCONSUL SAPPORO PRIORITY 2638 
RUEHSH/AMCONSUL SHENYANG PRIORITY 0502 


Column 3 

RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 4827 

RUAGAAA/COMUSKOREA SEOUL KOR PRIORITY 

RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/29/2017 

TAGS: PREL, PARM, KNNP, KN, JA 

SUBJECT: JAPANESE ANGST ABOUT RECENT DEVELOPMENTS ON NORTH 
KOREAN NUCLEAR ISSUE 


Classified By: Ambassador J. Thomas Schieffer. Reason: 1.4 (b) (d). 


1. (C) Summary: Most Japanese media, academic and 
political sources cite A/S Hill,s June 21-22 Pyongyang visit 
as a first step toward denuclearizing the DPRK. Some 
observers, however, remain skeptical about the DPRK\'s 
intention to shut down its nuclear facilities, and there is 
widespread worry over A/S Hill\'s bilateral contact with the 
DPRK. Although several sources tell Embassy Tokyo they view 
A/S Hill's Pyongyang visit as intentionally downplaying the 
abduction issue and leaving Japan out of Six-Party 
negotiations, this notion has been rebutted by Prime Minister 
Abe and mitigated by A/S Hill\'s continuing \"celebrity8 
status in Japan. End Summary. 


2. (C) Overall media coverage of A/S Hill's Pyongyang visit 
was positive, but analysts believe that it is unlikely the 

DPRK will dismantle its nuclear facility without making 
unreasonable demands in future negotiations. A Mainichi 
editorial said that while it appeared A/S Hill took some 
preliminary steps toward dismantling North Korea,s nuclear 
program, \"actions are more important than words.8 Foreign 
Minister Aso reflected that skepticism in a June 22 press 
conference, observing that A/S Hill,s visit to North Korea 
would &not immediately settle things.8 Prime Minister Abe 
offered a similarly guarded public statement on June 25, 
saying Japan &must carefully monitor whether North Korea 
will actually carry out that action.8 


3. (C) Other editorials expressed concern with what they 
claimed to be an attempt to exclude the abduction issue from 
the Six-Party process. Asahi observed that Japan has little 
direct contact with Pyongyang, forcing Tokyo to &stake its 
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only chance for achieving success on the abduction issue on 
progress in the bilateral dialogue between the U.S. and North 
Korea.8 Mainichi reporter Koichi Yonemura took a different 
tack, telling us it was widely recognized in Japan that to 

mix the nuclear and abduction issues was &illogical and 
inconsistent.8 


4. (C) DPRK expert Hajime Izumi of Shizuoka University told 
Embassy Tokyo that A/S Hill, s visit to Pyongyang, because it 
took place before the shutdown of the nuclear facilities, 

called into question the legitimacy of Six-Party discussions 

and gave the international community an &excuse to criticize 
the visit.8 Meanwhile, Masaharu Nakagawa, Deputy Chairman 
of DPJ Abduction Issue Strategy, warned that if the U.S. 
continued its bilateral dialogue with North Korea, the 

Six-Party Talks might become a faade. 


5. (C) On June 24, Prime Minister Abe publicly dismissed 
reports that Japan had been kept in the dark about A/S 

Hill,s mission and stressed that Japan and the U.S. have an 
&unshakable alliance.8 Tadasu Yano, Policy Secretary to 
LDP Councilor Ichita Yamamoto, told us that the LDP was 
generally satisfied with A/S Hill,s visit to Pyongyang. 

Finally, media contacts have observed that concern over A/S 
Hill's Pyongyang visit has also been mitigated by his 
continuing &celebrity8 status in Japan. 

SCHIEFFER 
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SIPDIS 


SIPDIS 


E.O. 12958: DECL: 06/29/2017 

TAGS: PREL, PARM KNNP, JA, NK 

SUBJECT: JAPANESE ANGST ABOUT RECENT DEVELOPMENTS ON NORTH 
KOREAN NUCLEAR ISSUE 


Classified By: Ambassador J. Thomas Schieffer. Reason: 1.4 (b) (d). 


1. (C) Summary: Most Japanese media, academic and 
political sources cite A/S Hill,s June 21-22 Pyongyang visit 
as a first step toward denuclearizing the DPRK. Some 
observers, however, remain skeptical about the DPRK\'s 
intention to shut down its nuclear facilities, and there is 
widespread worry over A/S Hill\'s bilateral contact with the 
DPRK. Although several sources tell Embassy Tokyo they view 
A/S Hill's Pyongyang visit as intentionally downplaying the 
abduction issue and leaving Japan out of Six-Party 
negotiations, this notion has been rebutted by Prime Minister 
Abe and mitigated by A/S Hill\'s continuing \"celebrity8 
status in Japan. End Summary. 


2. (C) Overall media coverage of A/S Hill's Pyongyang visit 
was positive, but analysts believe that it is unlikely the 

DPRK will dismantle its nuclear facility without making 
unreasonable demands in future negotiations. A Mainichi 
editorial said that while it appeared A/S Hill took some 
preliminary steps toward dismantling North Korea,s nuclear 
program, \"actions are more important than words.8 Foreign 
Minister Aso reflected that skepticism in a June 22 press 
conference, observing that A/S Hill,s visit to North Korea 
would &not immediately settle things.8 Prime Minister Abe 
offered a similarly guarded public statement on June 25, 
saying Japan &must carefully monitor whether North Korea 
will actually carry out that action.8 


3. (C) Other editorials expressed concern with what they 
claimed to be an attempt to exclude the abduction issue from 
the Six-Party process. Asahi observed that Japan has little 
direct contact with Pyongyang, forcing Tokyo to &stake its 
only chance for achieving success on the abduction issue on 
progress in the bilateral dialogue between the U.S. and North 
Korea.8 Mainichi reporter Koichi Yonemura took a different 
tack, telling us it was widely recognized in Japan that to 

mix the nuclear and abduction issues was &illogical and 
inconsistent.8 


4. (C) DPRK expert Hajime Izumi of Shizuoka University told 
Embassy Tokyo that A/S Hill,s visit to Pyongyang, because it 


Column 3 

took place before the shutdown of the nuclear facilities, 

called into question the legitimacy of Six-Party discussions 

and gave the international community an &excuse to criticize 
the visit.8 Meanwhile, Masaharu Nakagawa, Deputy Chairman 
of DPJ Abduction Issue Strategy, warned that if the U.S. 
continued its bilateral dialogue with North Korea, the 

Six-Party Talks might become a faade. 


5. (C) On June 24, Prime Minister Abe publicly dismissed 
reports that Japan had been kept in the dark about A/S 

Hill,s mission and stressed that Japan and the U.S. have an 
&unshakable alliance.8 Tadasu Yano, Policy Secretary to 
LDP Councilor Ichita Yamamoto, told us that the LDP was 
generally satisfied with A/S Hill,s visit to Pyongyang. 

Finally, media contacts have observed that concern over A/S 
Hill's Pyongyang visit has also been mitigated by his 
continuing &celebrity8 status in Japan. 

SCHIEFFER 
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SIPDIS 
SIPDIS 


DEPT. FOR SCA/PB ATTN: BRENT CHRISTENSEN 
DEPT FOR SCA/RA ATTN: JOSEPH BRENNIG 
DEPT FOR DRL ATTN: ROD MORGAN OR LEROY POTTS 


E.O. 12958: N/A 

TAGS: PHUM, MASS, MARR, PREL, KCRM, BG 

SUBJECT: HUMAN RIGHTS VETTING FOR 31ST PACIFIC ARMIES MGMT 
SEMINAR, AUG 6-10, 2007 


1. This is an action request. See para three. 


2. The following candidates have been selected for 
participation for the 31st Pacific Armies Management Seminar 
to be held in Sydney, Australia, from August 6 to 10, 2007. 
Post vetting was completed on June 28, 2007. Post requests 
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that vetting be completed by July 18, 2007, to provide 
sufficient time for processing. Post requests the 

department conduct Leahy vetting for the following candidates: 


Name: Syed Imam Hossain 

Rank: Brig. General 

Unit: 44th Infantry Brigaade 

Unit Location: Dhaka 

Personal Number: BA-1870 

Date of Birth: 12/02/59 

Place of Birth: Barisal, Bangladesh 


Name: Mushfiqur Rahman 

Rank: Lt. Col. 

Unit: Principal Pabna Commandant College 
Unit Location: Dhaka 

Personal Number: BA-2370 

Date of Birth: 06/01/59 

Place of Birth: Gopalganj, Bangladesh 


3. Post requests that the Department of State authorize post 
to make the following statement to the relevant DOD units: 
\"Embassy verifies that the Department of State possesses no 
credible information of gross violations of human rights by 

the above named individual or unit.\" 


4. Post Human Rights Officer is Luke Zahner, unclass 
e-mail:zahnerlv@state.gov. 


5. COMMENT: Embassy has no information to indicate this 
individual or any unit he has served in has been involved in 
gross violations of human rights. 

PASI 
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RUALSFJ/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/CTF 72 

RUEHNH/AMCONSUL NAHA 4246 
RUEHFK/AMCONSUL FUKUOKA 1831 
RUEHOK/AMCONSUL OSAKA KOBE 5411 
RUEHNAG/AMCONSUL NAGOYA 0939 
RUEHKSO/AMCONSUL SAPPORO 2640 
RUEHBJ/AMEMBASSY BEIJING 7677 
RUEHUL/AMEMBASSY SEOUL 3735 
RUCNDT/USMISSION USUN NEW YORK 4829","UNCLAS SECTION 01 OF 07 TOKYO 002979 


SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 07/02/07-1 


Index: 


1) Top headlines 
2) Editorials 


Prime Minister\'s weekend schedule: Mostly campaign-related 
activities 


Opinion polls: 

3) Asahi poll: Abe Cabinet support rate sinks to lowest ever, 28 % 

, rivaling unpopularity of former Mori administration 

4) Mainichi poll shows 52 % non-support rate for Abe Cabinet, with 
majority of public unhappy about prime ministerYs handling of 
pension issue 


Kyuma flap: 

5) Defense Minister Kyuma: \"Atomic bombings of Japan could not be 
helped\" 

6) Text of Kyuma\'s remarks justifying US use of atomic bombs to end 
war 

7) Opposition parties blast Kyuma for atomic-bombing remarks 
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8) Ruling parties perplexed by Kyuma\'s atomic-bombing remarks, fear 
they could impact on the Upper House election 

9) Prime Minister Abe: Defense minister was just introducing US view 


10) Opposition camp demands Kyuma\'s dismissal for atomic-bombing 
remarks 

11) Abe rejects calls for dismissing Kyuma, though admits remarks 
were inappropriate 


Articles: 
1) TOP HEADLINES 


Asahi: 
Poll: Cabinet approval rate declines to low of 28 % 


Mainichi: 
Poll: Cabinet disapproval rate rises to new high of 52 % 


Yomiuri, Sankei: 
Abe, Ozawa lock horns in debate ahead of Upper House election 


Nikkei: 
Japan\'s economy growing driven by domestic, external demand 


Tokyo Shimbun: 
Abe refuses to dismiss Defense Minister Kyuma 


Akahata: 
Kyumal\'s atomic bombing remark demonstrates unfitness for office 


2) EDITORIALS 


Asahi: 
(1) Heated debate expected ahead of Upper House election 
(2) Kyuma\'s appalling atomic bombing remarks 


Mainichi: 
(1) Kyuma\'s thoughtless and dishonorable remarks 
(2) Abe-Ozawa debate needed more heat 
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Yomiuri: 
(1) SIA officials must lose public servant status 
(2) More party-head debates needed 


Nikkei: 
(1) Campaign issues now clear with Abe-Ozawa debate 
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(2) Kyuma unfit for office 


Sankei: 
(1) Four-party talks must not replace six-party talks 
(2) Preservation of cultural assets deserves thorough discussion 


Tokyo Shimbun: 
(1) Kyuma\'s atomic bombing remarks expose his ignorance 
(2) Hong Kong marks 10 years since reversion 


Akahata: 
(1) National Life White Paper needs viewpoint of social solidarity 


3) OPINION 
Poll: Cabinet support hits new low of 28 % 


ASAHI (Top play) (Abridged) 
July 2, 2007 


The Abe cabinet\'s support rate hit a record low in the Asahi 
Shimbun\'s telephone-based eighth public opinion survey conducted on 
June 30 and July 1, with the Diet having essentially ended its 

ordinary session. Abe was enthusiastic about reforming the Social 
Insurance Agency and revising the National Public Service Law. He 
has just had relevant bills get through the Diet. All the more for 

this reason, the survey\'s results were severe for him. 


In the survey this time, the Abe cabinet\'s support rate was 28 % 

(31 % in the last survey). The lowest figure in the past was 30 % 

, which was shown in the fourth serial survey taken June 2-3. This 
time, the Abe cabinet\'s support rate was below 30 % for the first 
time. The Abe cabinet\'s nonsupport rate was 48 % ‚the same as in 
the last survey. The cabinet support rate last dropped below 30 % 
when the Mori cabinet was in office, though the results of previous 
polls and the one taken this time cannot be simply compared due to 
different polling methodologies. 


The Abe cabinet\'s support rate, after dropping to 30 % , stayed low 
at34% ,32% ,and31% .Among men, its support rate was 24 % 
this time, showing a substantial drop from 36 % in the last 

survey, with its nonsupport rate rising to 52% from 50% inthe 
last survey). Among those in their 20s to 50s, the support rate was 
low at around 20 % . Among those who support the ruling Liberal 
Democratic Party, the Abe cabinet\'s support rate was a record low of 
64% , failing to reach 70 % for the first time. 


In the current Diet session, the ruling coalition rammed pension and 
other bills through the Diet. Respondents were asked if they 
appreciated the Abe cabinet\'s response to the issue of the 
government\'s pension record-keeping flaws. In response to this 
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question, 24 % answered \"yes,\" with 59 % saying \"no.\" When it 
comes to the leading opposition Democratic Party of Japan 
(Minshuto), 27 % answered \"yes\" to that party\'s response over the 
pension issue, with 45 % saying \"no.\" The survey shows the 
public\'s severe view of the Abe cabinet. 
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In the breakdown of public support for political parties, the LDP 
stood at 25% (27% inthe last survey), with the DPJ at 16 % 
(15% ). New Komeito, the LDP\'s coalition partner, was at3% (4 
% ). The Japanese Communist Party was at2 % (2% ), and the 
Social Democratic Party (Shaminto) t1% (1% ). 


4) Poll: Cabinet nonsupport at 52 % 


MAINICHI (Top play) (Abridged) 
July 2, 2007 


The Mainichi Shimbun conducted a telephone-based nationwide public 
opinion survey on June 30 and July 1. The rate of public support for 
Prime Minister Shinzo Abe and his cabinet was 32 % , the same as in 
the last survey taken in May. However, the nonsupport rate for the 
Abe cabinet reached 52% ‚up 8 percentage points. The figure is 
the worst since the Abe cabinet came into office in September last 
year. Asked about the government\'s pension record-keeping flaws, a 
total of 74% answered that they would factor in the issue when 
voting in the upcoming election for the House of Councillors. As 

seen from the figure, the pension issue is now a major point of 
contention in campaigning for the election. In addition, a total of 

63% gave negative answers when asked if they appreciate the 
government and ruling parties\' efforts to handle the pension 

fiasco. 


A total of 23% answered \"no\" to a question asking if they would 
factor in the pension issue when voting in the election, and only 32 
% answered \"yes\" to a question asking if they appreciated the 
government and ruling parties\' efforts to deal with the pension 
issue. The figures show that the pension issue is a minus factor for 
the governing parties and one of the likely causes of the rise in 

the disapproval rating for the Abe cabinet. 


5) Defense Minister Kyuma: Atomic bombings couldn\'t be helped 


ASAHI (Page 1) (Excerpts) 
July 1, 2007 


Defense Minister Fumio Kyuma stated in a speech on June 30 in 
Kashiwa City, Chiba Prefecture: 
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\"Many Nagasaki people suffered by the US atomic bombing, but | 
understand the bombing in Nagasaki put an end to the war. | think 
it was something that couldn\'t be helped.\" 


His remarks might be taken as justifying the US atomic bombings. 
Opposition parties appear likely to call on Prime Minister Shinzo 
Abe to sack him. Kyuma\'s remarks are now creating a controversy. 


6) Gist of Defense Minister Kyuma\'s remarks on atomic bombings 


YOMIURI (Page 4) (Abridged) 
July 1, 2007 


The following is a gist of the remarks about the atomic bombings of 
Japan made by Defense Minister Kyuma in a speech on June 30: 


Although the United States knew that Japan would lose the war, it 
dropped atom bombs on Hiroshima and Nagasaki. By dropping a bomb on 
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Nagasaki, the US reasoned that Japan would surrender if it went that 
far. In that case, the US thought it could stop the Soviet Union 

from joining battle, for on August 9, the USSR began to invade 
Manchuria and other places. Fortunately, the war ended on August 15, 
without the Soviet Union having occupied Hokkaido. However, mistakes 
could have led to the Soviet taking over Hokkaido. If at the time, 

it took over Hokkaido, there would have been nothing anybody could 
have done. Although countless numbers of people suffered a great 
tragedy, in my mind it could not have been helped in order to end 

the war. On that, | do not hold any grudge toward the United States. 
But I still wonder if it was necessary for them to have used the 

bombs, knowing that they were winning the war. 


7) Defense Minister Kyuma\'s remarks on atomic bombings blasted by 
opposition parties 


YOMIURI (Page 4) (Excerpts) 
July 1, 2007 


In reaction to Defense Minister Kyuma\'s statement on June 30 that 

the dropping of atom bombs on Japan by the United States \"couldn\'t 
be helped, Hiroko Hatakeyama, deputy director of the Hiroshima 
Prefecture federation of atomic-bomb victim groups stated: \"Have all 
those people who died because of the atomic bombings died because it 
couldn\'t be helped? | feel that the feelings of the atomic-bomb 

victims have not been transmitted to the Japanese government, and | 
am so sad that words escape me." 
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Hearing such views, Social Democratic Party head Fukushima stated, 
VI can\'t sense there was any thought toward the atom-bomb victims 
(in Kyuma\'s words).\" She issued a statement seeking the resignation 
of Defense Minister Kyuma. 


Minshuto (Democratic Party of Japan) Deputy President Kan met the 
press along with Secretary General Kamei of the Peoples New Party 
and said: \"He is totally unqualified to be defense minister.\" 


8-1) Kyuma remarks perplex ruling party; Could impact on the 
election 


NIKKEI (Page 2) (Abridged) 
July 1, 2007 


Widespread confusion hit the government and the ruling party on June 
30 in reaction to Defense Minister Fumio Kyuma\'s comment that the 
dropping of atomic bombs by the US on Japan \"couldn\'t be helped." 
Prime Minister Shinzo Abe and others have tried to quell the issue, 

but because of Japan\'s status as the only nation to have suffered 
from atomic bombings and the feelings of atom-bomb survivors, the 
ripples from his comment could last a long while. 


The prime minister yesterday seemed to take the view that there was 
no problem with the content of the defense minister\'s remarks, 
saying, \"| understand he was presenting the United States\' way of 
thinking (in those days). | am told that he also had mentioned the 
anger felt in places affected by the atomic bombing. 


LDP Secretary-General Hidenao Nakagawa stated, \"I think that was his 
personal opinion. It appears that the defense minister has issued a 
statement, so | think the misunderstanding will be cleared up.\" 


These comments came at a time when the Diet, having clashed over the 
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pension fiasco, has basically ended its session and lawmakers were 
shifting focus to the upcoming election. Aides to the prime 

minister were not pleased with the latest remarks but are preparing 
to calm the situation. 


The ruling camp is deeply perplexed, with New Komeito head Akihiro 
Ota saying, \"(The defense minister\'s) true intent may be very 
different.\" He added, \"If there is something that could bring about 

a misunderstanding, an explanation is required.\" 


Yoichi Masuzoe, an LDP member of the House of Councillors commented, 
\"Now we have given the opposition more material to use,\" adding, 
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\"Votes from Hiroshima and Nagasaki will now surely decrease during 
the next election." 


8-2) Kyuma\'s apology for A-bomb comment: Ruling camp concerned about 
adverse impact on Upper House election 


MAINICHI (Page 2) (Full) 
July 2, 2007 


Defense Minister Fumio Kyuma apologized yesterday for his comment on 
the atomic bombings in 1945 by the United States. The apology came 

as Kyuma bowed to mounting pressure from the Kantei and the ruling 
camp. Members in the ruling parties, which face an uphill campaign 

for the upcoming House of Councillors election over pensions and 

other issues, are concerned that they could face a tougher time due 

to the Kyuma remark. The opposition camp is ready to intensify its 

attack against the ruling parties over the newly emerging issue, in 
addition to pensions. 


Prime Minister Shinzo Abe conveyed to Kyuma through his secretary on 
June 30, when Kyuma made the controversial remark, that he should be 
concerned. But Kyuma, who appeared unconcerned, refused to retract 
his comment on a TV program yesterday morning. In response, Liberal 
Democratic Party Policy Research Council Chairman Shoichi Nakagawa, 
who also appeared on the same program, had to suggest to Kyuma: \"You 
had better apologize. \" 


Further, a senior New Komeito member made a phone call to a close 
aide to the prime minister and sought an additional response by 

saying, \"His true intention should be clarified.\" Aware of such an 
atmosphere in the ruling parties, Kyuma told LDP Secretary General 
Hidenao Nakagawa on the phone in early afternoon of the same day, \"I 
will retract the comment" and later gave a press conference in 
Nagasaki. 


With Kyuma\'s apology and the prime minister\'s rejection of the 
possibility of dismissing him, the ruling bloc intends to put an end 

to the issue, with Secretary General Nakagawa saying: \"Since the 
defense minister apologized and retracted (the comment), the issue 
will not have a serious impact.\" But the opposition camp is poised 

to thoroughly pursue Kyuma over his controversial remarks, including 
a call for his resignation. Democratic Party of Japan (Minshuto) 
Secretary General Yukio Hatoyama directed his criticism at the prime 


SIPDIS 

minister during a gathering yesterday in Yokote City, Akita 
Prefecture, saying, \"Mr. Kyuma should resign from his ministerial 
post, but the prime minister is trying to defend him.\" 


9) Prime Minister Abe: Defense minister just introduced US view on 
atomic bombings 
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TOKYO SHIMBUN (Page 1) (Full) 
July 1, 2007 


In a speech the city of Marugame, Kagawa Prefecture, Prime Minister 
Shinzo Abe revealed his perception that there was no problem with 
Defense Ministry Fumio Kyuma\'s remarks that the US bombing in 
Nagasaki was something that couldn\'t be helped. Abe stated: \"I 
understand that he just introduced the US way of thinking. | have 
heard that he has mentioned his view that how Nagasaki suffered from 
the atomic bombing.\" 


Abe then stressed: \"Eliminating nuclear weapons is Japan\'s mission. 
| think Japan has played a leading role in the United Nations." 


10) Defense Minister Kyuma\'s comment on atomic bombings: Opposition 
parties intend to seek dismissal 


YOMIURI (Page 2) (Full) 
July 2, 2007 


Defense Minister Kyuma yesterday held a press conference to 
apologize for his comments. However, opposition parties are geared 

up to continue to seek his dismissal from Prime Minister Abe, saying 
that he has not taken back his comment that the atomic bombings were 
unavoidable and that his apology was insufficient. Democratic Party 

of Japan (DPJ or Minshuto) Secretary General Hatoyama yesterday told 
reporters: \"He did not say that he made a mistake. His apology is 

not acceptable at all.\" 


Japanese Communist Party General Secretary Ichita also criticized 
Kyuma: \"The fact that he made that comment remains. The defense 
minister should be dismissed. The government and the ruling parties 
are trying to calm the situation, surprised at the heavy criticism 

his comment has brought. We will pursue this incident.\" 


Social Democratic Party head Fukushima told reporters: \"We will 
demand the dismissal of Mr. Kyuma. We will make his comment a 
campaign issue for the Upper House election.\" 


11) Prime Minister Abe refuses to dismiss Kyuma despite his remarks, 
but recognizes them as inappropriate 


TOKYO SHIMBUN (Top play) (Full) 
July 2, 2007 


Prime Minister Shinzo Abe and the opposition Democratic Party of 
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Japan\'s (Minshuto) President Ichiro Ozawa took part in a one-on-one 
debate and a meeting (hosted by the People\'s Council for Building a 
New Japan) held at a Tokyo hotel to examine each party\'s manifesto. 
In the debate, Abe talked about Defense Minister Kyuma\'s recent 
comments that America\'s use of atomic bombs was \"inevitable\" and 
acknowledged that they were inappropriate, noting: \"Prudence is 
required not to make remarks that could give a false impression to 
the public.\" However, Abe indicated he would reject the calls from 
the opposition parties for the dismissal of Kyuma, saying: \"Japan\'s 
mission is to eliminate nuclear weapons. | expect Mr. Kyuma as 
defense minister to demonstrate his capability to do so from now on 
as well.\" 


Ozawa criticized Kyuma for his comments: \"He essentially spoke for 
America. As a minister, he lacked common sense, and his remarks were 
inappropriate.\" Also, Ozawa asserted, \"Japan should seek an apology 


TOKYO 00002979 007.2 OF 007 


from the United States (for its dropping of atomic-bombs) and 
discuss the matter.\" 


In response, Abe rebutted: \"Japan\'s responsibility is to aim for 
abolition of nuclear weapons instead of devoting energy to calling 
on the US to apologize.\" 
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REF: DE RUEADRO #0735 1792344 


1. (SBU) Embassy Wellington and Consulate General Auckland welcome 
and grant country clearance to ICE agents Reynaldo Mendoza and Laura 
Burgener for travel to Auckland, New Zealand during the time period 

July 11-12, 2007. The purpose of this visit is to escort NZ Alien 

Darin Jackson to Auckland. 


2. (U) Embassy understands that country clearance is the only 
assistance required at this time. 


3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 


Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
E-mail: dohertyjp@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington who stay over 5 days 
are required to report to the Regional Security Office for a 

security briefing if they have not completed an approved overseas 
personal security training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately 30 NZD. A commercial shuttle 
service is also offered at the airport. Taxi fare from the airport 
to downtown Auckland hotels is approximately NZD55-NZD65. A 
commercial shuttle service is also offered at the Auckland airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD100.00. Personal checks will not be accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. 

Travelers found carrying these undeclared items will be immediately 
fined NZD200.00 (USD150.00). Biosecurity is a serious issue in New 
Zealand and fines will be administered immediately and without 
warnings. 


8. (SBU) Security Information: 
a. (SBU) All U.S. citizen personnel serving under the Chief of 


Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
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travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families 8 Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. As such, 
Wellington and Auckland have experienced an increase in violent and 
petty crimes, but they are usually non-confrontational in nature. 

However, home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland, Christchurch and 

Wellington, and visitors should be especially aware that street 

crime, such as scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, especially at 

night, to avoid becoming a target of opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 

the world drug situation; however, evidence indicates that New 

Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drug in 

New Zealand is locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as to not become a target of opportunity. 
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9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and 

Christchurch traffic is significantly better; however, during rush 
hour moderate delays can be expected. Visitors are advised that 
traffic drives on the left-hand side of the road. Visitors are 

advised that traffic accidents are common and that it is safe to 

pull over so that police may take an accident report. However, 
visitors who experience hostility or anti-American sentiment should 
depart the scene immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop be permitted to be 
used in the Chancery or connected to Wellington\'s LAN. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and the most 
recent Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise appropriate 
caution and be alert to their surroundings with regard to their 
personal security. Suspicious incidents/activities should be 

reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


MCCORMICK 


113982 

RR RUEHWEB 

DE RUEHWL #0482/01 1830123 

ZNR UUUUU ZZH 

R 020123Z JUL 07 

FM AMEMBASSY WELLINGTON 

TO RUEADRO/HQ ICE DRO WASHINGTON DC 
INFO RUEHC/SECSTATE WASHDC 4420 


SIPDIS 


SENSITIVE 
SIPDIS 


Column 3 
ICE HQ FOR JENNIFER C. SMITH 


E.O. 12958: N/A 

TAGS: OTRA, ASEC, NZ 

SUBJECT: NEWELL, A038261224; NZ COUNTRY CLEARANCE FOR ESCORTING 
OFFICERS TOVAR AND VALLE MOJICA; JULY 11-13, 2007 


REF: DE RUEADRO #0773 1801530 


1. (SBU) Embassy Wellington and Consulate General Auckland welcome 
and grant country clearance to ICE agents Juan Tovar and Edward 

Valle Mojica for travel to Auckland, New Zealand during the time 

period July 11-13, 2007. The purpose of this visit is to escort NZ 

Alien James F. Newell to Auckland. 


2. (U) Embassy understands that country clearance is the only 
assistance required at this time. 


3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 


Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
E-mail: dohertyjp@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington who stay over 5 days 
are required to report to the Regional Security Office for a 

security briefing if they have not completed an approved overseas 
personal security training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately 30 NZD. A commercial shuttle 
service is also offered at the airport. Taxi fare from the airport 
to downtown Auckland hotels is approximately NZD55-NZD65. A 
commercial shuttle service is also offered at the Auckland airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD100.00. Personal checks will not be accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. 

Travelers found carrying these undeclared items will be immediately 
fined NZD200.00 (USD150.00). Biosecurity is a serious issue in New 
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Zealand and fines will be administered immediately and without 
warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled Serving 
Abroad for Families 8 Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. As such, 
Wellington and Auckland have experienced an increase in violent and 
petty crimes, but they are usually non-confrontational in nature. 

However, home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland, Christchurch and 

Wellington, and visitors should be especially aware that street 

crime, such as scams and pickpockets is a daily occurrence in these 


cities. Common sense precautions should be taken, especially at 
night, to avoid becoming a target of opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
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the world drug situation; however, evidence indicates that New 

Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drug in 

New Zealand is locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as to not become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and 

Christchurch traffic is significantly better; however, during rush 
hour moderate delays can be expected. Visitors are advised that 
traffic drives on the left-hand side of the road. Visitors are 

advised that traffic accidents are common and that it is safe to 

pull over so that police may take an accident report. However, 
visitors who experience hostility or anti-American sentiment should 
depart the scene immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop be permitted to be 
used in the Chancery or connected to Wellington\'s LAN. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and the most 
recent Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise appropriate 
caution and be alert to their surroundings with regard to their 
personal security. Suspicious incidents/activities should be 

reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 
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12) Kyuma retracts atomic-bomb statement and apologizes 

13) Kyuma on Sunday TV show: US dropping of atomic bombs on Japan 
was unnecessary 

14) Kyuma, having apologized, must explain what he meant by his 
atomic remarks to the ruling parties 

15) In debate, Abe says Kyuma was misunderstood, but Minshuto head 
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Ozawa rebuts, saying the US should apologize to Japan for dropping 
atomic bombs 


16) Abe, Ozawa debate starts the election campaign for the Upper 
House race 


17) Citing need to maintain a \"robust Japan-US alliance, Abe\'s 
advisory panel on collective self-defense would allow Japan to 
intercept missiles bound for US 


18) Foreign Minister Aso tells Iran\'s vice foreign minister that 
Iran needs to have transparency in its nuclear program 


19) Concerned LDP lawmakers in letter, as US Congress to hold off 
vote on House resolution on comfort women 


20) Declassified document shows US President knew of 1969 secret 
pact on Okinawa 


21) JETRO to be privatized as part of speedy reform of independent 
administrative agencies 


Articles: 
12) Kyuma apologizes and retracts his comments 


TOKYO SHIMBUN (Page 1) (Full) 
July 2, 2007 


At noon yesterday, Defense Minister Fumio Kyuma at a press briefing 
in Shimabara City, Nagasaki Prefecture, talked about his comments in 
a speech on the previous day that the dropping of atomic-bombs (on 
Hiroshima and Nagasaki by the United States during WWII) \"couldn\'t 
be helped\" and apologized by noting: \"My position of not condoning 
the use of atomic bombs has not changed, but given news reports on 
my comments, it appears that there was something wrong with the way 
in which | spoke. I\'m sorry that | troubled the public and the 

victims of the atomic bombs.\" Saying, \"I won\'t make comments as | 
did in the recent speech in the future,\" Kyuma in effect retracted 

his controversial comments. 


When he appeared on a Fuji-TV talk show earlier in the day, Kyuma 
noted: \"I don\'t think it is necessary to correct my comments. If 

they gave a false impression, | must make a detailed explanation.\" 
But he came under criticism even from senior members of the ruling 
parties. Hidenao Nakagawa, secretary general of the ruling Liberal 
Democratic Party (LDP), who joined the talk show on the phone, also 
advised Kyuma: \"You had better retract your comments.\" Afterwards, 
heeding the Kantei\'s concern about a possible impact on the Upper 
House election, Kyuma appeared to change his attitude. 


Column 3 

Shoichi Nakagawa, chairman of the LDP Policy Research Council, 
stressed; \"My perception is different from his. He should give a 
proper account and he should apologize if necessary." The junior 
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coalition partner New Komeito\'s policy chief Tetsuo Saito, as well, 
criticized Kyuma: \"No cabinet member should make such comments. If 
he made such comments in the context that the dropping of the atomic 
bombs couldn\'t be helped, that simply rubbed the public the wrong 
way.\" Following him, New Komeito\'s Public Relations Bureau Chief 
Yosuke Takagi also pointed out: \"Those comments are outrageous and 
inappropriate in any case.\" 


Opposition parties, as well, criticized Kyuma, with the major 

opposition Democratic Party of Japan\'s (Minshuto) policy chief 

Takeaki Matsumoto arguing, \"The use of atomic weapons can never be 
justified.\" The Japanese Communist Party\'s (JCP) policy chief Akira 
Koike made this critical comment: \"His comments were far from common 
sense.\" The Social Democratic Party\'s policy chief Tomoko Abe called 
for Kyuma\'s resignation. 


At a press conference, Kyuma explained: \"I wanted to say that we 
need to see the other side\'s intention by explaining the background 
that the United States, upon noticing that the Soviet Union was 
going to join the war, dropped atomic bombs, but what | said was 
taken to condone the dropping of atomic bombs.\" \"I troubled my 
colleagues in the party as well. | want to talk about this to 
appropriate officials of both the LDP and New Komeito,\" Kyuma 
added. 


13) \"Hodo 2001\" aired on July 1: Defense Minister Kyuma says, \"The 
dropping of atomic bombs was not necessary\" 


SANKEI (Page 5) (Full) 
July 2, 2007 


Defense Minister Fumio Kyuma explained his recent controversial 
comments that the dropping of atomic bombs \"couldn\'t be helped.\" 


-- What was the real intention of your comments? 


Kyuma: \"At a meeting (where | gave a speech), | was asked, \'Will 
Japan be targeted if it lets its guard down?\' | then cited the case 

(of the US) to explain that we must discern the other side\'s 
intentions. (During late days of World War II), Japan was unable to 
conceive that the Soviet Union would join the war, but the United 
States was aware of that intention of the Soviet Union and moved to 
drive Japan into surrender by using atomic weapons. Our country 
failed to see the Soviet Union\'s intention, but it\'s no use 
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lamenting this at present.\" 


-- Do you think the dropping of atomic bombs could not be helped? 


Kyuma: \"No. I also said at the meeting that dropping the atomic 
bombs was unnecessary. There\'s no use regretting past events. 
Anyway, that put an end to the war, so we need to be reconciled to 
that. | don\'t think | need to revise my comments, but if they gave a 
misunderstanding, | must give a detailed account.\" 


14) Defense minister apologizes for atomic bombing statement: Plans 
to explain his intention to ruling parties 


YOMIURI (Page 2) (Full) 
July 2, 2007 


Defense Minister Kyuma, elected for the Lower House from the 
Nagasaki Constituency No. 2, commented in a speech given on July 30 
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that the atomic bombings by the US of Hiroshima and Nagasaki could 
not have been helped. Concerning this comment, he held a press 
conference at yesterday noon at a hotel in Shimabara City, Nagasaki 
Prefecture and offered an apology: \"! feel very sorry for the people 

of Nagasaki, Hiroshima, and all over Japan. | will never ever make 
such a comment in the future.\" 


Prior to this press conference, LDP Secretary General Hidenao 
Nakagawa yesterday morning phoned Kyuma and advised him, \"If you go 
to Nagasaki, you\'d better make an apology.\" New Komeito head Ota 
also told Chief Cabinet Secretary Shiozaki on the phone, \"It will be 

no good if Kyuma does not properly offer an apology to the public or 
convey his true meaning.\" Voices calling for an early apology from 
Kyuma have thus been growing in the party with the Upper House 
election just ahead. 


During the press conference, Kyuma acknowledged that his comments 
were careless, noting, \"| did not mean to defend the US decision to 
drop the bombs. | wanted to say that there is no turning back if we 

fail to see the other party\'s true intention regarding peace and 
security. However, | could have made that point without referencing 
the atomic bombings. When | said that they were unavoidable, | meant 
that the US made the decision to use atomic weapons to end the war. 
Such a comment has given rise a serious misunderstanding. To begin 
with, | should not have used such words.\" 


Asked about his future approach, he said: \"The more | explain my 
true intention, the more the situation becomes chaotic. What has 
been said cannot be undone. | cannot condone the atomic bombings of 


Column 3 

Hiroshima and Nagasaki. | will continue to firmly maintain my basic 
stance toward the elimination of nuclear weapons. | would like 
people to watch my actions." He also indicated his plan to explain 
shortly what he really meant to the ruling parties, saying: \"| have 
caused trouble to the ruling parties. It was careless of me to make 
a comment that opponents can use." 


Following Kyuma\'s apology, Nakagawa yesterday afternoon told 

reporters in Miyazaki City, \"I take it as an apology to the people." 

He thus indicated his stance of trying to end the issue over his 

comments. Asked about the possible impact of Kyuma\'s comments on the 
upcoming Upper House election, he said, \"Since he offered an 

apology, there will be no serious impact.\" 


15) Abe: \"Making any comment that gives a false impression should be 
avoided\"; Ozawa: \"The government should demand an apology from the 
US for dropping atomic bombs\" 


YOMIURI (Page 2) (Full) 
July 2, 2007 


Referring to Defense Minister Kyuma\'s comment that the atomic 
bombings by the US could not have been helped, Prime Minister Abe 
during a meeting with Democratic Party of Japan (DPJ or Minshuto) 
head Ozawa expressed his position that Kyuma\'s comment was 
inappropriate. He said, \"We must be careful so as not to make any 
comment that could give a false impression to the public.\" He made 
this reply to a question asked by Ozawa. Ozawa said: \"Mr. Kyuma 
spoke for the US. It was inappropriate for any state minister to 

make such a comment.\" 


However, the prime minister at the same time touched on Kyuma\'s 
apology for his comment. He indicated his position of not addressing 
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opposition partiesY demand for his dismissal, noting: \"Mr. Kyuma is 
also a citizen of Nagasaki Prefecture. | must have him display his 
ability as defense minister to eliminate nuclear arms.\" 


Ozawa called on the government to demand an apology from the US, 
pointing out: \"The government should seek an apology from the US for 
the dropping of atomic bombs. It should hold talks with the US.\" Abe 
responded, \"Our responsibility is to do our utmost to eliminate 

nuclear arms instead of pouring our energy into demanding an apology 
from the US.\" 


16) Abe, Ozawa lock horns in debate ahead of Upper House election; 
Abe plays up his administration\'s economic, educational 
achievements, Ozawa calls for reversal of positions of ruling and 
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opposition parties 


YOMIURI (Top play) (Abridged slightly) 
July 2, 2007 


Prime Minister Shinzo Abe and Minshuto (Democratic Party of Japan) 
President Ichiro Ozawa took part in a party-head debate, held 
yesterday at a Tokyo hotel by Atarashii Nihon o Tsukuru Kokumin 
Kaigi (The People\'s Council for Building a New Japan) composed of 
academics and business leaders. In his debate with Ozawa, Abe 
indicated that he would play up his administration\'s achievements in 
the economic and education fields in the upcoming House of 
Councillors election. Ozawa, on the other hand, expressed his 
eagerness for a two-party system to take over the reins of 
government through the upcoming election. Timed with the party-head 
debate, private organizations, including the Japan Association of 
Corporate Executives, released their evaluations of campaign pledges 
by the Liberal Democratic Party, Minshuto, and the New Komeito. 


Abe and Ozawa have taken part in four Diet debates, but each one 
lasted only 45 minutes. With yesterday\'s debate set for 90 minutes, 
the two were able to engage in an in-depth exchange of views ahead 
of the election. 


Abe first talked about the pension recordkeeping errors, saying 
resolutely, \"The government\'s checks will continue until the very 
last record has been verified, guaranteeing overdue payouts. We will 
clarify the responsibility of the people that caused the problem and 
resolve the matter.\" 


Ozawa in response slammed the government, saying: \"The Upper House 
election is a referendum on whether people trust the pension system. 

The voter will decide whether they trust the government. If they 

don\'t, the government has to change." 


Minshuto proposed covering the basic pension with taxes. In the 2005 
House of Representatives election, the party promised to raise the 
consumption tax rate by 3% to secure financial resources, but it 
retracted the pledge after Ozawa became leader. Abe attacked the 
largest opposition party for backpedaling, saying that using taxes 

to cover the basic pension would not be possible without raising the 
consumption tax rate. 


Ozawa said that if the government canceled all the state subsidies, 
it would have financial resources amounting to more than 6 trillion 
yen. Abe brushed aside such an idea, saying that Ozawa was 
irresponsible because two-thirds of the state subsidies were used 
for programs related to social security. \"Do you want to cut 
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subsidies for social security-related programs?!" Abe said. 


Abe sparred with Ozawa in the debate without using notes in a show 
of determination to address the pension mess and improve his falling 
approval rating. Ozawa, who describes himself as rhetorically 
ungifted, used notes for the debate. 


Ozawa highlighted the need to reverse the positions of the ruling 
and opposition parties, saying, \"If the LDP wins the election, 
two-party democracy will never take root in this country.\" 


Meanwhile, Abe played up his administration\'s achievements, saying, 
\"We have created 600,000 jobs, reduced the unemployment rate to 
below 4% , revised the Basic Education Law, and upgraded the 
Defense Agency to ministry status.\" 


Although Abe said that the Upper House election is not a referendum 
on his government, he also added, \"The people will be asked who is 
more suited -- Mr. Ozawa or myself -- to be at the helm of 
government.\" 


17) Gov\'t panel to propose collective self-defense, eyeing rocksolid 
ties with US 


YOMIURI (Page 2) (Abridged) 
June 30, 2007 


A government panel, the Council for Rebuilding the Legal Foundation 
of National Security, decided yesterday to propose changing the 
government\'s constitutional interpretation to allow Japan to 

exercise the right of collective self-defense. This proposal is in 

line with Prime Minister Abe\'s strong awareness that Japan\'s 
alliance with the United States cannot exist without Japan\'s strong 
relationship of mutual trust with the United States. 


The panel has been discussing four cases over the advisability of 
exercising the right of collective self-defense. In its last 

meeting, the panel discussed two of the four cases. One is to defend 
US naval vessels on the high seas, and the other is about missile 
interception. The focus of discussions over these two cases was on 
what kind of logical composition would make it possible to exercise 
the right of collective self-defense. In particular, intercepting 
missiles headed for the United States was the core of discussions in 
connection with collective self-defense. That is because the 
government, in its conventional view, has taken the position that 
intercepting a ballistic missile bound for another country could 

fall under the category of collective self-defense. 


The government once released a statement in the name of Chief 
Cabinet Secretary Fukuda on its decision to introduce a missile 
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defense (MD) system. In that statement, the government took the 
position that the problem of collective self-defense would not arise 
because Japan\'s MD system would not be used to defense any third 
country. 


In its meeting yesterday, the panel discussed the advisability of 
intercepting US-bound missiles for two different cases: 1) if a 

missile passes across over Japan and flies to Hawaii or other 
non-CONUS (continental United States) US territories; and 2) if a 

missile does not pass across over Japan and reaches CONUS. The panel 
generally concurred on allowing Japan to exercise the right of 

collective self-defense and intercept such US-bound missiles as much 
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as possible. 


18) Foreign Minister Aso tells Iran\'s deputy foreign minister, 
\"Transparency needed for nuclear issue\" 


YOMIURI (Page 4) (Full) 
June 30, 2007 


Foreign Minister Taro Aso met on June 29 at his ministry\'s office 

with Iran\'s Deputy Foreign Minister Mehdi Safari. Referring in it to 
Iran\'s nuclear development program, Aso urged Teheran to abide by a 
UNSC resolution calling on Iran to suspend the country\'s 
uranium-enrichment program, as well as disclose information on its 
nuclear program. Aso told Safari: \"Your country should not be 

isolated from the international community. Transparency is needed 

for your country to gain international trust.\" Safari then 

responded: \"Our country has consulted with the International Atomic 
Energy Agency (about the nuclear issue).\" 


19) LDP lawmakers sending letter to US Congress letter urging 
resolution on wartime comfort women be put off 


TOKYO SHIMBUN (Page 2) (Full) 
June 30, 2007 


A group of ruling Liberal Democratic Party (LDP) lawmakers belonging 
to the \"Forum to think about the future of Japan and history 

education\" decided on June 29 to send to US House of Representatives 
Speaker Nancy Pelosi and other US congressional leaders letters 
asking that a vote on a resolution demanding an apology from the 
Japanese government for former the wartime comfort women not be 
taken. The US House of Representatives\' Foreign Affairs Committee 
adopted the resolution on June 26. The outlook is that the 

resolution will likely be approved at a plenary session of the 

House. 
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20) Nixon knew of secret agreement in connection with return of 
Okinawa 


MAINICHI (Page 2) (Full) 
July 2, 2007 


Washington, Jiji 


In connection with a secret agreement between Japan and the United 
States on JapanYs payments to the US for the reversion of Okinawa, a 
memo from then Secretary of the Treasury Kennedy to then President 
Nixon was found in the National Archives of the US. The memo notes: 
\"Our profits reached 685 million dollars in total.\" Although the 

amount of money itself had already been revealed, a memo showing 
that the US president had been informed of the Japan-US secret 
agreement and its contents was found for the first time. 


The memo does not bear the date when it was drawn up, but the memo 
supposedly was written in mid-November 1969, immediately after Japan 
and the US signed a deal secretly, according to its contents. 


The secretary of the treasury noted in the memo, \"The success of the 
US is owing to the adoption of a package payment formula,\" 
indicating that Japan made the payment without any grounds. 


21) Government to privatize JETRO as part of reform of independent 
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administrative agencies 


SANKEI (Page 2) (Excerpts) 
June 30, 2007 


The government decided yesterday to privatize the Japan External 
Trade Organization (JETRO), which is engaged in helping bring in 
foreign firms and expanding Japanese firms\' exports, as part of the 
reform of independent administrative agencies. By plunging the 
scalpel of reform into JETRO, a symbolic landing place for retired 
amakudari officials, the government aims to accelerate reforming all 
the 101 independent administrative bodies. 


Most of the services offered by JETRO are said to be the same as 
those provided by private-sector trade-related consultant companies. 
Given this, the government has judged that it is no longer necessary 
to keep JETRO under state control. In addition, an increasing number 
of officials in the government began to pose questions about the 
system of subsidizing businesses given the current austere fiscal 
situation. 
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JETRO was established in October 2003 as the successor body of the 
Japan External Trade Recovery Organization. The government provides 
about 27 billion yen in subsidies to JETRO. 
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E.O. 12958: N/A 
TAGS: PREL, PREF, PGOV, PINR, KS, KN 
SUBJECT: PRAGMATIC CONCERNS TAKE PRECEDENCE FOR NK DEFECTORS 


1. (SBU) During a June 26-28 leadership camp sponsored by 
NGO Citizens\' Alliance for North Korea Human Rights 
(CitizensY Alliance), 16 young North Korean defectors 
received the message of democratic activism. However, more 
pragmatic advice on adjusting to South Korean society 
captivated their attention. END SUMMARY. 


2. (SBU) As one of its myriad projects in support of North 
Korean defectors, the Seoul-based Citizens\' Alliance, a 
private NGO, sponsored a three-day camp for North Korean 
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youth with leadership potential. As explained to us by 
Citizens\' Alliance Secretary General Kim Young-ja, resettled 
North Koreans are expected to play a key future role in 
mediating the relationship between North and South Koreans in 
a unified Korea. Thus, she explained, it is vital to 

identify potential leaders, educate them about democratic 
values and provide them with the leadership skills necessary 
for their success. Sixteen resettled North Koreans 
participated in the leadership camp, which was in held near 
Seoul June 26 to 28. They were all college students: nine 
were Chinese majors, three studied theology or religious 
education, and one each studied in the fields of Business, 
English, Nursing, and Visual Arts. POLYs Korean-speaking 
intern joined the group as an observer. 


3. (SBU) Ana Mosneagu, an International Republican Institute 
(IRI) representative from Romania, was the events featured 
speaker. As an expert on the democracy movement in Romania, 
Mosneagu explained her country's transition from a closed 
communist regime to a more open, free state, and the role of 

the citizens who chose to participate in bringing about 

regime change 


4. (SBU) Mosneagu pushed the group to envision change in 
North Korea and asked them their thoughts on the DPRK opening 
to the outside world. Most responded that change would be 
difficult and take a long time. A twenty-nine year old 

female student pointed out that middle-aged defectors settled 
in the South still distrusted people of different races, and 

were reluctant to disavow all aspects of the political 
propaganda that they were taught throughout their lives. \"l 
understand how we want to see change in what North Koreans 
believe,\" she explained, \"but if you crash into a person\'s 
mind with a set of completely different facts and values in 
matter of weeks, or even days, they break down - or even 
worse, they might hold on to the old stuff more strongly than 
ever before. \" 


5. (SBU) A twenty-two year old female defector, a student, 
added that when she learned that the Korean War was started 
by the DPRK, \"| was so shocked, and | fell ill for several 

days. If North and South Koreans under a unified Korea fight 
over something, it could be historical matters such as who 
started the Korean War.\" A South Korean moderator suggested 
that the two peoples would surely fight over investment 

rights, real estate, land development, to which a defector 
student replied \"most importantly, we will need to decide who 
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gets to represent a unified Korea." 


6. (SBU) Mosneagu kicked off another discussion on \"higher 
ambitions and potential for defector NK youth.\" Ms. Mosneagu 
asked, \"Who will draft the constitution? Who will revamp the 
outdated laws? Who will spread the word of democracy to a 
disconcerted population? Tell me how you will achieve all 

this ten years from now on.\" Most of the participants, 
however, had more immediate concerns. The students majoring 
in Chinese replied that they chose the major considering the 
immediate advantages - getting a job in Korea-China trade, 
teaching Chinese at public schools, as well as freelance 
interpretation and translation. These students explained 

that they sought jobs that would give them an immediate 
advantage over average Koreans. The winning edge, they said, 
was their first-hand exposure to China and Chinese language, 
tolerance and sympathy for people in desperate need of 
education and Christianity. The religious studies majors 
explained that they chose their majors in the hope of 
continuing missionary work in China, and helping 
disadvantaged people in North Korea someday. 


7. (SBU) Mosneagu emphasized the importance of English 
skills. \"Fluency in English is crucial to connecting with the 
outside world, and bringing in newest information, the best 
government systems and brightest educators from all over the 
world,\" Mosneagu observed. While everyone in the room nodded 
in agreement, they wondered why Mosneagu, even though she 
spoke English fluently, worked as a political activist and 

leader of an NGO. \"How can you work when you\'re getting paid 
so little?\" asked a 26-year-old male defector student. 

Mosneagu replied that \"it\'s not about the money, it\'s about 
what | believe Y" 


8. (SBU) The indefatigable Mosneagu urged the students to 
have more confidence and broader visions as future leaders. 
Indeed, by the end of the discussion, students were putting 
out more ambitious job titles such as Minister of Foreign 
Affairs and Trade, Minister of Unification, Minister of 

National Defense, ROK diplomat in Beijing, or Grand National 
Party officer. 


9. (SBU) In contrast to the lukewarm response given to the 
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democracy activist, the participants were keenly interested 

in a presentation on legal issues facing North Korean 
defectors. The students peppered the Korean Bar Association 
representative with questions about debt, loans, inheritance, 
contracts, tenant rules, real estate, and other financial 

issues. They were also concerned about marriage laws, 
especially property co-ownership with the spouse, and laws 
regulating traffic and car accidents. Most were concerned 
about the cost of legal advice and also the legal 
consequences of Korean identification numbers issued at 
Hanawon. (Note: The ROKG records the district number of 
Ansang (2523), where Hanawon is located, as the \"birthplace\" 
of defectors. Thus, defectors all have the series 25231" in 
their identification numbers.). 


10. (SBU) \"We never got education like this at Hanawon,\" 
said a 23-year-old female student majoring in Chinese in a 
major South Korean university. \"I have a lot of things to 

ask a lawyer, but | was afraid it would cost me several 

million won (thousands of USD).\" When asked what she would 
do with this new information, she replied that she would 
immediately share it with her friends. However, when asked 
about becoming a legal expert in the future to help other NK 
defectors, students answered shyly, \"that sounds great, but | 
don\'t think | am competent enough.\" Despite their interest in 
the legal system, the students expressed the view that the 
legal profession was an elite group unofficially reserved for 
only the smartest South Koreans. 


11. (SBU) We hardly fault the organizers for trying, but 

there was an awkward disconnect throughout much of this 
leadership camp. The idealism of democratic activism clashed 
with the hard reality of North Korean defectors, who are 
desperately trying to adjust to life in the ROK and compete 
with their South Korean peers. At least for this group of 
defectors, who represent some of the best and the brightest 
of the growing defector population, the highest priorities 
remain paying the bills and getting a job. Spreading 
democracy and resolving the issues of unification would have 
to wait until later. 
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E.O. 12958: N/A 
TAGS: OTRA, AMGT, KG 
SUBJECT: AMBASSADOR DEPARTED POST 


REF: A. STATE 89682 
B. BISHKEK 807 


Ambassador Marie L. Yovanovitch departed post June 30, 2007, 
at approximately 0455 local time. DCM Lee Litzenberger 
assumed charge. 
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REF: BEIJING 3884 


Classified By: Econmincouns Robert Luke, reason 1.4(d/b) 


1. (C) Summary: Reftel provided the text of a draft of 
China\'s proposed Charity Law, which would, for the first 
time, create a legal means to register non-profit 
organizations in China. A participant in a June 12-13 
conference on the Charity Law, sponsored by China\'s Ministry 
of Civil Affairs (MOCA) said provisions of the draft law 
presented by the Chinese side still suggest a law that puts 
more emphasis on controlling civil society than nurturing it. 
Foreign experts at the conference reportedly argued for 
giving civil society space to flourish, and advised the 
Chinese to broaden the definition of what constitutes 
charitable activity, and liberalize provisions on fund 

raising and tax benefits for donors. Several experts 
discussed the merits of a truly independent regulatory body 
for charitable organizations. Embassy continues to receive 
conflicting information about when the law will be finalized. 
Clearly there is much work to be done, and the Government 
does not seem inclined to conduct this work in the open. 
Embassy will provide conference materials and participant 
lists to DRL and EAP/CM separately. End summary. 


2. (C) Reftel provided the text of a draft of China\'s 

proposed Charity Law, which would, for the first time, create 

a legal means to register non-profit organizations in China. 

On June 20, Laboff met with Kelly Lau from Nike Corporation 
(protect), who observed a June 12-13 conference for 
international experts on the proposed Charity Law, hosted by 
China\'s Ministry of Civil Affairs (MOCA) in conjunction with 
the University of British Columbia. Conference presenters 
included government and non-government experts on charity 
regulation from Canada, Germany, the Philippines, Singapore, 
Hong Kong, the United Kingdom, and the United States. 
Chinese participants included delegates from MOCA, the State 
Council Legislative Affairs Office, the Communist Youth 
League, and several Government-affiliated charities, as well 
as several Chinese academics from leading law schools. No 
independent charities or NGOs participated. The draft law 
presented in reftel was not discussed at the conference. 
Instead, MOCA circulated a document entitled, \"Relevant 
Issues on Drafting the Charity Law of the PRC,\" containing 24 
draft articles, including competing versions of some 

articles, and invited the advice and comments of all 
participants. According to Lau, very few Chinese 

participants spoke at all. (Embassy will provide a copy of 

this document along with a conference agenda and list of 
participants to DRL and EAP/CM.) 
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3. (C) Lau told Laboff that the MOCA discussion document 
suggested a Charity Law that emphasizes controlling rather 
than nurturing civil society. The Chinese side appeared 
especially concerned about controlling fraud, she said. 
According to Lau, Western presenters aggressively argued for 
giving civil society space to flourih, and advised the 

Chinese to broaden the definition of what constitutes 
charitable activity, and liberalize provisions on fund 

raising and tax benefits for donors. Several experts 

dicussed the merits of independent regulatory bodies for 
charitable organizations. On the definition of charitable 
activity, Lau said some experts were concerned that such 
activities as advocacy, rights education or capacity building 
would fall outside the scope of charitable activities as 

defined under current drafts of the law. Lau noted that it 
would be hard for Nike, for eample, to find an NGO authorized 
under such a law that could carry out workers\' rights 
education. On fund-raising, Lau noted that the provisions 
under discussion limited the means by which charities can 
raise money, leaving no room, for example, for &fee for 
service.8 Some experts advised China to be more specific in 
the Law about tax benefits for donors. Lau said some experts 
were also concerned about draft provisions requiring 
charitable organizations to register their volunteers and 

report their names to the government. 


4. (C) Lau said that one MOCA official indicated privately 

that MOCA hopes to pass the law in the Spring 2008 National 
People\'s Congress session. The Chinese Government will not 
likely make it public at any point, nor is it likely to 

change much from its current form, he told her. However, 
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MOCA Director General Wang Zhenyao separately told Embassy 
that the current draft Charity Law is \"really bad,\" and 

\"won\'t be coming out any time soon.\" According to Wang, 
Chinese participants found the June 12-13 conference useful, 
and realize that the draft Charity Law has a long way to go. 


5. (C) Comment: The silence of Chinese participants at the 
conference, and the sensitivity with which MOCA is handling 
draft legal provisions suggest that the Government is so far 
not inclined to conduct its work on the Charity Law openly or 
transparently. 

RANDT 
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TAGS: PHUM, PREF, PREL, MOPS, ASEC, CASC, EAID, UG, SU 
SUBJECT: NORTHERN UGANDA NOTES (June 17-30, 2007) 


1. (U) Summary: The following Northern Uganda Notes provides 
information on the situation on the ground and USG activities aimed 

at meeting MissionVs objectives in northern Uganda. These 
objectives include promoting regional stability through peace and 
security, good governance, access to social services, economic 
growth, and humanitarian assistance. Post appreciates feedback from 
consumers on the utility of this product and any gaps in information 
that need to be filled. End Summary. 


2. (SBU) The Government of Uganda and the Lord\'s Resistance Army 
(LRA) negotiators worked on justice, accountability, and 

reconciliation principles for the past weeks. Both sides presented 
position papers which the mediation team harmonized. The LRA was 
unhappy that all of its points were not included and requested that 

the mediator change procedures to allow separate discussions of 
twenty issues it recommended. The international observers and the 
GOU delegation viewed this recommendation as a delaying tactic and 
opposed the change. Two new lawyers--not known to be International 
Criminal Court experts--from Tanzania joined the LRA delegation. 


3. (SBU) On June 29, the parties signed an agreement on the 
general principles for accountability and reconciliation. They have 
agreed that a national legal solution combined with traditional 
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mechanisms of accountability and reconciliation would be developed. 
Formal courts and tribunals would adjudicate gross human rights 
violations. The agreement provided for truth-telling and 
truth-seeking processes. The GOU agreed to take the LRA off its 
terrorist list after a final peace deal is reached and disarmament, 
demobilization, and rehabilitation occurs. The more contentious 
issues not resolved included: the continued existence of the LRA 
after disarmament, demobilization, and reintegration and whether 
reconciliation will only be between the Acholi and LRA or nationwide 
between north and south. The talks were recessed for one month to 
allow the GOU and LRA to consult with stakeholders in northern 
Uganda before agreeing to a final position on justice and 
accountability. 


4. (SBU) USG Activities: P/E Chief met frequently with the parties, 
international observers, and technical advisors to the Cessation of 
Hostilities Monitoring Team (CHMT) during two separate trips to Juba 
from June 19-22 and June 26-28. 


5. (SBU) The distribution of bad seeds is a hot political issue, 

but unlikely to impact food security negatively. Germination rates 

of peanut and maize seed distributed to IDPs in the Acholi and Lango 
regions during the April to May planting season were low, well below 
the normal rate of 80 percent for these two crops. The Government 

of Uganda (GOU) Office of the Prime Minister (OPM) has been blamed 
in the press for distributing poor quality seeds and tools but OPM 
asserts the fault lies with local government in the north from 

overlong storage. A political tit-for-tat has ensued between 

northern leaders and the GOU/OPM. 


6. (SBU) The political bickering masks the real problem, which is a 
weak seed certification system exacerbated by increased demand for 
seed in northern Uganda and southern Sudan. A disjoined and 
fledgling resettlement package system also has contributed to 
problems for returnees. Several NGOs have requested replacement 
seeds and were redistributing. However, for the larger 

distributions, it has been more difficult to trace the seeds back to 

the distributor. Despite the noise over failed seed, FAO expects 

the overall impact on food security to be low. Initial results of 
post-distribution surveys by FAO show humanitarian distribution of 
seed make up only 30 to 40 percent of the seeds planted. Peanuts 
and maize were only a small portion of this 30-40 percent. 


7. (SBU) Germination tests by FAO for the July to August planting 
season show normal results (80 percent or greater) for all crops 
except peanuts. Seed fairs, which use a voucher system to enable 
IDPs to purchase seed of their choice from local sellers, were not 
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adversely affected. Peanuts were the most popular crop at seed 
fairs, and post harvest surveys show good results. USAID/OFDA 
provided $3.2 million to support seed distributions and fairs in FY 
2007. 
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8. (SBU) USG Activities: USAID officially opened its new office in 
Gulu to much fanfare on Thursday, June 21st. More than 450 guests 
were in attendance and had the opportunity to visit 15 open houses 
of partner organizations in Gulu and view 33 displays by the USG and 
its partners. In addition to Ambassador Browning, numerous 
government ministers attended, including the Minister of Health, 
Minister of State for Environment, Minister of State for Relief and 
Disaster Preparedness, Minister of State for Defense, Minister of 
State for Primary Education and the Minister of Ethics and 

Integrity. The ministers toured sites with the Ambassador and USAID 
Mission Director. GOU officials recognized the contributions and 
support of the U.S. Government for the people of northern Uganda. 
This sentiment was echoed by local government officials, traditional 
and religious leaders, and members of Parliament. 


9. (SBU) USAID announced the award of a $5.8 million program to 
strengthen democratic linkages within and among the Ugandan 
Parliament and selected local governments, including four northern 
districts, and civil society groups. The goal of the program is to 

build the capacity of these institutions to more effectively 

identify and carry out their representational functions in the newly 
reinstated multi-party system; to increase democratic participation 

in political processes; to improve institutional transparency and 
accountability; and ultimately to increase and improve essential 
service delivery to constituents. The program is a 42-month program 
and the award was made to the Center for International Development 
at The State University of New York (SUNY). 


10. (SBU) UN security officials report an upsurge in urban crime 
rates over the past two weeks in Gulu and Kitgum towns. Two NGOs 
were robbed by armed assailants in Patongo, Pader District in the 
past two weeks. 


11. (U) The opening of the USAID office in Gulu received widespread 
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coverage from the Ugandan media. Both national daily newspapers 
covered the story, as did regional and national broadcast media. 


12. (U) The Ugandan media also provided coverage of allegations made 
by Gulu District Chairperson Norbert Mao that substandard seeds and 
farm implements had been distributed to people resettling out of IDP 
camps. The Honorable Tarsis Kabwegyere, Minister for Relief and 
Disaster Preparedness, accused an unknown group of distributing the 
substandard implements. 

BROWNING 
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E.O. 12958: DECL: 07/01/2017 
TAGS: PHUM, PREL, PGOV, PINR, KMPI, KPAO, SCUL, SOCI, MU 
SUBJECT: OMANI ACTIVIST SPEAKS OUT ON AL HURRA 


REF: A. 05 MUSCAT 1109 


B. 05 MUSCAT 716 
C. 05 MUSCAT 1132 
D. 06 MUSCAT 1627 


Classified By: Charge dVAffaires Alfred A. Fonteneau for Reasons 1.4 (b 
) and (d). 


1. (C) Summary: In what contacts say is a first, an Omani 
human rights activist appeared recently on the al-Hurra 
television network to criticize the Omani government\'s record 
on human rights. The activist, Tayba al-Ma\'wali ) who was 
imprisoned in 2005 after speaking against the actions of 
government officials - told poloff that internal security has 
been monitoring her activities since the interview aired, but 
that she had not received any threats of retribution. While 
the main public and private news outlets ignored the 
interview, comments on Oman\'s internet chat rooms about 
al-Ma\'wali\'s interview and opinions have largely been 
positive. End summary. 
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2. (C) On June 16 and 17, 2007, international television 
station al-Hurra aired a previously-taped interview with 

Tayba al-Ma\'wali, a human rights activist and former member 
of Oman\'s Majlis Al-Shura (the directly elected lower chamber 
of Oman\'s bicameral advisory body), on its program 
\"Equality.\" Al-Ma\'wali spoke about women\'s rights and 
personal freedoms in Oman, as well as her own experience in 
an Omani jail, where she served a six-month sentence in 2005 
on charges of insulting a public figure (ref A). Al-Ma\'wali 
largely has been out of the public eye since her 

incarceration, quietly supporting other activists while 

holding a position at the Ministry of Regional 

Municipalities, Environment and Water Resources provided by 
the government after her release. In a discussion with 

poloff almost ten days after the interview aired, al-Ma\'wali 
said that she accepted the program\'s invitation to be 
interviewed, and traveled to Doha for the taping in May 
without seeking government permission, in order to tell her 
story to a wider audience and to call attention to persistent 
deficiencies in the protection of women\'s rights, 

particularly in Oman\'s judicial system. 


3. (U) During the hour-long interview, al-Ma\'wali directed 

her sharpest criticism toward Oman\'s security services and 
courts. Al-Ma\'wali claimed that after her arrest, officers 

of the Internal Security Services (ISS) and the Royal Oman 
Police\'s (ROP) Special Branch, as well as others who refused 
to identify themselves, interrogated her, and tried to force 

her to confess that she was a member of a secret organization 
working to undermine national security. (Note: Some of 
al-Ma\'wali\'s allegedly slanderous statements were in protest 
of the government\'s arrest of 31 Ibadhis in 2004 for 
attempting to overthrow the government (ref B). Al-Ma\'wali 
did not/not allege that she was physically abused by security 
forces in attempting to extract a confession. End note.) 

She also asserted that her judges in the court of first 
instance and the appeals court did \"not offer (her) a fair 
chance to defend (her)self,\" by limiting access to 

information about the charges against her and providing her 
with only ten days to prepare her defense. She accused the 
government of forcing her to serve her six-month jail 
sentence \"with women convicted of adultery, murder, (and 
immigration violations) ,\" and denying her family regular 
visitation rights in a conscious attempt to insult and 
demoralize her. 
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4. (U) Al-Ma\'wali was careful to credit the Sultan\'s 

leadership for establishing a legal framework for human 

rights in Oman. She argued, however, that the government is 
not fully implementing or enforcing those rights, 

particularly the rights of women. \"The regulations 
guaranteeing women\'s rights are there - the problem remains 
in reality,\" she claimed. Al-Ma\'wali minimized the role of 

the country's 47 Women\'s Associations, saying that the 
government has not allowed them to perform any function other 
than that of \"social organizations.\" (Note: Depending on the 
local branch and its leaders, many women\'s associations are 
actively engaged in community life and vigorously trying to 
expand opportunities for women. End note.) At one point, 
after joking that Omani women have equal status \"to be 
arrested," she said, \"I\'m the first Omani woman to be jailed 
for expressing her point of view, and I\'m prepared to pay 
whatever price to defend my principles.\" 


Visibly Nervous 
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5. (C) During her subsequent June 27 meeting with poloff at 
the Ministry, al-Ma\'wali seemed nervous and uptight. (Note: 
Al-Ma\'wali prefers holding meetings with poloff at the 
Ministry, perhaps to avoid allegations that she is meeting 
secretly with foreign government officials. End note.) Her 
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personal demeanor belied her frequent assurances that she 
does not fear retribution from the ISS for the comments she 
made on al-Hurra Whereas she conducted previous meetings 
with poloff from behind her desk in shared office space, she 
chose to hold this meeting in a private office with the door 
closed and the blinds drawn. She stopped the discussion at 
one point to remove the battery from her mobile phone. 
Al-Ma\'wali claimed that since al-Hurra aired the interview, 
security personnel have been monitoring her movements, and 
that she has seen them near her house. She also said that 
she is sure the ISS is monitoring her phone and internet 
usage, as it had done in the past (ref C). 


6. (C) Despite this, al-Ma\'wali asserted that she has nothing 
to fear because she \"did nothing wrong.\" She decided to 
raise publicly her concerns about human rights in Oman in 
order to spark debate, she claimed, as this was ultimately in 
the country\'s best interests. Al-Ma\'wali added that she 
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chose to share \"only 5% 1" of what she could have said about 
problems in Oman in order not to appear as if she were 
disloyal to her country or the Sultan. She stated, for 
instance, that women have told her many stories of physical 
abuse in prison, as well as accounts of humiliation and a 
lack of due process in Oman\'s family status courts. 
Al-Ma\'wali said that she ultimately wants the Sultan to 
\"exonerate\" her, thereby recognizing her right to freely 
express critical opinion, and that she has sent a letter to 

the Sultan asking him to personally review her case. She 
candidly stated, however, that she believes she has no future 
in Oman, and that she might be more effective as a human 
rights advocate from outside the country. 


7. (C) Oman\'s independent internet forums, such as Sablah 
al-Omania, which the government shut down several months ago 
for publishing allegedly slanderous comments about public 
officials (ref D), received hundreds of postings about 
al-Ma\'wali\'s interview. Most of the comments supported her 
position, but negative responses criticized her for defaming 
the country and questioned her motives for appearing on 
al-Hurra, a USG-sponsored television station. Barka al-Bakri 
(protect), director of the Muscat-based non-governmental 
association (NGO) Al Noor Association for the Blind, told 
poloff that while she had not seen the interview, \"very few 
are as willing or as brave\" as al-Ma\'wali to publicly 

criticize the government. Al-Ma\'wali has a large following, 
al-Bakri asserted, and her opinions are noticed. 


8. (C) Local private and government-owned press did not cover 
the interview. One official at the Ministry of Foreign 

Affairs (MFA) dismissed al-Ma\'wali\'s appearance, asserting - 
in contradiction to al-Bakri - that she has very little 

domestic following. The official told poloff that al-Ma\'wali 

is \"her own worst enemy,\" and is an outspoken woman who is 
pushing \"too fast\" to try to transform traditions and 

institutions that are not ready for change. He further 

claimed that unlike al-Ma\'wali, other Omani women are working 
much more effectively from within the system to promote 
women\'s rights, and with much greater success. 


Comment 


9. (C) Contacts say that al-Ma\'wali\'s interview marks the 
first time that an Omani activist has appeared before an 
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international audience to openly criticize the actions of 
government officials and the security services. Given 
al-Ma\'wali\'s international notoriety - Amnesty International 
posted regular status reports regarding her case and welfare 
in 2005 - most contacts believe that she is no danger of 
further incarceration. Some speculate that the government 
will choose to quietly hem her in by monitoring her 
communication and interactions. The MFA official with whom 
poloff spoke was adamant that al-Ma\'wali would not face any 
form of retribution for her comments. 


10. (C) Comment continued: It is difficult to assess the 
size of al-Ma\'wali\'s following, or the impact her interview 
will have, if any. Some contacts say that al-Ma\'wali 
succeeded in conveying her message, now carried through 
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Oman\'s internet chat rooms, that there are human rights 
problems in Oman that need to be addressed. Post plans to 
stay in touch with al-Ma\'wali, who said that she welcomes 
continued interaction with the Embassy. 

FONTENEAU 
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SUBJECT: USTR DISCUSSES TIFA, TRADE ISSUES WITH EAC 


Proposed U.S. - EAC TIFA 
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1. (U) On June 21, Bill Jackson, USTR Director of African 
Affairs, discussed the proposed U.S. - East African Community 
(EAC) Trade and Investment Framework Agreement (TIFA) and 
other trade issues with EAC officials in Arusha. Peter 

Kiguta, EAC Director General of Customs and Trade, and Flora 
Musonda, EAC Director of Trade, stated that within the EAC 
there remained questions at the expert level as to what the 
TIFA entailed and how it would benefit the EAC. Jackson 
explained the non-binding nature of the TIFA, and described 

it as a \"means of increasing our engagement\" on trade and 
investment issues. He further noted that the value and 
benefits of the TIFA depend largely on what the TIFA partners 
bring to the table in terms of issues and potential areas for 
cooperation. He cited Rwanda, COMESA, and Mauritius as 
examples of trade partners that the U.S. has engaged through 
TIFA discussions with positive results. He encouraged Kiguta 
and Musonda to consult with their counterparts in these 
countries and in COMESA as they consider the TIFA, and they 
indicated that they would do so. Jackson noted that while 

the U.S. remains interested in a TIFA with the EAC, it was 

not interested in undertaking an agreement for the sake of an 
agreement and would wait to hear of the EAC\'s interest. 


2. (U) Kiguta confirmed that the EAC members are currently 
discussing a TIFA between the U.S. and the EAC itself, rather 
than with the five individual EAC member states, as 

originally proposed. Jackson explained that the U.S. had 
prepared the text for signature with the EAC member countries 
based on guidance provided by the trade ministers of Kenya 
and Tanzania when the U.S. raised the prospect of a TIFA with 
them in June 2006. In light of the new direction from the 

EAC, he would look into the possibility of providing a 

revised draft text reflecting the EAC as the signatory. 

Musonda stated that the EAC members would continue to discuss 
the TIFA, noting that with the recent expansion of the EAC to 
five members, discussions had been moving slowly. She stated 
that, if the U.S. could provide a revised draft text, the EAC 
would seek to respond to it quickly, perhaps by as early as 
August. 


3. (U) COMMENT: Given the lack of movement on the proposed 
TIFA by the EAC since fall 2006, the fact that the proposal 

is still being debated at the expert level, and the EAC\'s 
tendency to move slowly, it is unlikely that the EAC will 

make any definitive decision on the TIFA soon, other than 
perhaps a decision to continue discussing the TIFA proposal 
with the U.S. However, the U.S. Embassy in Dar es Salaam has 
begun an effort to raise interest in a TIFA at the State 

House (presidential) level, so as to make Tanzania a champion 
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for an agreement with the EAC. END COMMENT. 


Other Issues 

4. (U) In response to Jackson\'s request for an update on EAC 
duties regarding used clothing, Musonda stated that action 
was taken in the spring of 2005 to reduce the duty originally 
proposed by the EAC, and that there were no plans to further 
reduce the duty. Regarding EAC duties on almonds, Kiguta 
explained that when the EAC Customs Union was established, 
the EAC chose to include all nuts in a general category. He 
claimed that it was not feasible -- and might even contravene 
WTO commitments -- to subcategorize individual nut types in 
separate tariff lines. Jackson said the doubted that any WTO 
commitments would be violated by simply creating 
product-specific tariff lines and urged Kiguta to re-examine 

the categorization of almonds. 


5. (U) Bill Jackson of USTR has cleared this cable. 
RETZER 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, SOCI, GR 
SUBJECT: GREECE: FOREST FIRES, BRUTAL HEATWAVE TAKE TOLL 


1. (SBU) SUMMARY: An eight-day heat wave and onslaught of 
rural fires destroyed the old-growth Mt. Parnitha National 
Forest in Attica, as well as other swaths of precious forest 
resources throughout Greece. In the face of at least nine 
deaths, critics have called the government \"confused\" and 
\"spinning its wheels. The timing of the natural disaster 
bodes badly for the government if elections are held in 
September, as is widely expected. END SUMMARY. 
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ECOLOGICAL DISASTER 


2. (U) On June 28, the last day of an eight-day heat wave 
that saw temperatures climb as high as 115 degrees, an 
enormous wildfire erupted in the protected national forest of 
Mt. Parnis (aka Mt. Parnitha), the last remaining substantial 
patch of solid forest in the greater Athens metropolitan 
area. Sheets of fine ash descended on most parts of the 
region, including areas as far as the city center and on the 
seacoast, both more than 30 kilometers from the fire site. 


3. (U) The June 28 inferno was far more disastrous 
ecologically than previous forest fires in the region, 
eradicating forest zones that were hundreds of years old. 
Such was the intensity of the blaze, with flames reportedly 
shooting to a height of six yards, that helicopters had to 
evacuate Mt. Parnis Hellenic Air Force radar station -- never 
before abandoned under such circumstances. 


4. (U) The Mt. Parnis fire was only one of the estimated 130 
wildfires around Greece. On the island of Poros, a short 
distance from the port of Piraeus, residents mourned the loss 
of the island\'s Neorion pine forest and blamed sparks from 
power lines for igniting the blaze. In Larissa, central 
Greece, firefighters discovered the bodies of two local men, 
caught by flames while crossing a burning area. On Mt. 
Pelion, one of the most picturesque mountain areas in all of 
Greece, near the city of Volos, at least three separate fire 
fronts were consuming the thick forest on the eastern slope 
and threatening four villages. 


TOO HOT TO HANDLE 


5. (SBU) The Karamanlis government appeared overwhelmed by 
the fire and heatwave crisis. Media reports spoke of 
\"confused\" ministers and a cabinet \"spinning its wheels.\" 
Thousands of angry Athens consumers derided power outages -) 
some lasting up to 23 hours -- as the electricity grid nearly 
buckled under record-breaking loads required to keep air 
conditioning units working in the scorching heat. At least 

nine deaths were directly attributed to the heat as hundreds 

of cases of heat stroke clogged hospitals. As if to add salt 

to the injury, a June 28 explosion and fire at a DEI (the 
state-controlled power company) sub-station in Thessaloniki 

left large parts of Greek Macedonia and Thrace without 
electricity for the better part of the day. 


PLENTY OF BLAME TO GO AROUND 
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6. (SBU) While opposition parties attacked the government for 
\"abandoning\" the country at a time of crisis, the causes of 

this ecological catastrophe lie in the perennial lack of 

planning and under-funding of key preparedness areas, 
irrespective of the political party in power. The crucial 
weaknesses of the state monopolistic power company have been 
no secret for years. At the peak of the crisis, DEI was 
reportedly recalling recently retired technical personnel to 

plug manpower gaps not being filled due to budget 

constraints. In addition to its antiquated equipment and 

poor maintenance, Greece\'s power generating problem, despite 
warnings that span several decades, remains unchanged. The 
bulk of demand comes from the south of the country. The bulk 
of generating capacity remains in the north, thus requiring 
expensive and inefficient methods of transferring power to 
consumers. The Greek Fire Brigade, conceived as a city 
firefighting force, has been saddled in recent years with the 
responsibility of forest firefighting throughout the country, 

a task that is stretching its manpower and technical 

capacities to the limits. 


7. (SBU) COMMENT: Greek pundits claim the June 2007 heat 
wave, power interruptions, and forest fires may have caused 

as much as a billion euros in damage to the Greek economy 
through lost man-hours, spoiled foodstuffs, damage to 
equipment, lost tourism, and costs of reforestation. The 
Karamanlis government could suffer at a time when polls speak 
of voter dissatisfaction with the economy and the overall 
performance of the public sector. If early elections do come 
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in late September, as most observers believe, Karamanlis 
could feel an additional singe from dissatisfied voters. 
COUNTRYMAN 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, KHIV, SOCI, KZ 
SUBJECT: KAZAKHSTAN: VERDICT IN HIV OUTBREAK TRIAL 


REF: 06 ASTANA 205 


1. (SBU) Summary: A court in South Kazakhstan sentenced 
seventeen medical workers to prison terms of up to five years 
for their roles in infecting over 100 children with HIV. Four 
senior health officials, including the former head of the 

South Kazakhstan\'s Region health department Nursulu 
Tasmagambetova, received suspended sentences. The families 
of the infected children expressed outrage at the verdict, 
Calling the sentences too lenient. Largely in response to 

the HIV outbreak in Shymkent, Kazakhstan has taken steps to 
improve its blood transfusion practices. While the reform is 
sorely needed, the trial in Shymkent demonstrated that simple 
corruption is often the cause of Kazakhstani medical 
malpractice. End summary. 


An Unpopular Verdict 


2. (U) On June 27, a South Kazakhstan court convicted 21 
health care workers of negligence for their roles in an HIV 
outbreak in Shymkent. At least 118 children in the region 
have been infected as a result of transfusions of 
contaminated blood or through the use of unsterilized medical 
equipment (Reftel). Ten of the infected children have died. 
Seventeen medical workers were sentenced to jail terms 
ranging from nine months to five years. Four senior health 
officials, including former regional health department head 
Nursulu Tasmagambetova, received suspended sentences. 


3. (SBU) Families of the infected children attacked the 

verdict, which marked the end of a trial that started in 

January. The families were particularly critical of the 
suspended sentences for senior officials. One parent told 

the local media that \"those who got suspended sentences are 
the most senior ones and thus most responsible for all this.\" 
Forty medical workers in Shymkent also gathered in protest 
after the verdict. According to one speaker, \"if 
Tasmagambetova has been given a suspended sentence, then 
others should have been released. She was the manager and the 
rest subordinates.\" (Comment: Former regional health 
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department chief Nursulu Tasmagambetova is the sister of 
influential Almaty mayor Imangali Tasmagambetov. Before the 
trial, several sources predicted to Poloff that 

Tasmagambetova would receive a light sentence because of her 
connections. While her sentence may be a fair result in a 

case centered on low level corruption, many Kazakhstanis will 
view the verdict as further evidence of a two tiered system 

of justice.) 


Outbreak Spurs Reform, but Problems Deep-Rooted 


4. (U) The HIV outbreak in Shymkent spurred Kazakhstan to 
reassess and improve its blood safety and transfusion 
procedures. Investigations conducted across the country 
revealed that all 28 of the country's blood centers violated 
legal standards. According to the director of the Republican 
Blood Center, 60 to 85% of the equipment at the centers is 
defunct. Kazakhstan has since announced plans to launch a 
new safe blood transfusion program at a cost of 32 billion 
tenge (approximately $2.5 million). The program calls for 
the resupply and reequipping of existing blood centers and 
the construction of several new centers, and a blood 
processing plant in Almaty. 


5. (U) While systematic reform is necessary, an underlying 
cause of the Shymkent outbreak was corruption. According to 
prosecutors, local doctors, who earn an average of $175 a 
month, charged $30 for blood transfusions, sharing the 

profits between doctors and local blood banks. Unnecessary 
blood transfusions have thus become a source of income for 
corrupt doctors. One eight month old child in Shymkent 
received 24 blood transfusions, prescribed only to boost the 
child\'s immunity. 


6. (SBU) Comment: The HIV outbreak in Shymkent serves as a 
reminder that beyond the booming oil profits and glitz and 
glamour of Astana and Almaty, many Kazakhstanis still lack 
access to basic necessities like decent health care. The GOK 
appears to understand the problem, and has announced plans to 
spend at least 4% of its GDP on public health in 2008-2010. 

End comment 
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INFO RUEHAH/AMEMBASSY ASHGABAT 3117 

RUEHTA/AMEMBASSY ASTANA 9255 

RUEHEK/AMEMBASSY BISHKEK 3731 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR SCA/CEN AND DRL 


E.O. 12958: DECL: 07/02/2017 

TAGS: PREL, PHUM, UZ 

SUBJECT: CDA URGES FM NOROV TO REVERSE HUMAN RIGHTS WATCH 
ACCREDITATION DECISION 


REF: A. TASHKENT 1146 
B. TASHKENT 1152 
Classified By: CDA Brad Hanson for reasons 1.4 (b) and (d). 


(C) Charge raised the Government of Uzbekistan\'s decision to 
deny accreditation to an AmCit Human Rights Watch staff 
member (reftels) with Foreign Minister Norov on the margins 
of Ambassador John Hanford\'s June 26 meeting (septel). 
Charge noted that the government\'s decision leaves Human 
Rights Watch without any accredited expatriate staff in 
Uzbekistan, and effectively shuts down the organization\'s 
office. Charge said that the decision sends the wrong 
message about Uzbekistan\'s commitment to human rights and 
should be reversed. Norov provided no substantive response. 
HANSON 
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DEPARTMENT FOR SCA/CEN 
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E.O. 12958: DECL: 07/02/2017 
TAGS: ECON, EINV, PGOV, UZ 
SUBJECT: EUREKA! NEWMONT MAKES A DEAL WITH GOU 


REF: TASHKENT 1187 
Classified By: CDA Brad Hanson for reasons 1.4 (b) and (d). 


1. (C) Newmont Mining\'s Chairman and Chief Executive Officer 
told Charge that he expected to sign a settlement agreement 
with the Government of Uzbekistan on June 29. Under the 
agreement, the government will pay Newmont $80 million over 
the next several months, will pay outstanding obligations to 
NewmontVs suppliers and creditors, including the European 
Bank for Reconstruction and Development (reftel), and will 

end criminal actions against the companys former employees. 
The Government has agreed that once the settlement agreement 
has been signed it will immediately arrange for the release 

of a former Newmont employee arrested at Uzbek request in 
Moscow, and that it also will put forward a letter of credit 

worth $80 million. The agreement will enter into force once 
Newmont verifies that its former employee has been released 
and JP Morgan Bank confirms that the letter of credit is 

valid. 


2. (C) Newmont\'s Chairman said that he was struck by the 
speed with which the deal was reached, particularly since as 
recently as a few months ago the Uzbeks were in no mood to 
deal. In a matter of weeks, the governmentV's offer went from 
zero to $10 million to $80 million. He said that Deputy 

Prime Minister Azimov was clearly the decision-maker in the 
negotiations and appeared motivated by a desire to put the 
issue behind the government. He speculated that the newfound 
Uzbek willingness to deal may be because the Uzbeks have 
found a buyer for the defunct joint venture, but only if 

clear title to Newmont\'s assets can be obtained. 


3. (C) Comment: This deal is good news for Newmont as it 
recoups the majority of its assets, ends criminal action 
against its former employees, and gets it out of Uzbekistan 
cleanly. Whether it is a good deal for the Government of 
Uzbekistan remains to be seen. The head of the Navoi 
Metallurgical and Mining Combine said that his organization 
will continue to operate the defunct joint venture. However, 
Newmont\'s Chairman said that his former partners do not have 
the necessary expertise or ability to procure spare parts for 
required equipment to run the organization profitably for 

very long. We suspect that Newmont\'s Chairman has it right 
and that the Government of Uzbekistan will sell Newmont\'s 
share of the joint venture. We will not be at all surprised 
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if Zeromax and Gulnora Karimova are the ultimate Uzbek 
beneficiaries of the deal. 

HANSON 
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SIPDIS 


STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, EAP/K, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: TOKYO MEDIA REACTION - NORTH KOREA 


LEAD STORIES: Most Monday morning papers front-paged 
the attempted terrorist attacks in Britain that put 
that country on its highest state of alert. 
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1. \"US-Proposed Four-Party Talks: Don\'t Destroy 
Six-Party Framework The conservative Sankei 
editorialized (7/2): \"Concerns are growing among GOJ 
officials over the proposal by Assistant Secretary of 
State Hill that four nations - the US, North Korea, 
China, and South Korea - should meet to discuss lasting 
peace on the Korean Peninsula.... Hill's proposal to 
launch four-party talks even before the disablement of 
nuclear facilities at Yongbyon indicates that he wants 
to have such issues as Japan-DPRK relations, stalemated 
over the abduction issue, discussed at a meeting of the 
proposed \'Northeast Asian Security Dialogue. Starting 
four-party talks unilaterally would shunt aside a final 
resolution of the nuclear and abduction issues, 

granting North Korea\'s wish to exclude Japan from 
negotiations. This is what the GOJ fears most, and it 

is extremely regrettable that the US made this proposal 
without giving consideration to its key ally. If talks 

are held now to discuss a lasting peace, they should 
take place in a working-level meeting to be created 
within the framework of the six-party talks....\" 


SCHIEFFER 
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DEPT FOR WHA/CCA, EUR/SE 

E.O. 12958: N/A 

TAGS: EINT, PREL, ECON, TINT, CU, XL, XG, CY 

SUBJECT: CYPRUS ALSO CONCERNED WITH INTERNET FREEDOM IN CUBA 
REF: STATE 89911 


Poloff June 29 delivered reftel points to MFA Americas Desk 
Officer Nikos Panayi. Noting that Cyprus also firmly 
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believes open and free access to information on the Internet 

is very important" to any modern society, Panayi assured 
Poloff that Cyprus understands that problems with Internet 
access in Cuba are a result of Cuban government restrictions 
and not U.S. sanctions. He said Cyprus hopes Internet access 
restrictions in Cuba can be lifted, but that the \"ball is in 
Cuba\'s court" for any such actions. Panayi stated Cyprus 
would be open to raising U.S. requests for achieving Internet 
freedom in Cuba within the framework of a potential EU-Cuban 
dialogue. 

SCHLICHER 
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E.O. 12958: DECL: 07/02/2027 

TAGS: PREL, KDEM, PGOV, LE, SY 

SUBJECT: LAHOUD\'S LEGAL ADVISOR: SECOND CABINET (OR 
LAHOUD\'S NEXT EXTENSION) TO COME IN AUTUMN, NOT NOW 


REF: BEIRUT 708 
Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (C) Lebanese President Emile Lahoud\'s amiable legal 
advisor, Selim Jeressaiti, told the Ambassador on 6/29 that 

-- based on Jeressaiti\'s advice -- Lahoud has begrudgingly 
delayed the appointment of a second cabinet from July until 
September. If no consensus presidential candidate emerges by 
then, and if Siniora\'s cabinet has not yet been replaced, 

then Lahoud will take one of two actions: he will either 
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appoint a second cabinet, or he will announce that he will 
remain in Baabda Palace beyond his November 24 term 
expiration. He will not turn over presidential powers to the 
\"illegitimate\" Siniora cabinet. Jeressaiti\'s preferred 
solution (consistent with his earlier comments, reftel) was 
for PM Fouad Siniora to resign -- to be replaced by a 
technocratic cabinet headed by Najib Mikati. Told by the 
Ambassador that such an option was unlikely, Jeressaiti 
switched to promoting a national unity cabinet. Asked why 
the Syrians had instructed their allies to reject Arab League 
proposals including a national unity cabinet only a week 
earlier, Jeressaiti said that, then, Lahoud and Damascus 
intended to move quickly on the second cabinet. Now, with 
the second cabinet decision postponed, it is time to try 
again on a national unity cabinet or work for a consensus 
president. Jeressaiti also quizzed the Ambassador 
extensively about the just-announced visa ban, suggesting 
that the President\'s proclamation is having its intended 
effect. End summary. 


LAHOUD WANTED SECOND CABINET NOW; 
LEGAL ARGUMENTS PERSUADED HIM TO WAIT 


2. (C) Judge Selim Jeressaiti met with the Ambassador on 
6/29. Asked whether all the talk about President Emile 
Lahoud\'s plan to appoint a second cabinet was bluff or 
indicated a real danger, Jeressaiti (who serves as Lahoud\'s 
legal advisor) said that, until a few days earlier, Lahoud 

and Damascus indeed planned to appoint a second cabinet by 
mid or late July. Lahoud is \"frustrated\" by the continued 
illegitimacy of the Siniora cabinet, and Lahoud\'s \"Syrian 
friends\" were prodding him to move swiftly in naming a new 
cabinet that would enjoy sufficient popular and international 
support so as to weaken PM Fouad Siniora. 


3. (C) But Jeressaiti (who previously served on Lebanon\'s 
constitutional court) claimed to have used constitutional 
arguments to dissuade Lahoud, who reluctantly agreed and 
explained to Damascus that he could not move now. Jeressaiti 
noted that, constitutionally, Lahoud would have to call for 
binding parliamentary consultations to replace the PM, and 
March 14 MPs (still clinging to a razor-thin majority despite 
assassinations) could easily renominate Siniora. But if 
Lahoud waits until September 25, the date when Parliament 
Speaker Nabih Berri has called for presidential elections, 
then the parliament is an electoral body only. At that 

point, MPs (in Jeressaiti\'s constitutional interpretation -- 
one we suspect other constitutional lawyers would dispute) 
cannot do anything except work to elect a president. So 
Lahoud, if he wants to avoid having his choice of PM tied by 
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the mandatory parliamentary consultations and having his 
second cabinet linked to a parliamentary vote of confidence, 
must wait until September to appoint a second cabinet. 


BUT IF NO PRESIDENT AND SINIORA REMAINS, 
THEN LAHOUD MIGHT JUST STAY IN BAABDA 


4. (C) Asked by the Ambassador whether a second cabinet in 
September is the impending \"Lahoud surprise\" that has been 
rumored in Beirut political circles, Jeressaiti said that 

Lahoud, if he senses that he has insufficient support for a 
second cabinet from Hizballah, Berri, and Michel Aoun (who 
used a 7/1 New TV interview to express opposition to a second 
cabinet), may announce instead that he is staying in Baabda 
Palace indefinitely beyond the expiration of his term on 
November 24. Lahoud will not turn over the powers of the 
presidency to an \"illegal\" president who was elected without 

a two-thirds parliamentary quorum. And, if presidential 
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elections do not take place for lack of a quorum, he will not 
allow the presidential executive powers to be transferred to 
the \"illegitimate\" Siniora cabinet until the presidential 

vacuum can be filled. The Ambassador asked how Jeressaiti 
would legally and constitutionally justify Lahoud remaining 

in Baabda beyond November 24. Yes, Jeressaiti conceded: it 
would be unconstitutional. But a lesser sin, in Lahoud\'s 

view, then transferring power to a cabinet that lost its 
constitutionality when the Shia ministers submitted their 
resignations on November 11. 


TWO SOLUTIONS: EITHER A CONSENSUS PRESIDENT, 
OR A CONSTITUTIONALLY LEGITIMATE CABINET 


5. (C) By convincing Lahoud to wait until September to act, 
Jeressaiti argued that he had provided an opportunity to the 
Lebanese and their international friends to fix the problem 
ahead of time. There are two approaches, Jeressaiti said. 
If a consensus presidential candidate emerges who will 
elected in a parliament with a two-thirds quorum, then Lahoud 
will feel that the security and unity of Lebanon has been 
sufficiently safeguarded. He will transfer power to that 
president and leave Baabda Palace peacefully and on time. 
Or, if there are no presidential elections but a 
constitutionally legitimate cabinet is in place, then Lahoud 
will transfer his powers to that cabinet until such time as 
presidential elections can be held. There is no 
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constitutional problem with either approach, Jeressaiti 
argued; \"take your pick." 


DISCUSSING A \"CONSENSUS\" PRESIDENT 


6. (C) The Ambassador asked how realistic it was to come up 
with a true consensus president. Won\'t Syria\'s allies push 

for a candidate who appeared to be a consensus figure but who 
was in fact entirely reliant on, and subservient to, 

Damascus? Jeressaiti countered with another question: if 
there was a true consensus figure, would the United States 
accept him? Wouldn\'t the United States push for a \"militant\" 
March 14 figure? The Ambassador explained that the USG was 
watching the process as much as the names. If a credible 
presidential candidate emerges from a truly Lebanese process, 
that is fine with us. But if it becomes clear that Syria\'s 

allies are manipulating the constitution and using 

intimidation to force acceptance of a so-called consensus 
candidate, then the international community will have a 
problem. How a president is selected is as important as who 
the president is. For the Lebanese, rather than talk first 

about names, perhaps it is best to talk about what the job 

will be over the next six years, to see who are those most 
qualified, the Ambassador suggested. 


7. (C) Is there any way for you to talk to Syria about the 
presidency, Jeressaiti asked. No, the Ambassador responded, 
noting that none of the leading candidates opposed a positive 
relationship with Syria based on mutual respect. Jeressaiti 
mused about finding the candidate subject to the least 
\"vetoes.\" He noted, as an example, that Nassib Lahoud would 
receive vetoes from Michel Aoun, Amine Gemayel, and Michel 
Murr, all for local Metn political reasons. Emile Lahoud 

would veto his cousin. The Syrians would veto Nassib, not 
wanting \"a Saudi\" to occupy both the premiership and the 
presidency. (Nassib\'s wife, a Sunni, has a sister who was 
once married to King Abdullah.) Berri and Hizballah, wary of 
Nassib\'s ties to Washington, would as well. The Ambassador 
noted that Emile Lahoud and Syria do not cast votes in the 
presidential elections. Asked who he thought might be a true 
consensus candidate, Jeressaiti shook his head: \"If | say 
anyone, you will think he\'s Syria\'s candidate.\" He did list 
people he thought would be poor choices, including former 
Foreign Ministers Jean Obeid and Fares Bouez, both of whom, 
he said, are favored by Berri. 


SHIFTING FROM SINIORA\'S RESIGNATION 
TO A NATIONAL UNITY CABINET 


Column 3 

8. (C) Turning to the cabinet, Jeressaiti said (as he had 
earlier, reftel) that he believed Siniora\'s resignation would 
unlock the door to a solution. Najib Mikati did an excellent 
job as PM for ten weeks during the 2005 transition period; 
why not replace Siniora\'s discredited cabinet with a 
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technocratic cabinet headed by Mikati? The period of time 
before the presidential elections is about the same. The 
Ambassador agreed Mikati did a good job as PM, but the times 
are not analogous. Then, March 14 leaders knew that they had 
a chance to compete in parliamentary elections. Now, they 
have no assurances that presidential elections will indeed 

take place. If there are no presidential elections, then 

they will have given up their cabinet power with no easy way 

to regain it. As long as two of the three most powerful 
constitutional offices remain in the hands of Syria\'s allies, 
March 14 will not volunteer to give up the premiership, the 
Ambassador argued. 


9. (C) So, Jeressaiti asked, what about a national unity 
cabinet, split 19-11, 18-12, or 17-13? That is another way 

to avoid \"Lahoud\'s surprise\" in September. The Ambassador 
said that the USG was not opposed, but it was up to the 
Lebanese themselves to come up with arrangements that 
provided appropriate assurances. Just as we did not veto 
Siniora\'s inclusion of Hizballah representatives in his 

original cabinet despite our serious misgivings, we would not 
now impose a particular cabinet composition on Lebanon. But, 
the Ambassador noted, only a week earlier, Arab League 
Secretary General Amr Moussa proposed a dialogue initiative 


SIPDIS 

that included on the agenda the idea of a national unity 
cabinet. March 14 leaders accepted the idea, but Syria\'s 
allies, after initially saying yes, rejected it. If the 

March 8-Aoun leaders want a national unity cabinet, why did 
they reject Moussa\'s proposal? Jeressaiti said that, at the 
time, Syria and Lahoud hoped for the second cabinet to be 
announced soon. Now, thanks to Jeressaiti\'s arguments, they 
know it can\'t be done until September, if they want to avoid 
parliamentary consultations. So it is time to try again for 

a national unity cabinet. 


COMMENT 


10. (C) We do not know whether Jeressaiti\'s thinking 
mirrors that of Lahoud or not. If Lahoud chooses between 
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orders from Damascus and opposing constitutional arguments 
from Jeressaiti, he\'ll follow the Syrian orders. (Usually, 

we suspect, Jeressaiti is tasked post-fact to justify legally 
whatever Lahoud is doing.) But, while a week ago all signs 
indicated that a second cabinet was imminent, those fears now 
seem to be receding. If it's true that Lahoud is postponing 

his decision until September, we suspect it has less to do 

with Jeressaiti\'s constitutional arguments and more to do 

with the fact that Michel Aoun and even Nabih Berri seem 
somewhat queasy about a second cabinet. We note that, as the 
meeting came to a close, Jeressaiti quizzed the Ambassador 
extensively about the new Presidential Proclamation banning 
visas for Lebanese and Syrian officials. We suspect that the 
visa ban is, as planned, dampening enthusiasm for the second 
cabinet. And Jeressaiti\'s shocking suggestion that Lahoud is 
contemplating remaining in Baabda beyond his November 24 term 
expiration is probably rooted in realization that the second 
cabinet is more difficult than Lahoud initially thought. 


11. (C) One part of JeressaitiWs arguments was consistent 
with everything else we\'ve heard: that Lahoud will never 

turn over presidential power to the current Siniora cabinet. 
Therefore, given that we cannot yet say with certainty that 
presidential elections will take place as scheduled, we 

cannot therefore rule out altogether the second cabinet or 

the possibility of Lahoud trying to stay in place. We will 
continue to seek ways to deter such destructive developments. 
FELTMAN 
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E.O. 12958: N/A 
TAGS: OIIP, KPAO, KMDR, MU 
SUBJECT: SPECIAL MEDIA REACTION: POTUS ISLAMIC CENTER ADDRESS 


1. On Thursday, June 28, government-owned, Arabic-language daily 
\"Oman\" (circulation 38,000) covered the President\'s Islamic Center 
address in tandem with news of former U.K. Prime Minister Tony 
Blair's appointment as a Middle East envoy. A box in the center of 
the front page featured the headline, \"Blair Envoy to the Middle 

East and Bush Creates Special Delegate to the Islamic World.\" The 
text of the article was culled from wire services. 


2. On Monday, July 2, privately owned English-language daily \"Times 
of Oman" (circulation 25,000) published a Washington File story 
about the POTUS Islamic Center visit under the headline, \"Bush 
Speech Echoes Appreciation for Islam.\" The story was accompanied by 
two large color photos. One photo showed the President speaking in 
front of the mihrab (prayer niche) at the Islamic Center; the other 
showed him greeting a smiling Abdullah Khouj, the Center\'s imam. A 
large caption accompanying the photos was titled, \"Celebrating 
Diversity.\" A pull quote beside the article highlighted the 

President\'s remarks about freedom of worship being \"central to 
America\'s character.\" The \"Times\" published all text of the article 
up to the line that read, \"\in fact it is these radicals who are 

Islam\'s true enemy,\' he said.\" 


FONTENEAU 
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SUBJECT: (S) SINGAPORE\'S MESSAGE TO MALTA REGARDING M/V 
GANT STAR 


REF: SINGAPORE 1242 
Classified By: E/P Chief Ike Reed for reasons 1.4(b) and (d) 


1. (S) MFA delivered the following non-paper to us on June 
29. Per reftel, this language was to be given to Malta on 

June 28 via Singapore\'s mission to the United Nations in New 
York. Also per reftel, Singapore has agreed to the U.S. 
raising this issue in follow-up discussions with Malta on the 
Proliferation Security Initiative. 


2. (S) Begin text of non-paper: 

SECRET 

SIPDIS 

Releasable to Governments of Malta and the US 


In April 2007, Singapore authorities off-loaded 20 containers 
from a Maltese flagged vessel, the M/V Gant Star, on 
suspicion that they contained sodium perchlorate monohydrate 
bound for an entity listed in the Annex of UNSC Resolution 
1747. The vessel, which entered the port of Singapore in 
order to seek medical attention for a crew member who had 
taken ill, was traveling from Dalian in China and headed to 
Bandar Abbas in Iran. The contents of the off-loaded 
containers were inspected and confirmed to be sodium 
perchlorate monohydrate. 


End text of non-paper. 


Visit Embassy Singapore\'s Classified website: 
http://www. state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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SIPDIS 
STATE FOR HR/ELO from Mission Turkey FAST Officers 


E.O. 12958: N/A 
TAGS: AMGT, APER, KSPR, TU 
SUBJECT: Mission Turkey: FAST Forward 


1. (U) Mission Turkey\'s First and Second Tour (FAST) contingent is 
comprised of twenty-four generalists and fifteen specialists, 

assigned to Ankara, Istanbul, and Adana. The Mission\'s FAST program 
of professional development culminates each year in a day-long 
conference dedicated to discussion and debate of both policy and 
personnel issues. This year\'s conference featured presentations by 

the Director of the Turkish Diplomatic Training Institute, a 

prominent Turkish columnist, and a DVC discussion with the Senior 
Fellow coordinating SAIC\'s Embassy of the Future project. 


2. (U) Mission Turkey\'s FAST officers are proud to serve in this 
dynamic, fast-paced mission. We are honored to work in a place and 
time where our jobs have a real impact on American foreign policy. 

In the course of the conference and in on-going exchanges, several 
professional concerns and programmatic suggestions have emerged. 
These concerns and suggestions - not a consensus view but a general 
snapshot - are outlined below. They are offered as constructive 

input for Department decision-makers to consider as we proceed 
together to improve the quality of life and work in today\'s Foreign 
Service. 


Personnel Practices: Greater Equity and Substantive Breadth 


3. (U) We understand the premier role of the Foreign Service in 
advancing the President\'s objectives in lraq and Afghanistan. As 
committed public servants, we understand that government service 
requires personal sacrifice under difficult circumstances, and we 
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are prepared to play our part. However, as we do so, it is 

essential that the personnel system operate in an equitable and 
integral fashion. In this regard, we find the recent introduction 

of retroactive measures on hardship criteria and length of domestic 
assignments to be inconsistent and unfair. We suggest that the 
retroactive component of this initiative be withdrawn. 


4. (U) As entry level professionals, we face the dual demands of 
acquiring specific expertise while also exploring the breadth of USG 
foreign affairs activities. While short-term informal rotations are 

a part of the MissionYs FAST program, we believe a more structured 
approach is necessary. We were troubled to learn that one of the 
few formal rotational positions in Turkey (an Econ-Con rotation) was 
recently eliminated by HR and we suggest that this position be 
reinstated and others be created. 


5. (U) We also believe that some consideration should be given to 
first tours inside the Department. Some colleagues believe that 
going directly into the field after A-100 left them ill-prepared for 

the kind of policy work they faced at post. Gaining perspectives on 
the culture and flow of information in Washington as a first tour 
would make second-tour work in the field more effective. 


Family Issues: Getting the Work/Life Balance Right 


6. (U) Foreign Service life imposes unique and at times considerable 
demands on families. In our judgment, the Department needs to give 
additional consideration to employment opportunities for spouses and 
adult family members. Other foreign affairs agencies appear to have 
both greater flexibility and funding for this key concern. The 

creation of a para-professional corps that maximizes spouses\' skill 
bases across geographic assignments would be a major step beyond the 
limited consular assistant opportunities currently available. 


7. (U) We also believe the Department needs to do more to address 
the needs of non-traditional families, unmarried partners, and same 

sex partners. The addition of partners to government travel orders, 

with full EFM status, would bring the Department on a par with other 
European Diplomatic Services. 


8. (U) Additional training, on substantive issues, security matters, 

and cultural adjustment, for family members would help create a more 
cohesive overseas community. Our family members are too often 
treated as an after thought, with training only being offered on a 
space available basis at the last minute. This approach needs to 
change if we are to remain a high morale and tightly knit foreign 
service family. 


Resources: World Class Diplomacy Requires Funding 


9. (U) A consistent theme of our FAST discussion is the Department\'s 


Column 3 

inadequate resource base. The Embassy\'s Chancery compound is 
extremely old and woefully inadequate for the USG personnel it 
currently houses. Cramped conditions, with double and sometime 
triple occupancy in offices, degrade efficiency and productivity. 


10. (U) Another substantial problem is the lack of adequate 
communication and IT systems. We are a generation that understands 
information technology, and we require systems that will maximize 

our effectiveness. Firstly, this means faster internet connections 
(especially on classified systems). The software used on these 
systems (such as ACS Plus, Post EVDB, and Cable Express) is for the 
most part functionally inferior, user unfriendly, and more expensive 

to create and maintain than commercially produced products which 
could easily be adapted to Department use at little cost. (The 
adaptation of wiki software for use in Intellipedia is a good 

example of this.) Providing remote devices that include 

job-specific applications (such as consular applications) that allow 

us to enter data on the move would be helpful. 


11. (U) We also find the current vouchering system to be slow, 
paperwork-heavy, and, financially burdensome on the individual. We 
suggest that government credit cards be issued to all staff -- 
regardless of rank -- for use in professional travel, or that travel 
advances be made available for all professional travel, both 
international and in-country. 


12. (U) We realize that resources are constrained throughout the 
government. Atthe same time, we believe that trying to conduct 
diplomacy on the cheap undermines our effectiveness and disserves 
American foreign policy. In budget submissions to Congress, the 
White House needs to make greater funding for diplomacy a priority 
and our advocacy on the Hill needs to be intensive and sustained. 


Training: Providing Skills Essential for Success 


13. (U) While individual effort, tenacity and dedication can 
compensate for much, we believe one of the most crucial factors in 
professional success is adequate and targeted training. As a 

general point, we believe that more and better quality training 

should be offered. We also suggest consideration of an A-100 module 
on the history of US foreign policy as well as the process or 
component parts of effective policy execution. 


14. (U) Many of us have watched colleagues \"coast\" through long-term 
language training and we believe that disincentives for poor 
performance should be considered. 


15. (U) Specialist colleagues are particularly concerned about the 
lack of opportunities for substantive and language training. 
Specialist positions, including OMS and IMS, should be language 
designated. The current policy of sending most specialists to post 


Column 3 
without language training undercuts effectiveness. 


WILSON 


114000 

OO RUEHAG RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHLB #0977/01 1830615 

ZNY CCCCC ZZH 

O 020615Z JUL 07 

FM AMEMBASSY BEIRUT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8661 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE PRIORITY 
RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHTV/AMEMBASSY TEL AVIV PRIORITY 1264 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1379 
RUEHNO/USMISSION USNATO PRIORITY 1297 
RHEHNSC/NSC WASHDC PRIORITY 

RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY" "CONFIDENTIAL SECTION 01 OF 
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E.O. 12958: DECL: 07/01/2017 

TAGS: PGOV, PREL, PTER, SY, IS, LE 

SUBJECT: LEBANON: ARE MODERATE SHIA THE ANSWER TO MARCH 
14\'S POLITICAL WOES? 


REF: BEIRUT 896 


Classified By: Ambassador Jeffrey D. Feltman for Reasons: Section 1.4 
(b) and (d). 


SUMMARY 


1. (C) Recent discussions with two political figures from 
opposite sides of the confessional spectrum revealed a common 
thread in terms of broadening March 14\'s political alliances 

-- the need to secure the support of moderate Shia. While 
one advocated an alliance with Amal as a means for March 14 
to secure a candidate of its choice in the upcoming 
presidential elections, the other viewed broader outreach to 
Shia not affiliated with either Amal or Hizballah as 

necessary to ensure March 14\'s longer-term political 

viability. Interestingly, neither figure exhibited much 

trust in his group\'s traditional political allies. End 

summary. 


Column 3 
CHRISTIANS: AOUN OUT, BERRI IN? 


2. (C) Elie Khoury, Political Advisor to Lebanese Forces 

(LF) leader Samir Geagea, told Pol/Econ Chief June 28 that 
LF, as a Christian party, would prefer an alliance with 

General Michel Aoun\'s Free Patriotic Movement (FPM) in March 
14\'s efforts to form a national unity government. However, 

the LF doesn\'t trust Aoun, who frequently changes course 
according to the prevailing political winds in his 

never-ending quest for the presidency. Khoury viewed Aoun\'s 
constant maneuvering as short-sighted and, by putting 
personal ambition before the needs of the country, in part to 
blame for the Cedar Revolution\'s loss of momentum. Case in 
point: Khoury, referring to Aoun\'s recent statements that a 
second government would be better than the status quo, said 
Aoun does not really want a second government, but is evoking 
it as a scare tactic to provoke March 14 into making more 
concessions on a national unity government. (Note. Just ten 
days earlier Aoun had agreed with the Ambassador\'s assertion 
that a second government would be \"catastrophic\" -- reftel. 
End note.) 


3. (C) Khoury said LF was therefore considering an 

alternative strategy whereby it would try to peel Parliament 
Speaker Nabil Berri\'s Amal party away from Hizballah to 
secure enough votes for March 14 to elect a president of its 
choice. Under Khoury\'s scenario, March 14 would have 70 
seats in parliament (assuming it wins the August 5 
by-elections to replace assassinated MPs Pierre Gemayel and 
Walid Eido, which Khoury was confident it would if the 
elections go forward as planned). Adding the Amal bloc\'s 15 
votes, March 14/Amal would have a total of 85 votes, just one 
vote short of the 86 needed to elect a president in the first 
round of voting, where a two-thirds quorum is required. 
Khoury believes March 14 can easily get at least one of the 
less-committed Aounist parliamentarians to jump ship and vote 
with the majority. 


4. (C) Of course, Khoury acknowledged, this strategy hinged 

on agreement with Amal on the presidency; Nassib Lahoud and 
Boutros Harb were the most likely candidates, in his view. 
Khoury was not concerned that the opposition would boycott 

the presidential vote, citing Berri\'s repeated claims that he 

will convene parliament on September 15. Khoury interpreted 
this to mean Amal will be present and will vote, adding that 
usually when Berri says he will do something specific like 

this, he does. 


SHIA: BERRI, HIZBALLAH OUT, THIRD-WAY SHIA KEY TO ELECTORAL 
SUCCESS 


Column 3 


4. (C) Independent Shia and former Amal MP Mohamad Baydoun, 
offered a longer-term prescription for March 14\'s political 
troubles. Criticizing Future Movement leader Saad Hariri and 

PM Fouad Siniora for their naive trust in Berri, Baydoun said 

the GOL continues to view Amal and Hizballah as partners when 
it should be treating them as rivals. He argued March 14 

should be pursuing a broader policy to woo those Shia who 

don\'t support Amal or Hizballah, i.e., those who aren\'t 
represented politically by these groups and haven\'t 
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benefitted from their financial assistance following last 
summer\'s war. 


5. (C) Baydoun feared that, unless March 14 starts today, it 
faces avery real possibility that Hizballah will take over 
parliament in the 2009 elections. Moreover, there is an 
urgency now for immediate outreach to southern Shia who are 
angry with how the government paid indemnities after last 
summer\'s war between Hizballah and Israel. If Hariri were 
smart, Baydoun said, he\'d reach out to these people and make 
sure they see the governmentV's financial assistance to the 
south and the Biga\'. These groups could be easily mobilized 
in favor of the current government. Expanding the Lebanese 
Armed Forces to integrate many young Shia would also dampen 
Hizballah\'s attraction to moderate Shia youth, Baydoun added. 


6. (C) In terms of March 14Vs immediate challenge of electing 
a president of its choice, Baydoun warned about a Hizballah 
plan to physically prevent parliament from meeting. 

According to Baydoun\'s reading of the constitution, parties 
can legally boycott parliament during the first month (Sept. 

25 - Oct. 25) of the two-month period running up to the 
expiration of President Lahoud\'s mandate. However, since 
they have a constitutional duty to elect a president within 

the two-month period, they must be present and vote during 
the second month. Although March 14 does not have enough 
votes to elect a president the first round of voting (when a 
two-thirds majority is required), it would win the second 

vote requiring only a simple majority. Hence Hizballah\'s 

plan to block MPs access to the voting sessions. 


7. (C) Entirely on his own initiative (and speaking the day 
before the President\'s June 29 visa ban proclamation against 
individuals threatening Lebanon\'s sovereignty and democracy), 
Baydoun urged the US to take action targeting the financial 
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assets of those working against the current government. A 
ban against individuals is not enough, he argued; we need to 
hit them where it hurts -- in their pocketbooks. 


8. (C) Comment. Using Baydoun\'s reasoning, March 14 
(assuming no more of its MPs are assassinated) has no way it 
can lose the presidency under the constitution. However, 
each new day in Lebanon seems to bring a new interpretation 
of the constitution to light. Even if Baydoun\'s reading is 
correct, we don\'t share his faith that opposition MPs 
wouldn\'t boycott the elections regardless, despite Khoury\'s 
(somewhat optimistic, in our view) assertion that Berri will 
stick to his word. The opposition is determined to see a 
candidate of its (Syrian overlords\') liking in Baabda Palace; 
failing that, it will pursue whatever means necessary to 
prevent the elections from going forward. End comment. 
FELTMAN 
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E.O. 12958: DECL: 06/28/2017 
TAGS: PREL, PGOV, RO 
SUBJECT: UNINOMINAL REFORM IN PARLIAMENT: DEAD ON ARRIVAL? 


Classified By: Pol Couns Ted Tanoue for Reasons 1.4 (B) and (D). 


1. (C) Summary. Despite widespread popular support and a 
unified draft law ostensibly supported by all the three major 
Romanian political parties--PSD, PNL, PD--Embassy 
interlocutors from all political stripes have been telling us 
that uninominal electoral reform is doomed to failure and 
that the current hype regarding the uninominal vote is just 
for show. Our contacts predict that the draft law will fail 

to pass when it is brought to a vote at the electoral code 
committee in the Chamber of Deputies, and will be brought 
down by tactical absences of key PSD legislators that will 
ensure that the vote will fail to win committee approval by 
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just one or two votes. Our interlocutors also predict that 
President Basescu will call a referendum on electoral 
reform--to take place simultaneously with the Fall 2008 
European Parliament elections, putting further pressure on an 
embattled Parliament. End Summary. 


2. (C) In a meeting with Polcouns June 22, PSD member Victor 
Ponta--a vocal proponent of uninominal electoral 
reform--suggested that despite his party\'s public support for 
the electoral reform, and that the five PSD members sitting 
on the electoral code committee will likely vote against the 
draft law, causing the bill to fall short of the 10 required 

votes. Ponta said that PSD seniors, led by PSD Chamber of 
Deputies head Viorel Hrebenciuc, were working behind the 
scenes to undermine electoral reform, as abandonment of the 
current \"party list" system would erode their political 

standing with the PSD. 


3. (C) In a subsequent meeting with Poloff June 26, UDMR 
Senator Peter Eckstein-Kovacs confirmed that the UDMR was 
publicly opposed to electoral reform, noting that his party 
would suffer under a uninominal system and risked losing a 
number of seats that the UDMR currently enjoyed under the 
party-list system. Eckstein-Kovacs added that while all of 

the major political parties were professing support for 
electoral reform in order to pander to the voters, none with 

the exception of the PD would actually favor a uninominal 
system when it came to a vote. Another UDMR contact, Andras 
Levente Mate, said that his party would likely be offering a 
series of amendments to the draft law in order to drag out 

the debate on electoral reform law until December, ensuring 
that no electoral reforms would be adopted in time to take 
effect before the Fall 2008 parliamentary elections. 


4. (C) Education Minister Cristian Adomnitei (PNL) echoed 
this pessimistic view about prospects for electoral reform. 

At a meeting with Polcouns June 27, he insisted that the 
PNL\'s support for a uninominal system was genuine, given that 
the PNL\'s core constituency was the well-educated, urban 
electorate which generally favored creating a uninominal 
electoral system. He predicted, however, that PSD deputies 
would ultimately balk at voting for the uninominal support. 

He added that while President Basescu was a late convert to 
the uninominal cause, he would use Parliament\'s failure to 
adopt a uninominal system as a major part of his electoral 
strategy in coming months. 


5. (C) The President of the Pro-Democracy Association (APD) 
NGO, Cristian Pirvulescu, told Poloff June 26 that support 

for electoral reform was waning quickly, adding that the only 
true believers now appeared to be PSD deputy Ponta and PNL 
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Vice President Mihai Voicu. Pirvulescu opined that, in 

addition to the declared opponents of the draft electoral 

reform law (UDMR, PRM) even its professed supporters (PSD, 
PNL, PD) did not truly support the law. He added that 
mainstream parties were just \"putting on a show" in order to 
draw public support. He noted that even President Basescu 
remained at heart a supporter of a French-style majoritarian 
system that would increase his own institutional powers and 
give his party a stronger presence in parliament. He echoed 
others\' comments that PSD Chamber of Deputies whip Hrebenciuc 
was working behind the scenes to torpedo the project. 
Pirvulescu predicted that Hrebenciuc would manipulate the 
votes in committee to assure failure; on the day of the vote, 
two PSD deputies would--mysteriously--call in sick, assuring 
that the draft law would fail to win committee approval, just 
one or two votes shy of the total votes needed. 


6. (C) Comment: President Basescu\'s public advocacy of 
uninominal electoral reforms means that he now confronts a 
win-win solution--whatever the outcome of the current debate. 
Embassy interlocutors were nearly unanimous in predicting 
that failure of parliament to pass an electoral reform 

package would trigger a move by the President to schedule a 
referendum on adopting a uninominal system, set to coincide 
with the Europarliamentary elections this fall. One of the 
Prime Minister\'s advisors confirmed to us that the PM and his 
political allies were holding back on setting a firm date for 
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the EP elections precisely because they wanted to complicate 
Basescu\'s ability to couple the referendum to the 
Europarliamentary contest. We note, too, that scheduling a 
referendum on an issue as popular as the uninominal system 
would likely assure a higher voter turnout for the EP 

elections. While such a referendum will have no legal force, 

it will add further popular pressure for Parliament to take 

action, and a high vote turnout would buttress arguments from 
the Basescu camp that the EP contest has provided yet another 
mandate to the President. End Comment. 
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SUBJECT: ANKARA MEDIA REACTION REPORT 
FRIDAY, JUNE 29, 2007 


In Today's Papers 


FM Gul: \"If the US Cannot, We Can Enter Iraq and Solve the Issue"; 
Ambassador Wilson Comments on PKK 

Radikal, Star, Turkiye, Sabah, Bugun and others: Liberal Radikal 
reports that in an exclusive interview with the paper, FM Gul said 
that the \"government\'s plans for a military incursion into Northern 
Iraq are ready down to every detail. Unfortunately, cooperation 
with the US in the fight against the PKK is far below our 
expectations. As the occupational force, the US is responsible for 
the terrorist attacks launched from Iraq to Turkey. If Iraq or the 
US is unable to stop the PKK threat, we will make a decision and 
enter Iraq.\" Gul added that there is consensus about the plans for 
a cross-border operation and the political decision makers are 
waiting for the right time to launch an operation. 


Meanwhile, papers report that during an official visit to Izmir 
Governor Cahit Kirac\'s office, US Ambassador to Turkey Ross Wilson 
said that \"Iraq is Turkey\'s neighbor, therefore, security and 
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stability should be established there." Stressing that the US is 
shocked by the PKK attacks against Turkey and condemns these 
attacks, Ambassador Wilson added that \"The US and Turkey coordinate 
in order to prevent these terrorist attacks. Recently, we gave 
strong messages to lraqi officials for the terrorist attacks to be 
stopped.\" Mainstream Sabah reports that following the visit of 
Iraqi President Talabani to China, a written statement issued by the 
Chinese Foreign Ministry said that China condemns all kinds of 
terrorist activities but, at the same time, respects the freedom, 
sovereignty and the territorial integrity of Iraq." 


Iraqi Spokesman: \"Cross-Border Operation would Harm Bilateral 
Relations" 

In an interview with mainstream Sabah, Iraqi government spokesman 
Ali-Al-Dabbagh said that \"Iraq itself is plagued by terror and is 
fighting against all terror organizations, including the PKK. 
Nevertheless, a cross-border operation would have serious 
consequences and would harm Turkey-lraq relations." 


Support Increases in the US Congress for the Armenian Resolution 

Liberal Radikal reports the US-Armenia National Committee (ANCA) 
announced that the number of Representatives in the US Congress who 
support the Armenian resolution has reached 209. The House of 
Representatives has 435 members and if the number of supporters 
reaches 218, then the chances for Nancy Pelosi to carry the 

resolution to the floor of the House will increase. In order to 

reach these numbers, ANCA members began a telephone campaign to get 
support from the members of the Congress. 


GENAR Survey 

Islamist oriented Yeni Safak reports about a survey conducted by 
polling company GENAR. The results of survey are based on 
interviews with 2007 people in 18 cities and 49 towns, and predict 

that three parties will enter parliament: AKP with 40.9%, CHP 22.1%, 
and MHP 10.8%. The survey also shows public preferences on the 
controversy surrounding a possible military incursion into Northern 
Iraq: 37.9 percent of the voters say Turkey should never launch a 
cross-border operation, 33.8 percent want an immediate operation and 
16.1 percent said an operation might be useful later. 


EDITORIAL OPINION: US-Iraq; Middle East Quartet/Tony Blair 


\"Deteriorating Image of the US\" 

Kamuran Ozbir wrote in the nationalist Ortadogu (6/29): \"The Middle 
East entered into a new phase following the US occupation of Iraq. 

The US, however, currently faces difficulty because it is unable to 
control the course. Iraq is no longer a unified state, nor will it 

be from now on. Moreover, Iraq has not emerged as a free market, as 
Western powers were hoping. Iraq\'s future is now in complete shadow 
as are the consequences for the US. Not only for Iraq, but for the 
entire Middle East region, it seems that instability and insecurity 
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will be even more prevalent than ever before. All of these 
developments are shaking the persuasive power of the US and 
increasing the level of mistrust toward the US.\" 


\"Can Blair Be Successful in His New Job?\" 

Kubilay Celik wrote in the nationalist Tercuman (6/29): WTony Blair 
has become the Envoy for the Middle East Quartet, which consists of 
the EU, the UN, the US and Russia. Blair\'s main responsibility is 
to work to find ways to resolve peacefully the long-term and 
never-ending problems between Israel and Palestine. The main 
problem vis-a-vis Blair\'s job is about whether or not to be 

impartial. Even if he tries to be impartial between the two sides, 

he cannot save himself from being labeled as a \'pro-Israel\' envoy 
due to the nature of the Middle East Quartet. Thus, Blair has no 
chance for success in his new job. Being a partner with the US in 
the Iraq war is another disadvantage for Tony Blair. He will not be 
able to eliminate the overall negative image even if he makes some 
personal effort. Given the depth of the problems in the Middle 
East, such efforts are like treating cancer with aspirin.\" 


TV Highlights 
NTV, 7.00 A.M. 


Domestic News 


- Council of State members who were attacked by a gunman last year 
have withdrawn from a case related to headscarf restrictions. 


- The Court in Sincan has rejected a decision by the Ankara 
prosecutor to dismiss charges against PM Erdogan for referring to 
jailed PKK leader Ocalan as \'sayin\' (an honorific). 


International News 


- Britain\'s new PM Gordon Brown unveils his new government 


- Portugal announced that accession discussions with Turkey would 
continue after it undertakes term presidency in July 1 


- Acar bomb killed 25 people yesterday at a busy intersection in 
Baghdad 
WILSON 
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Column 3 

ZNR UUUUU ZZH 

R 020637Z JUL 07 

FM AMEMBASSY DHAKA 

TO RUEHC/SECSTATE WASHDC 4437 
INFO RUHEHMS/COMMARFORPAC 
RUEKJCS/SECDEF WASHDC 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/CJCS WASHDC 


SIPDIS 
SIPDIS 


DEPT. FOR SCA/PB ATTN: BRENT CHRISTENSEN 
DEPT FOR SCA/RA ATTN: JOSEPH BRENNIG 
DEPT FOR DRL ATTN: ROD MORGAN OR LEROY POTTS 


E.O. 12958: N/A 

TAGS: PHUM, MASS, MARR, PREL, KCRM, BG 

SUBJECT: HUMAN RIGHTS VETTING FOR INTERNATIONAL DEFENSE 
MANAGEMENT COURSE, JULY 15-26, 2007 


1. This is an action request. See para three. 


2. The following candidates have been selected for 
participation for the International Defense Management Course 
to be held in Dhaka from July 15 to 26, 2007. Post vetting 

was completed on July 1, 2007. Post requests that vetting be 
completed by July 14, 2007, to provide sufficient time for 
processing. Post requests the department conduct Leahy 
vetting for the following candidates: 


Name: Mohamad Lokamar Rahman 
Rank: Commander 

Unit: Naval Stores Depot 

Unit Location: Chittagong 

Personal Number: 512 

Date of Birth: 25 Sept. 1964 

Place of Birth: Chandpur 


Name: Shaheen Rahman 
Rank: Commander 

Unit: BNS Haji Mohsin 
Unit Location: Dhaka 
Personal Number: 682 
Date of Birth: 18 May 1968 
Place of Birth: Khulna 


Name: Neamul Hasan 
Rank: Commander 
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Unit: BNS Haji Mohsin 
Unit Location: Dhaka 
Personal Number: 741 
Date of Birth: 1 Jan. 1970 
Place of Birth: Dhaka 


Name: Mohammad Anwar Khurshid 
Rank: Lt. Commander 

Unit: BNS Titumir 

Unit Location: Khulna 

Personal Number: 745 

Date of Birth: 21 Oct. 1968 

Place of Birth: Chuadanga 


Name: Mohammad Adam Ali 
Rank: Lt. Commander 

Unit: BNS Haji Mohsin 

Unit Location: Dhaka 
Personal Number: 797 

Date of Birth: 28 Dec. 1971 
Place of Birth: Dhaka 


Name: Ahmed Abrar Ibna Shabbir 
Rank: Lt. Commander 

Unit: BNS Karatoa 

Unit Location: (ship) 

Personal Number: 1008 

Date of Birth: 31 Dec. 1973 

Place of Birth: Pabna 


Name: Farhad Hossen 
Rank: Lt. Commander 
Unit: BNS Madhumati 

Unit Location: (ship) 
Personal Number: 1074 
Date of Birth: 27 July 1973 
Place of Birth: Dhaka 


Name: Mohammad Mahbubur Rahman 
Rank: Lt. Commander 

Unit: BN Dockyard 

Unit Location: Chittagong 

Personal Number: 1164 

Date of Birth: 1 June 1969 

Place of Birth: Kushtia 


Name: Sheikh Mohammad Suman Haider 
Rank: Lt. Commander 

Unit: BNS Haji Mohsin 

Unit Location: Dhaka 

Personal Number: 1255 


Column 3 
Date of Birth: 29 Dec. 1976 
Place of Birth: Tangail 


Name: Kibria Haque 
Rank: Lt. Commander 
Unit: Coast Guard Headquarters 


Unit Location: Dhaka 
Personal Number: 1189 
Date of Birth: 7 June 1976 
Place of Birth: Jamalpur 


Name: S.M. Altaf Hossain 
Rank: Commander 

Unit: Coast Guard Base 
Unit Location: Chittagong 
Personal Number: 340 
Date of Birth: 8 Jan. 1961 
Place of Birth: Khulna 


3. Post requests that the Department of State authorize post 
to make the following statement to the relevant DOD units: 
\"Embassy verifies that the Department of State possesses no 
credible information of gross violations of human rights by 

the above named individual or unit" 


4. Post Human Rights Officer is Luke Zahner, unclass 
e-mail:zahnerlv@state.gov. 


5. COMMENT: Embassy has no information to indicate this 
individual or any unit he has served in has been involved in 
gross violations of human rights. 

PASI 
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OO RUEHWEB 

DE RUEHUL #1975 1830643 

ZNR UUUUU ZZH 

O 020643Z JUL 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5288 
INFO RUEHBJ/AMEMBASSY BEIJING 2732 
RUEHKO/AMEMBASSY TOKYO 2840 
RUEHMO/AMEMBASSY MOSCOW 8120 
RUEHRL/AMEMBASSY BERLIN 1476 

RUEHIN/AIT TAIPEI 2023 

RHMFISS/COMUSKOREA J5 SEOUL KOR 
RHMFISS/COMUSKOREA J2 SEOUL KOR 
RHMFISS/COMUSKOREA SCJS SEOUL KOR 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/SECDEF WASHINGTON DC//OSD/ISA/EAP// 


Column 3 


SIPDIS 


SIPDIS 
SENSITIVE 


PLEASE PASS TO ISN/WMDT AND T: TIM KATSAPIS 


E.O. 12958: N/A 

TAGS: PTER, KGIC, KS, GM 

SUBJECT: ROKG INFORMED OF WEB-BASED INFORMATION PORTAL 
PROJECT FOR GLOBAL INITIATIVE 


REF: STATE 91275 


(SBU) On July 2, poloff conveyed reftel information sheet 
regarding a Defense Threat Reduction Agency (DTRA)-hosted 
August 26-29 conference in Germany that will discuss the 
establishment of a web-based information portal to Kim 
Jae-woo, MOFAT\'s Deputy Director of the Nonproliferation and 
Disarmament Division. Poloff noted that DTRA in June had 
announced its intent to establish the information portal at 

the third meeting of the Global Initiative to Combat Nuclear 
Terrorism, and was now listing an August 1 registration 
deadline for the conference. Kim expressed appreciation for 
the notification and undertook to pass the conference 
information to relevant authorities. 

VERSHBOW 
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PP RUEHWEB 

DE RUEHAS #0929 1830651 

ZNY CCCCC ZZH 

P 020651Z JUL 07 

FM AMEMBASSY ALGIERS 

TO RUEHC/SECSTATE WASHDC PRIORITY 3945 
INFO RUEHBP/AMEMBASSY BAMAKO 0183 
RUEHLO/AMEMBASSY LONDON 1664 
RUEHNM/AMEMBASSY NIAMEY 1231 
RUEHNK/AMEMBASSY NOUAKCHOTT 5972 
RUEHFR/AMEMBASSY PARIS 2241 
RUEHRB/AMEMBASSY RABAT 1826 
RUEHTU/AMEMBASSY TUNIS 6667 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/27/2017 


Column 3 
TAGS: PGOV, PHUM, PTER, KISL, SCUL, SOCI, AG 
SUBJECT: MINISTRY OF RELIGIOUS AFFAIRS COUNTERS EXTREMISM 


Classified By: DCM Thomas F. Daughton; reasons 1.4 (b, d) 


1. (C) Algeria\'s Religious Affairs ministry has mounted a 
campaign to reign in extremist imams. The campaign promotes 
a unified, anti-violence version of Islam and will result in 
important staffing changes in schools and mosques. On June 
23, Minister of Religious Affairs M. Boualem Ghoulamallah 
made clear to Le Quotidien d\'Oran journalist Tahar Mansour 
that the Algerian government is very concerned about mosques, 
especially those that advocate violence. This comes on the 
heels of a widely-reported move by the Ministry of Religious 
Affairs (MoRA) to counter Islamic extremism, which includes a 
mosque inspection tour by Ghoulamallah. According to the June 
17 edition of the French-language daily El Moujahid, 
Ghoulamallah is insisting that mosques recover their social 

role and \"bar the path of deviants who threaten society by 
preying on Algeria\'s youth.\" 


2. (U) On June 23, the Arabic-language daily El-Khabar 
reported that the MoRA will create a position of Grand Mufti 
for Algeria, who will be responsible for screening all 

fatwas. To counter extremist fatwas issued by Egypt\'s Al 
Azahar mosque, the ministry is also creating new positions 
for imams and murshidas (female preachers) who will 
specialize in writing fatwas. 


3. (C) MORA Communications Director Abdullah Tamime has 
confirmed press reports of the ministry\'s plans to counter 
extremism. On June 25, Tamime told us that MoRA was closing 
Quranic schools that preached jihad, as well as those that 
could not provide adequate records concerning their own 
funding. He added that the ministry was organizing a 

national, unified Islamic jurisprudence reference based on 

the Malikite rite, which should result in the delivery of 

official and consistent Islamic messages that focus on 
brotherhood, peace and helping others. By ministerial 

decree, MoRA plans to designate a focal mosque in each wilaya 
(province) that will deliver officially prepared sermons. 


4. (C) COMMENT: MORAVs plans to provide Algeria with 
official, consistent, kinder and gentler Muslim messages is 

an important step in countering Islamic extremism. The lack 
of a recognized senior Islamic jurisprudence scholar in 

Algeria has allowed -- if not encouraged -- individual imams 

to provide individualized interpretations of the Qur\'an. 
Consequently, several imams have reinterpreted centuries-old 
fatwas to suit their current goals, which include justifying 


Column 3 

killing civilians. With consistent attention, the new 

measures can make it more difficult for terrorist 
organizations, including AQIM, to rely on imams and mosques 
to recruit new members. 

FORD 
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PP RUEHAG RUEHROV 

DE RUEHMD #1285 1830710 

ZNY CCCCC ZZH 

P 020710Z JUL 07 

FM AMEMBASSY MADRID 

TO RUEHC/SECSTATE WASHDC PRIORITY 2901 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE","C ON FIDENTIAL MADRID 001285 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 6/26/2017 
TAGS: ECON, SP, PREL, EWWT, SCUL, PHSA, PBTS 
SUBJECT: WHEN WILL ODYSSEY SHIPS SAIL OUT? 


REF: MADRID 1191 AND PREVIOUS 


Classified By: Deputy Cheif of Mission Hugo Llorens for reasons 1.4 (b) 
and (d) 


1. (C) Odyssey Marine Exploration representatives Marie 

Rogers and Ali Nasser requested a meeting with EconOff June 
26 to informally update the Embassy on the American company\'s 
plans to sail out from Gibraltar. Despite assurances that the 
Spanish would indeed attempt to execute the warrant against 
Odyssey, possibly leading to the detention of its vessel/s in 
disputed international waters, Nasser said the company had 
decided nonetheless to leave port as soon as possible. 


2. (C) The Odyssey representatives outlined a 3-step timeline 
for one or both vessels\' departure from port which could 
occur as early as next week. The first step would be the 
drafting of an \"Affidavit of Events\" leading up to Odyssey\'s 
\"Black Swan\" find (reftel). US Odyssey lawyers are currently 
drafting that affidavit which will include a declaration that 

in Fall 2006, Odyssey head Greg Stemm met with the Ministry 
of Culture on what eventually turned out to be the \"Black 
Swan" find. Once this affidavit is complete, the second step 
is for Odyssey representatives to once more approach the 
Ministry of Culture, affidavit in hand, to attempt to reach a 
compromise. From the date of this meeting, Odyssey employees 
will begin the third step of divesting its vessels of the 
expensive exploration equipment currently onboard. Once this 
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divestment is complete, the Odyssey vessels will set sail 

with an American master, with representatives Ali Nasser and 
Marie Rogers, and with a filming crew on board. 


3.(C) Nasser said that in the interests of transparency, 
Odyssey will notify the Spanish Guardia Civil the night 
before of their intentions to set sail. If the Spanish do 

not detain the ships, then they will sail on to Great 

Britain. Nasser also indicated that should the Ministry of 
Culture be receptive to compromise, Odyssey representatives 
would offer to sail their vessels into Spanish waters to 

allow a search while avoiding an international dispute over 
the waters around Gibraltar. Nasser said that Odyssey was 
also prepared to invite GoS along on its next salvaging trip 
to the Black Swan site. However, Nasser caveated, these 
offers would only be given if the Spanish guarantee that they 
will not detain Odyssey ships. Econoff expressed 
appreciation for Odyssey efforts towards compromise, and 
encouraged continued flexibility in reaching a solution that 
would avert contestation in international waters where all 
parties, including Odyssey, would lose. 


4. (C) Comment: Odyssey\'s current strategy is to provide a 
\"face saving\" way out for Spain that would also allow the 
Odyssey to regain the use of their ships. The Ministry of 
Culture and its corresponding Andalucian stakeholders will be 
the key to how this issue proceeds. Though the offer to allow 
a Spanish representative to be on board when the Odyssey 
returns to the Black Swan site may be tempting to MoC, it is 
difficult to predict how emotions or local political 
gamesmanship will affect the outcome. Ultimately, the larger 
issue for both parties is ownership of the coins, a theme 
where neither Odyssey nor the different Spanish factions have 
expressed a willingness to budge. Odyssey\'s thoughts on how 
to approach this dispute are ever changing, and hence there 
is always a possibility that their course of action may 

change. Nonetheless, Odyssey representatives advised Post 
that they would continue to keep us in the loop of 
developments. 


AGUIRRE 


114007 
PP RUEHWEB 
DE RUEHGP #1258 1830713 


Column 3 

ZNY SSSSS ZZH 

P 020713Z JUL 07 

FM AMEMBASSY SINGAPORE 

TO RUEHC/SECSTATE WASHDC PRIORITY 3506 

INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 2561 

RUEAHLC/DEPT OF HOMELAND SECURITY CENTER WASHINGTON DC PRIORITY 


SIPDIS 
SIPDIS 
ISN FOR MARK FELIPE 


E.O. 12958: DECL: 07/02/2017 

TAGS: KNNP, PARM, PREL, MNUGC, ETTC, IR, SN 

SUBJECT: (S) SINGAPORE MIGHT RELEASE PRECURSOR CHEMICALS TO 
SHIPPER 


REF: A. SINGAPORE 1242 
B. SINGAPORE 1003 
C. SINGAPORE 852 
D. STATE 57239 


Classified By: E/P Chief Ike Reed for reasons 1.4(b) and (d) 


1. (S) MFA\'s International Organizations Directorate Deputy 
Director Michelle Teo-Jacob said that Singapore was close to 
determining the fate of 20 containers of missile propellant 
precursor it seized on April 21 (reftels). Without saying so 
directly, she indicated during a June 28 meeting that if 
Singapore were unable to identify a basis under domestic law 
for otherwise disposing of the chemical, it would likely 

eventually be returned to the Chinese shipper. She said that 
there had been \"exhaustive\" discussions between MFA and the 
Attorney General\'s Chambers (AGC) on Singapore\'s obligations 
and responsibilities under UNSCRs 1737 and 1747, but that the 
AGC had thus far not identified a legal basis for continuing 

to hold the chemical. 


2. (S) Teo-Jacob added that the GOS is still exploring the 
issue and would hold the shipment as long as possible, but 
suggested that Singapore had nearly come to the conclusion 
that its legal options were limited. She said that Singapore 
Customs, in particular, was apprehensive that the shipper 
might file a lawsuit if the chemicals were not returned. 

(Note: If the Iranian entity had not yet paid for the cargo, 

the shipper may have grounds to demand its return. End 
note.) Teo-Jacob noted Iran had inquired about the status of 
the shipment and \"rattled sabers\", but Singapore still felt 
that the UNSC resolutions justified the inspection and 


Column 3 

seizure. (Note: Teo-Jacob told us that Iran had claimed that 
the chemical was sodium chloride, but that the GOS had 
confirmed it was in fact sodium perchlorate. End note.) 


Visit Embassy Singapore\'s Classified website: 
http://www. state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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FM AMEMBASSY KHARTOUM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7769 

INFO RUCNFUR/DARFUR COLLECTIVE IMMEDIATE 

RUEHTRO/AMEMBASSY TRIPOLI IMMEDIATE 0194 

RHMFISS/CJTF HOA IMMEDIATE","C ONFIDENTIAL SECTION 01 OF 03 KHARTOUM 001043 


SIPDIS 
SIPDIS 


DEPARTMENT FOR AF A/S FRAZER, AF S/E NATSIOS, AND AF/SPG 
NSC FOR PITTMAN AND SHORTLEY 
ADDIS ABABA ALSO FOR USAU 


E.O. 12958: DECL: 06/30/2012 
TAGS: PREL, PGOV, AU-1, UN, SU, ER, LY 
SUBJECT: DARFUR: MAINTAINING FOCUS IN THE POLITICAL PROCESS 


REF: KHARTOUM 01006 


KHARTOUM 00001043 001.2 OF 003 


Classified By: CDA A. Fernandez, Reason: Sections 1.4 (b) and (d) 


1. (C) A recent African Union-sponsored conference on the 
Abuja talks and the current Darfur peace process provided 
insights into the direction of the UN/AU strategy. In the 

lead up to a July meeting of special envoys in Tripoli, 

Libya, the U.S. can exert leverage with the UN, AU, and key 
governments to incorporate the lessons of the Abuja talks and 
maintain focus in the peace process. The upcoming summit 
will provide an opportunity to lay the foundation for an 
inclusive and viable peace agreement by garnering 


Column 3 

international support for: 1) The UN/AU as the lead mediators 

in the Darfur negotiating process, 2) A two-stage UN/AU 

process to prepare Darfur Peace Agreement (DPA) 
non-signatories for negotiations, composed of a meeting to 
re-connect the political and military elements of the Sudan 
Liberation Movement (SLM) and a conference in Southern Sudan 
sponsored by the Sudan People\'s Liberation Movement (SPLM) to 
focus the political goals of the rebel movements and enhance 

their internal capacity; 3) A clear statement that the 

international community expects suppoJQQBC4dtion of separate agreements between the 
Sudanese Government and individual rebel groups outside the 
UN/AU process, and a review of DPA implementation concurrent 
with the negotiations; and 5) A UN/AU negotiating structure 

built on the concept of shuttle diplomacy\" versus formal and 
protracted peace talks in a single venue. End summary. 


2. (C) A June 25-28 conference hosted by the African Union, 
\"The Darfur Peace Agreement and the Peace Process: The Way 
Forward,\" provided a venue for discussion of the status of 
the DPA and methods for strengthening the current effort to 
bring the non-signatories to the agreement. Representatives 
of the UN, AU, the National Congress Party (NCP), the SPLM, 
the SLM/Minawi, the U.S., UK, Canada, and the Netherlands 
attended. The goal was not to present government-approved 
positions but to brainstorm ideas for a renewed political 
process. Participants also engaged in substantive dialogue 
on strengthening the security provisions of the DPA in 
preparation for the arrival of Force Commander Martin Luther 
Agwai, which will be reported septel. During the conference 
and in discussions with the AU and UN chairmen of the Joint 
Mediation Support Team (JMST), the outlines of a more 
concrete UN/AU strategy for the political process emerged. 


3. (C) Reflecting on the experience of the Abuja talks, 
participants acknowledged the importance of a clearly-defined 
mediator for negotiations. While the Tripoli Consensus of 

April had stipulated that all initiatives converge under 

UN/AU leadership, Eritrea, the SPLM, and the Sudanese 
Government had indicated that Asmara, not the UN/AU, would 
mediate the peace process and lead the negotiation phase. 

The NCP and SPLM representatives at the conference, however, 
gave aclear endorsement of the UN/AU, and the remainder of 
the participants urged Sudan to make this endorsement public 


Column 3 

to weaken Asmara\'s claim to the mediation under its regional 
initiative\" with Chad and Libya. The upcoming meeting in 
Tripoli seems a natural venue to consolidate this endorsement. 


4. (C) Many delegates urged the appointment of a single UN/AU 
mediator to negotiate between the parties. Such a mediator 
would need to maintain his neutrality while channeling 

pressure on the Sudanese Government and the Darfur faction 
leaders. Participants concluded that the mediator should 
calibrate the role of the international community to ensure 

that pressure at key points leads the parties to compromise 

but that international involvement does not artificially 
accelerate the process. The mediator should be adept at 
setting deadlines to maintain momentum based on the situation 
in Darfur rather than on external deadlines set by the 
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international community. The mediator should also have 
experience negotiating between governments and insurgent 
movements, not just between two states. 


5. (C) Noting the splintering of the Darfur rebel movements 

in the wake of the DPA, the UN and AU emphasized the need to 
repair the rift between the political and military leaders of 

the Darfur rebel factions as the first step to preparing for 
negotiations. The meeting proposed by the Centre for 
Humanitarian Dialogue (CHD) in Kenya was discussed at length. 
The NCP representatives did not voice any objections to the 
meeting and welcomed a consolidation of the rebel factions. 
Participants agreed that the CHD meeting was the most 
concrete step in the political process thus far and should 
proceed in the near future. The goal should be that the 

political leadership would represent the military wings of 

the factions during the negotiating process to obviate the 

need for direct participation by the field commanders. The 
UN/AU reported that the commanders had expressed support for 
this approach but cautioned the international community 

against emboldening individual commanders, who might then 
decide they too needed a seat at the table. 


6. (C) Many conference participants who had been involved in 


Column 3 

the Abuja talks recalled the lack of capacity and 

organization within the rebel movements, which had weakened 
rebels! ability to advocate effective positions. The NCP 
representatives said repeatedly that the non-signatories 

should compose written position papers before new 

negotiations begin. Despite the delay in the SPLM-sponsored 
conference in Southern Sudan, many believed the SPLM, perhaps 
with the assistance of experts from the UN/AU and INGOs, 

would be the best-placed to prepare the non-signatories for 
negotiations. The SPLM could bring to bear its own 

experience negotiating with the NCP, help the non-signatories 

to distill their agenda, and facilitate a greater 

understanding of the intersection between the Darfur 

movements\' goals and the Comprehensive Peace Agreement (CPA). 
The SPLM could also underscore \"the interim nature\" of the 
national political structure, which left open the possibility 

of greater political change through the 2009 elections. 


7. (C) Conference delegates anticipated that the rebel 
movements would concentrate on the following issues: 
compensation, obtaining a majority for the movements\' 

political parties in the three Darfur state legislatures, a 

national vice president for Darfur, and a greater number of 

seats in the National Assembly for Darfur representatives. 
Though many movements\' viewed the SPLM as having obstructed 
their claims to compensation and a vice president during the 
Abuja talks, the SPLM representative at the conference, State 
Minister of Industry Timothy Tot, indicated greater 

flexibility on these issues at present. (Note: While Tot is 

a member of the SPLM, he appeared supportive of NCP policies, 
and his flexibility on key rebel demands may indicate the 

NCP\'s willingness to discuss these points. End note.) Other 
conference participants suggested that the responsibilities 

of the Senior Assistant to the President as established under 

the DPA could be enhanced. 


8. (C) Conference participants were united in their support 

for targeted international pressure on those who obstructed 

the UN/AU process. NCP representatives--backed by AU 
participants from the Abuja talks--said that one-sided 

pressure on Sudan had emboldened the rebel movements during 
the discussions on the DPA and had encouraged intransigence. 
For the second time in one week, UN and AU representatives 
appealed for support from the international community to 

press SLM leader Abdulwahid al-Nur to communicate with his 
commanders and participate in the CHD meeting and the SPLM 
conference. The UN/AU said if al-Nur and others refused to 


Column 3 

attend these two meetings, they should face clear 
international condemnation. They also requested frank 
dialogue with France and Eritrea to pressure recalcitrant 
actors. \"If political leaders do not participate in the 
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political process, it is a failure of the international 
community, said one UN representative. A communications 
expert at the conference urged the UN/AU to develop more 
regular and transparent mechanisms, such as weekly status 
reports, for information sharing on the progress of the 

Darfur political process in order to mobilize the 

international community. 


9. (C) There was broad support among conference participants, 
including among the NCP delegates, for a framework of 

principles that the parties would agree to prior to 

negotiations. These principles would include respect for 

previous cease-fire arrangements from NVdjamena and Abuja and 
an end to separate agreements outside the UN/AU process. In 
addition, several participants noted that the credibility of 

the DPA had been undermined in the absence of an effective 
oversight mechanism and recommended that further appointments 
to the Transitional Darfur Regional Authority (TDRA) be 

postponed until DPA implementation could be reviewed. The 
UN/AU could conduct such a review concurrent with the 

political process. Through public \"naming and shaming,\" UN 
Envoy Jan Eliasson and AU Envoy Salim Ahmed Salim, backed by 
the international community, would guarantee adherence to the 
framework during negotiations. 


10. (C) The conference attendees agreed that a negotiating 
structure must be finalized soon. The UN and AU reiterated 
their preference for a negotiating process along the lines of 

the U.S.-proposed \"shuttle diplomacy\" approach. The UN/AU 
said that a negotiating process beginning in August would 
involve UN/AU mediation between the parties, which would 
culminate in a brief, intensive negotiating session to 

finalize the agreement. With an adept negotiating method, 

the UN and AU must balance two, competing agendas: the NCP 
and the international community\'s continued support for the 


Column 3 

DPA and the rebel movementsY demand for a new agreement. The 
NCP participants resisted \"changes\" to the DPA, while a UN 
representative explained that \"there was no point to 

negotiations if the Government is not willing to change the 
agreement.\" Other participants noted that it would be 

important for the international community--and the U.S. in 
particular--to serve as a guarantor for the DPA to re-assure 

the NCP that the agreement was being enhanced, not thrown 

away. 


11. (C) Based on the comments of the stakeholders present at 
the June 25-28 conference, reaching agreement in Tripoli on 
the five elements noted in this cable is possible. It is 
essential, however, that we continue to emphasize a 

realistic, sequenced approach to the peace process. At the 
highest levels, we should encourage the UN and AU to remain 
steadily on course with the points above, while allowing for 
some flexibility in deadlines that may not be feasible. End 
comment. 


12. (U) Tripoli minimize considered. 
FERNANDEZ 
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FM AMEMBASSY TOKYO 

TO RUCNSTF/TERRORISM FINANCE PRE NOTIFICATION COLLECTIVE PRIORITY 
RUEATRS/TREASURY DEPT WASHDC PRIORITY 

RUEHC/SECSTATE WASHDC PRIORITY 5106","C ONFIDENTIAL TOKYO 003004 


SIPDIS 

SIPDIS 

TREASURY FOR JEAN-PAUL DUVIVIER 

E.O. 12958: DECL: 06/29/2017 

TAGS: KNNP, EFIN, PARM, IR, JA 

SUBJECT: JAPAN RESPONSE TO REQUEST FOR IDENTIFIER AND 
BACKGROUND INFORMATION ON ENTITIES AND INDIVIDUALS LISTED 
IN THE ANNEXES OF UNSCR 1737 AND 1747 


REF: SECSTATE 89511 


Column 3 
Classified By: Ambassador J. Thomas Schieffer. Reason: 1.4 (b) (d). 


1. (C) Poloff delivered ref A non-paper to Ministry of 

Foreign Affairs Non-Proliferation, Science, and Nuclear 

Energy Division Foreign Policy Bureau\'s Isami Takada on June 
28. Takada noted that Japan is always happy to cooperate 
with the United States, and thanked us for our efforts on 

both UNSCR 1737 and 1747. Takada added that he would need 
time to study the information and will get back to us with 

any questions or relevant information. FINATT delivered the 
non-paper to Ministry of Finance Legal Office Assistant 

Deputy Division Chief Hiro Yamashita on June 29. Yamashita 
promised to share any information available regarding the 
designations, and thanked us for our ongoing efforts to 
coordinate on the resolutions. 

SCHIEFFER 
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PP RUEHLH RUEHPW 

DE RUEHIL #2873 1830725 

ZNY CCCCC ZZH 

P 020725Z JUL 07 
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E.O. 12958: DECL: 07/02/2017 
TAGS: ASEC, PGOV, PK, PREL 
SUBJECT: MONITORING PAKISTAN\'S COALITION SUPPORT FUNDS 


Classified By: Anne W. Patterson, for reasons 1.5 (b),(d). 


1. (C) Summary: Post increasingly has engaged the GOP to 
ensure that Coalition Support Funds (CSF), used to reimburse 
Pakistan for costs related to the fight against al Qaeda and 
the Taliban, are reasonable and credible. We have asked for 
additional information in order to verify pending Pakistani 
requests. End Summary. 


2. (C) Recognizing the financial burden that the war on 
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terror places on Pakistan, Congress has authorized the USG to 
reimburse Islamabad for its contribution to our mutual 

efforts. Through May 2007, Pakistan has requested 
reimbursement for $5.6 billion; the U.S. had paid Pakistan 

$4.9 billion in CSF since October 2001. 


3. (C) In order to be effective, CSF should be flexible and 
speedy. However, since 2006, we have engaged the GOP seeking 
verification that its CSF requests were reasonable and 

credible. Following a series of meetings, which included 

delivery of a request for information from DOD U/S Edelman to 
the Pakistan MinDef, post has requested additional 

clarification on expenses. 


4. (C) Pending post verification are claims that total $279 
million for the March-May 2007 period. The areas of greatest 
concern to us include costs for helicopter operations ($83 
million annually), radar maintenance ($65 million annually) 

and Joint Staff operations ($5 million annually). We are 

also seeking confirmation of the location of bunkers 
constructed ($35 million) and roads built ($20 million) since 
July 2006, and we have requested answers to anomalies in the 
cost of rations, flak vests and accommodations maintenance. 


5. (C) Post will continue to seek answers that ensure CSF 
is spent in accordance with Congressional guidelines. 


PATTERSON 
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E.O. 12958: DECL: 06/30/2008 
TAGS: PHUM, PREL, KIRF, PINR, EG 
SUBJECT: AMBASSADOR PRESSES PRIME MINISTER ON ARREST OF 
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\"QURANIST\" 


REF: A. CAIRO 1938 
B. CAIRO 1855 


Classified by Ambassador Francis J. Ricciardone for reason 
1.5 (d). 


1. (C) In a meeting June 28 with Prime Minister Ahmed Nazif, 
the Ambassador emphasized USG concerns that Amr Tharwat\'s 
imprisonment was inconsistent with the Egyptian 

constitutional guarantee of free worship and could pose 
difficulties for bilateral relations. Ambassador noted that 
Tharwat, a member of the \"Quranist\" movement, is an employee 
of the USG-supported Ibn Khaldun Center, headed by democracy 
activist Saad Eddin Ibrahim (SEI). 


2. (C) Nazif appeared unaware of the Tharwat case, although 
the Charge had raised USG concerns about the case twice in 
recent weeks with the Foreign Ministry (ref A). Clearly 

missing the point of USG concerns, Nazif responded that Egypt 
allows widespread criticism of the President in newspapers 

and television but that the law does not allow criticism of 
religion. \"Our culture has high Islamic content, more than | 
would like. | get upset when | see all of these women in 

veils, but you have to accept it and slowly get some to 
change.\" 


3. (C) Ambassador pushed back, noting that Tharwat had been 
held for two weeks without charges and that he appeared 
simply to be exercising his right of religious freedom under 

the Egyptian constitution. Ambassador also noted that 
Tharwat, along with the Ibn Khaldun Center and SEI, were the 
targets of an increased smear campaign by the 
government-backed media and politicians, evidently for SEI\'s 
attendance at President BushYs June 5 Prague speech and 
reported remarks to President Bush (ref B). 


4. (U) Septels report other issues raised by Ambassador and 
A/S Welch. 
RICCIARDONE 
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E.O. 12958: DECL: 06/27/2017 

TAGS: ENRG, ETTC, PARM, PREL, IN, PGOV, PHUM, PTER, NP, CE, 
AF, DE, KNNP, KSCA, NO 

SUBJECT: BOUCHER DOES BUSINESS IN OSLO ON MARGINS OF 
CO-CHAIRS 


REF: 2006 OSLO 553 
Classified By: ADCM Kristen Bauer, Reasons 1.4 (b) and (d) 


1. (C) Summary. On the margins of the June 26 Sri Lanka 
Co-Chairs meetings, Assistant Secretary for South and Central 
Asian Affairs Richard Boucher met with high-level Norwegian 
Ministry of Foreign Affairs and Defense officials, covering a 
broad range of matters including Afghanistan, Pakistan, 
Bangladesh, Nepal and Sri Lanka. Additionally, he privately 
conferred with German Director General for Asian and Pacific 
Affairs Ambassador Andreas Michaelis and Head of Germany\'s 
South Asia Unit Thomas Wriessnig, discussing Pakistan and 
Afghanistan matters. Boucher also gave interviews to a major 
Norwegian daily Dagsavisen and television station TV2. End 
Summary. 


Norway\'s South Asian Assistance 


2. (C) On June 25, Assistant Secretary Boucher met with 
Foreign Ministry Deputy Director General for Regional Affairs 
and Development Katja Nordgaard and Deputy Director General 
for South Asian Affairs Betzy Ellingsen Tunold, covering 
Nepal, Bangladesh, India and Pakistan issues. Nordgaard 
described the Nepalese move to a transitional constitution as 
\"positive.\" Concerning Bangladesh, she believed encouraging 
signs were emerging, pointing out that the forthcoming local 
elections are crucial. Tunold outlined Norwegian assistance 

to Nepal and Bangladesh, which targeted education, good 
governance and hydropower infrastructure programs. The 
Government of Norway\'s Nepal assistance initiatives also 
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focused on local peace-related activities, such as arranging 
seminars dedicated to peace and democracy-building (including 
workshops focusing on building local confidence with 

political systems). Both Nordgaard and Tunold recognized and 
supported U.S. efforts in both countries. Boucher also 

voiced optimism that both countries were moving in the right 
direction. 


3. (C) Tunold described Norway\'s increased dealings with 
India, noting some frustration with Indian bureaucracies. A 
Foreign-Minister level meeting between both countries, 
originally scheduled for June, has been postponed. Separate 
Norwegian and Indian governmental working groups were created 
on several issues, ranging from science and technology to 
hydrocarbons, but have yet to meet. A position paper on 
climate matters, presented by Norwegian Foreign Minister 
Stoere to the India last year, has not yet been addressed by 
the Indian side. Nordgaard also questioned whether the 
Indian Government could appropriately handle the resulting 
waste stemming from its nuclear program, in relation to the 
impending U.S.-Indian civilian nuclear cooperation 

initiative. Boucher responded that the U.S. felt confident 

that there were no undue problems concerning waste disposal. 


4. (C) Boucher presented U.S. plans for development 
assistance to Pakistan, and described the Regional 
Opportunity Zone concept, which we hope to take up with 
Congress shortly. Nordgaard replied that Pakistan was indeed 
high on the Norwegian agenda, with focus on Pakistan\'s Wlong 
way forward." 


Solheim\'s Views on South Asia 


5. (C) Joined by Ambassador Whitney, Assistant Secretary 
Boucher met with International Development Minister Erik 
Solheim, discussing Afghanistan, Nepal and Sri Lanka. 
Concerning Afghanistan, Boucher discussed U.S. development 
assistance, the need for improved and visible high-level 
international civilian coordination, and the forthcoming Rome 
Rule of Law Conference. With respect to governance issues, 
Solheim noted that Faryab province was \"wholly corrupt,\" but 
recognized that the Norwegian Government must deal with \"the 
people that are there.\" While Solheim welcomed U.S. civilian 
development assistance, he expressed concern for reliable 
Afghan governance structures which can be self-sustaining. He 
also voiced concern about collateral damage from NATO forces, 
stating that \"too many Afghan citizens have been killed\" from 
NATO actions. 


6. (C) Solheim stressed that NATO support in Afghanistan 
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was not popular in Norway, nor Europe in general. Stating 

that Wwe did not have a September 11 here,\" Solheim remarked 
that \"the vast majority of Norwegians do not believe we 

should be in far-away places,\" as Norway has \"no tradition\" 
of military involvement abroad. Also, he warned that either 
major losses to Norwegian NATO forces, or Norwegians 
popularly believing that the Afghan mission was \"immoral\" as 
a result of high \"collateral damage\" could cause a backlash 
against the Norwegian Afghanistan presence. He stressed that 
the NATO key to success should be arriving at an end point 
where foreign troops were unnecessary. 


7. (C) Regarding Nepal, the Minister found it essential 

that an election date should be set, and adhered to. He also 
called for bringing into the government people from various 
castes and minorities, and ensuring that a responsible, 
inclusive government not solely composed of \"Kathmandu 
Brahmins\" be established. 


8. (C) Solheim spoke candidly of Sri Lanka, noting that the 
Government of Sri Lanka had \"absolutely no strategy\" as to 
solving the Tamil problem. He advocated clear, unified 
international measures to put an end to human rights abuses, 
while immediately providing access to people in need in 
northeast Sri Lanka. Additionally, he called for both the 
Government and the Liberation Tigers of Tamil Eelam (LTTE) to 
prepare for a cessation of hostilities. He noted frustration 
that there was yet a clear-cut answer as to whether the 
Government would allow Norwegian peace facilitators into the 
Tiger-controlled areas. Boucher raised the issue of engaging 
international experts, such as Canadians, within the peace 
dialogue. Solheim believed that the Tigers would be firmly 
against setting definitive deadlines at all costs. 


State Secretary Johansen Discusses Afghanistan, Pakistan 


9. (C) Following up on his meeting last year with Foreign 
Ministry State Secretary Raymond Johansen (ref A), Boucher 
raised several Afghanistan issues, including the concept of a 
senior UN civilian assistance coordinator, and European 
support for Afghan development assistance. Johansen raised 
concerns about Iran, questioning why the Government of Iran 
would get involved in supporting the Taliban, when such 
actions invariably created an influx of Afghan refugees into 
Iran. Boucher explained that while the motives may not be 
clear, the evidence that Iran is exporting weapons to the 
Taliban is. Johansen appreciated U.S. civilian development 
efforts, but commented that Provincial Reconstruction Teams 
were not \"easy concepts.\" He revealed that Norway had 
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difficulty persuading Norwegian NGOs to get involved in 
supporting the Norwegian-controlled Provincial Reconstruction 
Team in Meymaneh, located in Faryab province. Johansen 
called for a better international approach in Afghanistan to 
reduce the number of civilian casualties. 


10. (C) Johansen noted that the Norwegian Government was 
closely following events in Pakistan, given that Pakistanis 

are the largest immigrant population in Norway (and are 
actively involved in the Norwegian political scene). He 

warned that a destabilized Pakistan would create problems in 
Afghanistan. 


Defense Ministry Meeting 


11. (C) Assistant Secretary Boucher met with Ministry of 
Defense State Secretary Espen Barth Eide, discussing Norway\'s 
military role in the Memaneh Provincial Reconstruction Team, 
its Quick Reaction Force in Mazar-e-Sharif and the Norwegian 
Kabul deployment. Contradicting Minister Solheim\'s 
observations, Barth Eide stated that there existed \"solid 
support for Norway\'s Afghanistan policies," with \"100 percent 
of the Parliamentarians\" supporting Norway\'s position. Barth 
Eide expressed concern as to whether development assistance 
is resulting in political progress. Reflecting on Boucher\'s 
views of international cooperation in Afghanistan, without 
undermining the Afghani government, the State Secretary 
called U.S. policy \"very close to our thinking,\" with Norway 
seeing no need to \"overhaul the entire system. Barth Eide 
agreed that a single contact with the Afghan government, who 
could deal with the international community, would be most 
helpful. 


12. (C) Barth Eide found that Norway faced a paradox with 

the warlords in Northern Afghanistan: the Norwegians needed 
their assistance to remove the Taliban, but the warlords did 

not embrace the democratic and anti-corruption measures which 
Norway championed. 


13. (C) Concerning military strategy, Barth Eide cited the 

need to strengthen training, while noting Norway\'s commitment 
the Operational Mentor and Liaison Team (OMLT) approach. 
(Note: Ministry Staff later explained that getting approval 

of the Liaison Teams was an important step forward by Norway. 
End Note.) Turning to the Telemark Battalion, Barth Eide 
revealed that there are no plans to commit the full 

battalion, although part of the battalion will come in as the 
Quick Reaction Force. Although he noted that most of the 
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Norwegian Special Forces operate in the Regional Command 
Center, these forces can leave that area “when necessary.\" 
He reiterated that Norwegian deployment to Kandahar was not 
possible. 


Meeting with German Diplomats: Pakistan and Afghanistan 


14. (C) Ambassador Boucher met privately with German 
diplomats Ambassador Andreas Michaelis (Asia Director) and 
Thomas Wriessnig. They reviewed the Afghan and Pakistani 
meetings during the G-8 summit, with Michaelis discussing a 
follow-up Berlin meeting planned for October. He reiterated 
that 50-60 projects were endorsed by Pakistan and Afghanistan 
within the G-8 context, with Germany supporting 4-5 projects. 
Boucher explained that U.S. seeks European support for 
Tribal Area development. They also discussed the need for 
the transformation of Pakistan\'s Frontier Corps. Concerning 
the U.S. plan to create Reconstruction Opportunity Zones in 
Pakistan and Afghanistan, Wriessnig noted that the European 
Commission was unlikely to follow the U.S. lead Wriessnig 
also discussed Germany\'s plans to construct schools for 
Afghans living in Pakistan. Boucher floated the concept of a 
high-level UN figure for the coordination of civilian 

assistance in Afghanistan, which interested Michaelis and 
Wriessnig. 


15. (C) Michealis briefly referred to his recent Tehran 
meetings concerning refugees, where he met with officials 
including the Iranian Special Envoy to Afghanistan and Deputy 
Interior Minister. He believes that the Iranians were 

serious and genuine about their concerns involving narcotics 
and weapon smuggling in Afghanistan. Michaelis noted that 
the Iranians denied any Taliban collaboration. 


Norwegian Media 


16. (SBU) A/S Boucher was interviewed by Dagsavisen and the 
Norwegian media station TV2. The interviews largely focused 
on Sri Lanka, with the Dagsavisen article entitled \"Sees No 
Military Solution for Sri Lanka.\" Foreign Ministry Sri Lanka 
Adviser Sondre Bjotveit extended the Norwegian Government\'s 
appreciation for Boucher\'s \"positive remarks\" concerning 
Norway\'s role as facilitator. 

Whitney 
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CORRECTED COPY (CHANGED SUBJECT) 
SIPDIS 


E.O. 12958: DECL: 6/13/2017 

TAGS: PGOV, FR, LE, UNSC, PREL 

SUBJECT: U/S BURNSY JULY 13 MEETING WITH SARKOZY DIPLOMATIC 
ADVISOR JEAN-DAVID LEVITTE 


PARIS 00002827 001.2 OF 003 


Classified By: Ambassador Craig Stapleton, reasons 1.4 (b) and (d). 
1. (U) June 13, 2007, 3:00 P.M. 
2. (U) Participants: 


U.S. 

Under Secretary Burns 

Ambassador Stapleton 

Political Minister-Counselor Rosenblatt 
P Staff Bame 

Poloff Waller (notetaker) 


France 

Amb. Jean-David Levitte, Diplomatic Advisor to the President 
Francois Richier, Counselor for Strategic Affairs 

Damien Loras, Counselor for the Americas 


3. (C) SUMMARY: In a meeting that centered on Kosovo, Lebanon 
and Iran, U/S Burns: locked in a French commitment to join 

the U.S. in recognizing Kosovo\'s independence if an 

additional four to six months of dialogue fails to produce a 
breakthrough; expressed disappointment with France\'s failure 

to consult Washington before launching FM Kouchner\'s Lebanon 
dialogue initiative; urged the French to carefully select the 
dialogue\'s participants; noted the need to address the 
divergence in U.S. and French views on Hizballah; and urged 
Levitte not to reward Syria until Damascus took positive 

actions in the region. He welcomed France\'s decision not to 
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reduce its military commitment in Afghanistan and encouraged 
the French to establish a PRT. He delivered a particularly 
strong message on the need to get serious about sanctions 
against Iran. In response, Levitte said President Sarkozy 

was maintaining Wexactly the same lineW on Lebanon as Chirac, 
albeit with the \"nuance\" of no longer being allied with one 
family" (i.e., the Hariris). Levitte said Sarkozy had not 
decided whether to proceed on a dialogue with Syria; Levitte 
promised to call Burns as soon as a decision is made. He 
emphasized that France wants to see a change of Syrian 
behavior, but not of the regime. On Afghanistan, France will 
likely not establish a PRT, although a final decision hasn\'t 
been taken; Sarkozy is looking for other ways to make quick, 
visible contributions to reconstruction. On Iran, Levitte 

agreed on the need for unofficial sanctions, but said that 

Vit would be disastrous\" for Congress to sanction European 
companies doing business with Iran. END SUMMARY. 


Kosovo 


4. (C) Burns noted that the Secretary was prepared to move 
forward on the basis of President Sarkozy\'s proposal for 
renewed dialogue, provided that the EU would join with 
Washington in supporting Kosovo\'s independence at the end of 
that dialogue if the parties remained polarized. Burns then 
reviewed next steps, including what to do if Russia continued 

to refuse to engage at the UN. 


5. (C) In turn, Levitte sketched four possible scenarios. 

The best case, he said, would be for the new UNSCR to pass 
with Russia\'s support, but this clearly would not happen. 

The next best outcome would be to pass an alternative 
resolution that paved the way for renewed negotiations 
between the parties (while leaving the ultimate outcome 
vague), with a Russian abstention. The third best scenario 
would be to abandon the effort to pass a new resolution at 
this time, and instead move directly to renewed negotiations. 


6. (C) Finally, Levitte said it was imperative, from a 
European perspective, not to push the Russians into a veto 
that would destroy the international legal basis for Kosovo\'s 
independence and for the French and other foreign military 
presence there. \"Our worst-case scenario would be to act 
illegally after a veto,\" said Levitte, insisting it would be 
better to proceed without a new resolution at all then to 
proceed over Moscow\'s veto. He added that France\'s legal 
advisors were creative enough to cobble together a 
justification for recognizing Kosovo\'s independence on the 
basis of existing UNSCRs. 
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7. (C) Burns pointed out that the U.S. did not necessarily 
agree that a Russian veto would be a \"worst case scenario,\" 
but reaffirmed Washington\'s willingness to move forward on 
the basis of the Sarkozy proposal in order to remain united. 
Burns said he wanted to make sure he understood LevitteWs 
position clearly: If the additional negotiations failed to 

produce an agreement, would France find a way to recognize 
Kosovo\'s independence? \"Yes, absolutely,\" said Levitte, who 
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indicated that he would prepare a note for President Sarkozy 
in order to get his approval in writing. He characterized 
Sarkozy\'s position as \"everything is negotiable so long as 
Kosovo achieves independence in the end" Levitte predicted 
that, of the other EU states, Germany and Spain would be the 
most difficult to bring along. 


Lebanon 


8. (C) Turning to Lebanon, Burns said it would have been nice 
to have known of Kouchner\'s plans for a national dialogue in 
advance. Levitte dodged by saying he believed Ambassador 
Emie had taken care of that. Levitte added that \"Sarkozy is 
maintaining exactly the same line (as Chirac) with one slight 
nuance: France will no longer be linked exclusively to one 
family or clan.\" 


9. (C) Warming to this theme, Levitte said that France \"was 
traditionally the friend of all of Lebanon\'s citizens,\" not 

of any given community. Consequently, the French would not 
try to divide Lebanon\'s complex society into \"good Lebanese\" 
and \"bad Lebanese.\" 


10. (C) The passage of UNSCR 1757 has put Damascus in a 
corner, Levitte continued. Syria sees a last chance to 

escape by creating chaos in Lebanon, both to prevent the 
election of a new Lebanese president and to bring the 
Brammertz investigation to a standstill because Lebanon will 
be such a mess.\" Syria has given huge quantities of arms to 
Sunni extremists as well as to Hizballah, turning Lebanon 

into a powder keg waiting to explode. Our joint goal, 

Levitte purred, is to do whatever we can to stop the chaos. 
France does not imagine that FM Kouchner\'s proposed dialogue 
will solve Lebanon\'s problems, but hopes that it will restore 
dialogue. Paris will invite participants to think about \"the 
future of the Lebanese state -- how can we make it work?\" 
Levitte confirmed that Hizballah would be represented, albeit 
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at a low level. 


11. (C) Inasmuch as France appeared determined to proceed 
with FM Kouchner\'s dialogue initiative despite U.S. 
reservations, Burns noted that some of the names floated as 
prospective participants would be inappropriate. He urged 
Levitte to ensure that the right Lebanese were invited to 
participate in the dialogue. He also underscored that the 
U.S. and France have differing views of Hizballah, and 
suggested that Levitte be briefed by Israeli Deputy Prime 
Minister Shaul Mofaz on the capabilities of Hizballah\'s 
Iranian-supplied missiles. Levitte said he would meet Mofaz 
soon. Burns noted the need to refrain from taking actions 
that might strengthen Hizballah, as well as the need to 
cooperate on the renewal of UNIFILYs mandate and to tighten 
control of the Syrian-Lebanese border. 


12. (C) On Syria, Levitte said France seeks a change of 
behavior -- on Lebanon, terrorism and Iraq -- but not regime 
change. The French message to Damascus is simple: Syria can 
have five more years of Chirac (i.e., no dialogue) or, change 

its policy and enjoy five years of Sarkozy (i.e., dialogue). 


13. (C) Burns urged that France not reward Damascus until the 
Syrians take positive action. Levitte agreed, and stressed 

that Sarkozy has not yet decided whether to proceed. \"We\'ll 
have a dialogue with Syria only if we think it will help to 

calm down the situation in Lebanon and avoid an explosion,\" 
said Levitte. In any event, he assured Burns that the French 
would be transparent with Washington. \"IVII call you as soon 
as a decision is taken,\" Levitte promised. (NB: This 

exchange took place before news of the assassination of 
Lebanese MP Walid Eido reached either party.) 


Iran 


14. (C) Burns informed Levitte that there appeared to be 

little hope that Iranian nuclear negotiator Ali Larijani 

would accept suspension. U/S Burns and French MFA PolDir 
Gerard Araud would therefore exchange proposed elements for a 
third UNSCR. U/S Burns noted that while a third and perhaps 
even a fourth UNSCR would be good for the sake of unity, they 
would likely prove insufficient to bring the Iranians to the 
negotiating table. It was therefore critical that the EU and 
Japan consider more meaningful sanctions outside of a UN 
context. Much more could be done to restrict commerce and 
export credits. U/S Burns emphasized that if the world 
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wanted tough diplomacy to succeed (in lieu of a military 
option), then it was time to get serious on sanctions. 


15. (C) Levitte said it was important to have a third 

sanctions resolution as soon as possible. \"We should not 
assume that Russia and China will water it down; let\'s be 
ambitious and they may surprise us,\" he said. He voiced his 
complete agreement on the importance of voluntary economic 
sanctions, and noted that French banks had reduced their ties 
to Iran by over 50 percent in the past twelve months. He 
predicted that number would continue to shrink in the months 
ahead. He also noted that the French energy giant Total has 
decided against pursuing any major investments in Iran at 
this time. He said France was prepared to consider further 
options, but said it was important not to publicly discuss 

such possibilities so as not to undermine the case for 
additional UNSC sanctions. \"Let\'s be efficient but 

discreet,\" said Levitte. 


16. (C) Levitte said it would be \"a disaster\" if Congress 

were to impose sanctions on European companies doing business 
with Iran. Burns assured him that the Administration\'s 

position was that sanctions should be targeted against Iran 

and not against Europe, but he acknowledged that the 

political pressure on the Hill for tougher measures was real. 


Afghanistan 


17. (C) Levitte emphasized that, as Sarkozy had already 
informed President Bush, the new French government would not 
reduce its military presence in Afghanistan and would instead 
increase its training efforts by deploying an additional 150 
embedded trainers to assist the Afghan army. \"We\'ll stay (in 
Afghanistan), we\'ll remain engaged, and we\'ll show solidarity 
with our allies,\" said Levitte. He added that President 

Sarkozy has tasked his advisors with developing a menu of 
options for making a concrete contribution to Afghanistan\'s 
reconstruction. Burns seized the opportunity to encourage 
France to lead a PRT, noting that France was the only NATO 
member not participating ina PRT. Levitte did not 

completely rule out the possibility, but emphasized that 

Sarkozy preferred to take a sector-based approach to 
reconstruction rather than a geographic approach. The new 
French President wants options for doing something \"quick and 
visible\" in a field where the French could make a difference 
and demonstrate their value-added (e.g., using a French NGO 
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to build a modern hospital). 


Sarkozy Visit to Washington 


18. (C) Levitte said that Sarkozy hoped to visit Washington 
on September 26, and that he would welcome an opportunity to 
address the Congress. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 07/03/2017 
TAGS: PGOV, KDEM, IZ 
SUBJECT: TAWAFUQ ON GOVERNMENT BOYCOTT, COR SPEAKER 


(U) Classified by Deputy Political Counselor Charles O. 
Blaha, reasons 1.4 (b) and (d). 


1. (C) Summary. Sunni Tawafuq leader Ayad al-Samarrai termed 
the Tawafuq boycott of Council of Ministers meetings a proper 
response to the political provocation by PM Maliki of 

attempting to arrest the Sunni Minister of Culture. 

According to al-Samarrai an objective investigative committee 
should evaluate the charges while suspending the arrest 

warrant. Al-Samarrai believes the crisis with the Council of 
Representatives (CoR) Speaker Mashadani could be resolved 
with his quick retirement, but it will be difficult to find a 
replacement. End Summary 


Tawafug,s Council of Ministers Boycott 


2. (C) Ina meeting with Poloffs on June 30, al-Samarrai 
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strongly objected to the recent arrest warrant issued for 
Minister of Culture Al-Hashimi, saying that PM Maliki 
personally approved the arrest warrant despite evidence 
witnesses were coerced into making statements. Al-Samarrai 
believes an independent \"trustworthy\" legal committee should 
reexamine the evidence and witnesses, and allow the Minister 
to make his case. He pledged Tawafuq,s support for an 
indictment if the committee still found the case credible. 
Al-Samarrai said Tawafug made this request to PM Maliki but 
received no response. Al-Samarrai claimed influential Shia 
ISCI parliamentarian Human Hammudi termed this request fair. 


3. (C) Until this crisis was resolved, the Tawafuq ministers 
would continue to go to work but would not take part in 
Council of Ministers meetings. 


Mashadani: Departure Easier than Replacement 


4. (C) Al-Samarrai thought removing Council of 
Representatives (COR) Speaker Mashadani can be resolved 
quickly. The Speaker would be allowed to return for one day 
to preside. At the end of the day, the Speaker would 
announce his desire to retire and his departure would be 
accomplished with the appropriate dignity. Tawafuq opposed 
the retirement law proposed by Mashadani because it would 
make it too easy to remove future Speakers. 


5. (C) With Mashadani gone, Tawafuq would want to name a 
replacement Speaker as quickly as possible, making compromise 
within the bloc easier, said al-Samarrai. He suggested that 

he or fellow Iraqi Islamic Party (IIP) parliamentarian Osama 
Al-Tikriti could be suitable replacements but conceded that 

it was unlikely that Iraqi National Dialogue Council party 

leader Sheykh Khalaf Allyan would agree to an IIP nomination. 
(Note: Under the Tawafuq party leader agreement, each of the 
three Sunni parties in Tawafug has an equal voice even though 
the IIP has 27 of its 44 parliamentarians. The IIP nominated 

Vice President Tariq Al-Hashimi, Adnan Dulaymi,s Iraqi 

People,s Conference nominated Deputy Prime Minister Salam 
Al-Zubai, and INDC nominated Speaker Mahmoud Mashadani and 
would likely demand the right to name his eventual 

replacement. End Note.) 


6. (C) Al-Samarrai agreed that it would difficult for the 

other political blocs to agree to any other candidate from 

the remaining INDC parliamentarians and conceded that it 

would also be difficult to get Allyan to cede the decision to 
another Tawafug party. Perhaps a non Tawafuq Sunni candidate 
would have to be found, he speculated. 
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7. (C) Poloff met on July 1 with Krikor Der-hagopian, VP 
Hashimi,s Foreign Relations Director, who said that the 

Iraqi Islamic Party (IIP) was considering CoR member Dhafer 
Nadhem Salman al-Ani as a possible replacement for Speaker 
Mashadani. Dhafer is from Adnan Dulaimi,s Iraqi People,s 
Conference. Proposing a name from outside VP Hashimi,s 
IIIP may make it easier for the Tawafuq leaders to agree. 
However, Dhafer is unlikely to meet with Shia support, since 
he was one of the Sunni COR leaders charged by the government 
for having links to terrorists. The Higher Judicial Council 
allegedly included his name along with 10 others with a 
recommendation that their prosecutorial immunity be lifted. 
Dhafer,s home was raided in March 2007 by the ISF and a 
sniper rifle was found along with other weapons. Seven of 

his guards were arrested and later released. 


8. (C) Comment: It is not likely that the removal of Speaker 
Mashadani will be as easy as al-Samarrai suggested, 
especially if the Tawafuq opposes his retirement law which 
includes a generous 30,000 USD per month pension. (Note: 
Under current rules, Mashadani is entitled to an 8,000 USD 
monthly pension. End note.) Mashadani wants salary and 
retirement parity for the Speaker,s position with that of 

the President. Agreement on a new Speaker will also be 
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difficult, both within Tawafuq and with the other political 

blocs. Tawafuq leader VP Tariq Hashimi has in the past been 
unwilling to confront his coalition partners with tough 

choices. Barring the emergence of a good compromise 
candidate acceptable to Khalaf Allyan, the replacement of 
Speaker Mashadani may be long and difficult. End Comment. 
CROCKER 
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SIPDIS 


E.O. 12958: DECL: 07/02/2022 

TAGS: PREL, AG, WI 

SUBJECT: ALGERIAN MFA COUNSELOR URGES U.S. WALK FINE LINE 
ON SAHARA TALKS 


REF: A. STATE 88684 
B. ALGIERS 910 


Classified By: AMBASSADOR ROBERT FORD, REASON 1.4 (B) AND (D) 


1. (C) Algerian MFA Counselor Baali cautioned that 
outside pressure on the Polisario to accept even a modified 
Moroccan autonomy plan would likely lead the Polisario to 
quit the nascent negotiation process started in New York. 
Baali, who was part of the Algerian delegation in New York, 
opined that the Polisario would be willing to make some 
concessions but it would not do so under perceived pressure 
to accept the Moroccan plan. Recalling U.S. statements 
labeling the Moroccan autonomy plan credible and serious, 
he urged that the U.S. now stand back and let the two 
parties negotiate directly without outside pressure. 
Ambassador told Baali that we welcomed the start of talks 
and are urging both the Moroccans and the Polisario to be 
realistic and flexible. Ambassador also cautioned that the 
Polisario would lose much international sympathy if it 

walks out of the talks. 


2. (C) Baali readily conceded that the ultimate solution 

to the Western Sahara conflict was something \"less than 
independence\" for the Sahrawis. He said it would take 
much creativity to find a workable formula. He said he was 
puzzled that UN SRSG Van Walsum seemed inclined to tackle 
the hardest questions, such as sovereignty, up front; the 
inclusion of the sovereignty issue in the first draft of 

the June 30 report was a mistake, in his view. Baali 
asserted that it would be better to start with relatively 

easier issues first, such as the powers of a parliament or 

the executive in a Sahrawi autonomous region. Ambassador 
noted that we are urging the Moroccans to be ready to 
engage on precisely these kinds of issues. Baali shot back 
that the discussion cannot be based just on the Moroccan 
plan. Rather, the two sides need to be led to the 

discussion by the UN and the Friends of the Sahara. The 
hardest issue, sovereignty, ought to be left out of the 
negotiations until the very end when the Polisario could 

see a full offer on the table and decide then whether or 
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not to make the toughest compromise. 


3. (C) Baali recalled a formula discussed in the 1980s 
that the Polisario might have accepted involving a Sahrawi 
legislature and executive that operated in a Sahrawi region 
itself bound personally to the Moroccan King. The Moroccan 
flag would have flown over the region. However, the 
Sahrawi region was to have been allowed to attend 
international meetings as the Sahrawi region. Thus, said 
Baali, the question of sovereignty was shaved very 
narrowly. He speculated that it would take similar 
creativity to 

bridge the gap now. 


4. (C) Baali opined that Van Walsum would likely benefit 
from the experience of MINURSO chief Harston, whose 
diplomatic career gave him better insights into the 

negotiating dynamic. Baali stated that the differences 
between the UN\'s Political Affairs and Peacekeeping 
Departments should not impede Van Walsum getting the best 
advice and help possible. 


5. (C) Comment: Baali expects to be part of the Algerian 
delegation in New York August 10. He absolutely was not 
shopping the idea in para 3 above but rather musing about 
how difficult it will be to craft a solution mutually 

acceptable to both sides. His comment about an active, but 
careful, UN role that includes Harston reminds of what 
Algerian MFA number two Lamamra told us last week (ref). 
His remark about the ultimate solution being less than 
independence was also striking, but Baali gave no sign that 
Algeria would exert open pressure on the Polisario, or 
support others\' open pressure. 


FORD 
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SENSITIVE 
SIPDIS 


USDOC FOR 4420/ITA/MAC/MCQUEEN, DAS KASOFF, HIJIKATA, GENERAL 
COUNSELVS OFFICE JOEL BLANK, AND GENERAL COUNSEL SULLIVAN 
STATE FOR EB/TPP MASSINGA, FELSING 

STATE PASS COPYRIGHT FOR POOR 

STATE PASS USPTO FOR BOLAND 

STATE PASS USTR FOR MARUYAMA, WINTER MCCOY, ESPINEL, CELICO 
USDOJ FOR NEWBY 

DHS/CPP FOR MACRAY 

USPACOM FOR FPA 


E.O. 12958: N/A 

TAGS: KIPR, ECON, ETRD, CH 

SUBJECT: South China IPR: U.S. Companies Train Guangdong Customs How 
to Identify Counterfeits 


REFERENCE: Guangzhou 21191 


(U) This document is sensitive but unclassified. Please protect 
accordingly. 


1. (U) Summary: At a recent post-organized seminar, five U.S. 
companies and a music industry association trained 70 working-level 
officials from Guangdong Customs on ways to distinguish genuine 
products from counterfeits. The companies highlighted recent trends 
in manufacturing and exporting. Guangdong Customs employs 37 
percent of China\'s Customs officials; the province accounts for 
one-third of China\'s exports. End summary. 


Industry and Customs Attendees 


2. (U) U.S. attendees at the June 29 product ID seminar were from 
Pfizer, Eli Lilly, Microsoft, Wrigley, Coach, and the International 
Federation of Phonographic Industries (IFPI - a music industry 
association). Attending on the Chinese side were 70 Guangdong 
Customs officers, representing all seven Customs jurisdictions in 
Guangdong. Most of the officers in attendance were office 
manager-rank and thus closely involved in day-to-day enforcement 
activities. Also in attendance were one or two officials from the 
General Administration of Customs (GAC) legal affairs department, 
who had traveled from Beijing. Guangdong Customs officials account 
for 37 percent of Customs officials in China, according to the 
director of the training center. 


3. (U) The seminar took place at the China Customs Education and 
Training Center in Guangzhou. The training center serves all of 
South China and is one of three such facilities in China, the other 
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two being in Shanghai and Tianjin. It provides training at all 
levels of the Customs bureaucracy. 


Presentations: How to Spot Fakes 


4. (SBU) Most representatives began their presentations with 
background on their companies, introducing the brands and products 
they manufacture. They described the identifying characteristics of 
counterfeit products, including materials, labels and packaging, and 
associated documentation. They also used numerous photographs of 
legitimate as well as fake products in their presentations. Some 
presenters identified \"problem areas\" in China and export 
destinations. They sometimes quizzed the officials on whether a 
product was legitimate or fake. Microsoft and IFPI discussed the 
manufacturing process of optical discs. Pfizer, Eli Lilly, and 

Wrigley emphasized the health risks associated with counterfeits in 
their industries. 


5. (U) All of the U.S. participants left a copy of their Powerpoint 
presentation with the training center and distributed paper handouts 
with product and anti-counterfeiting information for the Customs 
officers to take to their district offices. They gave out their 

contact information (including cell phone numbers and email 
addresses) and encouraged the officials to contact them if they 
found suspicious shipments. The seminar did not include a question 
and answer period. Our Customs contacts nixed it as it would have 
required an additional, burdensome approval process. 


Guangdong Customs a Willing Partner Despite WTO Case 


6. (SBU) Post organized a similar product ID seminar in July 2006 

with Guangdong Customs that included Nike, P&G, Disney, Mattel, 
Acushnet, General Motors, and MPA (reftel). Previous attempts to 
include a broader range of Chinese IP enforcement agencies proved 
unsuccessful because of the complexities of interagency 

coordination. Guangdong Customs has been cooperative and responsive 
and clearly sees the benefits of this type of training (the 2007 
Guangdong IPR White Paper made specific mention of the 2006 event). 
The General Administration of Customs (GAC) took longer than usual 

to approve the request - approximately one month - likely because of 
the April U.S. WTO consultation request. Though it is difficult to 

know, the MOU signed by DHS and GAC at the May Strategic Economic 
Dialogue may have helped get the event approved. 
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Comment: Aiming for the Source 
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7. (U) Guangdong province is responsible for one-third of China\'s 
overall trade and is an engine of China\'s manufacturing industry - 
and the \"heart of darkness\" for IPR infringement. The export of 
counterfeit products to global markets is a growing concern for U.S. 
companies and, as the recent food safety scandals have illustrated, 
U.S. consumers. Guangdong Customs, with its reputation for being 
well-trained and its significance in terms of size, will remain an 
important partner in post\'s anti-counterfeiting advocacy and 
training efforts. 
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SIPDIS 


E.O. 12958: DECL: 07/02/2017 
TAGS: PHUM, KCRM, KWMN, PREL, AG 
SUBJECT: CONTINUING TO ENGAGE NGOS AND MFA ON TIP 


REF: ALGIERS 859 
Classified By: Ambassador Robert Ford; reasons 1.4 (b, d) 


1. (C) SUMMARY: Following the June 12 release of the 2007 
Trafficking in Persons report, we are continuing to engage 
NGOs and the Algerian government on TIP. The GOA feels it 
has been unfairly lumped into Tier 3 status with countries 
whose TIP problem it considers to be more severe. The GOA 
insists it is addressing the issue, mainly by amending legal 
texts to outlaw trafficking specifically. We have pushed 

back that the Algerians need to publicly acknowledge that 
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trafficking is a problem and appoint a GOA official with whom 
we can work directly. We have also stressed that 
enforcement, and not just legal text changes, are important 
to changing AlgeriaWs Tier 3 status. NGOs have indicated 
they are willing to raise awareness. This cable includes an 
action request at the bottom. END SUMMARY. 


NGOs WILLING TO ENGAGE ON TIP 


2. (C) As part of ongoing efforts to engage civil society on 

TIP, poloff met separately on June 25 and 26 with European 
NGO CISP and Algerian NGO AIDS Algerie. CISP, a European NGO 
based in Italy, works on illegal immigration and trafficking 
issues. AIDS Algerie, an Algerian NGO, works on commercial 
sex work issues. Both organizations were willing to explore 
partnering opportunities to raise public awareness of the TIP 
problem. (Comment: NGOs here need to boost their public 
discussion of the TIP problem lest this issue look like one 
raised solely by the American Government. They don\'t really 
know how to do this, and it will take alot of work from our 

end to spur this forward. End Comment.) 


GOA STILL UNHAPPY ABOUT TIER 3 


3. (C) In a June 27 lunch, MFA Secretary General (no. 2) 
Ramtane Lamamra and MFA representatives reiterated to use 
their surprise and dismay at Algeria\'s Tier 3 status in the 

2007 TIP report. They claimed that the Algerian legal 
framework and enforcement was no worse than that in Morocco 
and Tunisia and yet only Algeria had landed on Tier 3. The 
Ambassador responded that we had cautioned the GOA last 
winter that such a ranking would be likely. He said that to 

move forward, we would like to see GOA public recognition of 
the broad problem in Algeria of human trafficking - and not 

just the subset of the sex trade. Ambassador reiterated our 
previous request to the MFA that the Algerian Government name 
an official TIP point of contact (reftel). Ambassador again 

said this POC should not just be the U.S. desk officer at the 
MFA if the GOA wants to work with us seriously. The 

Algerians hinted that the MOJ might be able to name a TIP 
point of contact. (Comment: the MFA will have to sell that 

idea to the MOJ. We have been trying for weeks to get a 
meeting with the Justice Minister but so far have been 

rebuffed. End Comment.) 


4. (C) Lamamra and MFA Director General for the Americas 
Fatiha Selmane acknowledged that Algerian law did not 
specifically address trafficking, but said the GOA was 
working on the issue. MFA representatives said the 
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government was in the process of reexamining laws to address 
TIP, and that it was possible that the justice ministry (MOJ) 

could make a public announcement on TIP. They pointed to GOA 
ratification of several international conventions that 

address TIP-related issues as evidence that Algeria was 

serious about addressing the problem. The Ambassador 
applauded moves to update Algerian laws but underlined that 
enforcement, including arrests, prosecutions and punishment, 
were vital for us. 


5. (C) COMMENT: Two weeks after its June 12 roll-out, the 
2007 TIP report remains a sore spot for the GOA, though it is 
unclear to what extent this wounded pride will serve as a 
catalyst for real progress. Consistently on message, Lamamra 
said, \"You can\'t put us in with countries like Saudi Arabia.\" 

For Lamamra and MFA Americas Director General Selmane, the 
difference between the GOA position and that of the USG on 
TIP is one of semantics, not substance. For this reason, 
they are sincere in their belief that the GOA is working on 
the issue. We keep reminding them that we want to see more 
than changes in legal texts, although such changes are 
welcome too. To date, however, they have been unable to show 
much in the concrete action aside from arrests of persons 
involved in the sex trade here. Meanwhile, NGOs such as CISP 
and AIDS Algerie are amazed at GOA silence on the issue. 
They are not doing much publicly either, however. In sum, 
this is an uphill effort here. 


6. (C) Action Request: It would be extremely useful to 

have from the Department information about why other North 
African countries avoided as low a ranking as Algeria so that 
we can get the GOA past its suspicions that the Tier 3 
ranking is a political message. 


FORD 
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USDOC FOR 4420/ITA/MAC/MCQUEEN, DAS KASOFF, HIJIKATA, GENERAL 
COUNSELVS OFFICE JOEL BLANK, AND GENERAL COUNSEL SULLIVAN 
STATE FOR EB/TPP MASSINGA, FELSING 

STATE PASS COPYRIGHT FOR POOR 

STATE PASS USPTO FOR BOLAND 

STATE PASS USTR FOR MARUYAMA, WINTER MCCOY, ESPINEL, CELICO 
USDOJ FOR NEWBY 

DHS/CPP FOR MACRAY 

USPACOM FOR FPA 


E.O. 12958: N/A 

TAGS: KIPR, ECON, ETRD, CH 

SUBJECT: IPR Roundtables on Apparel and Sporting Goods: Legal 
Restraints and Enforcement Strategies 


1. (SBU) SUMMARY: China\'s IPR regulations are vague and its 
enforcement agencies are weak, according to apparel and 
sporting-goods companies as well as U.S. and Chinese lawyers. The 
IPR enforcement efforts of most companies are primarily focused on 
shutting down domestic IPR violators and preventing the export of 
counterfeits. Companies encouraged the U.S. Government to target 
trade fairs and publicize \"hot spots\" to domestic audiences. A Nike 
representative said Guangzhou wholesale markets and trade fairs 
continue to be full of fake shoes. END SUMMARY. 


Legal Restraints 


2. (SBU) At a recent seminar led by Tim Browning, Attorney Advisor 
with the Patent and Trademark Office, U.S. lawyer and Amcham-South 
China IPR Committee head David Buxbaum said that while China\'s 
national IP laws are generally good, the regulations are often vague 
and should be strengthened. Jason Yao, Asia-Pacific Counsel for 
golf manufacturer Acushnet, said China took a step backward by 
eliminating a provision requiring violators with multiple IPR 

offences to face criminal penalties. Yao said that it is too 

difficult to use landlord liability laws to remove infringing 

markets. He added that ChinaYs new IPR complaint centers are \"a 
joke,\" as the telephone operators are unable to provide any 
assistance other than to refer the case to the relevant authorities. 


3. (SBU) Several of the participants said that documentary 
requirements for IPR cases continue to be overly burdensome, 
including notarization, legalization, and approval from a U.S.-based 
Chinese Consulate. A U.S. lawyer said he encourages all U.S. 
companies to register their patents in China, regardless of whether 
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they plan to manufacture there. Other lawyers noted that because IP 
classifications differ among countries, companies need to be careful 
when registering abroad. A Chinese lawyer added that foreign 
companies should always have an IPR agreement with OEM 
manufacturers. 


Central-Local Divide 


4. (SBU) Participants differed on whether central or local 

authorities are more to blame for China\'s lack of progress in IPR 
enforcement. David Hon, owner of a folding bicycle manufacturer, 
said central authorities are unwilling to pressure local officials 

to implement the law. Others said central authorities simply lack 
the ability to control local offices and ensure adequate 

enforcement. Buxbaum pinned much of the blame on the inherent 
weakness of the IPR enforcement agencies, including AIC, IPO, the 
courts, and the PSB. He said these agencies need to professionalize 
and institute \"pay as you go\" systems in investigations to generate 
sufficient resources. 


5. (SBU) Buxbaum noted that improved IPR enforcement is in China\'s 
self-interest, since the vast majority of cases involve Chinese 
companies. Browning said he had calculated that only 2.4 percent of 
China\'s civil IPR cases have involved foreign litigants (those from 
Hong Kong, Macau, and Taiwan are counted as domestic). 


Enforcement Strategies 


6. (SBU) Several company representatives said they will continue to 
target most of their enforcement efforts in shutting down domestic 
violators. Acushnet places more emphasis on exports than domestic 
sales and has pursued vendors in the United States with mixed 
success. Sharla Settlemier, General Manager of Production in Nike\'s 
Guangzhou office, said Nike actively tries to identify U.S.-based 
distributors of counterfeit goods. 


7. (SBU) Hon said trade shows remain his primary concern because 
they are a crucial marketing venue for counterfeiters. He 

encouraged the U.S. Government to press China to improve trade fair 
IPR enforcement. Acushnet\'s Yao said industry and government should 
publicize to Chinese audiences the names of cities with high rates 

of counterfeiting (similar to what is done in the USTR\'s Special 301 
Report). 
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Fake Shoes Everywhere 
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8. (SBU) NikeVs Settlemier said wholesale counterfeit markets in 
Guangzhou continue to sell large volumes of fake shoes. Many of the 
vendors are not even interested in discussing single item purchases. 
She recently visited a fair in Guangzhou where a local equipment 
manufacturer was displaying shoe manufacturing equipment identical 
(including the color of paint) to the equipment being sold by a 
well-known Italian shoe company also at the fair. 


9. (U) This cable has been cleared by PTO Attorney Advisor Tim 
Browning. 


GOLDBERG 
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E.O. 12958: DECL: 07/03/2017 
TAGS: PREL, PGOV, IZ 
SUBJECT: ISCI STRATEGIC DIALOGUE: JUNE 30 MEETING 


Classified by Deputy Political Counselor Charles O. Blaha, 
reasons 1.4(b) and (d) 


1. (S) Summary: The fifth meeting of the political 

committee of the USG/Islamic Supreme Council of Iraq (ISCI) 
strategic dialogue met for two hours on June 30. Embassy 
Political Counselor headed the USG team, which included 
Deputy Political Counselor, Embassy Legal Adviser, and ORA 
representative. Vice President Adil Abdel Mehdi headed the 
ISCI team, joined by ISCI Council of Representatives (CoR) 
members Humam Hammoudi and Jalaladin al-Sagheer. ISCI is 
unhappy about what they perceive to be continuing USG 
\"doubts\" about them evidenced by continuing Coalition Force 
detentions of ISCI and ISCI-affiliated Badr Corps members. 
All three believe they have expended political capital to 

bring ISCI closer to the U.S. but have nothing to show for 

it. ISCI wants the U.S. to deal with them in Shia-dominated 
areas the way it deals with the Kurds in the north. ISCI 
representatives welcomed Political Counselor's proposal to 
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consider focused, joint U.S./ISCI efforts in specific 

locations in Iraq to advance stability and promote 
redevelopment, and to use the political committee as a \"think 
tank" to develop actual plans for cooperative action. End 
Summary. 


ISCI Complains About USG \"Doubts\" and Detentions 


2. (S) VP Abdel Mehdi emphasized that ISCI is a disciplined 
party with a vision and defined program. However, relations 
between ISCI and the USG are suffering from U.S. doubts about 
ISCI\'s independence from Iran; the VP denied that ISCI\'s 
\"friendship\" with Iran affects its independence. The VP 
noted that the USG had quickly opened relations with Sunni 
tribes in Anbar that promised to fight al-Qaeda, and he 
claimed the U.S. had supplied them with arms and other 
benefits. However, the U.S. military continues to target the 
ISCl-affiliated Badr Corps. \"This pains us,\" said Abdel 
Mehdi, and strengthens extremists. The VP also called for 
discussion of what federalism vision each side has for Iraq. 


3. (S) Hammoudi highlighted Coalition Force (CF) detentions 

of ISCI members. Many are security detainees held without 
charges. Al-Sagheer said the U.S. has an interest in good 
relations with ISCI because of its strong influence in Iraq, 

but the U.S. still doubts ISCI\'s intentions, based on 
\"exaggerated\" reports. Both Hammoudi and al-Sagheer implied 
that they, as moderates, had expended political capital 

within ISCI to bring it closer to the USG, but had not seen 

any benefit from it. Al-Sagheer also mentioned CF detentions 
of ISCI members and contrasted the U.S. supposedly arming 
Sunni Anbar tribes with what he portrayed as inadequate 
equipping of security forces in Najaf, an ISCI stronghold. 

VP Abdel Mehdi complained that detainee cases should be 
reviewed more frequently than every six months. The VP hoped 
that the USG would explain to ISCI the reasons for detentions 
of ISCI members and would bring to ISCI information about 
suspect ISCI members before detaining them so ISCI could 
purge its own ranks. 


4. (S) Political Counselor noted that the CF power to detain 
derives from UNSCR authority, and that the CF treat all 
detainees equally. It is not possible to resolve the 

situation by simply having CF rely on ISCI\'s word; working 
this out is complex and will take time. 


Militias 


5. (S) Political Counselor noted that the USG and ISCI had 
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the same overall strategic vision for Iraq as a democratic, 
stable country. However, this did not immediately translate 
into cooperation on the street level. Overwhelmingly-Sunni 
Anbar does not present the complexities of sectarianism 
present in provinces like Baghdad and Diyala, which have 
multiple Sunni, Shiite and al-Qaeda-linked groups. Without 
uniforms, all armed men look alike, and the goal is to get 
armed men off the streets. ISCI\'s expectation is that 
strategic dialogue would result in no detentions of those 
affiliated with ISCI, but it is difficult to translate 

political dialogue into dealings with armed men on the street. 


6. (S) VP Abdel Mehdi said that Shiite-dominated southern 
Iraq is similar to Anbar in terms of the absence of sectarian 
conflict. The VP argued that it is inconsistent for the U.S. 

to target Badr while (he claimed) arming Sunni Anbar tribes 
and tolerating the Kurdish peshmerga. Even the Shiite Jaysh 
al-Mahdi (JAM) militia, he claimed, could act freely. WISCI 
should be rewarded, not punished,\" the VP said. 


Reconciliation and Benchmarks 
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7. (S) The VP complained that USG political benchmarks for 
Iraq are one-sided, only favoring Sunnis. Political 

Counselor explained that Iraq\'s Sunnis feel excluded from the 
GOI and if not made to feel included, would continue to be a 
problem for Iraq and the region. The process behind recent 
GOI political appointments has not been transparent and has 
fueled perceptions of sectarianism. VP Abdel Mehdi defended 
current appointments as only a re-balancing of a system in 
which Sunnis for years enjoyed disproportionately high 
numbers of appointees. 


8. (S) Al-Sagheer said his understanding of reconciliation 
is different that the USG\'s. For example, in his view, 
de-BaVathification has nothing to do with reconciliation; 
\"many BaVath are already back." 


Way Forward on USG/ISCI Relations 


9. (S) The VP said that ISCI seeks the same type of 
relations with the U.S. that the Kurds have. Both he and 
al-Sagheer said ISCI is not one side among many, but rather, 
the dominant Shia faction both prior to the U.S. invasion of 
Iraq and in the current Iraqi political scene, and the \"main 
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component" of the GOI. The USG should consider ISCI\'s 
messages \"essential.\" 


10. (S) Political Counselor said the USG and ISCI should 
work toward political cooperation in specific geographic 
areas, and use the political leg of the strategic dialogue as 
a \"think tank" to develop joint ideas and plans on large 
strategic issues including federalism, reconciliation, rule 
of law, elections and de-BaVathification. 


11. (S) The VP welcomed both ideas. He suggested an area 
where ISCI has \"political weight,\" such as the southern 

cities of Nasariyah, Kut, or Diwaniyah. Al-Sagheer suggested 
Baghdad\'s Saidiya district. 

CROCKER 
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S/P, DRL, EEB,USAID/DCA, EUR/ERA, EUR/NB (RDALLAND) AND 
USOECD 


E.O. 12958: N/A 

TAGS: EAID, OECD, EUN, NO 

SUBJECT: NRWEGIANS STUDY PARTNERSHIP FOR DEMOCRATIC 
GOVERNNCE (PDG) POINTS 

REF: STATE 90015 


1. (SBU) On June 29 we delivered reftel points to Lars Ole 
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Vaagen, the MFA\'s WTO/OECD Section Deputy Director General. 
Vaagen pledged to review the points and contact us with any 
specific comments. 

Whitney 


114021 

RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHSF #0807/01 1830806 

ZNY CCCCC ZZH 

R 020806Z JUL 07 

FM AMEMBASSY SOFIA 

TO RUEHC/SECSTATE WASHDC 3927 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE","C ONFIDENTIAL SECTION 01 OF 02 Sí 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PREL, ECON, SOCI, BU 
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REF: SOFIA 678 
Classified By: Ambassador Beyrle for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: The European Commission\'s (EC) June 27 
monitoring report, the first since Bulgaria joined the EU in 
January, criticized BulgariaWs progress on fighting organized 
crime and corruption, but stopped short of imposing safeguard 
clauses. While acknowledging Bulgaria\'s progress, the EC 
said it will continue to monitor the country in six areas in 

the prosecution service and judicial system. The government 
had largely anticipated the criticism, adopting a 

speak-no-evil tone that labeled the report fair and objective 

and reaffirming their commitment to continued reforms. 
Privately, though, the government was said to be disappointed 
that only three Commissioners (Bulgaria, Romania, and 
Frattini) took a softer line. Continued EC monitoring will 

keep the government focused, but the report is not likely to 
provoke any additional personnel shake-ups. It will take a 
more serious political commitment on the part of the 

leadership to achieve genuine, lasting reform. END SUMMARY 


MIXED PROGRESS ON CORRUPTION AND ORGANIZED CRIME 


2.(SBU) The EC report, focused primarily on judicial reform 
and fight against corruption, concluded that while Bulgaria 

made some progress, more needed to be done on implementing 
the reforms. The Commission chose not to impose safeguard 
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clauses on Bulgaria, but did propose continued monitoring in 
six specific areas, setting out concrete benchmarks as 
guidelines. According to the report, Bulgaria largely met 

the first benchmark, removing any ambiguity on judicial 
independence, but the Commission reserved its final judgment 
until the judicial system law enters into force later this 

year. Successful implementation of the law will determine 
BulgariaWs progress on the second benchmark, ensuring a more 
transparent and efficient judiciary. The EC criticized 

Bulgaria for slow progress on enhancing professionalism and 
accountability in the judicial system, the third benchmark, 
pointing out that the judicial inspectorate envisioned in the 
March constitutional amendments is yet to be set up. 


3. (SBU) Heftier criticism was levied Bulgaria\'s fight 

against corruption and organized crime. The EC judged 
progress on high-level corruption, the fourth benchmark, as 
insufficient, citing lack of rigorous and systematic 

follow-up on allegations against politicians and government 
officials. The key test here will be successful prosecution 

and conviction of high-level officials involved in the recent 
corruption scandals (reftel). The report acknowledged 
BulgariaWs progress on cleaning up corruption in local 
government and at the borders, the fifth benchmark, but urged 
more prosecutions and deeper probes into inexplicable wealth 
of officials. Similar remarks were levied against Bulgaria\'s 
fight against organized crime, the final benchmark, where the 
EC again pointed to lack of progress on the unresolved 
contract killings. 


NO SURPRISE FOR THE GOVERNMENT 


4. (SBU) There were no surprises in the reports criticism, 
nor in the government\'s reactions. Most high-level 

officials, including President Parvanov, called the report 
\"balanced and objective\" and saw the lack of safeguard 
clauses as justified recognition of Bulgaria\'s progress. The 
ruling-coalition partners united in their view that the 

criticism was in the \"tolerable boundaries,\" and the 
opposition parties resisted the temptation to overplay the 
continued strict monitoring. European Affairs Minister 
Gergana Grancharova went a step further to say that 
fulfilling the benchmarks will take serious political will. 

Chief Prosecutor Velchev said the report contained several 
mistakes -- it listed only five money laundering convictions 
whereas the Prosecution Service reported twelve -- but 
overall saw the ECVs criticism as perfectly valid. Outgoing 
Minister of Justice Georgi Petkanov, whose Ministry received 
the lion\'s share of the criticism, stressed the fact that 
Bulgaria successfully avoided safeguard clauses or financial 
sanctions. 
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5. (C) Bulgarian officials echoed these we-had-it-coming 
sentiments to us in private conversations. The Prime 
Minister\'s foreign policy advisor admitted to us some 
disappointment in the report, suggesting that Bulgaria had 
done better in some areas, but acknowledged that contract 
killings and poor judicial performance were sore spots. He 
noted that private conversations with EC Commissioners had 
hinted at giving Bulgaria a lighter touch, but in the end 

only the Bulgarian and Romanian Commissioners and Frattini 
had opted for that approach. Transparency International\'s 
more positive report, released at the same time and showing 
BulgariaWs year-on-year progress, was naturally more welcome 
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in Sofia. The country\'s Prime Minister decided to take an 
extremely low-key public stand, barely commenting on the EC 
report. (Heading into weekend showdowns with his Bulgarian 
Socialist Party and coalition partners to re-jigger 

ministerial portfolios, the PM was obviously saving his fire 

for the domestic political contest.) 


6. (C) Interior Minister Petkov told Ambassador Beyrle on 
June 29 that he thought the report\'s conclusions were 
\"useful,\" since only \"pressure from the outside\" would force 
a change in Bulgaria\'s efforts to deal with crime and 
corruption. Amb. Beyrle cited the Interior Ministry\'s 

failure to make a single arrest in connection with a long 

string of OC-related killings over the past two years, and 
asked if the report might at least lead to the long-promised 
replacement of General Valyo Tanev as head of the Ministry\'s 
Organized Crime Directorate. Petkov said the change would 
happen within a month. 


7. (C) The Head of MOJ\'s Euro-integration Department said 
the report\'s criticism was justified but remarked 

sardonically that the new \"verification mechanism!" did not 
differ much from the pre-accession monitoring regime. The 
lead prosecutor on the closely-watched Toplofikatsia 
corruption case said he agreed with EC\'s comments on the 
judicial system but expressed doubt that change will come 
quickly. True reform will come with \"change of personnel," 
he said, referring to the conservative ranks in the higher 
courts. Both agreed that continued monitoring from the EC 
should keep the government focused on the necessary reforms. 
Most media outlets carried extensive -- but not saturated -- 
coverage, avoiding excessive finger-pointing. The reactions 
of the political parties were predictable, with Sofia Mayor 
Borissov\'s GERB (the de facto center-right opposition) 
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lashing out against a culture of cozy corruption among the 
established parties. 


8. (C) COMMENT: The EC\'s exclusive focus on organized crime 
and corruption will keep the government motivated on further 
progress, but genuine reform will require significantly more 
effort and political will. While Bulgaria is making efforts 

to clean up low-level graft, the murky ties between 

high-level politics and business interests still remain 

largely untouched. There is definitely some progress -- the 
fact that a powerful political player like Energy Minister 
Ovcharov was removed from his position on corruption 
allegations would have been unthinkable one year ago. But 
more high-profile cases like this need to follow for the 
changes to truly take root. In many ways, the EC (and many 
EU embassies here) pulled punches on Bulgaria\'s rule of law 
progress. The report has just enough force to keep the 
government and political class focused, but insufficient 

(thus far) muscle to compel more accelerated and targeted 
action. The Prime Minister is intent on making progress -- 
more for the sake of Bulgarian citizens, he says, than as a 
response to EU pressure -- but fractious partisan and 
coalition politics have so far stymied his efforts to make 

this fight the hallmark of his administration. 

Beyrle 
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SUBJECT: KUWAITI BLOGS AND OTHER INTERNET TRENDS 


1. (U) Summary and comment: Like young people elsewhere around the 
world, the daily lives of Kuwait\'s youth often center around 

friends, music, and movies. Internet trends in Kuwait reflect these 
priorities as social networking, instant messaging, and music and 

video websites are often the most frequented by young Kuwaitis. 

Blogs continue to proliferate in Kuwait, but their popularity and 

readership depends on the level of interest in issues of the day. 
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Although still a window into the minds of young Kuwaitis, blogs 
offered more substantive commentary a year ago when Kuwait saw a 
parliamentary election that focused on reform, corruption, and 
women\'s participation for the first time. A review of recent 

postings on Kuwait-based blogs reveals criticism of both parliament 
and the government over corruption and the slow pace of democratic 
reform. Looming electricity and water shortages draw the ire of 
many Kuwaiti bloggers who unanimously blame corruption and 
government incompetence for these disruptions of daily life. 
Women\'s issues on many levels continue to inspire commentary. End 
summary and comment. 


Blog Use Depends on Issue of the Day 


2. (U) Kuwaiti blogs have not been immune to the effects of their 
proliferation, content and competition from other websites for 
reader attention. When blog sites first appeared on the scene 
several years ago they enjoyed the spotlight as the \"in\" forum for 
social interaction and expression. Today, blogs remain part of the 
Kuwaiti cyber scene, but are less in vogue than in the past. Many 
blogs that Post monitored regularly during the summer of 2006 for 
glimpses of public opinion, especially the opinion of youth (note: 
sixty-nine percent of Kuwaitis are under the age of 25), no longer 
exist or have not been recently updated. Kuwaiti parliamentary 
elections in June 2006 -- in which women voted and ran for office 
for the first time -- as well as the war in Lebanon in July and 
August, fueled a proliferation of postings on Kuwaiti blogs. This 
summer\'s issues by comparison -- the grilling by parliament of the 
Minister of Energy for alleged corruption and expected electricity 
and water shortages - appear to be less compelling. 


3. (U) For example, this time last year the blog site 

was filled with comments on the 

Kuwaiti election campaign and commentary from female voters heading 
to the polls for the first time. Today, it contains comments on 

dating and links to amusing YouTube videos, although political 
commentary is not entirely absent from the site. There is scathing 
condemnation of the recent passage by parliament of a law 

prohibiting women from working past 8:00 p.m. 


4. (U) Most blogger comments on current political issues focus on 
the government and parliament, including the countdown to the June 
25 grilling by Parliament of Kuwait\'s Oil Minister Sheikh Ali 

Al-Jarrah Al-Sabah for his alleged involvement in a corruption 
scandal. One such commentator at 

criticizes the minister for having \"confessed that he is not 

qualified to maintain public funds.\" Another on 

expresses frustration over the potential 

outcome following weeks of debate by complaining that \"half of the 
MPs haven\'t even decided what their stances are to the grilling.\" 
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Criticism of parliament was the topic of an entry at the blog site 
where a writer charged the 

National Assembly with \"impeding development of the country." The 
author supported this argument by posting footage of a day in June 
2006 when the Speaker of the National Assembly banned the Kuwaiti 
public from entering the parliament building to show their support 

for electoral reform. 


5. (U) Something that affects Kuwaitis directly during summer time - 
electricity cuts - was widely discussed on many of the blogs. They 
is heavy on criticism of the government for its mishandling of the 
country\'s energy needs. A writer at the blog 

lambasted the government for 

\"plundering public funds\" while pointing out that the electricity 

and water shortages are due to the lack of investment in new power 
stations and water plants. 


6. (U) Women\'s issues are frequently touched upon. The site 
included the venting of a 

Kuwait woman indignant to find out that only her husband\'s signature 
and not hers could give parental consent for the government to 
process a college scholarship for their son. She went on to 

criticize a system that does not recognize the equal authority of 
mothers over their children. 


Meeting Friends and Finding News Online 


7. (U) Blog sites are just one genre of internet offerings that 

attract Kuwait\'s youth. Social networking sites such as MySpace 

and Facebook are extremely 

popular for meeting new people and interacting with friends. 
Facebook, one of the newest such sites, has more than 9,000 profiles 
in Kuwait that include basic information such as the person\'s age, 
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sex, and nationality. While most participants keep their identity 

hidden, a surprising number have photos. Besides profiles, the site 
offers discussion boards where members can chat about issues. Most 

of the chat however focuses on the mundane such as \"How people dress 
to go to the mall,\" and \"What\'s under her hijab?\" where posts 

contain \"humorous\" speculation on what women wear under their 

hijabs. 


8. (U) Facebook was the topic of a lengthy feature article in the 
June 21 edition of the English-language daily Kuwait Times. The 
well known site MySpace is also popular in Kuwait. It\'s 3,000 plus 
Kuwaiti profiles, however, appear to be predominantly American 
residents, but locals can also be found. MySpace\'s largest 
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Kuwait-based group, with some 125 members, are alumni of the 
American School of Kuwait. 


9. (U) Local news is also available on the Internet. Most of the 
daily newspapers, Arabic and English language, have on-line 
editions. The Arab Times and Al-Qabas 

are two examples. The state news agency KUNA 

has a continuously updated posting of its news in English and Arabic 
at. Of the news services that are exclusively 

online, two stand out. The online news magazine Elaph 

, which is headquartered in the UK, carries news from 

the wire services and from other writers throughout the GCC. 
Sometimes sensationalist, it can also feature unconfirmed and 
unsubstantiated stories. ltis a popular source of news and gossip 
for the public and, in particular, Kuwaiti reporters. Al-Aan 

is the first Kuwaiti online magazine and is another 

source of both official and unofficial reports of events in Kuwait. 

At present its reports focus mostly on the grilling of the oil 
minister. 


Whats on Those Laptop Computer Screens? 


10. (U) An evening visit to a caf in Kuwait\'s popular Salmiya 

district offered a glimpse of some of the sites most frequented by 
Kuwaiti youth on the web. Whether alone or huddled around a table 
with friends, most customers were chatting on MSN or Yahoo instant 
messaging. Music and video websites also filled a number of laptop 
screens. Twenty-two year-old Abdullah was looking at clips of 
comedians on YouTube while at the same time chatting with friends 
and classmates on MSN, many of whom were already in Egypt or the UK 
on summer vacation. He also uses YouTube to view music videos. 
Another group of young friends in their 20s were downloading Arabic 
music on sharefile programs that offer free pirated music, movies 
and TV programs. They pointed to the site Ares 

as one of many such filesharing 

sites that they use for this purpose. This group said that they 

never pay for music or movies and instead spend much time surfing 
sharefile sites for items to add to their sizable collections. 

Their outbreak of laughter when asked about the ethics of such 
practices for a moment drew the attention of the entire caf. Other 
popular sites to listen to Arabic music or view videos are Salmiya 

at and 6arab at. Most customers 

said that they sometimes follow the blogs of friends, or will logon 

to a site referred by friends if there were something interesting or 
amusing to read. Only one youth interviewed said that he consulted 
online news sources. His preferred sites were KUNA and the 
Arab-language newspapers. 
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For more reporting from Embassy Kuwait, visit: 
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http://www. state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www state.sgov.gov/p/nea/kuwait/ 
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SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 07/02/07 


Index: 


(1) Editorial -- Defense Minister Kyuma\'s thoughtless remarks that 
lacked discernment 


(2) Editorial: Kyuma\'s thoughtless remarks appalling 


(3) Nine groups harsh in comprehensive assessment of Abe 
administration 


(4) Futenma alternative: Pentagon official sees offshore location as 
difficult 


(5) Editorial -- Four-party talks: Don\'t break the \"six-party\" 
framework 


(6) Second in a series of polls on House of Councillors election 
(7) Poll on Abe cabinet, political parties 
ARTICLES: 


(1) Editorial -- Defense Minister Kyuma\'s thoughtless remarks that 
lacked discernment 


MAINICHI (Page 5) (Full) 
July 2, 2007 


Incredible remarks came out from Defense Minister Fumio Kyuma. He 
said in a speech on June 30: \"The United States dropped atomic bombs 
on Japan to stop the Soviet Union from occupying Japan. Countless 
people suffered terribly, but that put an end to the war. | now 

believe that it could not be helped.\" 


His comments are based on the perception that the US dropped atomic 
bombs on Hiroshima and Nagasaki in order to quickly end the war, 
block the Soviet Union from occupying Japan and limit its 

casualties. Depending on the circumstances, the language \"could not 
be helped\" connotes that he condones the use of atomic bombs. 


Japan has addressed the elimination of nuclear weapons nationwide, 
aiming to make Hiroshima and Nagasaki the last places to suffer 
atomic bombings. Kyuma\'s remarks, however, violated our nation\'s 
basic policy. His remarks were simply thoughtless and lacked 
discernment, and threw cold water on Japan\'s continued efforts for 
the abolition of nuclear weapons. Given his job as the minister in 
charge of our nation\'s security, his responsibility is very grave 
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indeed. 


Nuclear weapons are intended for indiscriminate attacks against 
civilians, and the after-effects of radiation are serious. Such 
weapons are an absolute evil. In 1996, the International Court of 
Justice remonstrated, \"Threatening to use nuclear weapons or using 
them violates humanitarian principles.\" Nuclear weapons are too 
serious to be dismissed by such language as it \"cannot be helped.\" 


Under the three non-nuclear principles, Japan has emphasized the 
importance of the Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT) and has submitted a nuclear disarmament resolution to the 
United Nations every year since 1994 and such resolution has been 
adopted. Needless to say, this move reflects Japan\'s experience of 
having been atomic bombed in Hiroshima and Nagasaki. 
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Last year, senior members of the governing Liberal Democratic Party 
(LDP) mentioned the need for debate on Japan possessing nuclear 
weapons, thereby giving rise to international doubts that Japan may 
want to become a nuclear power. Kyuma\'s recent controversial 
remarks, as well, could cause a loss of international confidence in 
Japan in its call for the elimination of nuclear weapons. 


Japan has stood up to North Korea over its missile launches and 

nuclear weapons\' possession. Taking advantage of Kyuma\'s comments, 
North Korea may now reason that since it was unavoidable for the US 

to have used nuclear weapons, it can use that as an excuse for 

itself to possess nuclear weapons. 


How did the victims of atomic bombs who suffered indescribable 
experiences feel when listening to his remark, \"It could not be 
helped\"? If politicians are unable to imagine their hardship, they 
disqualify themselves to serve as such. 


In the past, as well, Kyuma was conspicuous in his careless 
comments. Referring to the Japanese government\'s announcement of 
endorsing the decision to open the war against Iraq, Kyuma said, \"It 
was an informal endorsement,\" but afterwards he retracted that 
remark. On the relocation of the US Futenma Air Station in Okinawa, 
he mentioned the possibility of adding revisions to the plan already 
agreed on between Japan and the US and incurred objections from the 
US. Recently, he expounded his pet theory that the three weapons 
export principles should be relaxed, and this comment perplexed the 
Prime Minister\'s Official Residence (Kantei). On the heels of that, 
again he has come out with controversial remarks. It cannot be 

helped that his competence as a cabinet member is being questioned. 
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At a press conference yesterday, Kyuma apologized, \"| am really 
sorry for troubling you,\" and he in effect retracted his 

controversial comments. This move perhaps reflected the desire of 
the ruling bloc, which is concerned about a possible impact on the 
Upper House election, but his apologizing is not enough to settle 
the problem. 


Prime Minister Shinzo Abe\'s response to Kyuma\'s controversial 
comments was also insufficient. Following Kyuma\'s apology, Abe 
noted, \"He should refrain from making any comments that may give 
rise to a misunderstanding.\" Abe\'s initial stance, however, was that 
he did not regard Kyuma\'s comments as a problem. Usually, this sort 
of problem concerns whether the minister should resign or not. The 
prime minister should inquire of Kyuma about the real intention of 

his comments and rebuke him hard. 


(2) Editorial: Kyuma\'s thoughtless remarks appalling 


ASAHI (Page 3) (Full) 
July 2, 2007 


The atomic bombings of Hiroshima and Nagasaki killed more than 
200,000 people. Some people are still suffering from aftereffects. 
Shockingly enough, one cabinet minister indicated that the use of 
atomic bombs was inevitable. 


The statement was made by Defense Minister Fumio Kyuma. The defense 
minister, referring to the dropping of atomic bombs on Hiroshima and 
Nagasaki by the United States in the closing days of World War Il, 

said: WI understand that the bombings brought the war to its end. | 
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think it was something that couldn\'t be helped.\" 


He also said: \"Considering international circumstances and occupied 
Japan\'s situation after the war, one should bear in mind that such a 
thing (bombing) could be an option.\" 


The events are still fresh in the minds of those who experienced 

living hell and lost their family members. Akihiro Takahashi, a 

former curator of the Hiroshima Peace Memorial Museum, criticized 
Kyuma, saying: \"His remarks made me more depressed than angry. Would 
he have made the same remarks if he had been a victim of the atomic 
bomb himself?\" 


Referring to the use of atomic bombs in the past as \"something that 
could not be helped\" amounts to endorsing the use of nuclear bombs 
as necessary. It is tantamount to pouring cold water on Japan\'s 
postwar efforts to eliminate nuclear weapons from the world. 
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Kyuma is not jut another citizen. He is a native of Nagasaki and 
Japan\'s defense minister. Regrettably, there are gaps between Japan 
and other countries in perceptions on the dropping of atomic bombs. 


Sadako Kurihara, a poet from Hiroshima, has written a poem titled 
\"When We Say, \'Hiroshima\',\" which goes: 


When we say \"Hiroshima,\"/do people answer, gently,/ \"Ah, 
\'Hiroshima?\'\"/Say \"Hiroshima,\" and hear \"Pearl Harbor.\"/ Say 
\"Hiroshima,\" and hear \"Rape of Nanjing.\"/ ..... /Say \"Hiroshima,\"/ 
and hear echoes of blood and fire. 


Japan\'s stance of highlighting its position as the only country ever 
to have suffered nuclear devastation has been criticized by the 
United States and Asian countries, saying that Japan started the war 
and that the bombings helped bring an end to the war. 


There is no simple answer. Japan\'s position is to assert that 
indiscriminate massacre of defenseless citizens must not be allowed, 
while acknowledging Japan\'s responsibility for starting the war. 


We would like to see Japanese lawmakers aim at a direction that 
would allow both victor and defeated countries to share the pain by 
overcoming their barriers. The attitude to describe the dropping of 
atomic bombs as \"something that could not be helped\" is tantamount 
to pushing a historical event into oblivion and siding with 

America\'s attempt to justify the atomic bombing. 


As a country under America\'s nuclear umbrella, the government 
apparently finds it difficult to flatly deny the use of nuclear 
weapons. 


Still, the government\'s view is that although the use of nuclear 
weapons might not violate international law, doing so conflicts with 
international law\'s spirit of humanitarianism. Kyuma\'s comment was 
clearly a deviation from the government\'s view. 


Kyuma said yesterday: \"I\'m sorry that my remarks gave an impression 
that A-bomb victims were being made light of.\" What really matters 
here is not the impression or his explanation but his perception 

itself. 


(3) Nine groups harsh in comprehensive assessment of Abe 
administration 
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The National Council for Building a New Japan, composed of academics 
and business leaders, held a convention on assessments of party 

policy pledges (manifestos) at a Tokyo hotel yesterday. There, nine 
organizations announced their assessments of the Abe 

administration\'s policy achievements and the policy manifestos 
prepared by the Liberal Democratic Party, the Democratic Party of 
Japan (Minshuto), and the New Komeito for the upcoming House of 
Councillors election. In the overall assessment of the Abe cabinet, 

they gave marks of 27 to 65 out of 100 points -- all rather tough 

scores. 


Among the comprehensive assessments of the Abe administration made 
by eight out of the nine groups, excluding the National Governors\' 
Association, there is the maximum disparity of 38 points, reflecting 

their different focus and priority. 


Some groups also rated the administration\'s approaches to specific 
themes, such as social insurance, the Constitution, education, and 
foreign policy. 


The National GovernorsY Association only assessed its efforts in 
addressing the task of decentralization. Focusing on the prime 
minister\'s leadership demonstrated in establishing the 
decentralization promotion headquarters, the organization gave a 
score of 75 points, saying that the stance of expediting the 
challenge under political leadership merits appreciation. 


In assessing each political party\'s Upper House manifesto, some 
groups gave somewhat positive evaluations to specific policies, but 
many pointed out a lack of explanations about such details as fiscal 
resources and deadlines. The following critical views were also 
presented: \"The manifestos are inferior to those in 2005 in terms of 
content and form;\" \"They are poor;\" and \"They should be rewritten.\" 


The convention is part of efforts to have manifesto-oriented 

politics settled down. This was the third one, following the one for 
the 2004 Upper House election and the other for the 2005 House of 
Representatives election. 

(4) Futenma alternative: Pentagon official sees offshore location as 
difficult 


OKINAWA TIMES (Page 3) (Full) 
June 30, 2007 


TOKYO-Taku Yamasaki, former vice president of the ruling Liberal 
Democratic Party, met yesterday in the Diet with US Principal Deputy 
Assistant Secretary of Defense James Shin, who is a deputy under 
secretary of defense-designate, to exchange views on the realignment 
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of US forces in Japan and other issues. According to Yamasaki, Shinn 
said the United States would like to implement with sincerity what 

has been agreed on between Japan and the United States. With this, 
Shin implied that it would be difficult to install a V-shaped pair 

of airstrips at a site in waters off the city of Nago in Okinawa 
Prefecture as demanded by the city\'s municipal government over the 
planned relocation of the US Marine Corps\' Futenma Air Station in 
the prefecture (to a coastal area of Camp Schwab in the city). Osamu 
Ashitomi, one of the Yamasaki faction\'s members seated in the House 
of Representatives, was also in the meeting. 
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Shin explained the planned realignment of US forces in Japan: \"The 
US military realignment is a package that resembles building blocks. 
If we fiddle with one, the blocks will tumble down. We will have to 
pour in concrete (complete), and that\'s my job." 

Ashitomi said: \"To make concrete (the blocks), we need water, sand, 
and cement. They won\'t harden without the feelings (consent) of 
Okinawa. With this, Ashitomi sought a flexible response with 
consideration given to the opinions of Nago City and Okinawa 
Prefecture. 


Yamasaki also explained: \"The core of the realignment of US forces 

in Japan is the relocation of Futenma airfield. Okinawa Prefecture 
accepts an environmental impact assessment (of the relocation site), 
and Futenma relocation is facilitated. This is the most important 

kickoff for the issue of realigning the US military presence in 

Japan. So saying, Yamasaki stressed that the Okinawa prefectural 
government\'s future response over whether to accept an environmental 
assessment of the relocation site for an alternative facility will 

be an important phase. 


In addition, Yamasaki also said the Defense Ministry is thinking of 
applying to the Okinawa prefectural government for an environmental 
assessment after this July\'s election for the House of Councillors. 


In the meantime, Japan and the United States have concluded an 
intergovernmental special agreement on the Japanese government\'s 
host nation support (\"omoiyari yosan\" or literally \"sympathy 

budget\"). This special agreement, however, is to lose its effect in 
fiscal 2007. Accordingly, the Japanese and US governments will need 
to enter into consultations in order for the agreement to be 

renewed. Concerning this agreement, Shin asked Japan to maintain its 
host nation support at the current level, saying, \"We\'d like to ask 

for understanding and support.\" 


Yamasaki said, \"There are growing demands on Japan to spend more 
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money from its defense budget for various purposes. He added, 
\"There are also budget constraints due to fiscal reconstruction.\" 
With this, Yamasaki indicated that it would be difficult to maintain 
the current level of host nation support, given budgetary spending 
on the US military\'s realignment in Japan and Japan\'s ballistic 
missile defense (BMD). 


(5) Editorial -- Four-party talks: Don\'t break the \"six-party\" 
framework 


SANKEI (Page 2) (Full) 
July 2, 2007 


Concerns are spreading in the Japanese government over a proposal 
floated by the US chief negotiator in the six-party talks, 

Christopher Hill, assistant secretary of state, to hold four-way 

talks among the United States, North Korea, China, and South Korea. 


Hill came up with an idea at an official press briefing of the State 
Department. His idea is that \"if the nuclear facility in Yongbyon 
is disabled, the US, North Korea, China, and South Korea will be 
able to start peace talks,\" and in parallel with the peace talks, a 
dialogue body for Northeast Asia security, which will be taken part 
in by all the members of the six-party talks, would be established. 


Those countries that fought in the Korean War signed a cease-fire 
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agreement in 1953. Undeniably, they are principally responsible for 
concluding a peace agreement to replace the truce. But we must pay 
attention also to the profound change in the international 
environment surrounding the Korean Peninsula over the past half 
century. 


Building a permanent peace system on the Korean Peninsula should 
come after North Korea abandons its nuclear program and the 
peninsula becomes nuclear-free. The six-party talks have been held 
for that end. Unless dangerous nuclear weapons are all removed, it 
is meaningless to discuss how to bring permanent peace to the 
peninsula. The process of bringing peace to the peninsula is not as 
simple as being settled in four-way talks. 


Disabling the nuclear facility in Yongbyon is merely the beginning 
of the process. What to do about uranium enrichment plans, which 
North Korea has not clearly referred to, has not been settled? Also 
yet to be set are the means and timetable for the North to 
completely abandon its nuclear weapons-related materials and to 
allow inspection of its nuclear facilities. 


Column 3 

Hill's concept gives the impression that at a time when the process 

of disablement starts, four-way talks will be launched, and that the 
stalled Japan-North Korea issues, such as the abductions of Japanese 
citizens by North Korea, would then be put in the hands of another 
dialogue group on Northeast Asia security. If the four-way talks are 

set in motion unilaterally, the fear is that the final disposal of 

the nuclear issue and the abduction issue would be left behind and 
thereby Japan would be \"left in the dark,\" just as the North aims. 

This is a real concern for the Japanese government. 


Without giving consideration to Japan\'s concerns, the US, Japan\'s 
ally, has floated a proposal in a hasty manner. This is highly 
regrettable. If some countries want to discuss permanent peace at 
this stage, establishing a sub-panel under the six-party framework 
would be one option to consider. This panel should be open to the 
six countries having common interests in peace of Northeast Asia. 


\"Assistant Secretary Hill\" is exposed to \"criticism for his making 
concessions unilaterally\" even from US dailies. It would be a long, 
bumpy road for us to follow before North Korea abandons its nuclear 
program. Not to make a hasty move out of eagerness for success and 
not to be trapped by a reverse process. 


(6) Second in a series of polls on House of Councillors election 


YOMIURI (Page 2) (Full) 
June 29, 2007 


Questions & Answers 
(Figures shown in percentage) 


Q: Do you support the Abe cabinet? 


Yes 34.4 

No 51.8 

Other answers (O/A) 3.0 
No answer (N/A) 10.8 


Q: Which political party\'s candidate are you thinking of voting for 
in the House of Councillors election this time in your electoral 
district? 
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Liberal Democratic Party (LDP) 21.7 

Democratic Party of Japan (DPJ or Minshuto) 24.0 
New Komeito (NK) 5.3 

Japanese Communist Party (JCP) 3.1 

Social Democratic Party (SDP or Shaminto) 1.3 
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People\'s New Party (PNP or Kokumin Shinto) 0.2 
New Party Nippon (NPN or Shinto Nippon) --- 
Other political parties --- 

Independent candidate 0.5 

Undecided 37.4 

None in particular (NIP) 

N/A 6.5 


Q: Which political party\'s candidate or which political party are 
you thinking of voting for in your proportional representation 
bloc? 


LDP 20.8 

DPJ 22.2 

NK 5.6 

JCP 3.9 

SDP 1.2 

PNP 0.8 

NPN 0.2 

Other political parties 0.1 
Independent candidate 
Undecided 37.5 

NIP 

N/A 7.7 


Q: Which political party do you not want to see increase the number 
of seats it has in the election this time? Pick as many as you like, 
if any. 


LDP 35.6 

DPJ 9.9 

NK 12.8 

JCP 16.4 

SDP 6.1 

PNP 1.7 

NPN 1.1 

Other political parties 0.1 
Independent candidate 
Undecided 

NIP 31.1 

N/A 9.4 


Q: The LDP and New Komeito, which are the ruling parties, hold a 
majority of the seats in the House of Councillors. Would you like 
the ruling coalition to retain a majority of the seats, or would you 
otherwise like it to lose its majority? 


Retain its majority 30.2 
Lose its majority 50.0 
Can\'t say which 14.1 
N/A 5.7 
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Q: What would you like to consider in particular when you choose a 
candidate or a political party to vote for in the election this 
time? Pick as many as you like from among those listed below. 
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Economy 31.9 

Pensions 67.0 

Education 41.3 

Civil service reform 29.8 
Social divide 30.3 

Foreign, security policies 26.2 
Constitutional revision 23.6 
Politics and money 40.2 
O/A 0.5 

NIP 1.8 

N/A 1.4 


Q: Which political party do you support now? 


LDP 31.5 

DPJ 19.9 

NK 4.8 

JCP 3.5 

SDP 1.9 

PNP 0.3 

NPN --- 

Other political parties --- 
None 34.8 

N/A 3.3 


Q: Do you appreciate the government\'s announced measures for the 
issue of its pension record-keeping flaws? 


Appreciate very much 6.4 
Appreciate somewhat 20.3 
Don\'t appreciate very much 32.1 
Don\'t appreciate at all 32.8 

N/A 8.4 


Q: Do you think the government\'s announced measures will resolve the 
issue of its pension record-keeping flaws? 


Yes 25.8 
No 66.5 
N/A 7.7 


Q: Prime Minister Abe has put off the House of Councillors election 
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for a week and extended the current Diet session to fast-track civil 
service reform and other bills. Do you appreciate this? 


Appreciate very much 8.3 
Appreciate somewhat 18.7 
Don\'t appreciate very much 29.8 
Don\'t appreciate at all 31.2 

N/A 11.9 


Polling methodology: The survey was conducted across the nation from 
June 26 through June 28 on a computer-aided random digit dialing 
(RDD) basis. A total of 1,652 households were found to have one or 
more eligible voters. Valid answers were obtained from 1,021 persons 
(62% ). 


(7) Poll on Abe cabinet, political parties 


MAINICHI (Page 3) (Full) 
July 2, 2007 
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Questions & Answers 
(T = total; P = previous; M = male; F = female) 


Q: Do you support the Abe cabinet? 


TPMF 

Yes 32 (32) 32 32 

No 52 (44) 54 49 

Not interested 15 (22) 13 17 


Q: (Only for those who answered \"yes\" to the above question) Why? 


TPMF 

Because the prime minister is from the Liberal Democratic Party 23 
(17) 25 20 

Because something can be expected of the prime minister's leadership 
9 (13) 7 12 

Because there\'s a young, fresh image about the prime minister 40 

(41) 36 45 

Because something can be expected of the prime minister\'s policy 
measures 24 (24) 27 20 


Q: (Only for those who answered \"no\" to the above question) Why? 


TPMF 
Because the prime minister is from the Liberal Democratic Party 8 
(8) 96 
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Because nothing can be expected of the prime minister\'s leadership 
43 (41) 39 47 

Because the prime minister is inexperienced, weak 13 (13) 14 11 
Because Nm opposed to the prime minister\'s policies 36 (37) 37 34 


Q: Which political party do you support? 


TPMF 

Liberal Democratic Party (LDP) 25 (25) 30 20 

Democratic Party of Japan (DPJ or Minshuto) 18 (19) 21 14 
New Komeito (NK) 6 (5) 2 10 

Japanese Communist Party (JCP) 3 (3) 3 4 

Social Democratic Party (SDP or Shaminto) 1 (2) 1 1 
People\'s New Party (PNP or Kokumin Shinto) 1 (0) 1 1 
New Party Nippon (NPN or Shinto Nippon) 0 (0) 0 0 
Other political parties 2 (1) 12 

None 43 (44) 39 47 


Q: Are you interested in this summer\'s election for the House of 
Councillors? 


TPMF 
Yes 77 (68) 80 74 
No 22 (31) 18 25 


Q: Which political party between the LDP and the DPJ would you like 
to see win in this summer\'s House of Councillors election? 


TPMF 

LDP 33 (33) 32 34 

DPJ 44 (42) 49 38 

Other political parties 17 (20) 13 21 


Q: If an election were to be held now for the House of Councillors, 
which political party or which political party\'s candidate will you 
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vote for in your proportional representation bloc? 


TPMF 

LDP 27 (28) 30 24 

DPJ 35 (35) 41 30 

NK 7 (6) 3 11 

JCP 5 (4) 5 6 

SDP 1 (312 

PNP 1 (1) 11 

NPN O (0) 01 

Other political parties 15 (14) 12 17 
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Q: Then, which political party\'s candidate will you vote for in your 
electoral district? 


TPMF 

LDP 28 (26) 32 24 

DPJ 33 (30) 38 28 

NK 6 (5) 2 10 

JCP 4 (4) 3 4 

SDP 1 (2) 11 

PNP 0 (1) 10 

NPN 0 (0) 00 

Other political parties 6 (6) 5 7 
Independent candidate 10 (15) 9 11 


Q: What do you think is most important when casting your vote in the 
House of Councillors election? 


TPMF 

Social divide 15 (13) 17 13 

Education 14 (19) 12 16 

Constitution 10 (14) 9 12 

Public service personnel reform 8 (6) 106 
Politics and money 13 (12) 13 13 

Local community issues 4 (5) 45 

Pension 31 (28) 31 32 


Q: Do you factor in the government\'s pension record-keeping flaws 
when you vote in the House of Councillors election? 


TPMF 
Yes 74 71 77 
No 23 26 20 


Q: Do you appreciate the government and ruling parties for their 
efforts to deal with the pension fiasco? 


TPMF 
Yes 32 32 33 
No 63 63 62 


Q: The government and ruling parties extended the Diet session for 

12 days to revise the National Public Service Personnel Law for a 
reform of the public service personnel system. As a result, this 
summer\'s election for the House of Councillors has been moved down 
from July 22 to July 29. What do you think about the extended the 

Diet session? 


TPMF 
It\'s needed for the law 22 24 21 
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It\'s good because the election will be delayed 2 2 2 

It\'s strange because there was no urgent need for the laws 
enactment 37 36 38 

It\'s strange because they intended to alter the situation to their 
advantage in the House of Councillors election 31 32 29 


Q: The revised National Public Service Personnel Law for a reform of 
the public service personnel system features creating a unified 

point of contact under the government for its retirees to find jobs. 

Do you think the revised law will resolve the \"amakurari\" (descent 
from heaven) practice of retired bureaucrats moving into public 
corporations or private businesses? 


TPMF 
Yes 26 25 28 
No 68 7165 


(Note) Figures shown in percentage, rounded off. \"0\" indicates that 
the figure was below 0.5 % . \"No answer" omitted. Figures in 
parentheses denote the results of the last survey conducted May 
26-27. 


Polling methodology: The survey was conducted June 30 and July 1 
over the telephone with the aim of calling a total of 1,000 voters 
across the nation on a computer-aided random digit sampling (RDS) 
basis. Answers were obtained from 1,028 persons. 
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1. (SBU) Summary: The BSEC 15th anniversary summit held in 
Istanbul on June 25 proved that Turkey could deliver a high 
level protocol event, including participation by eleven of 

the twelve BSEC member heads of state or government. 
Armenia, the only hold out, was represented by Foreign 

Minister Oskanian. The bulk of the formal interventions 
consisted of laudatory statements on BSEC\'s efforts to renew 
itself as an institution, heralded transport projects that 

aim to improve road and sea links in the greater Black Sea 
region, applauded the decision to grant observer status to 

the EU, and described the major political and economic 
changes the region has undergone since the organization was 
founded in 1992. Political strife - in the form of the 

conflict in Nagorno-Karabakh as well as over the future 

status of Kosovo - was prominent in several Leaders\' remarks. 
However the delegations appeared to interact cordially with 

one another and a number of bilateral meetings, including 
between Turkish FM Gul and Armenian FM Oskanian, took place 
on the margins of the summit (septel). End Summary. 


2. (SBU) On June 25, Ambassador Wilson represented the USG as 
an observer at the 15th anniversary summit of the 

organization for Black Sea Economic Cooperation (BSEC). 
Remarks by member states and observers highlighted BSEC\'s 
efforts to reform and restructure the institution to focus 

more on projects that would demonstrate the usefulness of 
BSEC. Speakers highlighted two major transport projects - 

the Black Sea Ring Highway and the Motorways of the Sea - 
that will support economic integration in the region. The 

BSEC Foreign Ministers approved the EU\'s application for 
observer status and the BSEC and EU troikas met on the 
margins of the summit to discuss next steps. 


3. (SBU) The Ambassador\'s remarks to the Council of Foreign 
Ministers stressed the US role in BSEC as an interested 
observer in an organization that has a key regional role to 

play. The Ambassador highlighted US efforts to support BSEC 
goals and institutions including: USAID\'s Black Sea Regional 
Electricity Transmission Planning Project; a joint BSEC - USG 
environmental protection symposium planned for September 
2007; our $10 million contribution to the German Marshall 
Fund\'s Black Sea Trust; and exercises and training with 
partners in the region on emergency planning, port security 
and trade-friendly maritime standards. 


4. (SBU) Political conflicts were a subject of discussion 

first at the Council of Foreign Ministers and again at the 
Summit. Albania and Serbia sparred over the final status of 
Kosovo. Albanian PM Berisha argued strongly for restoring 
Kosovo\'s status in favor of independence now, contended that 
due to its unique history Kosovo was a sui generis situation 
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and Serbian President Tadic argued to the contrary, debunked 
the idea that Kosovo won\'t set a precedent and said that a 
change of borders in Serbia had the potential to ignite 

frozen conflicts and insurgencies that nearly all of the BSEC 
member states face or have faced in the recent past. Armenia 
and Azerbaijan similarly argued over the situation in 
Nagorno-Karabakh. Azeri President Aliyev argued that 
Armenian \"military aggression and ethnic cleansing\" in 
Nagorno-Karabakh must be resolved, but also pointed to 
compromise and negotiation as the best reason for doing so. 
Armenian FM Oskanian held firm noting that the Armenians of 
Nagorno-Karabakh had successfully defending themselves 
against attacks from the Azeri government. One of the most 
interesting exchanges occurred when German Minister of State 
Erler out maneuvered European Commission Vice President 
Verheugen and took the podium to deliver remarks on the 
behalf of the EU. Verheugen\'s staff convinced the Turkish 
hosts to give equal time to Verheugen, who delivered remarks 
strikingly similar to Erler\'s. 


5. (SBU) Russian President Putin was and acted like the 
Summit\'s star during his approximately six hours in Istanbul. 
His Summit intervention was suitably bland. Russia\'s real 
work took place elsewhere -- including in South Stream and 
other energy tactics before the Summit and during it with the 
Greeks. Putin apparently held bilaterals with most or all of 

his counterparts except Georgian President Saakashvili whom, 
one Russian diplomat reported, Putin has seen recently enough 
that no new meeting was necessary. FM Lavrov distinguished 
himself by talking on the phone and/or holding outside 
meetings throughout the BSEC foreign minister\'s meeting. His 
interaction with Georgian FM Bezhuashvili was particularly 
frequent -- and cordial. 


6. (SBU) Comment. The BSEC 15th anniversary summit was a 
protocol tour de force for Turkey. Although very little of 
substance occurred at the summit meeting, simply getting 
these personalities into the same room at the same time was a 
significant accomplishment in and of itself. BSEC has 

evolved as an institution since its inception 15 years ago. 
However, much work remains to be done if BSEC is to meet its 
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stated goal of becoming efficient and effective. End 
Comment. 
JONES 
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E.O. 12958: DECL: 07/03/2012 
TAGS: PREL, EAID, MCAP, PINS, PTER, MASS, RP 
SUBJECT: PACOM COMMANDER KEATING CALLS ON PRESIDENT ARROYO 


Classified By: Ambassador Kristie A. Kenney, reasons 1.4(b) and (d) 


1. (C) President Arroyo warmly congratulated and welcomed 
PACOM Commander Admiral Keating during a meeting at the 
Presidential Palace June 28. Secretary of Foreign Affairs 
Romulo, Defense Secretary Ebdane and Chief of Staff General 
Esperon also participated, together with Ambassador Kenney, 
DCM, JUSMAG Chief, PACOM EA and desk staff. Admiral Keating 
described his visit to the island of Jolo, where he was 

deeply impressed by Philippine marines and soldiers 
successful pursuit of terrorists in extremely difficult and 
dangerous circumstances. The President and Admiral agreed 
that our countries had struck the right combination of hard 

and soft power -- military operations, intelligence, civil 

military operations and development projects -- for continued 
success in the Philippines. Admiral Keating underscored U.S. 
consciousness of Philippine sovereignty, and noted that the 
U.S. military learns valuable lessons while supporting the 
Philippine military. He relayed that he and General Esperon 
had discussed expanding multilateral exercises in the region 

to build further on our strong bilateral relationship. 


2. (C) President Arroyo recounted suggestions she heard 
during her recent visit to Japan that the Philippines host 

U.S. jungle training exercises to relieve pressure on 

populated Japanese lands. She indicated her support for 
hosting U.S. military training that does not require basing. 
Admiral Keating promised to explore the idea. The Admiral 

and Ambassador Kenney described the humanitarian mission of 
the USS Peleliu, which they were to visit later that day. 
President Arroyo said she hoped to attend the July 4th 
celebration on board off the coast of the typhoon-devastated 
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Bicol region. They discussed the large numbers of Filipino 
American sailors on board visiting U.S. Navy ships, including 
the USS Blue Ridge, which the President visited. She 
recalled fondly that her brother had a large collection of 
model U.S. Navy ships when they were children. 


3. (C) Admiral Keating described his visit to U.S. company 
Dell's call center where he and General Esperon surprised 
General Esperon\'s son, who is a manager there. Secretary 
Romulo noted how call center employment had expanded from 
2,000 at the beginning of the President\'s term to more than 
250,000 today. The President suggested that Admiral Keating 
visit Clark and Subic during his next visit, former U.S. 

bases that had been converted into successful and growing 
economic zones for logistics and communications. The Admiral 
promised to do so, together with his wife. The meeting 
concluded with warm thanks for the very successful 
partnership between our countries. 


4. (U) This message coordinated and approved by Admiral 
Keating. 
KENNEY 
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SUBJECT: GE AND TAIPOWER IN CONTRACT DISPUTE OVER FOURTH 
NUCLEAR POWER PLANT 

REF: TAIPEI 00719 


Classified By: ECONOMIC SECTION CHIEF HANSCOM SMITH FOR REASONS 1.4 B/D 


Column 3 


1. (C) SUMMARY. On June 27, AIT met with Yao Ching-chuan, 
Taipower Director of Nuclear Engineering, who is overseeing 
the completion of Taiwan\'s fourth nuclear power plant (NPP) 
at Lungmen, on the northeast coast. The Lungmen project has 
been under construction for 10 years and was slated for 
completion in 2000. The Legislative Yuan approved funding 
this year to allow its completion by 2009. GE\'s contract 
with Taipower ends July 15. Both GE and Taipower want to 
extend the contract but are mired in disputes over the cost 
of delays which GE claims are solely Taipower\'s fault, while 
Taipower claims both are responsible. Since the start of the 
project, Taipower claims it has paid GE US$250 million in 
late penalties, and is now trying to stave off an additional 
claim by GE of US$160 million in late fees. Further delays 
could result if both sides fail to reach an agreement by 
mid-July, but it is unlikely that GE\'s contract will be 
terminated. END SUMMARY 


PROJECT DELAYED MULTIPLE TIMES 


2. (C) The 4th NPP project was originally slated for 
completion in 2000, but was stopped by President Chen 
Shui-bian for political reasons and then restarted in 2001. 
The 4th NPP is now scheduled to begin operation in July 2009. 
GE engineers have told AIT privately that this date is 

overly optimistic, and a delay of one year or more is a 

strong possibility. The Council for Economic Planning and 
Development (CEPD) confirmed that an additional NT$44.7 
billion (US$1.35 billion) was added to the total budget by 

the Legislative Yuan this year to allow for the plant\'s 
completion. The latest delay was blamed on the late 
completion of generators 1 and 2 at the plant. The total 
budget allocation for the 4th NPP is NT$233.5 billion (US$7.2 
billion) of which about NT$40 billion has not been obligated 
yet. It is believed that the reasons for the latest delay 

have to do with the changing of subcontractors, failures in 
the bidding process for machinery, and inconsistency or poor 
coordination within the project management. This marks the 
fourth delay since the inception of the project, which, with 

the exception of the recently completed high speed rail line, 
is the second most expensive public project ever undertaken 
in Taiwan. 


WHOVS RESPONSIBLE FOR DELAYS? 


3. (C) According to Yao, GE is responsible for the design 
and provision of equipment for the project as well as 
ensuring the project follows safety guidelines. GE has 
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already collected about US$250 million in late fees in 
connection with the first delay in 2000. Yao said that at 

the time, Taipower had a claim against GE for late delivery 

of equipment, but because of the project\'s cancellation had 

to pay GE compensation instead. The current contract dispute 
is again about money. Yao said GE wants to collect an 
additional US$160 million in fees it says are due to 

additional delays in the project. According to Yao, GE 

claims that it has to maintain a contractual force of 500 
technical personnel while the Lungmen project stagnates. 
However, those experts have already been put on another 
nuclear project in the U.S. while they wait to be called in 

case the GE contract is renewed. GE\'s position is that the 
salaries and fees of those experts have to be paid by 
Taipower, while Taipower claims those costs need to be shared 
since it is not the only cause for delays (Note: Taipower 

claims GE has not been on time with equipment deliveries.) 


UNLIKELY THAT GE WILL LOSE CONTRACT 


4. (C) AIT ESTH officer asked Yao whether there was a 
possibility that GEVs contract might be given to one of its 
competitors, such as Toshiba or Hitachi. Yao said the 

nuclear division of GE and Hitachi will in fact merge on July 

1 (Note. Hitachi and GE will in fact enter into a 40/60 

strategic partnership to establish joint companies in Japan, 

U.S. and Canada. Toshiba, the other player in the nuclear 
power plant market, has already bought out Westinghouse. End 
note). Yao said this merger with Hitachi will not change 

GE\'s obligations under the previous contract, and in spite of 
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the disagreement between Taipower and GE, the likelihood of 
GE\'s contract being terminated is slim. Taipower is 
committed to completing the 4th NPP, said Yao, and failure is 
simply not an option given the huge investment in this 

project. Yao added that both parties will try to come to an 
agreement before the July 15 contract expiration. 


5. (C) COMMENT. GE has sought AIT assistance in its 
negotiations with Taipower. AIT representatives have held 
separate meetings with GE and Taipower counterparts, and have 
advised GE that the matter should be resolved between the two 
parties. Given the willingness on both sides to see the 

project completed, AIT is optimistic that GE\'s contract will 

be extended. END COMMENT 
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E.O. 12958: N/A 

TAGS: PREL, KPKO, UNSC, MASS, SU, MY 

SUBJECT: MALAYSIA: TROOP CONTRIBUTIONS FOR THE HYBRID 
OPERATION IN DARFUR 


REF: STATE 90022 


1. (SBU) We delivered reftel demarche to the Ministry of 
Foreign Affairs Principal Assistant Secretary for 

Multilateral Affairs, Bala Chandran. Bala advised us that 

the MFA has sought clarification from their Mission in New 
York concerning the nature of the relationship between the 
African Union and the United Nations. He acknowledged that 
Prime Minister Abdullah Badawi had commented to the press on 
June 25 that \"If there is a request, Malaysia will send its 
troops,\" but explained that the United Nations had not yet 
approached Malaysia about troop contributions. Bala 
mentioned that Malaysia was waiting to see what Sudan\'s 
\"African neighbors\" were going to do to contribute further. 
We encouraged the MFA to relay to the UN its willingness to 
contribute forces and to follow through with the PM\'s 
commitment to the region. 


2. (SBU) COMMENT: We believe Malaysia might respond 
positively if the United Nations makes a formal request for 
Malaysian support. The opinions and concerns, positive or 
negative, of other OIC or Arab League members could also 
influence Malaysia\'s willingness to commit troops for the 
hybrid mission. 

SHEAR 
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E.O. 12958: DECL: 07/02/2017 

TAGS: PGOV, MARR, PINR, RP 

SUBJECT: PHILIPPINE DEFENSE RESHUFFLE UNLIKELY TO AFFECT 
COOPERATION 


Classified By: Ambassador Kristie A. Kenney, reason 1.4 (d) 


1. (U) Malacanang Palace announced on June 30 the 
appointment of outgoing Congressman Gilberto C. Teodoro Jr. 
as Secretary of National Defense, effective August 3. 
Outgoing Defense Secretary Hermogenes E. Ebdane, Jr. will 
return to his previous post as Secretary of Public Works and 
Highways, while National Security Advisor Norberto Gonzales 
will serve as Officer-in-Charge of the Department of National 
Defense until August 3. The DND turn-over ceremony from 
Ebdane to Gonzales took place at Camp Aquinaldo on July 2. 


2. (U) Bio notes: The 43-year old Teodoro, a long-time 
Embassy contact, will be one of the youngest Philippine 
Defense Secretaries ever. His appointment comes as he faced 
the end of three terms (the maximum in succession; his wife 
Nikki succeeded him) as Congressman for the first distract of 
Tarlac, where his mothers family -- the Cojuancos -- are the 
predominant landowners. He is a nephew both to former 
President Corazon Cojuangco Aquino and to the head of the 
pro-Administration Nationalist People\'s Coalition (NPC), 
Eduardo \"Danding\" Cojuangco, Jr. as well as former 
Congressman Jose \"Peping\" Cojuangco. A graduate of law from 
the University of the Philippines as well as holder of a 

Masters of Law from Harvard Law School, he received the top 
score in the national bar examination in 1989, and practiced 
law until his election to Congress in 1998. He also holds 

the rank of Lt. Colonel in the Philippine Air Force Reserve, 
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and is an adopted member!" of the Philippine Military 
Academy\'s Class of 1976. 


3. (U) Teodoro, who reportedly remains on vacation in the 
U.S. with his family, has declined publicly to discuss his 
policy or personnel plans for DND. In a statement on June 
30, he said, \"| am humbled and sincerely honored by Her 
Excellency\'s (President Arroyo) announcement. | will not 
comment any further until | have received the President\'s 
instructions and guidance.\" 


4. (C) Comment: Many had expected Ebdane\'s appointment at 
DND to be temporary through the mid-term election season, but 
the timing of this reshuffle was still somewhat of a surprise 
(even to many senior AFP officials), coming only days after 

the annual meetings of the U.S.-Philippine Mutual Defense 
Board and the Security Engagement Board and the visit of 
Admiral Keating from PACOM. The logic of appointing Gonzales 
as OIC for one month has raised concerns in the leftist 
community due to Gonzales\' well-known focus on the Communist 
Party of the Philippines/New People\'s Army. Teodoro\'s ties 

in Congress should help in maintaining political support for 

the budgetary resources necessary for the ongoing Philippine 
Defense Reform, Capability Upgrade Program, and Battalion 
Re-training initiatives, as well as winning support for the 
ratification of the Philippine-Australian Status of Forces 
Agreement. Having a civilian at the helm of DND again is 

also welcome to many observers, as this was one of the key 
recommendations of the Feliciano Commission after the 2003 
\"Oakwood Mutiny.\" Teodoro is expected to play a key role in 
the implementation of the Human Security Act of 2007 -- the 
landmark counterterrroism legislation that will come into 

effect on July 14 -- as well as in continuing the push begun 

by then-Defense Secretary Avelino Cruz, Jr. for a new 

National Defense Act that would, inter alia, revamp personnel 
and assignments practices. Teodoro showed himself to be a 
team player during the 2005 and 2006 impeachment drives 
against President Arroyo, as well as throwing his vocal 

support behind the ill-fated People\'s Initiative for Charter 
Change. He is shrewd but personable and appears to be 
extremely well disposed to the United States and our 
partnership with the Philippines. His combination of 
Congressional, legal, and military reservist backgrounds may 
poise him to be unusually successful in this demanding job. 
Embassy is highly confident that the DND and AFP will remain 
firm partners in our counterterrorism and reform efforts on 
Teodoro\'s watch. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
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SUBJECT: AFTER KHALIFA: WHO WILL BE THE GOS POINT MAN ON 
DARFUR? 


Classified By: CDA Alberto M. Fernandez, Reason: Section 1.4 (b) and (d 
) 


1. (C) Summary: The death in a traffic accident of 

Presidential Advisor (and Darfur Peace Agreement negotiator) 
Dr. Magzoub al-Khalifa on June 27 has focused speculation 
that \"the Darfur file\" in the GOS is up for grabs. 

Confirmation of this came in the form of press reports in the 
local Arabic language media that President Al-BashirYs weekly 
cabinet meeting had focused on this very issue. Speculation 
has focused on Presidential Advisor Dr. Mustafa Othman Ismail 
or MFA Under-Secretary Muttrif Siddiq as likely choices but 
most insiders believe that the President will ratify a 

reality that already existed when Dr. Al-Khalifa was alive - 

that the Darfur File is shared among a range of senior 

advisors with equities and interests in the region, including 
diplomats Siddiq, Ismail, the Sudanese Armed Forces (SAF) and 
intelligence officials Nafie Ali Nafie and NISS Director 

Salah Ghosh. In the end, the regime elite as a whole has 
interests in Darfur policy as the issue\'s successful 
management is seen as intimately tied to regime survival. End 
Summary. 
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2. (C) Press reports on July 2 quoted Presidential Advisor 

and former MFA Mustafa Othman Ismail as saying that the 
Sudanese leadeship was studying in the next few days how best 
to select a replacement for Dr. Magzoub al-Khalifa Was far as 
the Darfur File is concerned\". He added that they are 

looking at several persons or parceling out his 

responsibilities to several people but it will be hard to 

fill the tremendous vaccuum left by the former DPA 
negotiator\'s death. Speculation has focused on Dr. Ismail as 
a logical choice to be the \"public face" of Darfur issues for 

the Khartoum regime, with MFA Under-Secretary Muttrif Siddiq, 
who negotiated the \"final\" Sudanese acceptance of the Hybrid 
Force in Addis on June 12 also mentioned. UN Rep Zerihoun 
praised Siddiq\'s professionalism and seriousness in Addis 
recently although he noted that \"Muttrif is one of them\" (an 
NCP hardliner). Ismail and Siddiq are similar in everything 

but age: polished English-speaking negotiators with 

reasonable demeanors but with Islamist credentials and 
acceptance within the small inner circle of the NCP ruling 

elite. Both have been mentioned as possible, low-key 

\"special envoys\" to be dispatched to Washington i nthe near 
future to try to clear the air with the Americans although 

leading businessman Muhammad Osman, who has good connections 
with both, noted that Ismail is reluctant to commit full-time 

to the Darfur issue because he sees it as a losing 

proposition. Whoever handles it will not actually have a 

total say in tXh\"Qoqgave away too much and it would be worse for Ismail\", he 
noted. Ismail reportedly is more interested in the \"Arab 
League\" file where he has often labored as the regime\'s 
pointman on improving relations with key Arab states 

alienated by Sudan\'s policies over the years. 


3. (C) Businessman Osman noted that two major players on 
Darfur, Presidential Advisor Nafie Ali Nafie and NISS 

Director Salah Ghosh are unacceptable on an international 
level because they are \"too controversial\" (i.e. possibly 
indictable by the ICC) even though the regime intel apparatus 
has major equities in Darfur. Ghosh\'s elevation, \"being 
kicked upstairs,\" to Minister of Interior has been reumored 
for months but has not happened. Dr. Nafie\'s role in Darfur 
was underscored on July 2 when \"Al-Ra\'i al-Aam\" daily noted 
that Nafie may head a Sudanese delegation to meet with JEM 
leader Khalil Ibrahim soon in a regional capital to prepare 

the way for a possible JEM/NCP reconciliation under Libyan 
auspices. The same limitations that exist for intelligence 
Officials is also true of the Sudanese Armed Forces. Their 
role is key in Darfur but they will work behind the scenes 

with whatever team of negotiators/imtermediaries the GOS 
designates. 


4.(C) Businessman Anis Najjar, who has served as an 
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occasional intermediary between the Sudanese leadership and 
Western embassies for over a decade, noted to Charge that 
what matters most to the regime is, of course, power in 
Khartoum and historically marginalized and ignored Darfur is 
important to them in so far as it threatens their hold on 

power. \"The Darfur file is the regime file and they all have 

an interest in it,\" he emphasized. He noted that 

Al-Khalifa\'s hold on the issue had seemed increasingly 
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fractured in recent months anyway as DPA implementation 
seemed to unravel and both Nafie and Ghosh elbowed in on the 
ground. 


5. (C) COMMENT: It is clear that political responsibility on 
Darfur will continued to be shared among the regime\'s inner 
circle. At the same time, the choice of either Ismail or 

Siddiq as a public face for Darfur negotiation issues such as 
DPA implementation and coordination with UN/AU special envoys 
would probably be a distinct improvement, at least as far as 
atmospherics are concerned, from the often obnoxious late Dr. 
Al-Kahlifa. The unlikely elevation of unabashed hardliners 
such as Dr. Nafie or Minister of State Ali Karti would send a 
different signal of continued intransigence. But in the end, 
Darfur policy in Sudan is not personal but part of the 

business of state no matter how polished or poised the next 
Sudanese lead(s) will be. END COMMENT. 

FERNANDEZ 
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FRIENDS IN HIGH PLACES EQUAL JAIL TIME 


Ref: A) HANOI 1016; B) 06 HANOI 771; C) 06 HANOI 1090 


Summary 


1. (SBU) On June 26, the Supreme People\'s Court of Appeals (SPCA) 
upheld the guilty verdict of Mac Kim Ton, a former National Assembly 
(NA) member and Director of the Thai Binh Provincial Education 
Department (TBED), for \"abusing power in the conduct of his official 
duties. Ton had been found guilty last year of receiving a bribe 

in return for sending business to a former associate. In spite of 

the relatively low sum of cash involved, Ton\'s bad timing and his 

lack of friends in high places made him an easy target for the GVN 

in its drive to show that it is serious about tackling corruption. 

End Summary. 


2. (SBU) On June 26, the Supreme People\'s Court of Appeals (SPCA) 
upheld the guilty verdict of Mac Kim Ton, a former National Assembly 
(NA) member and Director of the Thai Binh Provincial Education 
Department (TBED), for \"abusing power in the conduct of his official 
duties\" (however, the SPCA reduced his sentence from eight to seven 
years in prison). In March, the Thai Binh Provincial People\'s Court 
had sentenced Ton after prosecutors presented \"sufficient evidence\" 
of malfeasance. The NA and TBED also stripped Ton of his positions 
after revelations of his alleged corrupt activities came to light. 


3. (SBU) The court found Ton guilty of hiring one of his former 
students to install computers at public schools in Thai Binh 

Province without provincial authorization. Prosecutors charged Ton 
with receiving VND 270 million (about USD 16,900) as \"thank-you 
money\" from the public schools. They also charged Ton\'s associate 
with embezzling VND 460 million (about USD 28,700) from the public 
schools. Both were required to return their proceeds. Ton had 
appealed the provincial court ruling, claiming he was cheated by his 
former student. The SPCA commuted Ton\'s sentence to seven years 
after the court learned that his family had turned in VND 100 

million (about USD 6,000) as compensation. 


Bad Timing and Few Friends 


4. (SBU) According to an Office of the National Assembly (ONA) 
staffer, Ton\'s corruption case \"was simple in nature\" given the fact 
that it only involved Ton and his former student. Furthermore, no 
one attempted to intervene on Ton\'s behalf, although Ton had 
reportedly sought help from the NA Law Committee and the Supreme 
People\'s Procuracy. Unfortunately for Ton, the scandal\'s initial 
revelation and subsequent trial and appeal took place in the midst 
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of both the April 2006 Party Congress and the May 2007 National 
Assembly election. As a result, nobody of any rank would risk 

their own careers by helping to save Ton, whom most people had 
already decided was guilty of corruption,\" our contact noted. A 
separate contact at the Supreme People\'s Court agreed that Ton\'s 
case was \"a simple criminal case\" and that Ton was just \"hungry for 
money.\" 


Comment 


5. (SBU) In spite of the relatively low sum of cash involved, Ton\'s 

bad timing and his lack of friends in high places made him an easy 
target for the GVN in its drive to show that it is serious about 

tackling corruption. However, this case stands in stark contrast to 

the PMU-18 scandal, which entailed much larger amounts of cash and 
touched relatives of senior GVN figures (Ref A). Unlike Ton, 

however, no one connected to the PMU-18 scandal has done any jail 
time. End Comment. 


MARINE 
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SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 


2. Global War on Terror: UK Terror Attempts 


The Jerusalem Post reported that difficulty in finding 250 Fatah 
prisoners, who have been in jail for a long time but do not have 

\"blood on their hands, is the reason the cabinet was not asked on 
Sunday to approve the prisoner release that PM Ehud Olmert announced 
last week at the Sharm el-Sheikh summit. On Sunday, in another 
development, HaVaretz reported that Palestinian sources told the 
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daily that Olmert\'s coordinator for prisoners and MIAs, Ofer Dekel, 
met over the weekend with a number of senior Hamas members 
incarcerated in an Israeli prison. Among the prisoners were members 
of the senior Hamas leadership whose release Hamas is demanding in 
exchange for freeing Gilad Shalit. 


Maariv reported that the IDF is about to start a series of 

wide-scale maneuvers in the Golan. The newspaper reported that 
Israel conveyed a message to Syria that it has no offensive 
intentions. Maariv cited the concern of official sources in 

Jerusalem that the Syrians might interpret the exercises as advanced 
preparations for an attack in the coming months. Maariv reported 
that the IAF is considering procurement of combat versions of Black 
Hawk helicopters. 


Leading media reported that on Sunday Israel transferred USD 118 
million in tax revenues to the Palestinian government, as part of a 
series of steps intended to bolster PA Chairman [President] Mahmoud 
Abbas. 


On Sunday The Jerusalem Post reported that State Department 
officials, looking to shift US Security Coordinator Lt. Gen. Keith 
Dayton\'s work with Palestinian forces to the West Bank, have begun 
holding discussions with Congressional staff on how to restructure a 
USD 86-million funding program previously allocated to Dayton\'s 
activities in Gaza. 


Media reported that on Saturday six Palestinian militants were 

killed in an IAF attack in the Gaza Strip. One of the dead was 
Mohammed al-Rai, who was responsible for firing a rocket-propelled 
grenade at an IDF armored personnel carrier on the Philadelphi Road 
in May 2004. 


In its lead story, Yediot marked the first anniversary of the Second 
Lebanon War (according to the Hebrew calendar). On Sunday HaVaretz 
reported that on Friday UN Secretary-General Ban Ki-moon expressed 
concern for the lives of the two abducted in Lebanon last summer. 


All media reported that Finance Minister Abraham Hirchson submitted 
his resignation from the cabinet to clear the way for PM Olmert\'s 
expected appointment of Interior Minister Roni Bar-On as finance 
minister as part of a cabinet reshuffle on Wednesday. Israel Radio 
said that, like Hirchson, Bar-On\'s major qualification is his 

loyalty to the PM. 


Leading media reported that over the weekend Izz ad-Din el-Qassam, 
the armed wing of Hamas, resumed firing Qassam rockets. Makor 
Rishon-Hatzofe reported that the group has threatened to attack any 
international force that enters the Gaza Strip. 


HaVaretz reported that on Sunday the cabinet approved a deal to 
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allow four Jordanians imprisoned in Israel for killing an Israeli 
officer and a soldier in the Jordan Valley in 1990 to serve out 
sentences in Jordan. 


Major media reported that on Sunday the Labor Party\'s Central 
Committee approved Defense Minister and Labor Party Chairman Ehud 
Barak\'s proposal that if Olmert did not resign after the publication 

of the Winograd Commission report, the Labor Party would quit the 
government. The media reported that the Central Committee called 

for elections in 2008 with Barak as the party\'s candidate. 


Leading media (banner in HaVaretz) reported that on Sunday senior 
GOI officials decided to deport refugees, mostly from Africa, who 
have been crossing into Israel from the Sinai Peninsula. The 
refugees are most likely to be deported to Egypt, which PM Olmert 
said was willing to accept them after assurance from President Hosni 
Mubarak. HaVaretz cited human rights groups as saying that this 
would be a \"blatant violation of international law.\" 


Over the weekend the media reported on the latest terrorist attempts 
in Britain. 


The Jerusalem Post reported that the heads of several American 
universities will arrive in Israel today for a week of briefings by 
Israeli education officials, politicians, academics, and other 
prominent leaders. 


HaVaretz ran a feature about Magdi Allam, an Egyptian-born Italian 
writer and journalist, who recently published a book \"whose name 
alone is enough to endanger his life\": \"Long Live Israel - From the 
Ideology of Death to the Civilization of Life: My Story.\" 


The media reported that Thomas K. Mooney, the US Defense Attach in 
Cyprus, has been missing since Thursday. 


The media continued to report and comment on the Katsav affair. 


Maariv reported that American Jews are donating less to the Joint 
Distribution Committee and Jewish Agency and instead giving directly 
to Israel. 


Yediot reported that the principal Israeli diplomats in the US and 

at UN Headquarters in New York will be the first diplomats to use 
hybrid-fuel vehicles. The newspaper reported that US Ambassador to 
the US Sallai Meridor started the initiative. Yediot quoted Foreign 
Ministry officials as saying that this is a symbolic gesture, which 

could nonetheless bring image achievements to Israel. 


Maariv reported that The New York Times listed the (Israeli) Idan 
Raichel Project among the most important world music CDs released 
over the past year. 
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Maariv reported that Israeli security guards are providing security 
for Walid Jufali, a Saudi tycoon. 


Palestinian affairs correspondent Danny Rubinstein wrote in the left 
leaning, independent HaVaretz: \"Abu Mazen will not be able to 
fulfill any agreement with Israel without an arrangement with 
Hamas." 


Shlomo Avineri, Hebrew University Professor of Political Science and 
former director-general of the Foreign Ministry, wrote in the 
conservative, independent Jerusalem Post: \"If Blair tries to 
implement in Palestine what he and Bush failed to achieve in Iraq, 

he will add another failure to his record. Both he -- and more 
importantly, the Palestinians -- deserve better." 


Block Quotes: 


I. WFatah Is Waiting For Israel" 


Palestinian affairs correspondent Danny Rubinstein wrote in the left 
leaning, independent HaVaretz (7/2): WThe embarrassment and 
confusion in the top echelons of Fatah stem first and foremost from 

the clear impression that the Palestinian street favors Hamas. In 

light of this, there is now a situation where Fatah activists on the 

West Bank are waiting for Israel and the IDF to do their dirty work 

of repressing and eliminating Hamas in Gaza.... The loser will be 

Israel, which will be accused once again of crimes against the 

civilian population. Among the leadership of the PA, in most of the 
Arab regimes, and of course in Europe, America and Israel, nobody 
wants Hamas, whose support comes mainly from the general Palestinian 
public. It is clear today to every Palestinian that if Hamas is not 

in the game, then there is no game. Abu Mazen will not be able to 
fulfill any agreement with Israel without an arrangement with Hamas. 
Abu Mazen and the PLO, and the Arab regimes, have to get along with 
Hamas, and not with the \'help\' of a siege, or via assassinations or 
starvation policies carried out by Israel." 


II. WA Road Map For Mr. Blair" 


Shlomo Avineri, Hebrew University Professor of Political Science and 
former director-general of the Foreign Ministry, wrote in the 
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conservative, independent Jerusalem Post (7/2): There is one aspect 
of [Tony] Blair's mission statement which is new -- and in which he 
may get some results if he moves wisely and carefully: He is to help 
the Palestinians build up coherent institutions.... There is a wider 
context here, and Blair should learn from the Iraqi experience, 
where he shared President Bush\'s naive belief that absent Saddam, 
Iraqi democracy would automatically flourish.... Tony Blair would be 
making a colossal mistake in focusing on trying to achieve another 
set of elections, or another chimerical unity government (the Saudis 
tried this, and failed dismally). What the Palestinians need at 

this moment is not another futile exercise in Western-imposed 
democracy but assistance in putting together the building blocs of a 
coherent polity.... As European history as shown, before you get 
democracy you need a strong and efficient state..... There are no 
short cuts, and if Blair tries to implement in Palestine what he and 
Bush failed to achieve in Iraq, he will add another failure to his 
record. Both he -- and more importantly, the Palestinians -- 

deserve better.\" 


The conservative, independent Jerusalem Post editorialized: \"There 
is no escaping the overarching truth: We, the West, are under 
attack, and will continue to be until we not only recognize that war 
has been declared against us, but act decisively and collectively to 
win that war.\" 


Block Quotes: 


\"The West at War\" 


The conservative, independent Jerusalem Post editorialized (7/2): 
\"Defeating amorphous groups like al-Qaida may be difficult even if 
they can be deprived of state sanctuary and the growing prospect of 
a nuclear umbrella. But defeating them without addressing these key 
elements of sponsorship -- including the billions of dollars still 
flowing from Saudi Arabia and other countries in support of radical 
Islamist schools -- is not possible. However successfully they were 
foiled, the latest terrorist attempts against the United Kingdom 
demonstrate that no wide open society can hermetically seal itself 
off. There is no escaping the overarching truth: We, the West, are 
under attack, and will continue to be until we not only recognize 

that war has been declared against us, but act decisively and 
collectively to win that war.\" 
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SUBJECT: ACCREDITATION - IMO - INTERSESSIONAL MEETING OF 

THE WORKING GROUP ON LONG-RANGE IDENTIFICATION AND TRACKING 
OF SHIPS, LONDON, JULY 9-13, 2007 


REF: A. SECSTATE 090652 
B. SECSTATE 091185 


1. Embassy London has requested accreditation and is pleased 
to grant UK country clearance to the following delegation 
members from July 9-13, 2007 for the International Maritime 
Organization\'s Intersessional Meeting of the Working Group on 
Long-Range Identification and Tracking of Ships: 

Curtis L. Dubay, Representative 

George Weller, Alternate Representative 


2. The Transportation Security Administration has updated 
security measures in place after the August 10, 2006 civil 
aviation security threat. Travelers may now carry through 
security checkpoints travel-size toiletries (3 ounces or 

less) that fit comfortably in ONE, QUART-SIZE, clear plastic, 
zip-top bag. After clearing security, travelers can now 

bring beverages and other items purchased in the secure 
boarding area on-board aircraft. In addition, larger amounts 
of prescription liquid medications, baby formula and diabetic 
glucose treatments will be permitted, but must be declared at 
the checkpoint for additional screening. Please read current 
travel restrictions and review the list of prohibited items 

prior to travel: 

http://www.tsa.gov/travelers/airtravel/assist ant/. This 
security regimen applies to all domestic and international 
flights departing U.S. airports. For flights originating in 
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the United Kingdom, local policies requiring only one 
carry-on bag apply. The liquids ban remains in effect. As 
these policies are more stringent than United States policy, 
travelers should check with transportation security 
authorities for flights originating at non-U.S. airports. 


3. Embassy Control Officer is Senior EST Officer William 
Meara, Tel. (44) 20-7894-0969; 

Fax: (44) 20-7409-1637, email MearaWR@state.gov. Upon 
arrival, please call the Embassy (020 7894-0704 or 020 794 
0238) to confirm UK contact and telephone details so that 
travelers can be reached in case of emergency. 


4. Chancery Access: 

If visitor requires unescorted access to the chancery, please 
send level of security clearance via cable, as required by 12 
FAM 443.3. 


5. As noted in reftel, no Embassy assistance is required. 


6. Hotel Check-In: 

Please note that the check-in time at all London hotels is 

1400. Early check-in can be requested but can only be 
guaranteed if the room is reserved and paid for from the 

night prior to arrival. Check-out time is generally 1200. 

Please also note that the hotel will require a credit card on 
check-in. Travelers may pay on departure with cash. 

Travelers are advised against exchanging money at the hotel, 
as the much less favorable rate of exchange may push the room 
rate over London\'s per diem. 


7. Changes/Cancellation of Reservations: 

Any changes to hotel reservations must be made 48 hours in 
advance of arrival. Changes made after that time may incur a 
night,s lodging charge. Please make all changes through 
your control officer and not directly with the hotel. 


8. Accommodation Exchange: 

ATMs are widely available in London and accept most major 
U.S. ATM cards. ATM and credit card transactions obtain the 
best available exchange rates. Exchange services are 
available from well-known firms at the airports and train 
stations. In addition, Citibank has established a bank in 

the embassy where official TDYers can exchange U.S. dollars 
for British Pounds Sterling (BPS) during Citibank office 

hours for limited amounts. U.S. citizen direct-hire TDYers 
may cash personal checks; all others should bring cash or 
traveler,s checks. 


9. VISA: 
U.S. citizens do not require a visa, only a valid passport. 
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Requirements for entry to the UK of citizens from other 
countries vary. Non-U.S. citizen visitors should check with 
their local British consulate to determine visa requirements. 


10. Electronic devices: 

Privately-owned laptops and personal computers are prohibited 
in controlled access areas (CAAs) of the embassy and 
consulates. Travelers with USG unclassified and classified 
laptop or notebook computers should review 95STATE 244394 
(classified machines) and 95STATE 24382 (unclassified 
machines) and notify the Regional Security Office before 
bringing these machines into a CAA. Cellular telephones and 
BlackBerries are also prohibited in the CAA and must be left 
outside this area. Questions concerning other types of 
electronic devices may be directed to the Regional Security 
Office. 


11. Health Concerns: 

The embassy medical unit, located on the Lower Ground Floor, 
has daily walk-in sick call from 0830-1000. TDY personnel 

are welcome to seek medical consultation for acute illness or 
other medically-related concerns at the unit. 


12. Security Information for the United Kingdom: 

Our current threat assessment indicates there are no known 
direct immediate security problems that would affect travel 

to mainland UK. Travelers planning to stay longer than 30 
days are required to schedule a security briefing with the 

RSO. For additional threat assessment information regarding 
the United Kingdom and/or Europe, you may contact DS/ITA in 
the State Department at (202) 663-0787. 


-- Terrorism. The United Kingdom is stable and modern, but 
shares with the rest of the world an increased threat of 
terrorist incidents of international origin, as was shown 

with the bombing attack in London July 7, 2005. Visitors are 
reminded to remain vigilant with regard to their personal 
security and to exercise caution at all times. The British 
Home Secretary has urged its citizens to be alert and 
vigilant by, for example, keeping an eye out for suspect 
packages or people acting suspiciously at Underground and 
railway stations and airports, and reporting anything 
suspicious to the appropriate authorities by contacting the 
free anti-terrorist telephone hotline on 0800-789-321. 
Travelers should regularly monitor the Department,s internet 
web site at http://travel.state.gov where the current 
Worldwide Caution Public Announcement can be found. In 
addition, if visitors notice any suspicious activity or have 

any security concerns, the embassy Regional Security Officer 
(RSO) should be notified as soon as possible. 
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From time to time during periods of heightened threat of 
terrorism, the UK government deems it necessary to raise 
levels of security activity. Heightened activity may include 
the use of troops, who remain at all times under the control 
of the police and are part of long-standing contingency 
plans. Military personnel and equipment may be deployed at 
airports and other transportation links, or other public 
locations. For more information about UK safety initiatives, 
consult the UK Civil Contingencies Secretariat website at 
www.ukresilience.gov.uk. 


Political demonstrations are well policed and, except at 

times in Northern Ireland, generally orderly. Although the 
political situation in Northern Ireland has dramatically 
improved since the signing of the Good Friday Agreements in 
1998, incidents of terrorist violence have, nevertheless, 
occurred in the past few years. Within Northern Ireland, 
flash-points for sectarian confrontations still exist, but 

they are generally removed from areas where tourists 
congregate. Sporadic incidents of street violence often 

erupt during the summer marching season around the July 12 
public holiday. As a result, American citizens traveling in 
Northern Ireland have experienced delays and disruption. 


-- Street Crime: London, like other urban centers, has a 
certain amount of street crime. Although on the increase, 
violent criminal confrontations and the use of firearms are 
relatively rare in the UK. Burglars and pickpockets are very 
active and visitors are encouraged to safeguard their 
valuables and not carry large amounts of cash or unneeded 
credit cards. Visitors should be particularly careful on 
crowded streets, in entertainment areas, in department 
stores, restaurants, or on crowded public transportation. 
Travelers are specifically warned not to leave valuables in 
hotel rooms, regardless of the stature of the hotel. 

Recently there has been a measurable increase in street 
crimes involving the theft of cell phones. Visitors should 
avoid as much as possible using cell phones on the streets or 
in other public places. The police and other emergency 
services in the UK are excellent. The nationwide telephone 
number to summon emergency assistance is 999. 


13. London Airport Arrival Information: 


-- Heathrow Airport: The best way to get from Heathrow to 
Central London is to take the Heathrow Express train. It 
leaves every fifteen minutes from all Heathrow terminals. 
Travel time is fifteen minutes to LondonYs Paddington 

Station. Service operates from 0510 to 2347 daily. The cost 
is 14.50 pounds one-way if ticket is purchased from a kiosk 
prior to boarding, or 16.50 pounds when purchased aboard the 
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train. Paddington Station is about a ten-minute taxi ride to 
central London. Taxi (black) cab service is also available 
from Heathrow to central London and the fare ranges from 
60-100 pounds, but could exceed that, depending on traffic 
conditions. (Prices as of March, 2006) 


-- Gatwick Airport: The best way to get to Central London is 
to take the Gatwick Express train, which operates every 15 
minutes between Gatwick Airport South Terminal and London\'s 
Victoria Station. Access from GatwickYs North to South 
Terminal is via free monorail train. Journey time from 
Gatwick to Victoria Station is approximately 30 minutes and 
the service operates four times an hour from 0500 to 0135 
daily. Fare is 14 pounds one-way and 25 pounds round-trip 
when purchased prior to boarding. A two pound surcharge is 
added when purchased aboard the train. Victoria Station is 
about a fifteen-minute taxi ride from the hotels. Taxi 

travel from Gatwick to Central London is extremely expensive 
and time-consuming. 


-- Waterloo Train Station: Travelers arriving at LondonYs 
Waterloo International Train Station are recommended to take 
a black cab from the station to the hotel or chancery. 


#. U.S. Embassy London Website: 

Please visit our website for additional information: 
http://london.usembassy.gov. Embassy London looks forward to 
your visit. 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
TUTTLE 
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SUBJECT: MERKEL AFTER THE SUMMITS: THE WIND AT HER BACK 


REF: A. BERLIN 1284 
B. BERLIN 1253 
C. BERLIN 1251 
D. BERLIN 1093 


Classified By: Deputy Chief of Mission John M. Koenig for reasons 1.4 ( 
b) and (d). 


1. (C) Summary: After the successful conclusion of two 
high-profile summit meetings in June, Angela Merkel is at a 
high point of her Chancellorship. Her public support is 

rising after having negotiated a climate change 
\"breakthrough\" at the G-8 Summit and an agreement at the EU 
Summit to advance the Union\'s structural reform (Ref A). 
While she and the CDU are buoyed by encouraging poll numbers, 
the SPD and its leader, Kurt Beck, continue to falter, having 
failed to find an issue around which to rally and excite the 
German public. The end of the EU presidency marks the start 
of a new phase in the Grand Coalition, with elections (on the 
state level in 2008, at the federal level in 2009) on the 

visible horizon. Tensions in the coalition continue to 

increase. While leaders in both parties remain committed to 
the Grand Coalition through its 2009 term, they also are 
emphasizing their dissatisfaction with it, underscoring that 
they would prefer not to continue the coalition after the 

next election. An early dissolution still is judged very 

unlikely -- neither major party could be assured of a 

majority coalition with one of the smaller parties. After 

her foreign policy success at the G-8 and EU summits, Merkel 
faces challenges in domestic policy, where the SPD will seek 
to take the initiative in setting the agenda and use policy 
stalemates as future campaign issues. End summary. 


CDU Spin: Merkel Responsible for Summit Successes 


2. (SBU) Having for the most part dampened expectations 
prior to both summits, Merkel and the CDU are now able to 
claim the summits as major successes, primarily because of 
progress with the U.S. on energy and climate change and 
Merkel\'s role in helping to avert a crisis over EU 

institutional reform. Her supporters attribute these 

victories to Merkel\'s command of detail, charm, 
persuasiveness, and persistence. She is seen as having 
navigated a rocky road, establishing herself as a key world 
leader -- one able to negotiate hard-to-achieve settlements. 
At the same time, she is seen by sympathizers as protecting 
German interests. She remarked, for example, after the G-8 
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Summit that, Wwe get along well with the United States. 
However, we do not check off everything the U.S. wants. 
Indeed, it appears that Merkel\'s leadership style is, in 

fact, in tune with the spirit of the times in Germany -- 

taking a cautious view about what Germany should do outside 
Europe, focused on economic and environmental issues, and 
committed to diplomatic consensus-building. 


SPD Spin: Merkel and CDU Out of Touch with Germans 


3. (SBU) The SPD -- challenged from the right by the CDU/CSU 
and from the left by the new Left Party (Ref B) -- publicly 
viewed the G-8 Summit outcome much more critically. Within 
hours of the Summit\'s conclusion, SPD Chairman Kurt Beck 
accused the CDU/CSU of being \"neo-liberal\" and out of touch 
with the concerns of everyday Germans, adding that 
neo-liberalism runs contrary to the principles of the social 
market economy for which Germany stands. Beck was, as has 
been his style, attempting again to find an issue with public 
resonance at a time when Merkel appears to be solidifying her 
leadership position. The CDU dismissed Beck\'s criticism as 
evidence the SPD is simply \"getting nervous.\" The SPD pitch 
fell flat and, after the EU Summit, Beck was more 

circumspect, saying simply that Merkel deserved respect and 
recognition for her success at the EU Summit. 


4. (C) Beck continues efforts to strike a chord with the 
German public (Ref D), but he has been unsuccessful thus far 
and his personal popularity has fallen further. Only about 
one-third of SPD voters now approve of his performance as SPD 
party leader, according to a Rheinpfalz/ARD poll. Some of 
the disenchantment is likely due to backfired attempts to 
search for a winning issue. His attempt last year to appeal 

to the middle class -- by criticizing the long-term 

unemployed -- was soon thereafter mitigated by a need to 
cover the left flank after criticism by the Left Party. Beck 

got some traction earlier in 2007 with his categorical 

rejection of U.S. missile defense plans in Europe, but his 
more recent forays into foreign policy -- such as suggesting 
negotiations with \"moderate\" Taliban -- led some to deride 
him as an \"amateur foreign minister.\" (The relative 
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popularity of Germany\'s real Foreign Minister, Frank-Walter 
Steinmeier of the SPD, further limits Beck\'s opportunities to 
distance the party from the Coalition on foreign policy 
issues.) 
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German Public Strongly Supports Merkel 


5. (SBU) Various polls reflect the benefits to Merkel of 
global diplomacy. The CDU/CSU has gained up to two 
percentage points (up to about 38 percent) in recent weeks, 
extending its lead over the SPD to a range of 8 to 12 
percentage points. Merkel\'s popularity remains strong, 
according to the Forsa poll -- 54 percent of all Germans 
would vote for her as chancellor if direct elections were 
possible. In contrast, only 17 percent of all Germans would 
vote for Beck. (Note: because the Chancellor is not 
directly elected by the voters, the 54 percent figure is only 
illustrative of Merkel\'s popularity but not indicative of the 
likely outcome of a national election for the CDU/CSU. End 
note) These figures indicate significant crossover potential 
for Merkel. Indeed, among SPD voters, 40 percent say they 
would vote for Merkel, while only 29 percent would vote for 
Beck. 


Growing Tensions in the Grand Coalition 


6. (SBU) Halfway through the legislative period, and with 
state-level elections approaching in six months, a new phase 
has begun, with many in both governing parties looking toward 
a post-Grand Coalition government. Volker Kauder, Chairman 
of the CDU parliamentary caucus, spoke out against the 
renewal of the Grand Coalition after its scheduled end in 

2009, endorsing a future partnership with the FDP (Ref C). 
\"In the interest of democracy, grand coalitions should only 

be an exception to the rule,\" remarked Kauder, adding, 
however, that an early end to the Grand Coalition was 
\"unlikely.\" Similar statements by Beck and SPD parliamentary 
caucus Chief Peter Struck reflect long-standing discontent 

with the Grand Coalition in the SPD, but also resignation 

that it likely will survive until 2009. Electoral math 

indicates that early elections would be a highly risky 
proposition for both major parties. At the moment, neither 

the CDU/CSU nor the SPD could form a majority coalition with 
a single smaller party. 


7. (C) Comment: The path is not completely rosy for Merkel. 
After her successes at the G-8 and EU summits, Merkel is now 
expected to deliver on the domestic front, where (despite 
declining unemployment) other successes have been 
painstaking. The CDU likely hopes that Merkel\'s summit 
successes will provide a tailwind that will sustain her poll 
numbers, but foreign policy victories may prove fleeting, as 
public memory of the summits fades. The SPD will want for 
now to claim its share of the credit for Germany\'s recent 
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success in international affairs, as it has already done in 

the case of the labor market, and Foreign Minister Steinmeier 
remains quite popular with the public. Our contacts at SPD 
headquarters suggest the SPD will try to take the initiative 

in setting the domestic agenda, using the lack of substantive 
progress on issues such as the minimum wage as an indictment 
of Merkel and the CDU/CSU, including in January 2008 state 
elections. End comment. 

TIMKEN JR 
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E.O. 12958: DECL: 06/30/2017 

TAGS: EFIN, ECON, PREL, IZ, EG 

SUBJECT: AMBASSADOR URGES GOE TO PROVIDE DEBT RELIEF FOR 
IRAQ 


REF: A. STATE 88875 


B. CAIRO 1125 
C. CAIRO 1188 
D. CAIRO 1258 
E. CAIRO 1822 


Classified by Ambassador Francis J. Ricciardone for reasons 
1.5 (b) and (d). 


1. (C) Meeting June 28 with Prime Minister Ahmed Nazif, 
Ambassador urged the GOE to restart negotiations to provide 
debt relief for Iraq and move toward fulfilling its 

commitment under the International Compact on Iraq (ref A). 


2. (C) Nazif responded that the GOE is still considering the 
issue. We need more proof from the Iraqi side that they 
will abide by\" their commitments, he said. Meanwhile, he 
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noted that the GOE is supporting the Iraqi government in 

other ways such as welcoming the Iraqi PM and vice presidents 
on visits to Cairo and placing 180 Iraqi students in Egyptian 
schools and universities. 


3. (C) The Sharm resolution, endorsed by the GOE and other 
countries present at the conference, says that assistance 
offered the GOI \"may include the granting of debt relief to 
Iraq by creditors at least on comparable terms to the Paris 
Club...\" The GOE never publicly committed to Paris Club 
terms. 


4. (C) COMMENT: The GOE has shown no enthusiasm for debt 
relief to Iraq (refs B-E), despite the language in the 

compact. A chief obstacle for the GOE is their desire for 

the GOI to fully repay worker remittances, as opposed to 50 
percent, offered in an exchange of letters between the GOI 

and GOE before the Sharm conference. 

RICCIARDONE 
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SUBJECT: KAZAKHSTAN: MAZHILIS ELECTION ROUNDDUP, JULY 2 
1. (U) This is the first in a series of weekly election roundups in 


advance of Kazakhstan\'s August 18 Mazhilis and Maslikhat elections. 
Items were drawn primarily from the local press and media. 
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Social Democratic Party and True Ak Zhol Merge 


2. (U) On June 23 in Almaty two opposition parties, the Social 
Democratic Party and the True Ak Zhol, held congresses where the 
delegates supported the merger of the two parties. They then 
conducted a joint meeting to discuss their forthcoming merger. In 
their speeches the leaders of the parties, Zharmakhan Tuyakbay and 
Bolat Abilov, stressed they were merging not simply because of the 
upcoming elections to Mazhilis, but because their party platforms 

were very close and their intention was a long-term partnership. 

Both leaders expressed hope that the Communist Party of Kazakhstan 
and the unregistered Alga party would join their cause. 


3. (U) According to Marzhan Aspandiyarova, an activist of the True 
Ak Zhol party, this meeting was a preliminary joint meeting on the 
merger. The next step will include similar meetings of the two 
parties\' branches in every region of the country. On July 7 the two 
parties will conduct a joint congress in Almaty. This congress will 
elect the new party leadership and will nominate candidates for the 
party list. Because the early elections to Mazhilis do not leave 
time for a formal merger, the new grouping will retain the name 
Social Democratic Party; members of True Ak Zhol will leave their 
party and formally join the Social Democrats. 


4. (U) The leader of the Communist Party, Serikbolsyn Abdildin, 
showed up at the meeting, but quickly left. Some opposition 
activists suggested Abdildin was offended because he had not been 
given the floor. According to Tolen Tokhtasynov, Abdildin\'s deputy, 
the Communists do not plan to join the new party. 


5. (U) The election law forbids two of the True Ak Zhol leaders, 

Bulat Abilov and Tulegen Zhukeyev, from running for Parliament. 
Abilov has a conviction record: on July 24, 2006 the city court of 
Temirtau gave Abilov a 3-year suspended sentence with two years of 
probation for insulting a police officer. Tulegen Zhukeyev lived 

abroad from 1995 to 2003 as Kazakhstan\'s ambassador to Korea and 
Iran. According to the recent constitutional amendments, a 

candidate for Mazhilis must have lived in Kazakhstan for the last 10 
years. Out of three co-chairmen of True Ak Zhol, only one, Oraz 
Zhandosov, has a chance to win a seat in the Mazhilis. 


6. (U) According to a report in the June 21 \"Taszhargan\" weekly, 
Bulat Abilov and Tulegen Zhukeyev attended a recent meeting of the 
Alga leadership. Abilov and Zhukeyev tried to persuade their 
comrades in arms \"to consolidate their efforts,\" but failed. Alga\'s 
press service confirmed on June 22 that the party would not join the 
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Social Democratic Party. Fourteen out of seventeen regional 
branches of the party rejected the idea. On June 20 the majority of 
the party political council also voted against convening a congress 

on the merger. Party leader Asylbek Kozhakhmetov spoke at the June 
23 Social Democratic Party / True Ak Zhol congresses. Kozhakhmetov 
welcomed the new party, but gave no promise to join it. According 

to opposition journalist Yermurat Bapi, there is a split in the 

Alga: Kozhakhmetov and a number of the party activists would like to 
join the new block, but influential banker Mukhtar Ablyazov, who 
finances Alga, is opposed. 


7. (SBU) In a private conversation with a Pol FSN, journalist Ayan 
Sharipbayev of \"Svoboda Slova\" weekly said that according to his 
anonymous sources, President Nazarbayev assured Tuyakbay during 
their last meeting that a united opposition party would receive a 
certain number of seats in the Mazhilis. The True Ak Zhol leaders 
then agreed to merge with the Social Democratic Party, as it is 

their only chance to survive and to have some representatives in 
Parliament. According to Sharipbayev it was President Nazarbayev\'s 
idea to merge all opposition parties into one. 


8. (SBU) Recently, Zharmakhan Tuyakbay spoke about the Social 
Democratic Party\'s chances in the upcoming elections: \"Even if 
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administrative resources are used, we will get no less than 30% of 
the seats.\" (Interfax, June 23). However, political analyst Petr 
Svoik told Pol FSN on June 23 that the united opposition party may 
win only the minimum 7% required to obtain seats, which translates 
to six or seven seats in the Mazhilis. 


9. (U) Well-known opposition journalist Sergey Duvanov discussed the 
merger of the opposition parties in an article on an opposition web 
site (www.kub.kz, June 22). According to Duvanov, the authorities 
have an interest in the merger of opposition parties. A year ago 
Nazarbayev mentioned that it was time to finish with the \"flood\" of 
opposition parties and that a matured political regime needs a 
two-party system. According to Duvanov, the Social Democratic Party 
is the most appropriate base for merging all opposition parties. 

The main opposition parties have agreed to recognize the current 
status of President Nazarbayev and agreed to a compromise which 
includes principles of constructive opposition and readiness to 

fight for power in Parliament. This scenario suits President 
Nazarbayev, who in Duvanov\'s view can more easily control a few 
opposition members in the Mazhilis. 
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10. (U) Political analyst Dosym Satpayev expects no political 

intrigue in the upcoming elections to Mazhilis. (Nachnyen s 
Ponedelnika weekly, June 22-28) The united opposition will compete 
not only with the presidential Nur Otan, but with the Ak Zhol and 

Adilet who also agreed to unite their efforts. The opposition may 

get several seats in the Mazhilis, which will not allow them to 

influence Parliament. Standing alone, neither the Social Democratic 
Party nor True Ak Zhol would overcome the 7% threshold. They had to 
merge, because the law bans creating election blocs. 


11. (SBU) After the elections were announced, the Central Election 
Commission (CEC) proceeded quickly with its preparations. CEC 
member Marat Sarsembayev told Pol FSN that the CEC was well aware of 
the upcoming announcement and was prepared. On June 21, the CEC 
issued a calendar for the elections. June 22 was the first day when 
nomination of candidates to run in Mazhilis and Maslikhat elections 
could begin. The CEC issued a press release explaining that 
candidates to be included on political party lists should be 

approved by the majority votes of the party\'s highest ruling 

council, and must be party members, citizens of Kazakhstan above 25 
years old, and have lived in Kazakhstan at least the last 10 years. 
Candidates judged by a court to be incapable, or candidates who 
served sentences in jail, are ineligible to run. Upon approval by 

the party\'s ruling council, the lists and records of its meeting 

must be filed with the CEC along with each candidate\'s application 
showing that he/she is willing to run in the elections. Candidates 

to maslikhats can be nominated by public organizations or individual 
citizens can self-nominate. 


12. (U) On June 25, the CEC issued rules on the format of 
information on political parties and candidates to maslikhats to be 
posted on bulletin boards in precincts, approved the forms of 
ballots including protection measures against forgery, and approved 
the form of voter lists. It also passed guidelines for issuance of 
absentee ballots; on accreditation of international observers, which 
is done through the MFA and must be completed by August 12; and on 
e-voting, which will be used in more than 1500 precincts (5% more 
than in 2005 elections). As in the past, the voters will be offered 

an option of selecting between the traditional voting by paper 

ballots and electronic voting. 


13. (U) The CEC cancelled a number of its old regulations and 
replaced them with new ones to make legislation comply with the 
recent amendments of the Constitution and the election law. For 
example, under the new system there are no circuit election 
commissions for the Mazhilis elections and no election blocs of 
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political parties. The CEC also increased the number of printed 
ballots, raising the reserve to 1% (compared to 0.1% in the past). 


14. (U) On June 22 and 27, the CEC held workshops for media 
representatives in Aktau and Almaty on election coverage. The CEC 
stressed the need for equal and unbiased access to media sources for 
all political parties and candidates and objective coverage of the 
election campaign. According to the CEC, the media should not 
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publish information which damages any candidate\'s honor, dignity and 
business reputation, calls for the overthrow of the constitutional 

order, or instigates racial or inter-ethnic hatred. If media 

reporters or editors run in the elections they must step down from 
performance of their official duties for the time of the campaign. 


15. (U) The CEC experts reminded media representatives that all 
media outlets interested in covering candidates\' or political 
parties\' election campaigns should post their prices for publication 
(broadcast) of campaign materials by July 2, and also send their 
pricelists to local election commissions and the CEC. Those media 
outlets that fail to meet this requirement will not be allowed to 
publish campaign materials. 


16. (U) The CEC said that information coming from election 
commissions should be treated as a priority and it should be 

delivered to readers and the audience quickly, without any delays. 

An example is the upcoming publication of the names of candidates on 
party lists: they must be published in the media by the legal 

deadline. If necessary, newspapers must add supplementary pages to 
their regular format. 


17. (U) During these workshops for the media, CEC expert Alma 
Omarova explained the rules for funding of political partiesY 

election campaigns. Political parties must pay for their 

candidates\' campaigns, publications and media advertising out of 
their own election funds. These funds may be formed from two 
sources: the partiesY own resources, and contributions by individual 
citizens and organizations. A candidate, however, cannot use his/her 
own resources. Expenditures from a political party\'s own fund cannot 
exceed 48,760,000 tenge ($400,000) and voluntary contributions 
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cannot more exceed 97,520,000 tenge ($800,000). Thus the total 
amount of a political party\'s election fund shall not exceed 

146,280,000 tenge ($1,200,000) regardless of the number of 
candidates. Foreign support is banned. Political parties may not 

fund their campaigns with any government resources. The government, 
however, will give each political party an opportunity to 

participate in TV debates on one of the national TV channels. The 
channel will be selected by the CEC. 


18. (U) Candidates for maslikhats may use the following resources: 
the government will provide a guaranteed minimum media coverage 
(15-minute presentation on TV, 10-minute presentation on radio, and 

2 articles in press); the candidate\'s own election fund which cannot 
exceed 975,200 tenge ($8,000) and voluntary contributions not 
exceeding 2,925,600 tenge ($24,000). Candidates nominated by public 
organizations or political parties may get additional support from 

them in the amount of 1,950,400 tenge (about $16,000). 


19. (U) National TV channels recently began broadcasting Nur Otan\'s 
public service announcements, programs and news items on the party\'s 
social support projects. The broadcasts were supplemented by 
numerous newspaper publications. One of its mostly widely covered 
projects was a train traveling around the country, stopping at small 
settlements where Nur Otan activists talked to people about 

political reforms and elections and offered various types of 

support: health check-ups, legal advice, musical performances, 
shows, and sports competitions. Another strong public relations 
project was State Secretary Kanat Saudabayev\'s tour of the regions 
with a group of former Mazhilis members. The purpose of the trip was 
to assess the social and political situation in regions on the eve 

of the upcoming elections and to explain the early dissolution of 

the Mazhilis and the importance of further democratic reform. 
Saudabayev visited Ust-Kamenogorsk, Atyrau, Aktau, and Southern 
Kazakhstan. In his media interviews, Saudabayev said that people 
welcome President Nazarbayev\'s initiatives on further 
democratization and the upcoming Mazhilis elections which will 
demonstrate Kazakhstan\'s economic and political leadership. 


20. (U) Several well-known politicians recently joined Nur Otan. On 

June 25, Senate speaker Kasymzhomart Tokayev, Kazyna holding 
President Kairat Kelimbetov, and mayor of Almaty Imangali 
Tasmagambetov announced that they had joined Nur Otan. The next day, 
Chairman of the Airspace Agency Talgat Musabayev became a member of 
Nur Otan. In his interview with Kazakhstan TV channel, Musabayev 
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said that he had always accomplished assignments given to him by the 
president, and would always do so in future. He said that he 
considered his Nur Otan membership as another assignment and he 
would try to accomplish it very successfully. 


21. (U) Khabar TV broadcast interviews and statements by government 
leaders, politicians, political observers, and rank and file people 

who were unanimous in their support of \"President Nazarbayev\'s wise 
decisions on further democratization.\" Kazpravda (6-23-07) 

published a collective letter of all employees of 

Sokolovsko-Sarbaiski mining factory stating that they all 

unanimously support amendments into the Constitution, the 
President\'s choice of the way of Kazakhstan\'s further development, 
and the new mechanism of Mazhilis elections. The letter stated that 

all employees of the factory will support Nur-Otan\'s candidates in 

the Mazhilis and Maslikhat elections. 


22. (U) In addition, Kazakhstan\'s ethnic and cultural centers 
reported on their unanimous support of the early dissolution of the 
Mazhilis and the initiative to elect representatives of the 
Kazakhstan Peoples Assembly to the Mazhilis. Nur Otan held 
conferences in the regions to pull their forces together and 
nominate candidates to Maslikhats and delegates to the upcoming 
party conference scheduled for July 4. 


23. (U) This flurry of activity led to criticism of Nur Otan for 

violation of the law which establishes the date when the parties may 
begin their election campaigns. Opposition parties accused the 
president\'s party of abusing the administrative resources and 
starting its campaign several months before announcement of the 
elections. Ualiknan Kaisarov, Director of the Astana office of True 
Ak Zhol, gave an interview to Channel 31 TV in which he criticized 
Nur Otan\'s powerful administrative influence, alleging that Nur Otan 
used this influence to begin broadcasting its PSAs and other 
information several months before the announcement of elections. He 
claimed that no media outlet would dare to run opposition parties\' 
early advertisements. 


24. (U) However, the CEC does not see any violations of the law by 
Nur Otan: Deputy Chairman Vladimir Foos stated in a media interview 
that at this stage political parties can be considered as 

participants of the pre-electoral marathon. Political campaigning 
begins only after a party forwards its list of candidates and after 

the list is registered. According to Foos, under the law on 
advertisement and on political parties, the parties are free to 

advertise their activities now. 
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1. (SBU) Summary: East Timor\'s parliamentary elections went 
remarkably smoothly despite last minute logistical challenges 
brought on by an unseasonable period of heavy rains in the days 
leading up the June 30 poll. International observers, including 
US mission teams present in almost all districts, have so far 
evaluated the poll as free and fair. Initial delays in the 

counting, now taking place at district counting centers, have 
mostly been overcome and close to 40 percent of the count was 
complete as of late afternoon on July 2. Initial results show 

the ruling FRETILIN party leading, but with a percentage well 
shy of a majority. The National Congress for Timorese 
Reconstruction (CNRT) is in second place and appears to be well 
positioned to lead an opposition party coalition comprising a 
clear majority. Despite the smooth sailing, some complaints and 
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questions regarding possibly fraudulent observer batches have 
slightly marred the process and point to possible future 
challenges of the legitimacy of the results, particularly by 
FRETILIN. End summary. 


Smooth voting process 


2. (U) East Timor\'s parliamentary elections went remarkably 
smoothly despite last minute logistical challenges brought on by 
an unseasonable period of heavy rains in the days leading up the 
June 30 poll. According to the Technical Secretariat for 

Election Administration (STAE), 50 locations required final 
delivery of election materials by horse and porter as a result 

of the rains. However, in the end, only five polling stations, 

in Viqueque and Manufahi districts, received materials late and 
delayed their opening by several hours as a result. US mission 
observers, who monitored the elections in all but two of East 
Timor\'s 13 districts, in general found that the process went 

very smoothly on election day. Other international missions, 
which deployed close to 500 observers nationwide, have likewise 
pronounced the June 30 poll as free and fair as well as 
proceeding in a very orderly and calm manner. Several minor 
incidents were reported over the course of the day, such as a 
fight in Viqueque that broke out when a would-be voter presented 
the voting card of a person known to be deceased. However, such 
incidents were rare and in all cases effectively dealt with by 
police and polling officials on the scene. 


Delays and hiccups as counting underway 


3. (U) The transport of uncounted ballots from the polling 
centers to district counting centers also went smoothly 
according to all reports, despite worries that this part of the 
process would represent the greatest vulnerability to fraud. 
The polling was well-scrutinized by almost 500 observers from 
international groups including the UNDP, IRI, NDI, the Carter 
Center, the European Union, the Japanese Government, and CPLP, 
the organization of Portuguese speaking-countries. Our 
observers participated in long, festive, well monitored and 
secure convoys that wound their ways to district capitals 
collecting ballots from multiple polling centers along the way. 
However, once at the counting centers, the initial processing of 
the ballots, required in order to pool each districts votes 

before any counting could begin, was a laborious process, in 
most places stretching into the next day and leading to delays 
in counting. Further delays and controversies arose at some 
counting centers regarding access for political party agents to 
monitor the process. 
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5. (SBU) The counting center in Dili was particularly noisy on 
the evening of June 30 as a group of FRETILIN \"observers\" - 
including well-known national party figures and Members of 
Parliament - complained that boxes were being opened without 
their party agents present. According to our current 
information, one of their agents was in fact present, but others 
were at the entrance waiting to get in. The FRETILIN party 
agents are reportedly now filing a complaint regarding the boxes 
opened during this period and several of them walked out of the 
count this morning in protest of the boxes being included in 
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ongoing counting. Meanwhile, questions have been raised 
regarding the observer badges held by the original complainants, 
which appear to either be fraudulent or illegally issued by 

STAE. Similar badges were discovered by observers throughout 
the eastern district of Lautem on election day. Overall, while 

not so far seriously undermining the process, these developments 
raise the specter of FRETILIN continuing to challenge the 
process and possibly rejecting as illegitimate the outcome. 


Initial results show FRETILIN leading, but CNRT strong 


6. (U) With just under 40 percent of the count complete, the 
current results are as follows, with first round results from 
each party\'s candidate in the April 2007 first round of the 
presidential race in parentheses for comparison: 


-- The ruling FRETILIN party in first place with 32.1% (27.9%) 


-- Former President Xanana Gusmao\'s National Congress for 
Timorese Reconstruction (CNRT) coming in second with 22.3% 
(21.8%) 


-- The coalition of the Social Democratic Association of Timor 
and the Social Democratic Party (ASDT/PSD) in third with 15.6% 
(23%) 


-- The Democratic Party (PD) in fourth with 11.3% (19.2%) 


-- The coalition of KOTA and PPT in a distant fifth with 4.1% 
(3.7%) 


7. (U) However, it should be noted that the status of results 
varies significantly from district to district, and the eastern 
districts where FRETILIN is strongest also produced the fastest 
results. Thus, while these figures provide a sense of the 

trend, significant changes are likely to still occur, 
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particularly in the FRETILIN and CNRT numbers, with the former 
possibly going down, and the latter increasing. In particular, 

the Dili count has been very slow, starting only on July 2; with 

its largest voting bloc of any district in the country, it 

appears to be heavily favoring CNRT so far, but less than 10 
percent is included in the current national tally. However, the 
overall picture of FRETILIN, CNRT, ASDT/PSD, and PD competing 
for most of the votes is expected to hold in all districts. The 

only exception is the KOTA/PPT coalition which appears set to be 
one of the top vote getters in Ainaro district. KOTA/PPT is 

also the only party in addition to the top four that appears set 

to surpass the three percent threshold to gain admission to 
parliamentary representation, leaving the strong likelihood that 

9 of the 14 competing parties will not be represented in 
parliament. 


8. (U) Both PD and the ASDT/PSD coalition have taken a hit in 
comparison with their candidates\' support in the presidential 

race, despite their solid western bases. PD, only recently 
considered the strongest of the opposition parties, has in 

particular seen a surprising drop off compared to its nearly 20 
percent pull in the first round presidential race. This can 

mostly be explained by the \"PD Xananista\" phenomenon, that is, 
the large number of party members who, while retaining long-term 
allegiance to the party, opted to vote for Xanana Gusmao\'s CNRT. 


9. (SBU) Comment: There is still a chance for counting to veer 
off course, but in general we expect it to continue relatively 
smoothly. However, as results start to crystallize the 
environment is likely to get more heated. Most international 
observer missions, while citing the success of the process so 
far, caveat that evaluation with the question of whether party 
leaders and their grassroots supporters will accept the results, 
with the ruling FRETILIN party of greatest concern. We will 
continue to track results and the potential for problematic 
reactions closely. Then come the challenges of forming a 
coalition government and executing a peaceful, efficient 
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transfer of power. End comment. 
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(U) This cable is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Per A and B requests, Post delivered on June 11 and June 25 
demarches on key U.S. positions at the International Civil Aviation 
Organization (ICAO) General Assembly in Montreal Canada, September 
18-27, 2007 to Alexandros Zenon, Acting Permanent Secretary, 

Ministry of Foreign Affairs. We also delivered copies to Makis 
Constantinides, Permanent Secretary, Ministry of Communications and 
Works, and Dr. Leonidas Leonidou, Director, Civil Aviation 

Department. Post also followed up in person with Dr. Leonidou on 

June 13 and June 29. 


2. (SBU) Leonidou reported that, in general, the GoC was 

sympathetic to the U.S. positions but as an EU member would support 
the yet-to-be-determined EU common position. EU member states would 
begin to discuss what positions to take in Montreal at the July 9 
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European Civil Aviation Conference (ECAC) meeting. Leonidou noted 
that as an island state completely dependent on air travel, Cyprus 
was especially sympathetic to U.S. concerns about the inclusion of 
non-EU carriers into the EU\'s aviation emissions trading scheme. 
Leonidou promised to raise U.S. concerns on the need for mutual 
consent in future EU aviation meetings. 
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SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY 


1. (SBU) SUMMARY: SMALL BUT STRIDENT, TWO LOCALLY-BASED ETHNIC 

SERB ORGANIZATIONS, THE ASSOCIATION OF DISPLACED PERSONS IN 
MONTENEGRO AND THE SERBIAN NATIONAL COUNCIL OF MONTENEGRO, HAVE 
STRONGLY OPPOSED THE USG POLICY SUPPORTING INDEPENDENCE FOR 
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KOSOVO. IN LETTERS TO THE EMBASSY, AND A JUNE 21 DEMONSTRATION, 
THE GROUPS REJECTED THE U.S. POSITION ON KOSOVO. THE ASSOCIATION 
OF DISPLACED PERSONS IN AN ADDITIONAL HARSH DECLARATION ADOPTED 
ON THE ANNIVERSARY OF THE 1389 BATTLE OF KOSOVO, CALLED FOR THE 
ENTRY OF SERBIAN \"SECURITY FORCES INTO KOSOVO AND “REQUESTED 
THAT THE GOM (AND GOS) DECLARE THE U.S. EMBASSY PERSONA NON 
GRATA. THE GROUPS\' ACTIONS, IN CONTRAST TO THEIR WORDS, HAVE 
BEEN PEACEFUL SO FAR. END SUMMARY. 


FLORID RHETORIC 


2. (SBU) RESPONDING TO PRESIDENT BUSH\'S DECLARATION OF USG 
SUPPORT FOR THE INDEPENDENCE OF KOSOVO, TWO SMALL GROUPS OF 
ETHNIC SERBS HAVE EMPLOYED FLORID RHETORIC TO REJECT NOT ONLY 
THE USG POSITION, BUT ALSO TO \"REQUEST\" THAT THE GOM (AND GOS) 
DECLARE THE U.S. EMBASSIES PERSONA NON GRATA. THE GROUPS ARE 
THE ASSOCIATION OF DISPLACED PERSONS IN MONTENEGRO (THE 
\"ASSOCIATION\"), WHICH HAS ABOUT 200 DISPLACED KOSOVAR SERBS 
RESIDENT IN MONTENEGRO AS MEMBERS, AND THE SERBIAN NATIONAL 
COUNCIL OF MONTENEGRO (SNV), WHICH WAS ORIGINALLY ESTABLISHED AN 
NGO WITH SEVERAL HUNDRED MEMBERS, ETHNIC SERBS WHO ARE CITIZENS 
OF MONTENEGRO. THE PRESIDENT OF THE SNV, MOMCILO VUKSANOVIC, 
WAS ELECTED AS AN MP LAST SEPTEMBER AS A MEMBER OF THE SERBIAN 
LIST. 


3. (SBU) THE GROUPS HAVE OPERATED IN TANDEM, DRAFTING LETTERS TO 
POST AND ORGANIZING A DEMONSTRATION IN FRONT OF THE EMBASSY ON 
THE EVENING OF JUNE 21. A SUBSET OF THE ASSOCIATION, CALLING 
ITSELF THE ASSOCIATION OF DISPLACED PERSONS IN MONTENEGRO 
\"KOSMET\" [NOTE: I.E., KOSOVO AND METOHIJA. END NOTE.] SENT POST 

AN ADDITIONAL, MUCH HARSHER, \"ST. VITUS\'S DAY\" DECLARATION ON 
JUNE 28. (NOTE: ST. VITUS\'S DAY, JUNE 28, MARKS THE HISTORIC 

BATTLE OF KOSOVO IN 1389 - IT IS ALSO THE DAY THAT SERB 

ASSASSINS KILLED ARCHDUKE FERDINAND IN SARAJEVO IN 1914. END 
NOTE.) POST ESTIMATES THAT THE ASSOCIATION OF DISPLACED PERSONS 
IN MONTENEGRO \"KOSMET\" HAS SOME FIFTY MEMBERS, ALL OF WHOM ARE 
ALSO MEMBERS OF THE LARGER ASSOCIATION. 


4. (SBU) THE COMMON THEME IS THAT THE USG, BY SUPPORTING 
INDEPENDENCE FOR KOSOVO, IS ADVANCING GENOCIDE AND ETHNIC 
CLEANSING BY ALBANIANS, CREATING AN \"OUTLAW\" STATE. THE GROUPS 
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CHARACTERIZE THE USG, AND NOT MERELY THE POLICY, AS DESPOTIC AND 
MURDEROUS. CONVERSELY, THE GROUPS DEMONSTRATORS ON JUNE 21 
(ABOUT 90-100, MOSTLY YOUNG MALES, ACCORDING TO EMBASSY GUARD 
FORCE, 300 ACCORDING TO THE GROUPSY STATEMENT TO THE MEDIA), 
WERE WELL-BEHAVED. CURIOUSLY, THE ASSOCIATION SOUGHT A MEETING 
WITH POST AT THE SAME TIME THAT IT DEMANDED THE CLOSURE OF THE 
U.S. EMBASSY. 


5. (SBU) THE ST. VITUSYS DAY DECLARATION IS THE HARSHEST OF THE 
COMMUNICATIONS TO DATE. INFORMAL EMBASSY TRANSLATION: 


CONSIDERING THE FACT THAT THE STATE OF SERBIA IS A FULL-FLEDGED 
MEMBER OF THE UN; CONSIDERING THE PRINCIPLE OF STATE SOVEREIGNTY 
AND TERRITORIAL INTEGRITY OF THE STATE OF SERBIA WHICH IS 
GUARANTEED BY THE SERBIAN CONSTITUTION AND CONFIRMED BY THE 
RESOLUTION 1244 OF THE U.N. SECURITY COUNCIL, IN RELATION WITH 

AN ATTEMPT TO FORCIBLY SEIZE KOSOVO AND METOHIJA FROM SERBIA 
AIMED AT CREATING A NEW ALBANIAN \"MONSTER\" STATE IN THE BALKANS 
BASED ON GENOCIDE AND THE ETHNIC CLEANSING OF THE SERBIAN 
PEOPLE, CONTRARY TO INTERNATIONAL LAW AND OTHER HIGHEST NORMS OF 
THE INTERNATIONAL COMMUNITY, IN WHICH OFFICIAL AMERICA HAS TAKEN 
THE LEAD, THE ASSEMBLY OF THE ASSOCIATION OF DISPLACED PERSONS 

IN MONTENEGRO \"KOSMET\"", AT ITS REGULAR SESSION HELD ON JUNE 27, 
2007, ADOPTED A 


DECLARATION OF VIDOVDAN (ST VITUS\' DAY) 
BT 
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BY WHICH THE STATE LEADERSHIPS OF SERBIA AND MONTENEGRO ARE 
REQUESTED TO: 


1. CANCEL URGENTLY AND COMPULSORILY THE HOSPITALITY [GIVEN] TO 
THE U.S. EMBASSIES AND ITS AMBASSADORS TO BELGRADE AND 
PODGORICA, FOR THEIR PRESENCE AND ACTIONS PROVOKE FEAR OF NEW 
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WAR CLASHES IN THIS REGION. IN ADDITION TO THAT, OFFICIAL 

AMERICA HAS BEEN RECOGNIZED AS A SYNONYM FOR BLOOD, DESPOTISM, 
BARBARITY, LEGALIZATION OF CRIME, AND BANISHMENT. 


-- PURSUANT TO THE RESOLUTION 1244, SEND THE STATE SECURITY 
FORCES INTO THE AREA OF KOSMET WITHOUT HESITATION. THIS IS ALL 
THE MORE NECESSARY, FOR PEACE HAS NOT BEEN ESTABLISHED IN THAT 
PART OF SERBIA AFTER ElGHT YEARS. THE MINIMAL CONDITIONS FOR THE 
RETURN OF 300,000 EXILES HAVE NOT BEEN CREATED. THE REMAINING 
NATION-BUILDING SERBS AND MONTENEGRINS IN THE PROVINCE ARE BEING 
FIRED UPON EVERY DAY, WHERE THE ALBANIAN CRIMINAL PERPETRATORS 
REMAIN UNDISCOVERED THANKS TO THEIR ABETTORS FROM THE QUASI-UN 
PEACEKEEPING TROOPS. 


2. WE PUBLICLY EXPRESS GRATITUDE TO THE STATE LEADERSHIP OF 
RUSSIA AND PRESIDENT VLADIMIR PUTIN FOR HIS CONSISTENCY IN 
TRYING TO PREVENT THE REDRAWING OF INTERNATIONALLY RECOGNIZED 
STATE BORDERS OF SOVEREIGN STATES, AND FOR THE SUPPORT WHICH 
OFFICIAL RUSSIA OFFERS TO SERBIA WITH THE VIEW OF PRESERVING ITS 
SOVEREIGNTY AND TERRITORIAL INTEGRITY. 


3. WE SEND AN OFFICIAL PROTEST TO THE U.S. EMBASSY IN PODGORICA 
AND TO THE DIPLOMATIC REPRESENTATIVES OF OTHER COUNTRIES OF THE 
SO CALLED \"CIVILIZED WEST\", WHICH ADVOCATE THE FORCED SEIZURE OF 
KOSOVO AND METOHIJA IN FAVOR OF THE ALBANIAN NATIONAL MINORITY, 
WITH THE MESSAGE THAT READS: 


WE SHALL NEVER EVER GIVE UP KOSOVO AND METOHIJA, AN ODE TO OUR 
EXISTENCE, AN ANTHEM OF OUR LIFE." 


END INFORMAL TRANSLATION. 


ASSOCIATION OF DISPLACED PERSONS IN MONTENEGRO 


6. (SBU) THE HEAD OF THE LARGER ASSOCIATION OF DISPLACED PERSONS 
SAID THAT THE JUNE 28 DECLARATION ABOVE WAS FORMALLY ADOPTED 
ONLY BY A SMALLER \"KOSMET\" SUB-GROUP, BUT THAT HE AGREED WITH 
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IT. (NOTE: AT THEIR REQUEST, THE PRINCIPAL OFFICER MET WITH 
REPRESENTATIVES OF THIS ASSOCIATION IN SEPTEMBER 2005. AT THAT 

TIME, THEY COMPLAINED ABOUT THE BAD SITUATION IN MONTENEGRO FOR 
INTERNALLY DISPLACED PERSONS FROM KOSOVO. THEY EXPLAINED THAT 
THE ASSOCIATION GATHERS 15 NGOS OF DISPLACED PERSONS FROM KOSOVO 
AND REFUGEES FROM BOSNIA AND CROATIA, AND THAT ITS OFFICES ARE 
CO-LOCATED WITH A COLLECTIVE CENTER IN SUTOMORE, ON THE COAST 
NEAR BAR. END NOTE.) 


SERBIAN NATIONAL COUNCIL OF MONTENEGRO 


7. (SBU) THE SERBIAN NATIONAL COUNCIL OF MONTENEGRO (SNV) WAS 
ORIGINALLY ESTABLISHED AS AN NGO, AND HAS SEVERAL HUNDRED 
MEMBERS. (NOTE: NOW THAT IT HAS AN MP, THE SNV SHOULD 
RE-REGISTER AS A POLITICAL PARTY, BUT THERE IS NO INDICATION IT 

HAS DONE SO -- UNDERSCORING THE WEAKNESSES IN BOTH THE NGO AND 
PARTY REGISTRATION LAWS. END NOTE.) THE MEMBERS ARE ETHNIC SERB 
CITIZENS OF MONTENEGRO. THE CURRENT PRESIDENT OF THE SNV, 
MOMCILO VUKSANOVIC, WAS ELECTED AS AN MP LAST SEPTEMBER AS A 
MEMBER OF THE SERBIAN LIST, A COALITION OF NATIONALIST SERB 
PARTIES IN MONTENEGRO HEADED BY ANDRIJA MANDIC OF THE SERBIAN 
PEOPLES PARTY. VUKSANOVIC HAD BEEN A MEMBER OF THE SERBIA AND 
MONTENEGRO PARLIAMENT FROM THE SOCIALIST PEOPLE\'S PARTY (SNP). 
BT 
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THE SNV, AND VUKSANOVIC, ARE SEEN AS CLOSE TO THE NATIONALIST 
POLITICAL LEADERSHIP IN BELGRADE, AND TO THE SERBIAN NATIONAL 
COUNCIL OF NORTH KOSOVO AND METOHIJA, BASED IN MITROVICA, KOSOVO. 


COMMENT 


8. (SBU) IT IS DIFFICULT TO JUDGE THE NUMBER OF KOSOVAR SERBS IN 
MONTENEGRO; UNLIKE ROMA OR ALBANIANS FROM KOSOVO, OR REFUGEES 
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FROM CROATIA OR BOSNIA, KOSOVAR SERBS GENERALLY HOLD SERBIAN OR 
EVEN MONTENEGRIN IDENTIFICATION PAPERS. THE JUNE 21 
DEMONSTRATION WAS ADVERTISED IN ADVANCE, AND IT IS LIKELY THAT 
MANY OF THE 90-ODD WHO CAME TO THE EMBASSY ARE NOT MEMBERS OF 
EITHER GROUP. 


9. (SBU) POST DOES NOT BELIEVE THE GROUPS TYPIFY 

MONTENEGRO-BASED ETHNIC SERB VIEWS ABOUT THE USG ROLE IN THE 
REGION. WHILE THE LARGER SERB PARTIES IN MONTENEGRO CLEARLY 
WANT THE GOM TO SUPPORT THE GOS\'S EFFORTS TO RETAIN KOSOVO, THEY 
HAVE NOT EMPLOYED SUCH SHARP RHETORIC, AGAINST EITHER THE GOM OR 
USG. 

BARNES 
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THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. (U) Summary: Nigerian Vice President Goodluck Jonathan 
met with representatives of lead donor agencies on June 27 to 
consult with them regarding the Niger Delta. The Vice 
President said that stabilizing the Delta is his top 

priority, but offered little in the way of concrete plans or 
programs. While stressing their commitment to Delta 
development, the donors insisted that their comparative 
advantage was not to bring financial resources but rather to 
give technical advice and other support in order to help the 
states and national government better utilize existing 
resources. USAID Mission Director highlighted existing U.S. 
assistance efforts in the Delta and encouraged the GON to 
increase transparency in its development programs to build 
citizen confidence. Dr. Jonathan promised that the dialogue 
between the GON and donors will continue in coming months and 
mentioned the possibility of convening an Ambassadorial 
meeting on the Niger Delta in early July. End Summary. 


2. (U) Vice President Goodluck Jonathan invited the main 
donor agencies to a June 27 meeting on development in the 
Niger Delta. He described the meeting as an attempt to 
\"engage key donor partners on the Delta." The country 
directors of USAID, DFID, the World Bank, and UNDP all 
attended the meeting. The Vice President was accompanied by 
one of his special assistants, Akachukwu Nwankpo. Dr. 
Jonathan said that stabilizing the Delta is his top priority. 

He indicated that his intention is to talk to criminal 

elements in the Delta and ask them to put down their weapons 
and work with government to improve conditions in the region. 
The Vice President asked the donors to continue assisting 
the GON to develop the region, and he stressed the importance 
of employment creation as a way to draw young men out of 
militancy. He noted, however, that it would be very 

difficult to create sufficient jobs in the short term. The 

Vice President believes that in the long term, most militants 
would respond to job opportunities, but he acknowledged that 
the few remaining hard core militants would have to be dealt 
with by the security services. The administration also noted 
the need for additional road contruction in the region, to 
reduce the number of remote, unreachable areas cut off from 
both economic opportunities and the security services. 
Though he admitted that the GON and the state governments 
have a great deal of money at their disposal for development 
projects, Jonathan told the donors that even this money is 

not enough to fund the development needs of the Niger Delta 
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region, and he asked the donors to continue to fund projects 
in the region. 


3. (U) USAID Acting Mission Director focused her remarks on 
continuing and strengthening existing structures, such as the 
Gulf of Guinea Energy Security Process, public-private 
partnerships to generate employment, and USAID\'s ongoing 
partnership with Bayelsa state government. She emphasized 
the need to determine one common framework for sustainable 
development in the Delta, rather than different arrangements 
with each of the states in the region. The acting Mission 
Director also asked the Vice President to consider increasing 
transparency of both state and NDDC resources as a way to 
build the confidence of the region\'s citizens. She suggested 
that existing USAID programs in the Delta focusing on 
agriculture, finance sector reform, governance/civil society, 
and job training can help to build capacity at the state 

level. 


4. (SBU) All the donor agencies stressed that their 
comparative advantage is not to bring additional financial 
resources to the Delta, but rather to give technical advice 

and other support in order to help the states and national 
government better utilize existing resources for development. 
The Vice President was insistent that the funds held by the 
states and the Niger Delta Development Corporation (NDDC) are 
not enough to achieve major projects like road construction, 
electricity generation, water treatment, and purchase of 

marine vessels. The World Bank said that they would consider 
providing credit for such activities if the current 

administration asked them to do so. USAID and the other 
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donors stood firm that they could not bring additional 
financial resources to the Delta at this time. 


5. (SBU) Though the meeting offered little in the way of 
concrete new plans or programs by the GON to address Niger 
Delta development, the donors were pleased to see that the 
Vice President is dedicated to addressing problems in the 
region. Both the government and the donors agree on the need 
for employment generation in the region, despite diverging 
views on whether additional donor money is needed for the 
Delta at this time. Dr. Jonathan promised that this dialogue 
would continue regularly in future and he mentioned that an 
Ambassadorial meeting on the Delta could be convened in early 
July. 

CAMPBELL 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, PKPO, UNSC, RW 
SUBJECT: RWANDAN CONTRIBUTION TO HYBRID OPERATION IN DARFUR 


REF: KIGALI 555 


(SBU) Rwanda has three battalions participating in the AMIS 
peacekeeping mission. As noted in reftel, the GOR expressed 
strong support for the transfer of two battalions to the UN 

Heavy Support Package. The GOR stands ready to contribute a 
fourth battalion to the peacekeeping operations, although it 
continues to express reservations regarding logistical 

support and reimbursement for AMIS expenses. 

ARIETTI 
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E.O. 12958: N/A 

TAGS: ETRD, PHUM, PREL, RW 

SUBJECT: GOR ON GACACA, LEGAL CASES INVOLVING FRANCE, EAST 
AFRICAN COMMUNITY, REFUGEES 


REF: A. KIGALI 599 
B. KIGALI 547 


1. (U) Summary. The GOR briefed the diplomatic community on 
June 28, announcing several initiatives to alleviate crowded 
prison conditions, hailing Rwanda\'s entry into the East 

African Community (EAC), noting efforts to secure return of a 
genocide suspect from France, and denying reports of 

recruiting in refugee camps in Rwanda. End summary. 


2. (U) Justice Minister Tharcisse Karugarama announced 
that, to alleviate crowding in Rwanda\'s prisons, henceforward 
all persons convicted by gacaca courts would serve their TIG 
(community service) and suspended portions of their sentences 
first (as previewed in reftel A). \"No one with any form of 

TIG or suspended punishment will be heading for prison,\" he 
said. Further, he said, the GOR would conduct new releases of 
genocide suspects in September and December of this year. 
\"We will reduce the size of the prison population.\" He gave 
no estimates of the size of the intended releases. 


3. (U) The Minister also reviewed the status of Rwanda\'s 
attempts to secure custody of genocide suspect Isaac Kamali, 
denied entry into the U.S, and arrested upon his return to 
Paris. The Minister stated that the GOR was \"sending the 
case file to France,\" with the hope that either France would 
either extradite the suspect or prosecute him there. \"We are 
following events closely,\" he said. He declined to speculate 
on how working with the French government might improve 
relations between the two nations. 


4. (U) Karugarama then addressed the GOR\'s attempts to 
litigate before the International Court of Justice the French 
judge Brugiere\'s issuance of arrest warrants for nine senior 
Rwandan officials. \"France has yet to respond to our 
application,\" said. \"They have never answered our 
complaint.\" (Note: the ICG specifically commented, upon 
receipt of the GOR application to the court, that 

jurisdiction was voluntary, and France must agree to the case 
being heard before the court). 
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5. (U) Foreign Affairs Minister of State Rosemary Museminali 
made general remarks on Rwanda\'s formal entry into the East 
African Community, noting that the GOR would deposit its 
instrument of accession on July 2 in Arusha. While several 
other EAC economies were \"more robust,\" Rwanda would find 
both \"challenges and opportunities\" in competition with those 
more developed economies. She sketched out the general 
framework for the EAC member states, passing in negotiated 
stages from a Customs Union to a Common Market to a Monetary 
Union. Along the way, she said, Rwanda would have to 
\"harmonize\" its budget system with other EAC nations, and 
also adopt standard taxation and tariff schemes. On July 10, 
she indicated, the GOR would host a roundtable with the 
Rwandan private sector to discuss the full range of EAC 

issues. 


6. (U) Finally, Local Government Minister of State Nyatani 
issued a press release denying reports of Congolese negative 
forces recruiting from refugee camps in Rwandan. Repeating 
language in the press release, she said such reports were 
\"baseless and without truth.\" In answer to a question from a 
western ambassador, inquiring about reports of recruiting by 

a Congolese NGO associated with General Laurent Nkunda, she 
said any such efforts by the NGO would be \"clandestine.\" 


7. (SBU) Comment. Assuming the new procedures regarding 
gacaca convictions are applied immediately, the rising tide 

of convicts crowding into Rwanda\'s 16 prisons should level 
off -- although it bears noting that gacaca suspects who do 
not confess at some stage of the proceedings do not benefit 
from TIG or suspended sentences, and so will continue to be 
sent to prison. Those inclined to confess will now see even 
greater benefit -- immediate release, with custodial 
sentences to be served at a future date. The nation\'s 
prisons will still be faced with very difficult conditions at 
present levels of occupancy; the September and December 
releases will need to be substantial to secure a real 
reduction in terribly crowded conditions. 


8. (SBU) Comment continued. The Justice MinisterYs calm 
review of both the ICJ case and of the Kamali arrest (which 
entailed no criticism of USG actions) are reflective of his 
professionalism and faith in judicial procedures. Minister 

of State Museminali\'s comments on Rwanda\'s entry into the EAC 
were at once realistic and possessed of optimism -- Rwanda 
would face important challenges, but would benefit from the 

new regional body. Minister of State Nyatani\'s comments were 
less convincing, her flat denials of recruiting belied by 

several documented reports (reftel B). 
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Classified By: Ambassador Eduardo Aguirre for Reasons 1.4 (b) and (d) 


1. (C) Summary. Former Spanish President Jose Maria Aznar 
told the Ambassador on June 28 that he viewed with great 
concern the \"malignant affect" that the Zapatero government\'s 
policies were having on Spain, and he was dismayed to see the 
Spanish nation slowly eroding as more power continued to 
devolve to Catalonia and the Basque region. Aznar confided 

to the Ambassador that if he saw his country descend to 
extremely dire straits, he would consider \"stepping back in,\" 
evidently implying that he would seek to return to leadership 

of the Popular Party. Aznar said that he and the current 
leadership of the Popular Party had been surprised by that 
day\'s announcement by IMF Managing Director Rodrigo Rato that 
he would step down this fall and return to Spain to spend 

more time with his family. On North Africa, Aznar admonished 
the U.S. for its current efforts to work with Morocco to 
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solve the Western Sahara issue and said that this was a \"bad 
idea." The Ambassador expressed condolences for the six 
Spanish soldiers killed recently in Lebanon and said the USG 
hoped the GOS would still fulfill its commitments both in 

that country and in Afghanistan. Aznar replied that Zapatero 
was weak and would cave to political pressure to reduce 
Spain\'s presence. The Ambassador urged that the PP refrain 
from complicating Spanish deployments in Afghanistan and 
Lebanon, given the strategic importance of those missions. 
Aznar replied that the PP had never pressured Zapatero on 
either deployment and would not do so in the future. The 
former President concluded the meeting by giving his views of 
the current situation in Cuba, Mexico, and Colombia. End 
Summary. 


//AZNAR ON RATO\'S RETURN AND THE \"DETERIORATION OF SPAIN\"// 


2.(C) Ambassador and Mrs. Aguirre hosted former Spanish 
President Jose Maria Aznar and his wife Ana Botella to a June 
28 dinner at the residence. President Aznar said that he had 
just come from a meeting at his FAES think tank that was 
attended by current Popular Party (PP) leader Mariano Rajoy 
and most of the PP leadership. Aznar said that he and other 
PP members had been surprised by that day\'s announcement by 
IMF Managing Director Rodrigo Rato that he would step down 
this fall and return to Spain to spend more time with his 

family. (Comment: Rato was Minister of the Economy in 
Aznar\'s government and rumors have circulated in Spain that 
Rato might make a strong running mate for Rajoy in Spain\'s 
national elections next year. Spanish press on June 29 
reported that Rato provided advanced notice of his 

resignation only to Rajoy. End Comment). Aznar said he was 
aware that Rato had become bored with his position at the IMF 
and yearned to return to Spain, and he believes that Rato may 
now assume a leading position in Spain\'s private sector. 


3. (C) Aznar told the Ambassador that Spain was currently in 
the hands of a very bad government whose policies were 
\"malignantly affectingW the fabric of the country. Aznar 

views with great concern the continued devolution of power to 
Catalonia and the Basque region that is \"slowly eroding 
Spain,\" as well as Zapatero\'s insistence on dredging up 
Spain\'s Civil War past. The Ambassador asked Aznar what his 
role would be if, in the former President\'s view, the 

Zapatero government continued to pursue policies deleterious 
to Spain, and Rajoy and the PP failed to gain any ground. 
Aznar responded that, \"if | saw that Spain was really in 
despair, | may have to step back in to national politics.\" 
Aznar said that he could accept a Socialist government in 
Spain, but not this President and not this government. Aznar 
posited that the recently completed regional and local 
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elections had been essentially a draw, and said that it was 
nearly impossible to predict what would happen in national 
elections that must be held by March 2008. Aznar said that 
the PPVs biggest threat was voter apathy, as most Spanish 
citizens are complacently content with their personal 

economic situation, and that only a \"major event\" could shake 
the Spanish out of their lethargy. During the dinner, the 
Ambassador gave Aznar several opportunities to comment on the 
strengths of current PP leader Rajoy, but the President 

offered only lukewarm support for his successor. 


//ADMONITION ON WESTERN SAHARA// 


MADRID 00001287 002.2 OF 002 


4. (C) Aznar told the Ambassador that the U.S. should cease 

its efforts to work with Algeria and Morocco to find a 

solution to the problems in Western Sahara. Aznar stated 

flatly that recent U.S. policy to move closer to Morocco on 

this issue was a \"bad idea.\" The former President\'s opinion 
was that the U.S. would make concessions to Morocco and offer 
assistance, but then Morocco would \"misuse these things.\" 


//LEBANON AND AFGHANISTAN// 


5. (C) The Ambassador expressed condolences for the six 
Spanish soldiers killed on June 24 in Lebanon and said he 
hoped the GOS would still fulfill its commitments both in 

that country and in Afghanistan. The Ambassador said it is 
vital for Spain to maintain a united front on key strategic 
issues such as these. Aznar replied that Zapatero was weak 
and would cave to political pressure to reduce Spain\'s 
presence in overseas deployments. The Ambassador replied 
that much of the political pressure on Zapatero in regards to 
Spanish deployments was in fact coming from the PP itself 
(REFTEL). Aznar denied that the PP had put political 
pressure on Zapatero to reduce Spain\'s commitment to its 
overseas deployments, the PP only wanted Zapatero to better 
explain the nature of the deployments to the Spanish people. 
He said the PP would not pressure the GOS on this in the 
future either. 


LATIN AMERICA// 


6. (C) President Aznar briefly provided the Ambassador with 
his view on select Latin American countries. He said that 
Foreign Minister Moratinos\' April visit to Havana was 
\"predictable,\" as current Spanish leaders are \"sympathetic to 
Castro, Communism, and this type of left-wing government.\" 
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Aznar had just completed a trip to Mexico and believes that 
President Calderon is doing a \"credible job.\" Aznar said 
Calderon admitted to having completely misjudged the depth 
and breadth of corruption in Mexico and that the pervasive 
influence of narcotics in the country was beyond 
comprehension. Turning to Colombia, Aznar said that 
President Uribe needs U.S. assistance and that recent U.S. 
Congressional actions to alter assistance to that country 
would do long-term damage to both U.S. and Colombian 
interests. 


7.(C) Comment. Aznar\'s lack of enthusiasm for his 
hand-picked successor, Rajoy, was noteworthy. Aznar never 
really left Spanish politics, but a public decision to resume 

a political career would likely reignite the pitched battle 
generated by the nature of the PP\'s loss following the March 
11, 2004 terrorist attacks. Aznar clearly is troubled by 

what he believes is happening in Spain and may have doubts 
that Rajoy is the man to return the PP to power. Although 
Rajoy and the current PP leadership trumpeted the results of 
regional elections, Aznar believes that it was a draw. The 
PP is confident heading into national elections, but a 

positive outcome is far from assured. If Rajoy cannot return 
his party to national power, individuals such as Rodrigo 

Rato, Madrid Mayor Alberto Ruiz-Gallardon, and perhaps former 
President Aznar may be waiting in the wings. 
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Classified By: Economic Counselor Andrew N. Bowen for Reason 1.4 (D) 


1. (C) SUMMARY: Chevron claims the final deal to migrate the 
Hamaca strategic association to a joint venture was a good 
one from its perspective. The projects area was not reduced 
and Chevron personnel will occupy key posts in the new joint 
venture. In addition, all investment decisions require 100% 
board approval and a 25 year business plan is in place. 
Chevron is concerned that a vacuum in the Venezuelan 
hydrocarbon sector will be filled by Russian and Chinese 
companies. ExxonMobil (XM) will have all of its staff out of 
Venezuela by September. CNPC confirmed that it did not reach 
a deal with the BRV over migrating Sinovensa to a new joint 
venture. 


2. (C) Chevron Latin America president Ali Moshiri (strictly 
protect throughout) met with the Ambassador on June 28 at 
Moshiri\'s request to discuss the terms of the migration of 

the Hamaca strategic association to a PDVSA-controlled joint 
venture (Reftel A). Moshiri began the meeting by stating 
Chevron decided to stay because \"it didn\'t want to lose 
barrels.\" When asked by the Ambassador how the departure of 
XM and ConocoPhillips (CP) would affect Chevron, Moshiri 
replied that Chevron was concerned that the Russians, 
Chinese, and Iranians would fill the vacuum created by their 
departure. He noted the strategic association upgraders were 
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complicated but that the state oil companies could run them, 
albeit in an inefficient manner. He added Chevron was not 
going to let a place with so much oil exist without a U.S. 
flagged oil company. Moshiri noted later in the conversation 
that Chevron\'s 30% equity stake in the new joint venture was 
a \"lot of profit.\" He also pointed out that 125 to 130,000 
barrel a day production was hard to come by anywhere else in 
the world. 


3. (C) Moshiri said the BRV has been consistent throughout 
the migration process. It did not want to have three U.S. 

oil companies in Venezuela, only one. He stated the real 
issue in the migration process was ownership of equity rather 
than supply. The issue for Chevron was security of access to 
resources. (COMMENT: To his credit, Moshiri told us in 2005 
that he believed the BRV only wanted one or two American oil 
companies in Venezuela (Reftel B). We noted at the time that 
Moshiri was positioning Chevron to be one of the remaining 
companies. Former PDVSA board member Jose Toro Hardy agreed 
with Moshiri\'s analysis at the time. END COMMENT) 


4. (C) Moshiri claimed Chevron received \"fantastic\" terms 
for the migration of the Hamaca strategic association to a 
PDVSA-controlled joint venture. He claimed the area for the 
joint venture was the same. He said Chevron had the right to 
blend crude and that the marketing of the crude was \"under 
control." He added Chevron just kept what it had and \"could 
have had more\". 


5. (C) When the Ambassador queried him about the joint 
venture\'s governance structure, Moshiri replied that all of 
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the jobs in the new joint venture were allocated. The joint 
venture\'s general manager of operations will be a Chevron 
employee and he \"will run the show.\" He noted Chevron built 
the Hamaca upgrader and that it would run things but could 

not say so openly. Moshiri also made a point of stating a 
Chevron employee would handle the joint venture\'s finances as 
is the case in the Petroboscan joint venture. He later added 
that Chevron made sure the deal included a transportation 
agreement that would allow Chevron to know where the crude 
was being marketed. 


6. (C) When asked about the governance structure and future 
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investment in the joint venture, Moshiri said all investment 
decisions would require 100% board approval. He also stated 
Chevron clearly told the BRV that if its share in the joint 
venture fell below a certain level of equity, it would leave. 

In addition, a 25 year business plan is in place. Moshiri 
claimed the joint venture could not deviate from the business 
plan. According to Moshiri, the plan calls for a flat rate 
of recovery. When asked about BRV claims that recovery rates 
at the four Faja projects would be increased to 20%, Moshiri 
replied that the Hamaca business plan does not call for steam 
injection or an increased recovery rate. He also claimed the 
BRV was not looking over Chevron\'s shoulder due to the fact 
that it had a full plate and was unsophisticated. He claimed 
President Chavez thought the entire migration process was 
completed on May 1 when PDVSA took over operational control 
of the strategic associations. He said that as long as 
Chevron kept its equity, it would have no reason to leave 
Venezuela. 


7. (C) The Ambassador then asked Moshiri for his views on 

the medium to long-term viability of PDVSA. Moshiri replied 

that there were two basic parts to PDVSA: the first carries 

out PDVSA\'s operations and the second handles relations with 
the private sector via joint ventures. Moshiri stated 

PDVSA\'s operating entity, headed by PDVSA vice president Luis 
Vierma, was collapsing. Moshiri noted that Chevron was 

better off after the migration of its Boscan field to a joint 

venture because under the operating service agreement Chevron 
had to deal with the operating wing of PDVSA since it was 
basically a contractor. After the Hamaca migration, Chevron 

will only deal with CVP, the PDVSA entity that deals with 
international and state owned oil companies that invest in 
Venezuela. 


8. (C) Despite his belief that PDVSA\'s own operations will 
eventually collapse, Moshiri said he does not believe the 
joint ventures would fail. He said there would be five major 
joint ventures in Venezuela: the four created from the 
strategic associations and Petroboscan. Since the joint 
ventures are equity companies, the partners would not have to 
invest anything in them. The joint ventures would sell oil 
and pay dividends to the partners. The partners would not 
have to put in more capital and if the joint ventures had a 
shortfall, they would have to take out loans. Moshiri also 
pointed out that Chevron\'s stake in the joint ventures was 
relatively small. 
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9. (C) Moshiri stated the next step in the formation of the 
joint ventures was approval by the National Assembly. He 
thought approval would come between July 26 and August 26. 
Following approval by the National Assembly, a presidential 
decree will be issued. Moshiri thought it would take an 
additional two months for the decree. 
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10. (C) Moshiri stated he believes production in the Faja 
over the next two years will not decrease significantly in 
quantity but perhaps in quality. He thought production would 
decrease by 10% in volume terms due to inefficiency but by 
25% in terms of value. For example, he stated Hamaca 
currently produces 26 API oil but that its API could fall to 

22 if it did not reprocess crude but merely sold it on the 

open market. He said the upgraders could become blending 
facilities in the future. 


11. (C) Moshiri ended the meeting by expressing concern once 
again about the vacuum caused by the departure of XM and CP. 
PDVSA currently has a 100% stake in Petrozuata, a 72% stake 
in Cerro Negro, and a 70% stake in Hamaca. It has publicly 
stated all along that it only wanted a 60% stake in the joint 
ventures. PDVSA does not have the human capital and 
technology needed for the projects. As a result, it may look 

for new investors in the upgraders. Moshiri stated Chevron 

may increase its equity stake in the Faja if it appeared that 

a state oil company was going to take a stake. Chevron does 
not want to be in the position of dealing with two 

governments, the BRV and the government of the state oil 
company. Moshiri noted Chevron would be at a disadvantage to 
a state oil company since the company\'s government could 
package oil investment with other types of economic and 
political deals. Moshiri also stated it was possible that 

smaller U.S. players may take stakes in the upgraders. 


12. (C) COMMENT: We are not as concerned about state oil 
companies filling the vacuum left by CP and XM as Moshiri is. 
As noted in Reftel C, the Chinese have not been particularly 
keen about increasing their investment in Venezuela. As 
discussed in paragraph 14, CNPC failed to sign a conversion 
agreement. We have also seen little sign of any significant 
investment on the part of the Russians or Iranians. Finally, 
we find it hard to believe that any oil company would take a 
stake in Cerro Negro, Petrozuata, or Hamaca if those assets 
were subject to arbitration claims by XM or CP. However, we 
continue to have concerns that PDVSA may attempt to run Cuban 
crude through one or more of the refineries (Reftel D). END 
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COMMENT. 


13. (C) Petroleum Attache (Petatt) met with XM executives on 
June 29 to discuss XM\'s schedule for withdrawal. The 
executives stated XM\'s technical service agreement would end 
on June 30. The 20 XM staff members working in Cerro Negro 
under the agreement have for all intents and purposes already 
been withdrawn. An operations executive stated calls from 
PDVSA requesting assistance declined dramatically after June 
26. However, he said he received a call the evening of June 
28 requesting assistance with batching. According to the 
executives, current production at Cerro Negro is roughly 
80,000 barrels per day with a syncrude production of 
approximately 60,000. Production levels are low due to 
on-going repairs in the upgrader\'s cracker drums. The 

repairs were supposed to have been carried out during the 
upgrader\'s scheduled maintenance but were not carried out in 
time. 


14. (C) XM will have all of its personnel out of Venezuela 

by September 1. XM Venezuela president Tim Cutt departed 
Caracas the morning of June 29. There are currently 8 expat 
employees, 48 Venezuelan employees scheduled for placement 
worldwide, and 24 Venezuelan employees that will be released. 
By the end of July, the numbers will be 2 expats, 20 
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Venezuelans awaiting reassignment, and 19 that will be 
released. The numbers will fall to 1 expat, 2 employees 
awaiting reassignment, and 16 awaiting termination by the end 
of August. Employees in Venezuela will not be involved in 
compensation negotiations but will merely focus on winding up 
XM operations. 


15. (C) As reported in Reftel A, due to Energy Minister 

Ramirez\' convoluted statement, it was not clear if CNPC had 
reached an agreement with the BRV regarding the migration of 
Sinovensa, its former Orimulsion investment, to a joint 

venture. CNPC vice president Jinling Zhang told Petatt on 

June 27 that CNPC had signed a memorandum of understanding 
with PDVSA stating that the parties would continue 

negotiating on the migration. Zhang ended the conversation 

by stating \"If we don\'t like it (PDVSA\'s offer), then we will 
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refuse it\". (COMMENT: The BRV, to a certain extent, has been 
hoisted on its own petard. After spending enormous amounts 
of time and effort advertising the fact that it was seeking a 
special relationship with China and viewed a partnership with 
China as a valuable hedge against the United States, it would 
be highly embarrassing for the BRV if a Chinese state oil 
company publicly exited Venezuela. We believe this point has 
not been lost on CNPC. END COMMENT) 


16. (C) As noted in Reftel A, industry insiders were 

somewhat confused by the nature of Sinopec\'s investment in 
Venezuela. According to a report authored by local analysts, 
Sinopec will be investing in the Posa field, which was part 

of Golfo de Paria Oeste. The BRV apparently split the Posa 
field off from Golfo de Paria Oeste and the field is now know 

by its own name. It is still not clear what decision OPIC 
Karimun, a Taiwanese company, took regarding migration. The 
company held a 6.5% stake in Golfo de Paria Oeste with CP and 
Eni and a 7.5% stake with them in the Golfo de Paria Este 

field. 
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THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) Summary. While not opposed to the objectives of 
the PDG, the GONL is concerned that implementation is moving 
too quickly and that the PDG structure reduces accountability 
while overlapping with existing development organizations and 
efforts. The Dutch would remove their objections, and would 

be open to forward progress at the July 3 DAC meeting, if the 
PDG met five conditions that would increase links to existing 
initiatives and the representation of recipient countries. 

End Summary. 


2. (U) Deputy Chief of Mission delivered on July 2 reftel 

points and non-paper regarding the Partnership for Democratic 
Governance (PDG) to Dutch Ministry of Foreign Affairs 

Officials Aart Jacobi, Director for Human Rights, 

Humanitarian Aid, and Peace Building, and Jan Huesken, Senior 
Policy Advisor, Department of Human Rights and Peacebuilding. 


3. (SBU) The officials noted that while the GONL remained 
supportive of overall U.S. development and PDG principles, 
they had four issues regarding structure and process. First, 

the PDG might reduce a Government\'s accountability to its own 
citizens, and a centralized PDG unit in a \"Northern\" 
organization risked not taking the regional or 

country-specific context into account, Huesken said. Second, 
other organizations such as the Fragile States Group or the 
Development Assistance Committee (DAC) were already engaged 
in state and capacity building, he said, and added that 

forming an additional group could lead to overlap and 
contradicted OECD efforts toward streamlined operations and 
increased efficiency. Third, Huesken said recent efforts to 
institutionalize the PDG had taken the Dutch by \"surprise,\" 

as the GONL had left the April 17 OECD workshop with the 
impression that further discussions and a new proposal would 
be developed first. Lastly, Jacobi questioned the added 

value of the PDG, which would operate in a \"crowded field\" 
already having many initiatives and other players such as the 
UNDP. 


4. (SBU) Jacobi said he understood the PDG was a U.S. 
priority, and that the Dutch did not want to be \"the one 
country to spoil it." He said the Dutch would allow the PDG 
to move forward at the July 3 DAC meeting if the following 
five conditions were met and supported by other countries 
having reservations: 


-- First, that the Advisory Unit be located in the 
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development cluster and report to the Deputy Secretary 
General responsible for development. 

-- Second, that the PDG Steering Group, DAC Development 
Governing Board, and the Steering Group from the Group du 
Sahel form part of the development cluster. This would avoid 
the problems that occurred in 2002 when the Club du Sahel had 
to be incorporated into the development cluster, Jacobi said. 
-- Third, that recipient countries have a voice. This, 

Jacobi said, could be accomplished by either creating an 
Steering Group advisory body of potential client countries, 

or by having client countries represented in the Steering 
Group through organizations the African Union, Organization 
of American States, or UN Economic Commission for Africa. 
-- Fourth, that PDG technical assistance be clarified and 
made consistent with OECD policy on capacity building and the 
DAC\'s recent priority identification exercise. The PDG 
should avoid duplication with GovNet, the Fragile States 
Group, and the Conflict Peace and Development Cooperation 
group. 

-- Fifth, that there should be a well designed exit strategy 

for outsourced technical assistance and that the DAC should 
assure that the exit strategy is followed. 


5. (SBU) Jacobi said the Dutch Ambassador to the OECD would 
have the authority to commit the Netherlands if these 

conditions were met, and had \"some leeway\" to work with minor 
variations. However, large deviation would require the 
Ambassador to report back to The Hague, Jacobi noted. 


6. (SBU) Both Dutch officials questioned why the PDG had to 
be established, and said other organizations or work streams 
could do it or be modified to accomplish the PDG\'s 
objectives. They also questioned the urgency to establish 


the PDG so quickly. 
ARNALL 
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SIPDIS 
SIPDIS 
VISAS VIPER 
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E.O. 12958: N/A 
TAGS: CMGT, CVIS, KHLS, KVPR, ASEC, PTER, PING, LU 
SUBJECT: VISAS VIPER: LUXEMBOURG VIPER REPORT FOR JUNE 2007 


Post convened its monthly Visas Viper Committee meeting on 20 June 
2007. No Visas Viper telegrams were submitted during the reporting 
period of June 2007. The VVC had no new information to report since 
Post\'s last report. 
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Classified By: Ambassador Thomas C. Krajeski for reasons 1.4 (b) and (d 


) 


1. (C) SUMMARY: Yemen\'s oil production, which constitutes 
75 percent of the national budget, continues to decline in 
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2007, with high prices masking the effects of lower 
production. In order to increase production, the ROYG has 
decided to double the number of exploration blocks, will 
launch a fourth international bid for offshore oil blocks in 

the summer, and continues construction of the Yemen Liquefied 
Natural Gas Project (YLNG) as an alternate source of income. 
Tensions between international oil companies and the ROYG 
persist despite a general improvement in relations, as 
demonstrated by the Hunt Oil court case over Ma\'rib Block 18 
and challenges to the \"Yemenization\" of the workforce. END 
SUMMARY 


2. (C) Yemen is a non-OPEC oil producing country, with 
proven reserves of four billion barrels (reftel). In 2007, 

the ROYG designated a total of 97 blocks, 12 of which are 
currently producing with exploration in 40 others. The 

number of producing blocks remains unchanged since 2006, the 
number of exploration blocks has doubled (from 20 to 40), and 
the total number of blocks has increased by 13 (from 84 to 
97). Thabet Ali Abbas, Deputy Chairman of the Petroleum 
Exploration and Production Authority (PEPA), told Econoffs on 
May 29 that the reason for the increase was the resolution of 
border disputes with Eritrea and Oman, representing a 
geographical area of 7,000 square km. 


3. (C) Oil revenue comprises 70 percent of the national 
budget, but production continues to fall. It peaked in 2001 

at 471,000 barrels per day (bpd), was 365,000 bpd in 2006 and 
is 330,000 barrels per day currently. Ahmed Abdullah, 
Chairman of PEPA, attributed the decline to drops in oil 
production in Masila-Hadramawt Block 14 and MarVib Block 18 
(where Hunt Oil was located until its contract was cancelled 

in 2005). Nevertheless, he expected high oil prices, which 
were three times higher in 2007 than in 2002, to compensate 
for the drop in oil production. The Central Bank of Yemen 
confirmed that official oil revenues were higher in 2006 than 

in 2002 despite lower production levels: the value of oil 
exports was USD 1.6 billion dollars in 2002 compared to USD 4 
billion in 2006. Abdullah also predicted new oil discoveries 

will be made during 2008 in Block 10 (operated by the French 
Total Company), Block 9 (operated by the Canadian Cavalley 
Petroluem Company) and Block S2 (operated by the Austrian 
OMV), which would boost oil production by at least 45,000 
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bpd. 


4. (C) Oil company executives are skeptical about PEPA\'s 
optimistic outlook. Canadian Nexen President and General 
Manager Alistair Mooney opined in a June 1 meeting that any 
new discoveries would be minimal and may not offset the 
decline in production, which is a univeral phenonomenon. 
Mooney said that Nexen\'s wells in Block 14 produce 94 percent 
water and only 6 percent oil. He also remarked that Yemen 
currently has 55 exploration wells in the country and that 

\"the real question to ask the ROYG is how many of these 
exploration wells have been drilled?\" 


5. (U) In order to attract international investment to 

boost oil production, on December 9, 2006, PEPA announced its 
decision in the third international bidding round for oil 

blocks. PEPA awarded eight blocks to five international 
companies: 1) Block 19 (in al-Jawf) and Blocks 28 and 57 (in 
Shabwah) to the Indian JSPC Company; 2) Blocks 82 and 83 (in 
Hadramawt) to the Indonesian Medco Energy Company; 3) Block 
17 (in Aden-Abyan) to the British Burren Energy Company; 4) 
Block 29 (in al-Mahrah) to the Austrian OMV Company; and 5) 
Block 84 (in Hadramawt) to the Norwegian DNO Company. 
Economic obervers\' overall opinion of the third bidding round 
was that the process was run transparently, a belief held 

even by companies that failed to win a concession. 
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6. (U) Abbas told Econoffs that the ROYG awarded Block 4 

(in the Shabwa province) and Block 39 (in the Mahra Province 
on the Gulf of Aden near the Oman border) to the Korean 
National Oil Company (KNOC) on May 30. He said that KNOC 
would own a 50 percent share of Block 4 and the ROYG-owned 
Yemen Company for Investment in Oil and Minerals (YICOM) 
would own the remaining share. KNOC would also own a 95 
percent share of Block 39, and YICOM would own the remaining 
5 percent. 


7. (C) Abbas informed Econoffs that PEPA will launch the 
fourth international bidding round for oil blocks in June or 
July 2007, covering at least three new offshore blocks in the 
Red Sea, Gulf of Aden and Socotra. The fourth international 
bidding round is divided into six phases, which would last at 
least six months: 1) Advertising and Receipt of 
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Applications; 2) Pre-Qualification Phase; 3) Accessibility 
Phase of pre-qualified companies to data and information 
about the oil blocks; 4) Distributing standard offering forms 
and draft contracts to the competitors; 5) Reception of bids 
in sealed envelopes; and 6) Advertising competition results. 
Eligibility critirea for companies submitting bids are: 1) 

that they have sufficient technical experience to operate and 
run oil blocks; 2) they have capital of at least USD 50 
million; and 3) they have a good environmental record. 
Decisions on the bid may be announced by the end of 2007. 


YLNG PROJECT ON TRACK, 
DESPITE OBSTACLES 


8. (C) Yemen at present does not produce or export any 
natural gas, but in order to combat lower oil production, the 
ROYG decided to construct the Yemen Liquefied Natural Gas 
Project in partnership with Total. YLNG Deputy General 
Manager Karim Abu Hamad reported on May 21 that construction 
of the project is 55 percent complete and expects gas 
deliveries to begin at the end of 2008 or the beginning of 
2009. Projected LNG deliveries will be 6.7 million tons per 
year, two-thirds of which will be exported to the United 

States. While construction of the 320 km pipeline between 
Balhaf and the Ma\'rib Block 18 gas field is behind schedule, 
Abu Hamad believes that YLNG will be able to pump gas through 
the pipeline by December. He added that construction is 
behind schedule at the upstream gas extraction facilities in 
MaVrib Block 18 because of legal disputes between Hunt Oil 
and the ROYG over 1) ROYG\'s alleged violation of a five-year 
extension agreement with Hunt in 2005; and 2) who should be 
the operator of the upstream facilities-- the ROYG-owned 
Safir Company or the Marib Services Company (which is 
partially owned by Hunt). The Safir Company is the current 
operator. (Reftel B) 


9. (C) Technical problems at the Ma\'rib Block 18 gas field 
persist. In a May 28 meeting with Econoff, Jannah Hunt Oil 
General Manager Michael Graham asserted that the Safir 
Company is cutting corners in its operations at the gas 

field. In Graham\'s opinion, Safir Company does not maintain 
sufficient pressure in extracting gas and oil from the 

ground. Lack of sufficient pressure will cause production to 
plummet. Graham opined that \"we will have to get in there to 
upgrade the gas plant.\" 


10. (C) YLNG Deputy GM Hamad disagreed with Graham\'s 
analysis, arguing that \"the only difference between the Safir 
Company and Hunt Oil is 41 Americans.\" He believed that gas 
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production would be the same under either company, at 
60-70,000 bpd. The root of the problem, according to Hamad, 
is that the Gas Development Agreement Law # 2 of 1997, which 
governs Ma\'rib Block 18, did not foresee the involvement of 
Safir Company. 


11. (C) Regarding the first legal dispute mentioned in 

paragraph 6, Graham claimed that both the ROYG and Hunt Oil 
Company signed a 5-year extension of the production sharing 
agreement (PSA) in 2005, and that the Minister of Oil 

endorsed the agreement. However, the Yemeni Parliament \"did 
not like the agreement and wanted Hunt Oil out of Block 18," 

he said. (Note: All PSAs in Yemen legally require 
Parliamentary approval. End note). The cabinet of then-PM 
Bajammal terminated the new PSA on October 18, 2005 and 
handed Block 18 over to the ROYG-owned Safir Company. Graham 
said that Hunt Oil is suing the ROYG for lost revenues and 

that hearings will take place in September 2007 at the 
International Commercial Court in Paris. He expects Hunt Oil 

to win the lawsuit and that the ROYG may even settle before 
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the court\'s ruling. If the ICC rules in Hunt Oil's favor and 
the ROYG ignores its ruling and exports Block 18 oil, the 
oil/profits could be confiscated at the importing countries\' 
ports and turned over to Hunt Oil, according to Graham. 


12. (C) Despite the ROYG\'s treatment of Hunt, overall 

relations between international oil companies and the ROYG 

are cordial, according to local company representatives. 

Graham said that he generally meets with MOM officials every 
two weeks. Canadian Nexen President Alistair Mooney, who has 
been operating in Yemen since 1992, told Econoff that the 
ROYG is Wa lot more transparent than in the past in its 

dealings with the oil companies,\" especially since Yemen 
expressed its intention to join the Extractive Industries 
Transparency Initiative (EITI) in March 2007. Oil Minister 

Khaled Bahah reassured the CDA in a December 24, 2006 meeting 
that MOM personnel are more fully engaged than in the past 
with oil companies. (Note: The Minister is also a former 
employee of Canadian Nexen (Reftel C). End note) 
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13. (C) Despite these positive developments, basic tensions 
remain. For example, the ROYG requires at least 90 percent 
of the oil companies\' workforce to be Yemeni. Mooney said 
that in May 2007, Canadian Nexen\'s workforce was only 83 
percent Yemeni, due to the challenge of finding skilled 
Yemeni labor. Companies also face pressure to hire family 
members for subcontracts. The Jannah Hunt Oil Contract 
Manager, an Amcit, said that one Yemeni tried to force her to 
hire another Yemeni for a contract and that if he had his 

way, \"she would be replaced by a Yemeni.\" 


14. (C) International experts predict that Yemen will run 

out of oil in 15-to-20 years, a slow decline that is already 
underway. The ROYG has decided to battle this trend on a 
number of fronts: by increasing the number of exploration 
blocks, trying to attract foreign direct investment through 
international bidding rounds on oil blocks, and diversifying 

to natural gas production. The ROYG has made strides in 
becoming more transparent, but more progress needs to be 
made, a fact made plain when the ROYG released its FY 2007 
budget in February, which the media attacked for allegedly 
underreporting oil revenues by 25 million barrels (i.e. USD 
1.36 billion). For \"Yemenization\" to succeed, the ROYG also 
needs to do a better job ensuring that there are enough 
Yemenis who are well-trained to carry out oil exploration and 
production activities. Even with these fixes, there is 

little doubt among observers that the slow decline of the 
Yemeni oil sector is inexorable, barring a major new 
discovery. 
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MCC FOR D NASSIRY AND E BURKE 


E.O. 12958: DECL: 07/02/2017 

TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 

SUBJECT: SRI LANKA: TIGERS ATTEMPT TO ORCHESTRATE MASSIVE 
EXPLOSION 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (C) SUMMARY: On Friday June 29, the Sri Lanka Navy 
seized a truck laden with more than 1,000 kilograms of C4 
explosives in the Panikkar district of Trincomalee. This 

find follows police confiscation on June 1 of a truck 

traveling towards Colombo containing 1,054 kilograms of 
explosives. The police have also successfully detected 
several claymore mines before the Liberation Tigers of Tamil 
Eelam (LTTE) could detonate them in Colombo. Despite these 
successes, the LTTE detonated three claymore mines on June 
29, one in the Northwest district of Mannar, one just south 

of Jaffna and one in Vavuniya. The Government of Sri Lanka 
(GSL) retaliated by bombing Tiger positions at the Omanthai 
checkpoint the same day. In the East, the Sri Lankan Army 
(SLA) reported that it is rooting Tiger cadres out of the 

LTTE\'s last remaining stronghold in Thoppigala. The LTTE 
loss of the East increases the likelihood that they will 

attempt a large scale attack on a high profile military or 
government target in Colombo. END SUMMARY, 


MILITARY SEIZES TRUCKS LOADED WITH EXPLOSIVES 


2. (SBU) On June 29, the Sri Lanka Navy seized a 
refrigerated truck in the Panikkar area of Trincomalee harbor 
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after the Navy received a tip that the truck was loaded with 
more than 1,000 kilograms of C4 explosives. The driver was 
arrested, and the explosives, which were concealed in a 
consignment of fish, were confiscated. On June 1, police in 
Palugashandiya in the central area of Sri Lanka north of 
Colombo stopped a truck with 1,054 kilograms of C4 on its way 
to Colombo. The C4 was packed in 47 boxes and covered with 
coconuts to disguise the truckYs contents. Both men in the 
truck were arrested. 


3. (C) Note: In 1998, the LTTE detonated approximately 50 
kilograms of C4 next to the Central bank, killing 55 people, 
wounding more than 300 others and causing extensive damage to 
the Central Bank building. Although the LTTE\'s specific 

targets are not known, simultaneous detonation of more than 
1,000 kilograms of C4 would have a massive impact, whatever 
the target. End Note. 


4. (SBU) The police have also found smaller stashes of C4 
explosives in the past three weeks. On June 8, police 
recovered a 20 pound claymore mine next to a police barracks 
before the LTTE could detonate it. Likewise, on June 13, a 
civilian tipped police to the existence of a claymore mine 

set to explode on a railroad track in the Colombo suburb of 
Wellawatte. On June 26, police discovered a 20 pound 
claymore mine in the fuel tank of the Killinochchi Provincial 
Commissioner\'s official vehicle, which was in Colombo at the 
time. The Commissioner was arrested along with the two men 
who were caught removing the claymore mine from the fuel tank. 


LTTE SUCCESSFULLY DETONATE SMALLER EXPLOSIONS 


5. (SBU) Despite the military and police forces\' successes 

in stopping LTTE efforts to detonate explosives in Colombo, 
the LTTE continues to successfully set off claymore mines in 
other parts of Sri Lanka. On June 29, the Tigers detonated 
three claymore mines, wounding 11 civilians, including 

several children, as well as at least one soldier. At 
approximately 7:45 a.m. two suspected Tiger cadres dressed in 
civilian clothes detonated a claymore mine in Cheddikulam in 
the northwest district of Mannar, injuring two children and 

three civilians in a passing bus that shielded soldiers on 
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foot patrol next to the bus stop at the time of the 

explosion. Twenty minutes later, at 8:05 approximately 30 
kilometers to the East in Vavuniya, a second claymore mine 
exploded wounding two school children and two women. At the 
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same time, a claymore mine exploded on Chettikulam just south 
of Jaffna, injuring one civilian and one soldier. 


SLA SHELLS OMANTHAI CHECKPOINT 


6. (SBU) In retaliation, at approximately 1:00 p.m. on the 
29th, the Sri Lanka Army began shelling Tiger positions 
around the Omanthai checkpoint on the southern border of the 
Tiger-controlled Vanni with multi-barrel rocket launchers. 

The LTTE did not comment on casualties, but TamilNet reported 
that the Tigers have lodged a complaint with the 

International Committee of the Red Cross (ICRC) because 
shelling the checkpoint violates an agreement between the Sri 
Lanka military, the LTTE and the ICRC that civilians would be 
allowed to cross the Omanthai checkpoint on Mondays, 
Wednesdays and Fridays. 


TIGERS SUFFER DEFEAT IN THOPPIGALA 


7. (C) After months of announcing that the fall of the 
Tigers\' stronghold in Thoppigala (15 kilometers west of 
Batticaloa) was \"imminent,\" the Sri Lanka Army appears to be 
near its goal of rooting Tiger cadres out of Thoppigala, 
capturing large stashes of weapons and vehicles. Although 
media outlets with sources close to the LTTE allege that the 
Tigers made a \"strategic decision\" to focus their military 
efforts in the North and abandon the East, the Tigers 
continued to fight in Thoppigala for months after other 
eastern strongholds were lost. Despite their defeat in the 
East, the LTTE remains capable of disrupting life there with 
claymore mines and other acts of terrorism. 


8. (C) COMMENT: In the face of its losses in the East and 
continuous aerial bombardment in the Vanni, the LTTE seems 
intent on delivering a retaliatory blow to the GSL with an 
explosion of unprecedented size. The GSL\'s vigilance has 
helped stop LTTE shipments of large quantities of explosives, 
but it is hard for any government to prevent all such 
shipments from getting through. All available information 
indicates that the LTTE would attack a government or military 
target or critical infrastructure. But Post will continue to 
monitor the threat level carefully and advise the Department 
of any changes. 
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DEPARTMENT FOR SCA/INS 
MCC FOR D NASSIRY AND E BURKE 


E.O. 12958: DECL: 06/25/2017 
TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 
SUBJECT: IRAN ENDORSES NEW COLOMBO PLAN HEAD 


REF: A. COLOMBO 867 
B. COLOMBO 836 
Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


(C) On July 2, Pakistani High Commissioner to Sri Lanka and 
Colombo Plan President Shahzad Chaudhry telephoned Ambassador 
to inform him that the Government of Iran has withdrawn its 
objection to Malaysian candidate for Colombo Plan Secretary 
General Patricia Chia (ref a). At the Colombo Plan Council 
meeting on June 18, Iranian Ambassador Benham Behrouz chose 
not to endorse Chia, arguing that there was a lack of 
transparency in the selection process. Chaudhry chose to 

delay the official nomination of Chia until Behrouz consulted 
Tehran. Chaudhry will send a letter to Chia today formally 
offering her the job, and she is expected to assume office 
between August 10 and 15. 

BLAKE 
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FOR L/EUR AND EUR/RPM 
E.O. 12958: N/A 
TAGS: OSCE, KTIA 


SUBJECT: OSCE LEGAL PERSONALITY, ROUND 4 - MINOR MOVEMENT; CIO TO 
ANNOUNCE HOW TO PROCEED WITH RUSSIAN CHARTER 


REF: USOSCE 211 


1. (SBU) Summary: At the June 14-15 round, much of the initial 
discussion, as in Round 2, centered on whether the OSCE 
Parliamentary Assembly should be granted privileges and immunities 
(P\'s and I\'s) and if so, what kind. Many states voiced reservations 
against doing so, with Canada, Germany and UK indicating inability 
to agree to P\'s and IVs for the PA. There was some possible 
flexibility in including the PA or PA staff under the definition of 
Persons Performing Tasks for the OSCE, though the PA rep expressed 
reservations. There was renewed discussion on members of field 
operations and whether their P\'s and I\'s should differ from those 
granted to the Secretariat. The UK and others fought strongly for 
the principle that there be no distinction whatsoever. As in past 
rounds, despite considerable discussion on these and other issues, 
there was little discernible progress toward compromise, but rather 
a frustrating sense that the WG was developing more alternative 
language, rather than coming to closure. At the very end of the 
Friday session, the Russian del noted that it had circulated a draft 
charter and asked the Spanish CiO that it be discussed in the 
appropriate forum. It stressed that the GOR would not join 
consensus on the convention without a charter. A representative 
from the CiO said it was currently studying how best to proceed with 
the proposal. The next round is scheduled to take place July 5-6. 
End summary. 
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Article 16 (new) -- Immunities for OSCE PA 


2. (U) At the latest round, chaired by Dutch Ambassador Ida van 
Veldhuizen-Rothenbuecher and by Austrian MFA Legal representative 
Helmut Tichy, Denmark tabled a draft for a new Article 16 that would 
grant P\'s and I\'s to the OSCE Parliamentary Assembly, noting that 
its members were often sent abroad to do work for the OSCE, such as 
election monitoring, and thus needed protection in exercise of these 
functions. UK noted that Article 15 already granted P\'s and I\'s to 
Persons Performing Tasks for the OSCE, which should cover such 
functions as election monitoring, and that the government of Denmark 
also granted specific PYs and I\'s to the OSCE PA, which was 
headquartered in Copenhagen. In light of this, he asked whether it 
was really necessary to grant the PA additional P\'s and I\'s. 

Germany contended that the mandate for the convention did not cover 
the PA. Canada supported the UK\'s position and reiterated that the 
PAs of various international organizations operating in Canada did 

not enjoy such P\'s and I\'s and stated that the headquarters 
agreement with Denmark should offer sufficient protection. 


3. (U) OSCE PA representative Nothelle sharply took issue with these 
views and asserted that the PA was very much a part of the OSCE and 
that the headquarters agreement was not sufficient. Germany said 

its reading was that Article 15 did not cover the PA as this covered 
only \"experts on mission.\" The UK disagreed, saying it covered 
people who were not formally part of the OSCE but who did work for 

it on a short-term basis (such as election monitoring). The real 
question was whether Article 15 failed to address the functional 

needs of the OSCE PA and if so, how they could be addressed. 


4. (U) Dr. Tichy said that if it were decided that Article 15 was 
sufficient, there should be an explicit reference in it to the OSCE 

PA. Germany said P\'s and I\'s should only be granted in those clear 
cases where the members of the PA were going for a specific reason 
and for a specific time; if a PA member decided to go to another 
OSCE State on his own, s/he could in no way be considered an expert 
on mission and should enjoy no P\'s and Ws. Nothelle agreed that in 
such a case, a person would not be covered. Russia said coverage by 
Article 15 would be problematic as those covered would be 
parliamentarians; as such, they represent not only the OSCE but also 
the parliaments of their respective countries. Tichy proposed 
amending Article 1(j) (Definitions) to expand \"Persons Performing 
Tasks for the OSCE\" to include members of the OSCE PA. When the 
text was circulated on Friday, Nothelle sharply objected, saying 

that the language made it sound as if the PA were not a full part of 

the OSCE. Armenia, as it had in previous rounds, agreed and noted 
its strong support for the PA. The Chair noted that this was an 
attempt at compromise given that there was little support for 

Article 16 and asked to discuss the proposed text in July. 
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5. (U) There was discussion on whether to expressly exclude field 
operations staff members from national service, after the UK - 
consistent with its view that there should be no distinctions 
between OSCE officials and field operations staff -- proposed 
inserting language taken from Article 14 (OSCE Officials). After a 
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confused discussion about draft evasion by host state nationals, US 
representative L/EUR Peter Olson noted that the discussion was moot, 
since in para 2, States are not obliged to grant their own nationals 
such P\'s and I\'s. Russia and Armenia were not convinced this was 
enough and pressed for the clause to be kept out. 


6. (U) When discussion resumed on this issue on Friday, the U.S. 
said it was important to compare Article 14 and 14 bis and the P\'s 
and I\'s granted OSCE officials in general and those granted to field 
operations staff. He said that one of the very few cases where 
distinguishing between the P\'s and I\'s afforded OSCE officials and 
those afforded field operations staff was that P\'s and I\'s should be 
granted to members of field operations only in the countries where 
the operation was established and when traveling to other countries 
on official business. Thus someone who was working in Central Asia 
would not be granted immunity from arrest if he were vacationing in 
France, for example. Russia and Canada agreed. The UK, Germany and 
Sweden said, however, that it was important to treat all officials 

the same, whether from the Secretariat in Vienna or the field 
operations, otherwise there would be different levels of protection. 
The UK clarified its position saying that the limits in 14 bis 

should be in 14 as well. Belgium also said some language should be 
added to 14 that would limit its scope. The Chair asked Tichy to 
draft chapeau language to that effect. 


7. (U) The Chair invited Dr. Gerhard Spiegel from the Austrian 

social security administration to discuss various plans, as these 

are mentioned in paras 4, 6-7 of Article 14 (OSCE Officials). He 
recommended that any references be simply kept to exempting OSCE 
officials from payment into the social security system of the host 
country or any other participating State, provided they are covered 

by the social security scheme of the OSCE. Following that, there 

was discussion of tax exemption for OSCE officials. 
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8. (U) Tichy said the proposed language states that a State may 
declare at any time that it will apply the convention provisionally. 
After short discussion, agreement was reached. 


9.(U) Just before the session ended, the Russian del noted that it 
had circulated a draft charter and asked the Spanish CiO that it be 
discussed in the appropriate forum. It stressed that the GOR would 
not support a convention without a charter. It asserted that, as 

the OSCE currently was merely a \"club,\" legally, the GOR could not 
grant legal personality without also specifying the organization\'s 
structures. A representative from the CiO said it was currently 
studying how best to proceed with the proposal and said it would 
announce its decision soon. 


10.(SBU) As in past rounds, despite considerable discussion, there 
was no discernible progress toward compromise, but rather a 
frustrating sense that the WG was proliferating alternative 

language, rather than coming to closure. The formal introduction of 
the Russian charter does not ease the sense that these negotiations 
could be the start of a long road to nowhere. Dutch Chair van 
Veldhuizen-Rothenbuecher told USOSCE on June 18 after the conclusion 
of the fourth round that she acknowledged the WG at this point was 
still drafting new language but that starting in July, she wanted to 

start pressing the group to make compromises. Her goal was to have 
a finished draft by October, in time for consideration by the Madrid 
MC. She also recognized that the Russian position on a charter 
could complicate negotiations on a convention. However, she 
contended that it would be best to not reject the Russian draft 
outright but to play along for now, otherwise it might provoke the 

RF to become obstructionist. Canadian Ambassador Gibson told us 
separately that she also personally believed the draft should not be 
shelved immediately but added that if the RF really wanted to 
negotiate a charter, it should get an MC decision, as was done last 
year for the convention WG. 


11. (SBU) Comment: Many of the missions we have spoken with 
informally would seem to support this go-along position, despite our 
arguments that this could lead to a slippery slope. The real test 

will likely come in the fall, in the run-up to Madrid, when work on 
the convention nears completion and Russia increases pressure on 
other States. End comment. 
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DEPT FOR NP/ECC PVANSON, ACHURCH AND JMCCLELLAN; DEPT FOR EUR/ACE 
DMARTIN; CBP/INA FOR PWARKER; USDOE/NNSA FOR TPERRY; DOC FOR 
PETERSEN-BEARD 


E.O. 12958: N/A 

TAGS: ETTC, MNUC, PARM, PREL, KSTC, KNNP, HR, LO, SI 

SUBJECT: EXBS: CROATIA/SLOVAKIA/SLOVENIA ADVISOR MONTHLY REPORTING 
CABLE - JUNE 2007 


1. SITE ASSESSMENTS AND MEETINGS 
Croatia 


----13 June, Held attended a meeting with the Ministry of Foreign 
Affairs (MFA), Department Head for International Security who 
requested EXBS Advisor support and assistance to their Diplomatic 
Academy Training Program by creating and delivering a presentation 
on Guidelines for Handling License Verification Requests at Foreign 
Posts. The request was accepted and it is anticipated that the 

first presentation will be scheduled for fall 2007. 


----14 June, accompanied the Director for the Office of Export 

Controls Cooperation (ECC) to an Embassy Zagreb-hosted event in his 
honor attended by the primary GOC Ministry representatives 
responsible for export controls. Ministries represented included 
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Foreign Affairs, Economy, Interior and Finance (Customs). During 
this event GOC informally committed to host the International Export 
Control Conference in March 2008. 


----27 June, Met with UNDP Chief Technical Advisor for Small Arms 
Controls as requested to provide guidance and input on subject 
matter content and presentation methodology for a Regional Control 
Measures to Combat Trafficking in Small Arms and Light Weapons 
(SALW) to be held in Zagreb on 28 and 29 June. 


----29 June, Met with the MFA Department Head for International 
Security to review and discuss suggestions to strengthen the final 
draft revision of the Military Arms and Equipment legislation. The 
revision review process is proceeding well and there is a concerted 
effort by the GOC to have the latest legal revision, review and 
adoption complete by the end of the year. 


2. TRAINING CONDUCTED DURING REPORTING PERIOD 
None 

3. EQUIPMENT DONATIONS 

Slovakia 


----28 June, Met with officials from the Ministry of Finance, 

Customs Directorate to present two Ludlum 192 handheld detectors, 
donated by the Department of Energy and 85 Gerber tool kits, donated 
by the Department of Homeland Security (CBP). 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, KCRM, AE, SU, BG, MR, PK 

SUBJECT: PAKISTANI RESPONSE TO CAMEL JOCKEY CONFERENCE IN 
UAE, JUNE 26-27 


REF: STATE 86406 


1. SUMMARY: Poloff met with Khizar Hayat Khan, Joint 
Secretary at the Ministry of Interior, a GOP participant at 


SIPDIS 

the UAE-hosted Camel Jockey conference in Abu Dhabi, June 
26-27. Khan is preparing a longer analysis of the GOP\'s 
expectations from the bilateral MOU for his Minister and 
promised to share it with us later this week. Currently, 
however, the GOP seems quite satisfied with the proposals and 
framework developed with the UAE regarding 
compensation/rehabilitation of the Pakistani children freed 

from servitude as camel jockeys in the UAE. Response to 
specific questions detailed in reftel follow. END SUMMARY. 


2.a) Does your government expect all former child camel 
jockeys to use the compensation process established by the 
MOU? Yes, but the GOP foresees a process that involves 
rehabilitation as well as compensation -- something with a 
longer-term impact on the child, the family and even the 
community. 


b) If a former child camel jockey does not pursue 
compensation through the MOU claims process, does the MOU 
permit the child or his parents instead to seek compensation 

in your country\'s courts? In the courts of the UAE? In the 
courts of third countries, including the United States? The 
GOP will allow those who do not wish to pursue compensation 
under the MOU to appeal directly to the Secretary of the 
Ministry of Interior for relief. Failing that, they may 

register a case in the Pakistani court system. 


c) If a former child camel jockey requests but is denied 
compensation through the MOU claims process, does the MOU 
permit the child or his parents then to seek compensation in 
your country\'s courts? In the courts of the UAE? In the 

courts of third countries, including the United States? The 
same process as above will prevail, appeal to the Secretary 

of the Ministry, then registration of a court case in 

Pakistan. 


d) If a former child camel jockey requests and receives 
compensation that he or his parents believe is inadequate, 
does the MOU permit the child or his parents then to seek 
additional compensation in your country\'s courts? In the 


Column 3 

courts of the UAE? In courts of third countries, including 

the United States? Same process -- appeal to the Secretary of 
the Ministry, followed by a court case in Pakistan. 


e) If the claims facility does not in fact operate in 

accordance with the MOU, will court actions that would 
otherwise be barred by the MOU become permissible? Yes, if 
the facility fails to operate as envisioned in the MOU, the 
government of Pakistan reserves the option of initiating 

court action (on behalf of the children) against the UAE in 
Pakistani courts or at an international forum. 


f) What steps is your government taking to ensure that the 
child camel jockeys (and their parents) are aware of the 
claims process and to facilitate the filing of claims? In 
addition to media (radio, television and print) campaigns, 

the GOP will request local religious and social leaders in 

the affected areas to strongly promote the process. The GOP 
will create mobile teams to visit the areas where the camel 
jockeys were recruited to explain the claims process and help 
process claims. The GOP already has a list of several 
hundred child jockeys repatriated from the UAE in the past 
few years, so they know the general magnitude of the problem 
at hand. 


g) Would a lawsuit in the United States seeking compensation 
for former child camel jockeys have any impact on the 
implementation of the claims facility or of the UAE-UNICEF 
program in your country? It would be difficult to say at 
present. Such a move could complicate the MOU process and 
may slow down the compensation/rehabilitation process. 
PATTERSON 
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E.O. 12958: DECL: 06/29/2017 

TAGS: PGOV, PREL, IZ 

SUBJECT: KURDS STILL STANDING BY MALIKI GOVERNMENT - FOR NOW 


REF: BAGHDAD 2115 


Column 3 


Classified By: Deputy Political Counselor Charles O. Blaha, reasons 1.4 
(b) and (d) 


1. (C) SUMMARY: Former Prime Minister Ibrahim Ja\fari is 

trying to cultivate support and position himself as an 

alternative to Prime Minister Maliki. He claims to have 

assembled an informal group that has backing from some Shi,a 

and Kurdish Council of Representatives (CoR) members. The 
extent of this group,s support is hard to ascertain. While 

one Kurdish CoR member claims some Kurdish CoR members favor 
Ja\'fari, neither Kurdish leaders nor the rank-and-file 

currently favor Maliki\'s removal - until there is a plan that 

can succeed. END SUMMARY. 


Former PM Ja\‘fari Makes His Pitch 


2. (C) Ina June 25 meeting with Meghan O,Sullivan, Former 
Prime Minister Ja,fari claimed that Council of 

Representatives (CoR) members from the Dawa Party, Tawafuq 
Front, Fadhila, along Sadrist bloc and the Kurdish Alliance 
members, had created a new political \"alliance\" and hoped to 
form a new government. Ja,fari cited the current 

government,s sectarian make-up as a major obstacle to 
efficiency and said the new group would only appoint 
\"technocrats\" to the cabinet. Ja,fari claimed 40-60 CoR 
members meet \"every other Tuesday\" to discuss a single policy 
theme, but deflected direct questions about the group,s 
leadership. He provided O,Sullivan with an English-language 
version of the alliance,s program entitled \"Rescue of lraq\" 
which calls for removing the Maliki government through a 
no-confidence vote in the CoR. O,Sullivan strongly 

reiterated U.S. support for Prime Minister Maliki and 
underscored how damaging delays attendant on any change of 
government would be for Iraq. 


Kurdish CoR Member Claims a Political Alliance Led by Ja\‘fari 


3. (C) On June 27, Kurdish CoR member Abdullah Saleh said 
that members of the Kurdish Alliance, with Dawa and ISCI 
elements, had been meeting for \"several months\" and named 
Ja\fari as the group,s leader. Saleh said Ja,fari was a 

natural choice because his leadership style was more 
inclusive, and because he had more pan-Arab credentials than 
the current PM. Saleh claimed the new alliance already had 
enough members to form a majority in the CoR. Asked about 
overall Kurdish support for the Ja,fari group, he answered 

that his association was \"personal\" and admitted that this 

did not have buy-in from top Kurdish leadership. 
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4. (C) Saleh expounded on Ja\'fari\'s comments on the make-up 
of the new government, saying that when it was formed, the 
alliance would give the Arab Sunnis 20 percent of the 
ministerial positions. Using the phrase \"they are either 

with us or against us,\" he added these positions would not go 
to Sunnis in Baghdad, but to Sunnis who were working against 
al Qaeda in the provinces and had proven that they had real 
influence with the people. The alliance would present their 
program to these tribal leaders and if the leaders accepted 

the program they would be asked to join the government. 
Saleh said sectarian divisions were paralyzing the current 
government, with disastrous consequences for the country. 


Ja\fari Group Reaching Out to Sadrists 


5. (C) Saleh told PolOffs he would travel as part of a 

Kurdish group on June 28 to Najaf to engage with Muqtada al 
Sadr on linking a timetable for the withdrawal of coalition 
forces from Iraq with the progress of the Iraqi Security 
Forces (ISF). According to Saleh, as the ISF reach certain 
benchmarks for numbers trained and demonstrate their 
competence and effectiveness, Coalition Forces would rotate 
to support roles and eventually rotate out of the country. 


6. (C) Saleh said Sadr was the \"most important\" political 
player in Iraq and could be a constructive force if 

\"approached properly\" (NOTE: Saleh has known Sadr since he 
was a child and was a friend of both his father and his 

uncle. END NOTE.) Although Saleh initially denied the plan 

to change the government would be on the agenda, he said he 
would raise several of the group,s ideas, including 

peshmerga protection of the Samarra,s Golden Mosque, which 
he thought might placate Sadr and perhaps \"bring him along.\" 
Saleh underscored that he was not traveling as the 
representative of the Kurdish leadership. 


Currently Little Kurdish Support for JaVfari 
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7. (C) Despite Saleh\'s position, other Kurdish CoR contacts 
said that neither senior Kurdish leadership nor rank-and-file 
Kurdish Alliance members support removing the Prime Minister, 
nor did they think Ja\'fari would be the right person to 

replace him. Some suggested this position might change, 
particularly if the Prime Minister,s Da\'wa party began 
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calling for Maliki,s removal, but underscored any support 

for changing the government would come at a price, probably 
involving Article 140. Others dismissed the movement as 
merely the Baghdad manifestation of the struggle for 

political power in the southern part of Iraq between Sadrists 
and Abdul Aziz al Hakim,s ISCI. 


8. (C) Respected Kurdish independent Mahmoud Othman told 
Poloff June 28 that the Kurdish leadership would not openly 
back a plan that replaced the Maliki government -- until it 

was clear it could succeed. He observed that, while the PM 

is weak and ineffective (as was the rest of the government), 
finding a candidate to replace him would be very difficult. 

He did say that plans were in the works to replace all of the 
ministers with those that were competent and could work 
together - not those that simply fill a party quota - and to 

shrink the number of ministers to 20. 


9. (C) Othman also condemned the Group of Four\'s (KDP, PUK, 
ISCI, Da\'wa) efforts to form a moderate front and former 

Prime Minister Allawi\'s efforts to form an opposition front 

with the Sunnis, saying that this was exactly the wrong thing 

to do to encourage reconciliation. Two opposing sides were 
forming instead of working together to break down sectarian 
barriers, and nothing good would come of it, he said. 


Da\'wa-ISCI Push Back Against Ja\'fari, Hatch their Own Plots 


10. (C) Othman pointed out that Da\'wa and ISCI had formed a 
strategic council without Ja\'fari (reftel) consisting of 

senior members of both parties to facilitate cooperation and 
(he claimed) to stave off Ja\'fari\'s attempts to regain the 
position of prime minister. Maliki, Ali Adeeb and two others 
would represent Da\'wa, while VP Adel Abdel Mehdi, Humam 
Hammudi and two others would represent ISCI. 


Comment 


11. (C) Saleh took care not to suggest senior Kurdish 

support for Ja\‘fari\'s group or for Maliki\'s removal, but 

Kurdish leaders are aware of Saleh\'s involvement and have not 
forbidden his participation. Over the last few months, 

Kurdish CoR members have consistently asked about continued 
U.S. support for the Maliki government. 

CROCKER 
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USNATO (BDEWALT AND JOPPENHEIM), SHAPE (JSHIVNEN AND 
CHARTFORD), EUR/RPM (RCARLAND), EUR/NCE (AHENDERSON); 


E.O. 12958: DECL: 06/28/2017 
TAGS: MOPS, PGOV, PINR, IZ, SI 
SUBJECT: KEEPING SLOVENIA IN IRAQ: HELP NEEDED 


REF: A. LJUBLJANA 418 
B. LJUBLJANA 285 
1. (U) This is an action request. Please see paragraph 9. 


2. (C) Summary. Slovenia\'s active support for coalition 
efforts in Iraq could terminate after only eighteen months. 
With its commitment of four troops halved to two by the 
reduction of billets at NTM-I earlier this year and the two 
remaining trainers scheduled to return home in August, it is 
critical that the GOS be pushed from all sides to continue to 
participate at NTM-I. While information on current open 
billets at NTM-I is available to Slovenian officials, there 

is little movement within the Slovenian government to pursue 
further contributions. Without strong encouragement from 
U.S. and NATO officials and a renewed effort to help Slovenia 
find a way to match up its potential contributions with 
SHAPE/NTM-IVs current needs, it is likely Slovenian 
involvement in NTM-I will conclude in August. End Summary. 


3. (U) In February, Slovenia\'s contribution to NTM-I was 
halved by normal force reductions, leaving just two trainers 
in Iraq. The two Slovenes currently at NTM-I are scheduled 
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to return to Slovenia in August. Though senior GOS officials 
continue to say they support efforts in Iraq, media reports 
quoted Slovenian Armed Forces spokesman Simon Korez in mid 
May saying the two soldiers currently in Iraq will not be 

replaced when they depart. 


4. (C) With information from USNATO\'s helpful response to 

reftel B and subsequent emails, COM, DCM, DATT, and PolMilOff 
reached out to leadership and working level staffers at the 
Ministry of Foreign Affairs (MFA) and Ministry of Defense 

(MOD) over the past two months to encourage the Government of 
Slovenia (GOS) to maintain its current presence in Iraq and 
continue to look for substantive ways to contribute to 

coalition efforts. At lunch with Prime Minister Janez Jansa 

June 14 (reftel A), COM again brought up the topic of 

Slovenia\'s commitment to Iraq, and the Prime Minister again 
stated Slovenia\'s willingness to stay in the fight so long as 

the training profile remained the same and would not require 
renewed parliamentary approval. MFA Security Policy 
Department Head Stanislav Vidovic, however, told DCM June 18 
that while the GOS interagency generally supported Slovenian 
involvement in NTM-I, there was no real champion within the 
government pushing this policy forward to ensure continued 
participation. 


5. (C) In a June 27 call to Bozo Cerar, Slovenia\'s PermRep at 
NATO and the former Deputy Minister of Foreign Affairs, Cerar 
confirmed to COM that there was a \"misunderstanding\" a few 
weeks ago regarding talk within the GOS of not participating 

in NTM-I after the two currently deployed trainers return in 
August. Cerar told COM that over the past few weeks he has 
spoken with Foreign Minister Dimitrij Rupel, Defense Minister 
Karl Erjavec, and Chief of Defense Albin Gutman on the topic 
and that now there is \"general agreement that the mission (in 
Iraq) should not come to an end.\" 


6. (C) Cerar told COM that the deadline for determining how 
Slovenia can participate in NTM-I beyond August is July 15 
and thus, time is short. Saying that \"where there\'s a will 
there\'s a way,\" Cerar asserted that he wants to see continued 
participation, and echoing Prime Minister Jansa\'s comments a 
week earlier, outlined two key restrictions on Slovenian 
involvement: (1) the profile of the troops needs to be as 
trainers at NTM-I\'s Al Rustamiya Base outside of Baghdad, and 
(2) NTM-I should request trainers in competencies the 
Slovenes have. Any other profile or location for training 

would likely require new approval by Parliament, a 
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politically undesirable and potentially unfeasible process 


7. (C) To energize the Slovenian interagency debate, DATT has 
emphasized to the MODVs Defense Policy Director that the U.S. 
hopes to see Slovenia\'s continued participation. DATT has 

also encouraged the MOD to prod Slovenian representatives at 
SHAPE and NATO to take the initiative and look for a way to 
extend Slovenia\'s presence. COM will continue to engage the 
GOS at senior levels, including CHOD Gutman and MOD Erjavec, 
over the next few weeks to reinforce this message. 


8. (C) Slovenia\'s involvement thus far in Iraq is the 

textbook example of the \"quality over quantity\" contributions 
that many of the smaller members of NATO can offer to 
missions like NTM-I. Its soldiers are generally well 

trained, highly competent, and speak excellent English. 

Their successful contributions to NTM-I thus far have been 
featured on local television and are to helping educate the 
local population about the responsibilities of NATO 
membership. As other countries were pulling out of the 
coalition in early 2006, Slovenia\'s leadership made the 
politically brave decision to send Slovenes in. Perhaps most 
importantly, keeping Slovenia involved in the mission in Iraq 
will be of symbolic importance as Slovenia becomes the first 
EU newcomer to take over the EU Presidency from January to 
June 2008. GOS preparations for the EU Presidency are just 
one part of Slovenia\'s rapidly expanding international role. 
Earlier this year Slovenia sent over 600 soldiers to KFOR in 
Kosovo -- its largest international deployment since 
independence -- and Slovenes are also represented in 
peacekeeping operations in Afghanistan, Bosnia, Iraq, 
Lebanon, and elsewhere. If the coalition hopes to continue 
Slovenia\'s support for NTM-I, NATO and SHAPE may need to give 
the GOS some attention in Brussels (particularly on technical 
details) to supplement our efforts here. We (NATO and SHAPE) 
will have to offer a proposal for its continued participation 

that will require Slovenia to react positively or negatively. 


9. (C) Action Request. To bolster our efforts, we request 

that USNATO and US representatives at SHAPE reach out again 
to their Slovenian colleagues to ensure they are considering 

all possible options for continued involvement in the NTM-I 
mission. We will do the same here. While the Slovenes have 
seen the open billets and know what NTM-I\'s basic needs are, 

it is clear they need to hear specifically and directly from 

SHAPE which jobs they could fill. If asked to fill specific 

jobs that meet the parameters outlined above, we believe the 
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GOS will be more inclined to renew its support of the 
mission. As NTM-I continues to evolve, new opportunities for 
the Slovenes may also be possible. In particular, Slovenia\'s 
experience in military police actions could be of some use to 
the planned ltalian-led Gendarmerie force training programs. 


10. (C) Comment. There is political value in keeping Slovenia 
in Iraq and we will push hard for the Slovenes to continue to 
contribute. As MFA officials have said, and others have now 
confirmed, there is support for continued engagement in Iraq 
but not a champion within the Slovenian government to assure 
that continued deployments to NTM-I happen. The Slovenian 
Ambassador to NATO is close to the Prime Minister and should 
ultimately understand the importance of Slovenia\'s continuing 
involvement at NTM-I. Without USG pressure and support on 
how it can find a way to contribute that meets NTM-I\s needs 
and the GOS\'s expertise, there remains the real possibility 
Slovenian involvement in NTM-I will conclude in August. End 
Comment. 

ROBERTSON 
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DEPT FOR EUR/CARC, EUR/RPM, PM, S/CT, ISN, NEA; OSD PLEASE 
PASS TO DASD FATA, TONY ALDWELL, AND JON CHICKY 


E.O. 12958: DECL: 06/28/2017 

TAGS: PGOV, PREL, AJ 

SUBJECT: SCENESETTER FOR THE U.S.-AZERBAIJANI JULY 9-10 
SECURITY DIALOGUE 


REF: A. BAKU 00465 
B. BAKU 00280 
C. BAKU 00422 
D. BAKU 00660 


Column 3 
Classified By: Ambassador Anne E. Derse for reasons 1.4 (b, d) 


1. (C) Summary: The tenth anniversary of the bilateral 
security dialogue is an important opportunity to take stock 

of our existing strong cooperation and to achieve gains for 
U.S. interests by expanding our security agenda with a key 
Eurasian security partner. The GOAJ has two goals for these 
security consultations: to develop the talks into an 
action-oriented forum and to demonstrate the strength of the 
U.S.-Azerbaijani security partnership, particularly to Iran 

and Russia. The Embassy prposes that we create a list of 
follow-up items dring the consultations as a way to keep the 
talk results-oriented and to issue a joint statement atthe 
talk\'s conclusion that notes our expanding security 
cooperation. We also provide below comments on all of the 
agenda items, focusing on the GOAJVs likely approach to the 
specific issue, along with suggested objectives or 
deliverables for the U.S. side. End Summary. 


SECURITY COOPERATION ROBUST 


2. (C) Azerbaijan is a key Eurasian security partner, 

central to advancing U.S. security and strategic interests in 
the region. Our security cooperation with the GOAJ is strong 
and growing, but Azerbaijan\'s role as a geopolitical 
\"corridor\" or \"bridge\" state into Eurasia and the critical 

role it plays in support of coalition operations in Iraq and 
Afghanistan suggest our security interests in this secular, 
majority Shia country are greater than the sum of our 
individual cooperative programs. Azerbaijan is a key 
geopolitical pivot point for projecting U.S. influence along 
three vectors: Eurasia to the East, Russia and the Caucasus 
to the north, and Iran and the Middle East to the south. 
Azerbaijan is also the linchpin in the existing East-West 
energy corridor and U.S. plans to develop a new southern gas 
corridor. Bolstering AzerbaijanWs independence and 

territorial integrity advances U.S. interests of diversifying 
world energy sources, expanding political and economic 
freedom in a region that is vital to our interests, and 

ensuring Azerbaijan\'s continued strong support for operations 
critical to U.S. security. 


3. (C) Because of Azerbaijan\'s broader geopolitical 
significance and against the backdrop of continuing U.S. 
efforts to elevate our bilateral relationship, we believe the 
10th anniversary of the bilateral security consultations is a 
key opportunity to take stock of our existing cooperation and 
look for ways to expand our security agenda. In an 
indication of the importance the GOAJ assigns to this year\'s 
talks, the GOAJ has assembled the largest and most senior 
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delegation in the ten year history of the consultations. Per 

ref A, President Aliyev, Presidential Apparat Chief Ramiz 
Mehdiyev, Foreign Minister Mammadyarov, and Deputy Foreign 
Minister Araz Azimov have sent the Ambassador the clear 
signal that the GOAJ assigns a high priority to these talks 

and hopes that the consultations will produce a clear focus 

on results, a new follow-up mechanism, and a strong public 
statement on the importance of our bilateral security agenda. 


4. (C) The GOAJ has two broad goals for the security 
consultations. First, the GOAJ would like to see the 
consultations develop into an action-oriented forum for 
deepening our security cooperation. In particular, the GOAJ 
seeks to expand its capabilities to counter transnational -- 
especially terrorism and proliferation -- threats. Second, 

the GOAJ wants to use the consultations to publicly showcase 
our bilateral security cooperation. From the GOAJ\'s 
perspective, Iran and Russia are the key audience for this 
public aspect. Accordingly, the GOAJ is strongly interested 
in a robust public statement outlining the purpose and 
results of this year\'s security consultations. 


MAXIMIZING THE SECURITY DIALOGUE\'S IMPACT 


5. (C) We seek to ensure the security consultations develop 
into a powerful, invigorated forum that produces concrete 
results by creating an appropriate follow-up mechanism. In 
the past, the efficacy of the talks has suffered from the 
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lack of a clear follow-up mechanism. We also believe a 
robust press statement after the talks would deepen our 
security cooperation by addressing the GOAJ\'s concerns 
regarding Russia and Iran. Accordingly, we propose the 
following: 


- Create a follow-up mechanism: We suggest a notetaker keep 
a log of agreed-upon follow-up items during the security 
consultations. This action-oriented list can be approved by 
both parties at the end of the consultations to serve as a 

clear roadmap for expanding our security cooperation. 
Ambassador Derse and Ambassador Yashar Aliyev could then 
report to the co-chairs of the security dialogue in six 

months on the status of these action items. 


- Issue a Press statement: We suggest Washington and the 
GOAJ issue a joint press statement at the conclusion of the 
July 10-11 security dialogue, marking the tenth anniversary 
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of our consultations and noting the expansion of and the 
importance of this forum for addressing our growing security 
agenda. This type of statement would address the GOAd\'s 
repeated requests for public support, including President 
Aliyev\'s February request to former Department of Defense A/S 
Peter Rodman for, and A/S Rodman\'s offer to provide, \"more 
public signs\" from the USG of our support for Azerbaijan\'s 
independence and security in the face of regional pressures 

(ref B). 


AGENDA OBJECTIVES AND DELIVERABLES 


6. (C) The Embassy provides two types of comments on each 
agenda topic. First, we seek to provide context on the 
GOAv\'s likely approach to each item; second, we want to 
highlight suggested U.S. objectives and or deliverables on 
each point. 


A. NATO IPAP/SECURITY SECTOR REFORMS: 


(C) The GOAJ appears internally divided about the need for 
and the pace of implementing security sector reforms. 
Traditionally, the MFA -- especially DFM Azimov -- has been 
the key proponent for embracing such reforms, while elements 
in the Ministry of Defense and other officials are less 

receptive to reforms. This intergovernmental tension is 

likely to be just below the surface during the security 
consultations. Azimov\'s interest in security sector reforms 
stems from his genuine desire to move Azerbaijan closer 
toward western military standards and as a means for 
enhancing his personal bureaucratic stature. In this 
connection, we note that Azimov has been unusually 
successful, in the GOAJWs often divisive bureaucratic 
environment, in developing a broad interagency process on 
national security led by the MFA, which produced the GOAJYs 
National Security Concept (NSC) this year. Some senior 
officials almost certainly see reforms as a threat to their 
personal power base. NATO Special Representative Bob Simmons 
in his most recent trip to Baku said that the GOAJ is making 
progress on its defense reform goals. 


(C) The U.S. can advance its broader reform and 
security-sector interests by engaging with the GOAJ on its 
NATO IPAP, in support of NATO\'s very active engagement, and 
encouraging the GOAJ impulse to embrace security sector 
reforms. We believe the USG can use Azerbaijan\'s IPAP 
process as a tool to leverage our interests. For example, 
Azerbaijan\'s May 2005 IPAP contains explicit language on the 
GOAJVs \"strategic goal of integration into Euro-Atlantic 

political, security, economic, and other structures.\" The 
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GOAJ also committed itself to increased democratic control of 
the military in its IPAP. The new NSC contains a 

surprisingly detailed account of necessary political and 
economic reforms. 


(C) The Embassy proposes the following objectives for this 
agenda item: (a) to ask for a preview of the key issues under 
discussion between the GOAJ and NATO regarding Azerbaijan\'s 
new IPAP and encouraging that the new IPAP be made public; 
and (b) to clarify the GOAu\'s specific security sector 

reforms. (NOTE: IPAPs are rewritten every two years. The 
GOAJ currently is working with NATO on its new IPAP to 

replace its May 2005 IPAP. END NOTE.) 


(C) Azimov remains interested in U.S. participation in the 
informal advisory group that guided the drafting of the NSC 
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(similar to the IASB in Georgia). The UK, Germany, and 
Turkey have been active in this forum. The time commitment 
for a U.S. representative to engage in this process would be 
3-4 trips per year for 4-5 days at a time, according to the 

UK rep, General Sir Garry Johnson. We believe it is strongly 
in our interest to engage in the experts groups which will 
continue to advise the GOAJ interagency group that has been 
charged by President Aliyev to draft Azerbaijan\'s Foreign 
Policy Strategy, Military Doctrine, and the other documents 

to support the NSC. 


B. COALITION CONTRIBUTIONS 


(C) Although the GOAJ recently announced plans to double its 
NATO contingent in Afghanistan, we believe it currently is 
reluctant to take on additional coalition contributions that 

are of a military nature (a reluctance we recognize could 
complicate Train-and-Equip Program discussions, see below). 
The GOAJ probably perceives it has adequately demonstrated 
support in a number of key coalition missions -- Afghanistan, 
Kosovo, and Iraq -- and seeks to showcase these 
contributions. The GOAJ, however, aspires to be seen as a 
regional power and support for coalition operations advances 
this goal. The GOAJ is pursuing new civilian contributions 

in Afghanistan. 


(C) The suggested U.S. objectives are to secure new 
non-military and military contributions from the GOAJ and for 
the USG to brief the Azerbaijani delegation on the status of 
coalition efforts in Iraq and Afghanistan. Per ref C, Azimov 
told the Ambassador on April 12 that he will brief 
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participants on several new non-military contributions to 
Afghanistan -- specifically, contributions to a Provincial 
Reconstruction team, funding the constructions of a girls 
school, and security and demining training in Baku for 
Afghanistan security units. In our view, these are 
significant non-military contributions that we should 
encourage the GOAJ to continue making, given its growing 
energy wealth and stated desire to play a larger regional 
security role. We should also use this opportunity to urge 
the GOAJ to join the International Compact for Iraq. 


C. CASPIAN MARITIME CAPABILITIES 


(C) The Azerbaijani Navy and the Coast Guard are the key GOAJ 
interlocutors regarding our maritime cooperation. DFM Azimov 
perceives the goal of our bilateral cooperation in this area 

as \"capacity-building\" to address transnational threats. The 
Navy and the Coast Guard, however, do not cooperate 
extensively. 


(C) Our bilateral assistance cooperation in this area is 
outstanding. Azimov has even requested U.S. advice on 
crafting a comprehensive \"Maritime Security Concept\" for 
Azerbaijan, to \"harmonize and synergize\" the GOAu\'s currently 
divided efforts. We suggest the DoD elements at the Embassy 
be the relevant POC to address Azimov\'s request, and this 
item be noted in the dialogue\'s list of action-items. We 
suggest that Washington use this agenda item to: (1) solicit 
the GOAu\'s thoughts on next steps in advancing our maritime 
cooperation, including developing synergies among our 
existing programs to address transnational threats; (2) 
encourage enhanced inter-governmental cooperation; and (3) 
urge the maritime State Border Service to develop operational 
plans that include the Navy to advance our 

counterproliferation interests. Another suggested action 

item is for both sides to come up with a clear list of 

possible synergies in our existing maritime and border 

security programs. 


D. MISSILE DEFENSE 


(C) The GOAJ seeks reassurances that the U.S. intends to 
consult closely regarding our discussions with Russia on the 
possible utility of using the Gabala radar facility in the 

U.S. missile defense architecture. President Aliyev and 

Foreign Minister Mammadyarov have requested that the GOAJ be 
included -- in a bilateral or trilateral forum -- in 

developing any potential U.S.-Russian proposals for joint 

access to the Gabala radar station. Aside from background on 
the U.S. missile defense architecture, the GOAJ would be 

grateful for any specific updates -- as available -- on our 


Column 3 
discussions with Russia. 


(C) We welcome Washington\'s suggestion to provide a 
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background brief on the U.S. missile defense system. As 
possible, we suggest the U.S. side be as transparent as 
possible about the status of our consultations with Moscow. 


E. TRAIN AND EQUIP (TEP) 


(C) The security talks present a key opportunity to clarify 
both sides positions regarding interest in a possible TEP. 
President Aliyev told the Ambassador on April 16 that he 
welcomed a discussion on TEP during the security dialogue, 
but said that any TEP mission could not be specifically 

linked to a deployment in Iraq or Afghanistan, as it was not 

in the case of Georgia (ref A). This misimpression appears 
to have been corrected by Foreign Minister Mammadyarov, who 
later told the Ambassador that President Aliyev is prepared 
to commit in a TEP to deploy a trained unit to \"peacekeeping 
operations\" to Afghanistan or Iraq, but he does not want to 
mention specific countries in the TEP document due to the 
\"Muslim factor.\" We suggest that Washington clarify to the 
Azerbaijani delegation the necessary linkage in our view 
between TEP and a coalition contribution. 


F. CRITICAL ENERGY INFRASTRUCTURE 


(C) The GOAd seeks to strengthen its capabilities to protect 
Azerbaijan\'s critical energy infrastructure. According to 

Azimov, the Azerbaijani delegation plans a presentation on 

this topic, and seeks greater engagement with the U.S. 

Senior Azerbaijani officials were very pleased by the NATO 

Riga Summit statement supporting \"a coordinated international 
effort to assess risks to energy infrastructures and to 

promote energy infrastructure security.\" Azimov told us the 

GOAJ would welcome an international (U.S. or NATO) assessment 
to identify gaps in Azerbaijan\'s current security posture. 


(C) We believe the GOAJ lacks a comprehensive approach to 
protecting its energy infrastructure (septel). The U.S. has 

an inherent interest in helping the GOAJ develop such an 
approach, given Azerbaijan\'s central role in the BTC and the 
South Caucasus Gas pipelines and indications of Iranian 
threats. We recommend we discuss the feasibility of a U.S. 
team of experts performing a needs assessment of Azerbaijan\'s 
energy infrastructure. The GOAJ would then be responsible 

for implementing and funding necessary security upgrades. 
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This session could also seek to clarify the precise roles of 
individual GOAJ security agencies in protecting Azerbaijan\'s 
energy infrastructure, as the roles and responsibilities have 
been complicated by the introduction of the Ministry of 
Emergency Situations. 


G. AZERBAIJAN\'S WIDER ROLE 


(C) We suggest this agenda item be used to solicit the GOAu\'s 
specific plans for playing an increased role in enhancing 
security outside of the immediate Caspian region. We believe 
the U.S. should largely be in listening mode to gauge how 
serious the GOAJ is about this issue. The GOAJ repeatedly 
has focused on its role as a model Muslim country that can 
foster the value of religious tolerance, highlighting its 
contributions to coalition operations and its role in the 
Organization of the Islamic Conference. (NOTE: Azerbaijan\'s 
year-long chairmanship of the OIC\'s Foreign Ministers\' 
Conference ended in May, but Azerbaijan continues to play a 
key role as a member of the OIC troika. END NOTE.) For 
example, the GOAJ sees its military contributions in 
Afghanistan, Iraq, and Kosovo as part of its effort to 

promote stability. 


(C) We suggest Washington encourage the GOAJ to use its 
growing energy revenues to match its declaratory commitments 
to spread the value of tolerance and play a larger regional 

role. It would be useful to see what non-military 

contributions the GOAJ could bring to the table. Azimov told 
the Ambassador he plans to brief the USG delegation on 
important new non-military contributions in Afghanistan that 

the GOAJ proposed in May to NATO, including the construction 
of a girl\'s school, participation in a provincial 

reconstruction team, and demining and police training for 
Afghani police (ref C). The Department should also encourage 
the GOAJ to join the International Compact for Iraq as a 

clear demonstration of its declaratory commitments to play a 
larger regional role. 


H. BORDER SECURITY 
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(C) Our border security cooperation is robust and a bilateral 
success story. In line with President\'s Aliyev\'s push to 
strengthen border security and interest in \"buying equipment\" 
from the U.S. for this purpose, Azimov told us the State 
Border Service will outline specific needs (ref C). A second 
objective for this agenda item would be to highlight for the 
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GOAJ the critical national security aspects of a transparent 
effective customs service, and to secure GOAJ commitment to 
further consider the February 2007 US Customs and Border 
Protection (CBP) proposal for technical assistance (advisors) 

to the State Customs Committee on a fully reimbursable basis 
to help strengthen Customs role in border security. We 
suggest encouraging the GOAJ to agree during the security 
dialogue to engage in consultations between CBP and the State 
Committee to see how the proposal can be made compatible with 
GOAJ legislation, including the new Customs Code. The GOAJ 
could agree to report back on its decision within six months 

of the security dialogue. 


I. NONPROLIFERATION 


(C) The suggested objective of this session is to clarify the 
GOAJWs position on PSI and solicit the GOAu\'s perspectives on 
how to deepen our non-proliferation cooperation. The GOAJ 
has not yet commented substantively on our response to its 
detailed PSI questions (ref D), and promised that it would 
respond at the security talks. 


J. OSCE, UN, GUAM, EU 


(C) While the GOAJ has not clearly articulated its objective 
for this agenda item, the Azerbaijani delegation likely will 
focus on gaining USG support in these multilateral forums to 
bolster its position on the Nagorno-Karabakh conflict. We 
have been clear that the OSCE Minsk Group is the key forum 
for resolving the conflict. We could use this agenda item to 
underscore to the GOAJ that we will only support a UNGA 
resolution on the conflicts if it will contribute to a 

peaceful solution. Concerning GUAM and the EU, we propose 
soliciting the GOAd\'s goals for its participation in these 

two organizations. 


K. CT COOPERATION 


The suggested objective is to identify specific new areas for 
CT cooperation, to be followed up by Ambassador Derse and 
Ambassador Yashar Aliyev. The Minister of National Security 
has expressed interest in more training and engagement on the 
non-intelligence aspects of our CT cooperation, including 

from the FBI. There is already extensive CT-related 
information sharing between the U.S. and Azerbaijan. Azimov 
has suggested that both sides can do more to address the 
ideological roots of terrorism (ref C). Azimov also said the 
Ministry of National Security will propose increased 
operational measures and intelligence exchanges. In line 
with the Department\'s talking points sent via email from PM, 
we agree that it is important to encourage the GOAJ to pass 
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an effective terrorist finance legislation and to create a 
financial intelligence unit. We suggest both sides agree to 
prepare a list of proposals and timeframes for enhancing CT 
cooperation in the security dialogue\'s minutes. 


COMMENT 


7. (C) Embassy thanks PM and EUR for their leadership, 
interest, and support in preparing this year\'s security 
dialogue. While our security cooperation is robust, this 
years consultations are the perfect forum for providing 
strategic-level direction to and identifying new areas for 
cooperation. The launch of an intensified security dialogue 
is a key step in implementing Secretary Rice\'s vision, 
outlined in her February 2007 letter to President Aliyev, to 
elevate, expand, and strengthen our strategic partnership 
with Azerbaijan, and will contribute directly to achieving 
critical U.S. national security goals with this key Eurasian 
security partner. 

DERSE 
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E.O. 12958: N/A 

TAGS: ECON, EINV, ETRD, ENRG, AR, VZ, SP 

SUBJECT: Repsol-YPF Plans Minority Sale to Local Argentine 
Banker ? A Win/Win For All? 


1. (SBU) SUMMARY. According to press and local sources, Spanish 
oil and gas giant Repsol-YPF is negotiating to sell a 45% stake 

in its Argentine subsidiary YPF. Plans call for 25% of Repsol- 
YPF\'s shares to be bought by Argentine businessman/banker 
Enrique Eskenazi, who has ties to President Kirchner, and 20% 
floated on the Buenos Aires stockmarket. Repsol-YPF reportedly 
wants to lessen its exposure to the less secure Argentine 
investment climate and focus on more promising areas of the 
world (Middle East, North Africa, Mexico). At the same time, 
Repsol-YPF hopes that this local insider can help it gain more 
favorable government treatment. The GOA would view such a 
partial Argentine recovery of what was an emblematic state-owned 
enterprise an election year gain. If the deal goes through, 

this new YPF-GOA partnership will need to engage in serious 
exploration and investment projects to help deal with ever more 
serious energy shortages. END SUMMARY. 


2. (U) DEAL IN THE WORKS? According to press and local sources, 
Spanish oil and gas giant Repsol-YPF is negotiating to sell 45% 
of its stake in Argentine subsidiary YPF to the Argentine 

market: 25% to Argentine banker and businessman Enrique 
Eskenazi, who has ties to President Kirchner via his investments 
in Santa Cruz province, and 20% floated on the Buenos Aires 
stockmarket. Spain-based Repsol-YPF presently controls about 
98% of its subsidiary YPF, formerly a GOA-owned oil and gas 
company. Repsol-YPF is one of the world\'s ten largest private 
oil and gas enterprises, with 2006 revenues of $63.7 billion, 
employing over 30,000 people worldwide, with operations in 29 
countries, and with the bulk of its assets and reserves in Spain 
and Argentina. 


3. (U) YPF ONCE AN EMBLEMATIC ARGENTINE COMPANY, SOLD IN 1999 
AMIDST MENEM PRIVATIZATION ERA. YPF had been one of Argentina\'s 
largest companies, a large, vertically integrated oil company, 

and the largest energy company in Latin America in terms of 

assets. It was sold in 1999 to Spanish conglomerate Repsol for 

$15.2 billion during the wave of privatizations under the Menem 

administration. The GOA retained a \"golden\" share, granting it 

the right to approve any subsequent sale of YPF. YPF currently 

supplies about one-third of Repsol\'s global earnings, but its 

fields are maturing and output declining. 


4. (SBU) SEEMINGLY A GOOD FIT, BUT REPSOL\'S HOPES HAVE FADED. 
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The 1999 Repsol? YPF marriage was seen as a natural fit, as 
Repsol bought YPF to increase its upstream activities, and move 
its focus from refining to more profitable oil and gas 

exploration and production. The GOA claimed that this 
privatization would bring greater efficiency in production and 
exploration, given that YPF had been a loss-making enterprise 
during the 1990s. But for Repsol-YPF, energy price freezes, 
high export taxes, and an unpredictable regulatory climate have 
made Argentina a less attractive place since the 2001/02 
economic crisis. In addition, as YPF also has assets in Bolivia 
and Venezuela, among other places in the region, those 
governments\' efforts to nationalize oil and gas fields have 
created uncertainty, reduced profits, and blocked efforts to 
grow Repsol-YPF?s reserves base. 


5. (U) DEAL\'S DETAILS EMERGING. In recent weeks, details of 
this deal have emerged, including the possibility of 

incorporating a local Argentine partner to YPF\'s capital. 

Enrique Eskenazi (along with his son Sebastian), an Argentine 
banking and construction magnate, has emerged as the likely 
buyer for this 25% stake. Press reports estimate the probable 
purchase price at $3-$3.5 billion, and local analysts estimate 
YPF\'s total market value at around $14 billion. However, there 
are also reports that Eskenazi\'s group values YPF at only $10 to 
$12 billion, pointing to lower income streams due to price 
controls. 


6. (U) According to reports, Eskenazi will pay about $300 to 


$500 million in cash, and obtain financing from Citigroup, 
Goldman Sachs and UBS for the rest. The loan would be 
guaranteed by the YPF stock, and paid by dividends that the 
group would acquire. The Argentine group might also be able to 
acquire more shares when the remaining 20% is sold on the local 
exchange. The press has also speculated that the group might 
later seek majority control. The participation of these major 
investment banks is seen here as building credibility for the 
minority investors with other shareholders and the SEC. (Note: 
Repsol YPF is quoted on the NYSE, and reportedly must gain SEC 
approval of this deal. (End Note). 


7. (U) NO OFFICIAL GOA ROLE, BUT ELECTION YEAR POLITICS ARE IN 
THE AIR. Although the GOA and Repsol-YPF state that this 

negotiation is strictly a private sector deal, the overhang of 

politics is clear. The GOA has stressed that it will not 

obstruct the deal or intervene in negotiations, and has no 

interest in direct GOA ownership. However, it is openly 

supportive of this \"Argentinization\" of what was formerly an 

emblematic state-owned company. Observers also note the sale\'s 

timing, as even a partial acquisition of this company by an 

Argentine national would play well in the upcoming October 
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presidential elections. The GOA often criticizes the 
privatizations of the 1990s, including the 1999 YPF sale, and 
the \"failure\" of the \"neo-liberal\" model. (Note: the public 
might also interpret this deal as a partial solution to current 
energy shortages, which would also play in the GoA\'s favor. End 
Note) The timing of the deal is still in doubt. GOA officials 
(exercising their golden share prerogative) have expressed their 
preference that it be closed within a month or so, while 
Eskenazi appears to indicate a longer timeframe, stretching into 
2008. 


8. (SBU) EZKENAZI?S KIRCHNER TIES. Ezkenazi\'s company, Grupo 
Petersen, includes four regional, formerly state-owned banks, 
including one in Kirchner\'s home province of Santa Cruz, with a 
net worth of about $1.8 billion. Although these banks are now 
privately held, they continue to serve as the financial agents 

for the provincial governments, reflecting Ezkenazi?s influence. 
Grupo Petersen also owns the construction firm Petersen, Theile 
& Cruz, which has been very active in public works in Kirchner\'s 
home province, and which owns a small oil concern, Inwell, which 
gives them energy-sector expertise. Business is increasingly 
conducted by Enrique Eskenazi\'s son, Sebastian, who is 
reportedly very close to President Kirchner as well. 


9. (SBU) CHARGES OF CRONY CAPITLALSM, BUT COULD BE AN ADVANTAGE. 
Argentine opposition presidential candidate and former economy 
minister Roberto Lavagna this week called the plan \"crony 
capitalism,\" and offered an alternative plan for the state oil 

an gas company Enersa to buy the 25% stake instead. Lavagna 
suggested tapping the federal budget surplus to make a $325 
million cash payment, with additional private sector financing. 

His idea would be for Enarsa to seek loans and issue debt using 
the YPF assets, which produce some $2 billion in annual revenue, 
as collateral. Lavagna does, however, agree with the GOA that 
selling YPF was a mistake. Among examples of why the 
privatization was a bad move, Lavagna noted that Repsol\'s 
reserves in Argentina have dropped from 2.4 million barrels of 

oil equivalent in 2003 to 1.4 million barrels last year ? 

although he neglects to talk about how this drop maybe related 

to price freezes and high export taxes. When YPF was purchased, 
it had about 13 years of reserves, and now has eight. On the 
other hand, an insider like Eskenazi will hopefully understand 

the local scene of Argentine business and government reality, 
which is of no small value. 


10. (SBU) REPSOL-YPF\'S MOTIVES. Post\'s private sector contacts 
speculate that Repsol seeks to reduce its exposure to the 
unpredictable and difficult Argentine business climate, while 

also bringing in a well-connected business partner to improve 


relations with the GoA. Thus, this deal appears to be about 
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Repsol bowing to the realities of the Argentine political- 
economic culture. Otherwise, some observers ask, in a context 
of high international oil and gas prices, why would Repsol want 
to sell almost half its control of YPF, which earns it about 
one-third of its world revenues? The answer, according to 
Post\'s contacts, is that Repsol finds the Argentine business 
climate of price controls, export taxes, and unpredictable 

rules, combined with GOA pressures to invest more, much less 
attractive. Repsol also faces many pending issues ? fields up 
for new concession, big investment and exploration decisions 
that require long-term predictability, loss-making oil and gas 
fields that it would like to sell (which requires GOA approval). 
These issues might be better navigated by an insider with an 
open door to the GOA, and a GOA that has more of an interest in 
this new local partnership doing well. 


11. (U) PART OF AN EVENTUAL AND LARGER REPSOL PULLING BACK FROM 
SOUTH AMERICA? There is also speculation that Repsol might 

eventually seek to turn over to the new buyer the administration 

of all of Repsol\'s oil and gas fields, refineries, and other 

assets now in Brazil, Venezuela, Ecuador, Colombia, Chile, 

Bolivia and Cuba. This would be an effort to reduce risks in 

Latin America, as part of its global strategy to focus on what 

appears to be more secure areas, as in Mexico, North Africa and 

the Middle East, where its production and reserves outlook is 

also better. 


12. (SBU) COMMENT. Although negotiations between Repsol-YPF and 
Eskenazi seem to fairly advanced, it is still not a done deal, 

and might yet encounter problems or delays. But if the deal 

does occur, the new YPF-GOA partnership will face intense GoA 
pressure to engage in new, large-scale exploration and 

investment projects, in order to alleviate Argentina\'s serious 
energy-sector problems. END COMMENT. 


WAYNE 
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TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/PDRK, US/Syria, Syria/EU, Lebanon, Iraq, Palestinian 
Territories, RiceYs Upcoming Visit to Region (6/29-7/2) 


1. Summary: Syrian papers on July 2 reported the July 1 meeting of 
Assistant Secretary General of the BaVath Party, Abdullah al-Ahmar, 
with Kim Tai Jung, Deputy Chairman of the Foreign Relations\' Bureau 
at the Central Committee of the Democratic Korean Work Party. The 
two reviewed current developments in the region and the latest 
developments in the Korean peninsula, in addition to current 
challenges resulting from policies of hegemony and aggression that 
pose a threat to the security and stability in both areas and the 

world. Al-Ahmar stressed Syria\'s appreciation for the PDRK\'s 
support for Syria\'s right to all of the occupied Golan and for a 

just and comprehensive peace in line with legitimate international 
resolutions. 


Government-owned Al-Thawra Chief Editor Abd-al-Fattah al-Awad 
criticized the US ban on travel to the United States by Syrian 
officials and pro-Syria Lebanese figures, charging the US 
administration of correcting its mistakes by making more mistakes 
and expressing pessimism that the Bush administration will accept 
facts on the ground and stop creating chaos in every place where it 
sets a foot. 


End of summary. 
2. Selected Headlines: 


\"Assistant Secretary General of the BaVath Party 

al-Ahmar holds talks with Tai Jong, Deputy Chairman of the Foreign 
Relations Bureau at the Central Committee of the Democratic Korean 
Work Party, stressing importance of boosting bilateral relations" 
(Government-owned Al-Ba\'ty, 7/2) 
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\"Former Deputy German Foreign Minister Helmut Schaefer: There will 
be no peace without dialogue with Syria\" (Government-owned 
Al-Thawra, 7/1) 


\"Two European Parliament officials: We support dialogue with Syria, 
and we will not freeze the partnership association agreement\" 
(Government-owned Al-Thawra, 7/1) 


\"Cautious calm prevails in Nahr el-Bared refugee camp after violent 
confrontations. Warnings against continuing US and NATO 
penetrations into Lebanon continue\" (Government-owned Tishreen, 
7/1) 


\"Lebanese President Lahoud is determined to turn over the presidency 
at the end of his term of office in a way that brings the Lebanese 
together. Lebanese Opposition: The governing team is implementing 
a US agenda\" (Government-owned Tishreen, 6/30) 


\"Former Lebanese Minister Arslan: What we are witnessing in Lebanon 
is a continuation of the July aggression. The governing team has no 
nationalist conscience \" (Government-owned Al-Thawra, 7/2) 


\"Sheikh al-Gharib, Head of the Druze Sect in Lebanon: Syria has 
always stood by Lebanon\" (Government-owned Tishreen, 7/2) 


\"British figures call on new British Prime Minister Gordon Brown to 
withdraw British troops from Iraq immediately\" (Government-owned 
Al-Thawra, 7/2) 


\"US Republican Senator Richard Lugar calls for holding a meeting on 
Iraq with the participation of lraq\'s neighboring countries\" 
(Government-owned AL-Thawra, 7/2) 


\"Disclosure of a new US massacre in Baquba; 350 Iraqis killed, 150 
houses demolished in US air assaults\" (Government-owned Tishreen, 
7/2) 


\"President Bush faces a bloody summer in Iraq. 100 US troops killed 
during June\" (Government-owned Tishreen, 7/1) 


\"The Iraqi Reconciliation Front suspends its participation in 
government meetings. Five US troops killed, 7 wounded south of 
Baghdad\" (Government-owned Tishreen, 6/30) 


\"Six Palestinians martyred in Khan Younis and al-Maghazi refugee 


camp. Hamas: We reject the deployment of international forces in 
Gaza\" (Government-owned Tisrheen, 7/1) 


\"One Palestinian martyred, scores arrested in an Israeli incursion 
against Nablus, putting the Palestinian authority in an embarrassing 
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situation. The Al-Agsa Brigades persist in resistance!" 
(Government-owned Tishreen, 6/30) 

3. Editorial Block Quotes: 


Chief Editor Abd-al-Fattah al-Awad, chief editor of government-owned 
Al-Thawra, wrote (7/1): W Americans are now confused and bewildered, 
and in such a case follies increase. US confusion takes many forms, 
one of which is the US tone in its approach toward Syria. 


\"Just a short time ago, the Bush administration talked about 
dialogue, especially in the wake of the Baker-Hamilton report. When 
Mouallem and Rice met in Sharm al-Sheikh, the impression was that 
Americans had taken a sip, just a sip, from the cup of wisdom, which 
made them understand the importance of dialogue. 


\"But the dose was apparently not enough. Between the call for 
dialogue and the current nervous and intransigent rejection of it, 
Bush\'s administration is showing its confusion and impotence. 


\"The objective characterization of what is happening is that this 
administration has exhausted all the futile avenues in its effort to 
come out of its crises, and | do not say crisis. This is simply 
because its evil intuition always leads it to the worst options.... 


\"Those who contemplate the policy of the Bush administration find 
that it tries to correct its mistakes by making more mistakes. 

Applying new pressure against Syria is part of the series of 

mistakes the United States is used to making, or we are accustomed 
to seeing the United States make. There is no longer much optimism 
that Bush\'s administration will accept the facts on the ground and 
stop creating chaos in every place where it sets a dirty foot. 


\"We need no fortunetellers to foresee that the coming days are 
pregnant with everything that might prove fateful for the entire 
region.\" 


Ali Nasrallah, a commentator in government-owned 
Al-Thawra, wrote (7/1): \"The UN inspection commission on Iraq\'s 
weapons of mass destruction today closes down its offices without 
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finding any of the alleged weapons that the United States and 
Britain used as a pretext to invade lraq.... This coincides with 
President Bush\'s appointment of a new adviser for Iraq war affairs 
and his disgusting claim that the United States is still at war and 
that the military operation in Iraq is still at its beginning... 


\"It appears that Bush, who has asked the angry American people to 
give him more time to achieve victory and success, is determined to 
continue the course of failure and lies.... Bush does not seem to be 
one of those who feel ashamed of their acts and conduct, no matter 
how shameful and disgraceful they might be.\" 


Maha Sultan, a political editor in government-owned Tishreen, wrote 


(7/1): \"US Secretary of State Condoleezza Rice\'s forthcoming visit 
to the region causes pessimism among Palestinians. 


\"The United States, which is now talking about a modified American 
vision of peace between Palestinians and Israelis, paved the way for 
this new vision by creating conflicts and infighting among 
Palestinians.... Rice, in her previous visits to the region, did not 
actually come to find solutions or defuse tensions. If she did, she 
would have forced Israel to stop its plan of canceling the 

Palestinian partner, including the party that is supported by 
Washington itself..." 


Isam Dari, Chief Editor of government-owned Tishreen, wrote (6/30): 
\"Tony Blair is appointed as a peace envoy in full combat gear and 
with hands stained with the blood of innocent people... 


\"We recall Blair\'s lies about Iraq and his position during the 
Lebanon war last summer.... Arabs in general, and lraqis, 
Palestinians, and Lebanese in particular, suffered disasters and 
tragedies as a result of Blair\'s American-Israeli policy". 


\"The International Quartet and Israeli Obstinacy\" 
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Ahmad Hamadah, a commentator in government-owned 

Al-Thawra, wrote (6/29): \"Israeli statements confirm that Israel 

will not withdraw from the West Bank and that there will be no peace 
negotiations with Palestinians.... 


\"Israel\'s positions toward peace prove that peace will remain 
unattainable as long as Israel continues to engage in deception and 
maneuvers and to deny the rights of the Palestinian people.... 

Israel has destroyed the Roadmap, has continued to build the 
separation wall in the West Bank, and is committing the most 
appalling massacres against the Palestinian people every day.... 


\"The International Quartet\'s proposals and ideas, therefore, will 
always fall on deaf Israeli ears....\" 


Dr. Haydar Haydar, a commentator in government-owned Al-Thawra, 
wrote (6/29): \"There are increasing US statements confessing that 
Washington has lost the war in Iraq and must pull its troops out of 
the country.... 


\"Given this tragic picture, Americans have no choice but to withdraw 
from Iraq.... Arabs who wagered on the power of the United States 
have no option but to backtrack from their defeatist positions and 
join the convoy of the opposing Arabs across the Arab land. If they 
do this, they will save themselves and their peoples and even win 
the respect of their enemies. If they do not, history will be very 
harsh on them.\" 


Corbin 
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TAGS: PGOV, PREL, SY 
SUBJECT: DEMARCHE DELIVERED TO SARG ON FOREIGN FIGHTERS 


REF: STATE 91551 
Classified By: Charge dW Affaires Michael Corbin, per 1.4 b,d. 


1. (C) Summary: Charge delivered reftel points on the 

foreign fighter issue July 2 to FM Walid Mu\allim\'s office 
director, Bassam Sabbagh. Sabbagh did not offer any official 
response but noted this was not a new issue and that the SARG 
did not want to cooperate on a few limited issues without a 
broader \"political umbrella. He also complained about USG 
failure to follow-up after the Sharm talks, USG criticisms of 

the presidential referendum, the recently announced 
Presidential proclamation on visas, and the incident 

involving the family of Syrian Permrep Jafari. Separately 
Charge pressed Bassam for an answer on the delayed visas for 
teachers for the Damascus Community School (the U.S. Embassy 
school). Charge noted this was turning into a major issue 

which we counted on the MFA to resolve. Bassam promised to 
work on the issue. End Summary. 


2. (C) Charge delivered reftel points July 2 to Bassam 
Sabbagh, FM Mu\allim\'s chef de cabinet. Charge strongly 
underlined the problem that foreign fighters posed in Iraq, 
killing large numbers of civilians and coalition forces while 
undermining stability, and underscored the to date 
half-hearted efforts the SARG had made to address the 
problem. Referring to demarche points, Charge listed the 
steps Syria could take to show it was serious about stopping 
the flow of foreign fighters. He noted particularly the need 
for the SARG to implement entrance requirements that would 
stop the entrance into Syria of single male travelers from 
the Arab world and Pakistan who enter Syria without a valid 
reason for travel. 


3. (C) Sabbagh responded initially by inquiring whether the 
demarche was being delivered in other capitals which served 
as the sources for foreign fighter, which Charge confirmed. 
He noted that he did not have an official response to deliver 
but committed to getting back to Charge after he had briefed 
the FM if there was to be an official response. Speaking 
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unofficially, Sabbagh raised several issues. First, he noted 
that at the April Sharm talks between the FM and the 
Secretary the Syrian side had insisted on the need for \"a 
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political umbrella,\" to prevent inconsistencies where Syria 
cooperated with the U.S. on certain issues and the U.S. 
criticized and made accusations against Syria at the same 
time on other issues. (He noted that the FM had also called 
for the return of a U.S. Ambassador to Damascus.) Since 
Sharm, according to Sabbagh, the U.S. had not followed up. 
He insisted for example that the SARG had invited senior 
State officials to come to Damascus to further discuss Iraq 
issues and had heard nothing further. 


4. (C) Sabbagh also took issue with USG statements on the 
late May presidential referendum, pointing for example to one 
which described it as \"vanilla\" and called these statements 
inappropriate and insulting to Syria\'s dignity, and 
representing an unacceptable interference into Syria\'s 
internal affairs. In addition, Sabbagh raised the recent 
Presidential proclamation restricting entry into the U.S. for 
persons undermining Lebanon\'s sovereignty. Raising a 
separate issue, Sabbagh lifted a copy of the most recent 
Trafficking in Persons reports, complaining about the 

critical language on Syria, especially regarding Iraqi 
refugees. Finally, Sabbagh raised the issue of the June 22 
treatment of Syrian Permrep Bashar Jafari\'s family at JFK, 
which the Charge said was under investigation. 


5. (C) Specifically on the foreign fighter issue, Sabbagh 

said \"this is not a new issue,\" and claimed that while the 
Syrian side had taken action, others in the region, including 
Iraq itself, had not. The Charge pushed back, asking Sabbagh 
why the Syrians were not allowing the border security working 
group to convene and urged the SARG to follow up with an 
official response and actions on the ground. 


6. (C) On a separate issue, the Charge raised with Sabbagh 

the SARG\'s refusal to date to issue residency visas for some 

30 teachers at the Embassy-affiliated Damascus Community 
School (DCS), emphasizing that the SARG needed to take action 
soon or it would in effect be closing down an international 

school that had operated in Syria for the past 50 years. 

Such an action would not only impact on Embassy operations, 
but would also reverberate negatively for Syria in the wider 
diplomatic and international business communities in Syria. 
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Sabbagh expressed personal sympathy on the school issue. 
Unofficially he raised as issues both the Ministry of 

Education wanting more control of the school and the fallout 
from the death of a Syrian student on a school trip in 2006. 
The Charge reiterated the importance of the school and urged 
the SARG to move quickly on the visa issue to signal that it 
did not intend to close the school. Bassam promised to 
personally work to resolve this issue. 


7. (C) COMMENT: In the current state of Syrian retrenchment 
on all fronts, it is interesting that Sabbagh would cite our 

public statements on the referendum as one of their main 
issues of concern. Despite multiple critical statements over 
the past year, our pointed statements on the referendum seem 
to have really hit home. It shows how much the issues of 
image, respect, and dignity are important for the Bashar 
regime. And even with this criticism, it was not so much the 
substance of the criticism but what Sabbagh called an 
inappropriate, ridiculing tone, the reference to vanilla or 

vanilla as illustrative of the lack of political choice, that 

really bothered the Syrians. 


CORBIN 
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SUBJECT: DFLP CLAIMS MORTAR STRIKE ON KEREM SHALOM CROSSING 
AREA 


Classified By: Consul General Jake Walles, for reasons 1.4 (b) and (d) 


1. (SBU) The Democratic Front for the Liberation of 
Palestine (DFLP) claimed joint responsibility (along with the 
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PRC and al-Barag Army) for mortar attacks against Kerem 
Shalom and Sufa crossings on June 27, claiming the attack was 
\"retaliation for the murder of Palestinians by occupation 
forces.\" No injuries were reported from the attacks. 


DFLP Mil-Wing Weak, Doesn\'t 
Conduct Independent Attacks 


2. (C) According to General Intelligence staff officer 

Salim al-Qaysi (please protect), the National Resistance 
Brigades (NRB, the DFLP\'s small military-wing) has been 
operative since 2002 in Gaza, but is weak, has financial 
problems and has less than 200 members. Al-Qaysi said the 
NRB does not conduct independent attacks, but rather tacks 
onto other militants\' plans, providing support with the aim 

of garnering publicity, rather than doing significant damage 
themselves. In the West Bank, al-Qaysi reports the DFLP is 
politically oriented, and has a few NRB cells that lack the 
capability to carry out independent terrorist attacks. 


Note on DFLP Background 


3. (SBU) The DFLP is a small and divided PLO faction with 
Marxist/Pan-Arabist roots that has one PLC seat. Taysir 
Khalid is the DFLP\'s representative on the PLO Executive 
Committee and Nayif Hawatmah, the official commander of the 
NRB, is the faction\'s representative in Jordan. The DFLP was 
a Foreign Terrorist Organization (FTO) until 1999 when it was 
delisted after many years without terrorist activities 

associated with the group. Khalid and other DFLP leaders 
rejected the Israeli-Palestinian agreements starting with the 
1993 Declaration of Principles, but accept the principle of 
achieving statehood through negotiations. While DFLP cells 
claimed responsibility for a few minor attacks against Gaza 
settlements from 2001-2004, the organization has otherwise 
operated as a political movement in recent years without 
evident connection to terror. 


WALLES 
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TAGS: OPRC, KPAO, AU 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: July 02, 2007 


Fischer on Eurofighter Deal 


1. Speaking on Austrian television on Sunday, President Heinz 
Fischer described the reduction achieved by Defense Minister Norbert 
Darabos from 18 to 15 Eurofighter jets for Austria\'s armed forces as 
a \"positive result" The President also argued that a complete 
cancellation of the contract with EADS and the process of purchasing 
different jets would not have been a good solution. In addition, 

Fischer urged the coalition partners SPOe and OeVP to stop their 
\"war of words\" and improve cooperation. 

Speaking on ORF TV\'s Sunday morning program Meet the Press on July 
1, Austrian President Heinz Fischer criticized the coalition 

partners SPOe and OeVP, stressing he is hoping for a \"better 
performance\" from the two major parties in the future. While the 
government\'s accomplishments up to now are \"quite notable,\" he 
expects \"a more future-oriented synthesis with less verbal 

jostling,\" Fischer stressed. The formation of a grand coalition was 

the \"logical and sensible consequence of the general election,\" the 
President added, and harshly criticized the \"tone\" and at times 
\"extreme choice of words\" between the government partners. Fischer 
dismissed the idea of early general elections, and underscored that 

all members of a coalition government are \"required to focus on what 
unites and not what divides them,\" which is why he is urging the 
SPOe and the OeVP to \"commit themselves to finding a more 
constructive way of cooperating and solving key problems.\" 


SPOe and OeVP Pledge Cooperation 


2. Speaking on Austrian television on Sunday night, the floor 
leaders of the SPOe, Josef Cap, and of the OeVP, Wolfgang Schuessel, 


Column 3 

conceded that the \"style\" of the government coalition\'s work was not 
good. There was \"definitely room for improvement!" regarding the two 
parties\' cooperation, Schuessel agreed, and Cap added that conflicts 
of interests should be addressed in a \"more cultivated\" manner. 
Appearing on ORF television\'s Sunday night discussion panel Im 
Zentrum, the floor leaders of Austria\'s coalition government 

partners, Josef Cap of the Social Democrats and Wolfgang Schuessel 
of the People\'s Party pledged to improve their partiesY cooperation. 
The coalition government\'s style definitely had to improve, 

Schuessel admitted, and tried to dispel allegations he was trying to 
break up the government. Quite the contrary: Had he really been 
opposed to the Conservatives\' government cooperation with the Social 
Democrats, he would have found dozens of arguments against the 
formation of the coalition, Schuessel underscored, adding that in 

truth he was not the government\'s \"demolition man," but its \"master 
builder.\" Cap, in turn, proposed to try solving conflicts of 

interests between the two parties in a more cultivated way in the 
future. Despite their show of goodwill, the two floor leaders 

\"failed to set a good example\" in the discussion, and kept 

criticizing their respective coalition partners, ORF online news 

noted. 


Portugal Takes Over EU Presidency 


3. Portugal has taken over the rotating European Union presidency 
from Germany, which held the presidency since the beginning of the 
year. Incoming EU Council President, Portugal\'s Prime Minister Jos 
Socrates, presented what Austrian media have described as an 
\"ambitious program:\" He said he the focus of his presidency will be 
on economic reform; progress and details regarding the reform of the 
EU treaty; Europe\'s role in the world, particularly with regard to 
Africa and Brazil; as well as on keeping talks on Turkey\'s possible 
accession on track. 


Britain Remains on Maximum Alert 


4. Britain remains on maximum security alert as police are 

continuing their hunt for people suspected of involvement in the 
attempted car bombings in LondonYs West End on Friday and an attack 
at Glasgow AirportYs main terminal on Saturday. Five people have 
been arrested over the weekend, but police have indicated that at 

least one other suspect remains at large. The bombings in London and 
Glasgow appear to be linked, British terrorism experts say. Prime 
Minister Gordon Brown has suggested that apparently Britain is 

dealing with people associated with the terrorist group al Qaeda. 

All Austrian media continue to report on developments following the 
attempted car bombings in LondonYs West End on Friday and an attack 
at Glasgow AirportYs main terminal on Saturday. Independent 
provincial daily Salzburger Nachrichten quotes British Premier 


Column 3 

Gordon Brown\'s terrorism advisor Lord Stevens as saying the attacks 
were Wa new form of terrorism. For the first time, al Qaeda had 
exported to the West the terrorism tactics they employed in Iraq and 
Afghanistan, and had used techniques to build their bombs similar to 
those common among al Qaeda in Baghdad or Bali, Lord Stevens said. 
Circumstances indicate that British-born al Qaeda terrorists had 
returned from Iraq and Afghanistan in order to instruct and train 

British terrorist groups, the advisor warned. Liberal daily Der 

Standard meanwhile quotes Premier Brown as trying to prepare Britons 
for potential future attacks: \"We are facing a long-term threat that 

will not go away in the next weeks or months,\" Brown said. The daily 
also quotes Austrian President Heinz Fischer, who underscored that 
\"observant publics and police as well as stable societies might 

provide an effective tool against terrorism.\" The terrorists \"must 

not be allowed the triumph of forcing a country away with threats 

from observing its fundamental rights and freedoms,\" Fischer added. 


Bush and Putin Meet in Maine 


5. US President George Bush and Russian President Vladimir Putin are 
meeting informally at the Bush family holiday home in Kennebunkport, 
Maine. Ties have been strained between the two countries, 
particularly over US plans to set up parts of a missile defense 

system in eastern European countries, and over Russia\'s opposition 
to independence for the Kosovo province. The talks are aimed at 
easing tensions, and are also expected to focus on international 
security in the wake of recent developments in London and Glasgow, 
and on concern over Iran\'s nuclear ambitions. Russia\'s Foreign 
Minister Sergey Lavrov told journalists yesterday that the two 

leaders \"reached a number of agreements.\" 

Independent provincial daily Salzburger Nachrichten, reporting like 

all major Austrian media on the visit to the Bush family holiday 

home in Maine of Russian President Vladimir Putin, says that 
observers do not believe the meeting of the two leaders will yield 

any substantial results, as Russia and the US are divided on too 
many key issues. The \"lobster summit,\" as the daily has termed the 
meeting, is to improve the tone between the tow major world powers, 
however. Likewise, in an analysis, liberal daily Der Standard 

suggests that it would be \"wrong to expect more than damage control\" 
from the meeting in Kennebunkport. The fact that the two presidents 
get along reasonably well cannot gloss over the problem that the 
relations between their countries have suffered and their peoples 
have not warmed to each other, the Standard argues. Quite revealing 
in this context is the fact that the Russian-US economic ties have 

not expanded, the daily says and adds that it will be up to the next 
American President to really tackle the United States\' relations 

with Russia. 

Kilner 
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E.O. 12958: DECL: 06/27/2017 

TAGS: PHUM, PGOV, KDEM, ECPS, SOCI, SCUL, SA 

SUBJECT: GROWING PAINS: IMPROVEMENTS IN SAUDI MEDIA 
LIBERALIZATION 


Classified By: Deputy Chief of Mission Michael Gfoeller for 
reasons 1.4 (b) and (d). 


1. (C) In the past five years, there have been significant 

and positive changes in the Saudi media thanks to King 
Abudullah, gains by moderates in the SAG, and subsequent 
ministry restructuring. There are more moderate commentary 
in the press, more reporting done on previously taboo 
subjects, more inroads for women, and modifications to the 
previuosly ultra-conservative media. The SAG has also used 
the press as a marketing tool for its reform initiatives and 

has improved its communication with the Saudi press. The 
SAG, however, still retains direct and indirect controls over 
the media. The trend for liberalization will likely continue 

as new technology and regional media will further limit the 
SAG,s control of news and information. END SUMMARY. 


2. (C) In the past few years, there have been significant 
and positive changes in the Saudi media, which were partly a 
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result of two tragedies: the 9/11 attacks, which riveted 
international attention on Saudi Arabia, the home of Osama 
bin Laden and a breeding ground for terrorism; and the Mecca 
fire in 2002 when 15 school girls died after members of the 
Commission for the Promotion of Virtue and Prevention of Vice 
(CPVPV) known as mutawa,een (religious police) prevented the 
unveiled girls from escaping their burning school. The 
subsequent harsh criticism of this needless tragedy both 
weakened the institution of and public support for the CPVPV, 
a source of power and influence for Saudi religious 
conservatives, and gave moderates an opportunity to make 
major structural changes in the government. 


3. (C) Realizing it had to counter domestic extremism and 
improve its global image, accordingly, the SAG made changes, 
starting in 2003, by turning the Ministry of Information into 

the Ministry of Culture and Information (MOCI), placing all 
cultural programs previously scattered throughout the 
government, often in the vice-like grip of religious 
conservatives, under one umbrella. The groundwork was laid 
for Dr. lyad bin Amen Madani, who was named MOCI Minister in 
February 2005, to make dramatic changes in Saudi cultural 
policy, which in turn impacted positively the Saudi media. 

For example, moderate voices are now heard in Saudi literary 
clubs (one of the few government-sanctioned outlets to 
promote intellectual debate); book fairs are open to mixed 
gender audiences and display previously-banned books; 
cultural activities are co-sponsored with foreign embassies; 
and Saudi culture has been promoted abroad with cultural 
tours in Russia, China and the EU. 


4. (C) Saudi media have quickly followed suit, routinely 
publishing articles on previously unreported topics and 
commentaries critical of certain government entities, notably 
the once untouchable CPVPV. Journalist can do more 
investigative journalism on issues that were once banned from 
open public discussion, such as domestic abuse, women,s 
rights, prostitution, homosexuality, drug and alcohol abuse, 
poverty, and crime. A recent example is the reporting on the 
deaths of three Saudi citizens, allegedly at the hands of the 
mutaw,een, that has resulted in substantial and harsh 
criticism of the CPVPV. 


5. (C) SAG-controlled media have also become more moderate. 
In 2004, the 24-hour, SAG-controlled news channel 
Al-Ikhbariyya was launched to improve the image of Saudi 
Arabia, complete with women broadcasters (in hijab but 
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wearing makeup). The SAG-controlled Holy Qu,ran radio, 
broadcast throughout the region and Africa, changed its 
format from continuous, ultra-conservative sermons to more 
moderate sermons, news bulletins, and informative and 
educational programming. \"Oprah-style\" call-in shows are 
proliferating on TV and radio throughout the region featuring 
religious sheikhs who cite the Holy QuVran in order to 

provide family counseling on once-taboo topics. For example, 
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they have reprimanded a husband for taking a second wife and 
ignoring his first wife while she was in the hospital for a 

kidney transplant, chastised men for practicing the 
\"pre-Islamic tradition\" of not eating with their family, and 
asserted that women can sit in the front seat of a car with 

their husbands. 


6. (C) However, not all media have embraced change. Saudi 
Channel | remains ultra-conservative, made up of primarily 
religious programming. Also, MOCI Minister Madani has not 
had much luck with the Saudi Press Agency (SPA), which simply 
continues to parrot government statements, much to his 

chagrin. 


7. (C) Nonetheless, the SAG frequently uses the Saudi media 
as a tool to promote its reform programs, influence 
discussion, and test the waters among its very conservative 
population. For example, the Shura Council will debate a new 
proposal that is reported in the press, generating commentary 
and debate. Should the debate become confrontational or 
ignite severe pushback from religious conservatives, the 
Minister of Interior will make a negative public comment, 
which is dutifully widely reported in the press, thus 

effectively shelving the proposal. Consequently, press 
coverage and discussion on the issue disappears. This 
pattern has been frequently repeated, such as with a proposal 
for Saudi women to drive, changing the Saudi weekend to 
Friday/Saturday, or allowing classes to be taught in English. 


8. (C) However, Saudi journalists stress that they no 

longer must wait for the MOCI to \"bless\" a story before 
running it. They also frequently emphasize that the SAG has 
taken proactive measures to improve cooperation with the 
media. For example, Saudi government officials are 
conducting more press conferences and interacting with the 
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media. Many of the ministries, such as the Ministry of 

Health and the CPVPV, now have media spokesmen. Coverage of 
debate within the SAG has also increased. The once-closed 
debate in the Shura Council was first opened to print media, 

then a weekly TV summary. The MOCI has announced that a 
C-SPAN-type channel will soon be devoted to the Council, 
providing Saudis full access to these discussions. 


9. (C) Lastly, foreign journalists are now more accepted in 

the Kingdom, obtaining visas and credentials more rapidly. 
Reuters and Agence France Press now have offices in the 
Kingdom, as do Russian and Chinese media outlets. There are 
also plans for a BBC Arabic Channel in the Kingdom. 


10. (C) For worse or better, the SAG still oversees the 
Saudi media, directly controlling TV and radio channels and 
the SPA. The government indirectly controls the 
\"independent\" print media through its press law, which 
mandates that a newspaper,s Board of Directors must submit 
nominations for editor-in-chief to the MOCI for final 

approval. Also, each newspaper in the Kingdom is backed, if 
not owned, by a member of the Royal Family. 


11. (C) Saudi Radio also recently introduced a weekly 

program called \"open majlis\" in which Saudi citizens can 

freely air their grievances and complaints without 

censorship. Reportedly, the program irritated several 

cabinet ministers who complained to MOCI Minister Madani 
about the frankness of the commentary and the sheer number of 
grievances. However, these ministers stopped complaining 
once they were told that King Abdullah sponsored this 

program. In a May 19, 2007, interview with Al-Hayat 
newspaper, the host of \"open majlis\" pointed out the 
usefulness of his program by contrasting its openness with 

the Saudi media which had failed to report on 20 percent of 
these complaints and grievances because they cross the SAG\'s 
red line. 


12. (C) Government control aside, newspaper editors also 
practice self-censorship based on what they assume the MOCI 
will allow. Editors-in-chief often attend briefings at the 

MOCI to hear the SAG\'s view on current events and issues, and 
take their cues. Interior Minister Prince Naif has also made 
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a public point of meeting with editors. Journalists know 
there are red lines that they dare not cross. The Grand 
Mufti is beyond reproach. The King and Royal Family are 
beyond criticism, as most recently and currently evidenced by 
reports in the international press on Prince Bandar,s 
questionable financial dealings. Once Bandar issued a 
statement to the SPA, all reporting and commentary in the 
Kingdom stopped, even positive commentary defending the 
Prince. Journalists who fail to heed unwritten rules are 

still routinely called in for questioning, according to Okaz 
Deputy Editor-in-Chief Khaled al-Firm, or simply fired. 


13. (C) Perhaps the most famous incident of the firing of a 
prominent editor for going over the red line, was the 

dismissal of Jamal Khashoggi, then editor-in-chief of 

Al-Watan, on May 27, 2003. Allegedly, the SAG had Khashoggi 
fired because Khashoggi had criticized thirteenth and 
fourteenth century Hanbali jurist and favorite of Wahhabis, 

Ibn Tamiyya. Khashoggi had blamed Ibn Tamiyya\'s fatwa, that 
said it was permissible to kill Muslims if they stood in the 

way of killing infidels, for encouraging extremism and 

terrorism. At that time, Khashoggi was reacting to the 2003 
bombings of three Western compounds in Riyadh. By the time 
of his firing Khashoggi had made many powerful enemies 
through his comments, notably the CPVPV, religious leaders, 
and conservatives. However, in April 2007, Al-Watan, owned 
by then Asir Provinicial Governor Prince Khaled Al-Faisal and 
operated by Prince Bandar bin Khaled Al-Faisal, re-hired 
Khashoggi. Upon his return, Khashoggi said that he felt 
encouraged by the changes in Saudi media, but that he knows 
his limits. Khashoggi said that Saudi media is more open 
compared to 2003, that the environment is healthy now, and 
that most things that were once controversial are now being 
debated by every Saudi paper. (NOTE: No sooner had one 
branch of the Al-Faisal family fired Knashoggi than another 
branch, Prince Turki Al-Faisal, then Saudi Ambassador to the 
UK and later Saudi Ambassador to the U.S., hired Khashoggi as 
an advisor. END NOTE). 


14. (C) Women are making gradual gains in the media and 
increasingly allowed to work at newspaper bureaus 

(specifically in Riyadh), though in separate, secluded 

offices. Aforementioned Al-Ikhbariyya was the first Saudi TV 
network to feature women anchors, and Saudi Channel II 
Director Mohammed Barayan insisted that the women,s advisor 
be moved to an office on the same floor as the male 
executives. 
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15. (C) Training for women (and men) in journalism remains 
limited. There is only one journalism school in the Kingdom 
offering undergraduate courses to men only; women can, 
however, earn a master,s degree in journalism. Several 
Saudi female journalists, highly educated and fluent in 
English, complain they are forced to report only on cultural, 
family, and religious issues. Many of these women seek 
opportunities abroad in London or Dubai. 


16. (C) When compared to independent press in the West, 
Saudi Arabia still has a long way to go. However, 
organizational changes in the ministries and opening up to 
more moderate views in the media indicate that liberalization 
is happening and likely to continue. Cable TV packages 
offering pan-Arab news channels, such as Al-Jazira and 
Al-Arabiya, are already available to anyone who can afford a 
satellite dish, and the internet and inevitable new 
technologies will only increase access and speed to news and 
discussion. Saudi bloggers, such as those on the site Sahat, 
are a popular means around the red-line restricted media. 
They are already adding a new element to political 
discussion, with outspoken voices boldly attacking the Royal 
Family, the religious establishment, and liberal voices. 

Saudi Arabia, like the rest of the world, is discovering the 
joys and sorrows of the Information Age. END COMMENT, 
FRAKER 
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SUBJECT: THE SAME CZECH CO-OP HIT BY AVIAN FLU AGAIN 
REF: A. PRAGUE 370 
B. PRAGUE 756 


1. Summary: Within a week after the first outbreak of avian flu 
occurred on June 21 at a turkey farm in Tisova, Czech Republic (ref 
A), a chicken farm at nearby Norin belonging to the same 
agricultural cooperative was affected by the deadly H5N1 virus. 

Vets discovered the virus in nine out of 60 chickens while carrying 
out routine check-up on poultry earmarked for slaughter house. All 
28,000 chickens at Norin, which is four kilometers away from Tisova, 
were destroyed along with poultry kept by local villagers. As a 
standard operating procedure, the region has implemented strict 
veterinary and sanitary measures, decontaminated the affected farm, 
established three kilometer protection and 10 kilometer surveillance 
zones, and all animals within the zones have been inspected. State 
Veterinary Administration confirmed July 2 that those laboratory 
results were negative. There are some 350,000 poultry within the 10 
kilometer zone. If no new outbreaks occur, the extraordinary 
measures will be abolished after 30 days (July 27). End Summary. 


2. Contrary to the previous situation with turkeys at Tisova, no 

litter is used for chickens, so veterinary experts have ruled out 
contaminated straw stacks as the source of infection. They are also 
ruling out the possibility that the chickens caught the virus 

directly from birds at large since no dead, infected birds have been 
found in the region. Experts believe it was probably a farm worker 
bringing the infection in on his/her shoes or clothes or on the 
vehicle tires from Tisova prior the introduction of sanitary 

measures. 


3. As an immediate consequence of the latest outbreak, extraordinary 
measures entered into force June 28 for the whole country. By June 
30, all poultry farms must keep their birds under the roof. Poultry 
markets, exhibitions and competitions previously announced were 
allowed to take place over the weekend but from now on veterinary 
administration permits will be required not only for domestic events 
but also for participation in similar events abroad. Vets will be 
particularly strict in risky regions (the Pardubice Region where the 
two farms are located and in the South Moravian Region where a swan 
was found dead of the avian flu virus on June 25). Regional 
veterinary administrations all over the country were tasked with 
checking on poultry farms in their jurisdiction. 


4. Comment: The outbreak of avian flu in two poultry farms in the 
Czech Republic in June, however unfortunate, has demonstrated that 
Czech authorities are prepared to cope with the situation, with 
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appropriate sanitation and decontamination measures implemented. 
Post will monitor the situation closely, particularly during the 

30-day window, and provide additional information as they arise. 


GRABER 
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SIPDIS 


E.O. 12958: DECL: 07/03/2017 
TAGS: PREL, PGOV, GG 
SUBJECT: SOUTH OSSETIA REOPENS ONE IRRIGATION CANAL 


REF: TBILISI 01563 
Classified By: Ambassador John F. Tefft, for reasons 1.4 (b) and (d) 


1. (C) OSCE confirmed on July 2 that the South Ossetians 
have re-opened one of the two irrigation canals that bring 
water to Georgian farms both inside and outside the zone of 
conflict (reftel). The move came either during or after 

South Ossetian de-facto president Kokoiti\'s visit to Moscow, 
suggesting Russia was at least partially successful in 
pressuring Kokoiti to re-open the canals. OSCE Head of 
Mission Roy Reeve told us on Friday that the South Ossetians 
had opened both canals, but Deputy State Minister for 
Conflict Resolution Ruslan Abashidze insists that water is 
still not flowing through one of the canals. Georgian farmers 
have resumed their protest against the canal shutdown and 
have blocked the road leading to Ergneti to all traffic, 
including international donors and the OSCE. 


2. (C) The drinking water pipeline, which provides drinking 
water to both Georgian villages and Tskhinvali, is still 
operating below capacity. Ata July 2 joint Steering 
Committee meeting to discuss joint monitoring and repair of 
the pipeline, the two sides failed agree on the starting 

point for the monitoring trip. The Georgians wanted to begin 
in the South Ossetian village of Java, while the South 
Ossetians insisted on starting in the Georgian village of 
Kheiti. 
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3. (C) Shootings continued in South Ossetia over the 

weekend. The heaviest occurred near the Georgian village of 
Tamarasheni on Saturday, June 30, wounding one Georgian and 
two Ossetian civilians. OSCE confirmed that small arms and 
RPGs were used during the incident, but no mortars, which 
OSCE told us would be a sign of serious escalation. An OSCE 
monitoring group sent to investigate the situation also came 
under fire, but it did not appear that they were deliberately 
targeted. No one was hurt. 

TEFFT 
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DEPARTMENT FOR AF A/S FRAZER, AF S/E NATSIOS, AND AF/SPG 
NSC FOR PITTMAN AND SHORTLEY 

ADDIS ABABA ALSO FOR USAU 

E.O. 12958: DECL: 07/01/2012 

TAGS: PREL, PGOV, AU-1, UN, SU, ER 

SUBJECT: DARFUR POLITICAL PROCESS: UN/AU PLANS STILL LACK 
FOCUS 

REF: KHARTOUM 01006 


KHARTOUM 00001047 001.2 OF 002 


Classified By: CDA A. Fernandez, Reason: Sections 1.4 (b) and (d) 


1. (C) In advance of the Darfur summit meeting scheduled for 
Tripoli July 15-16, the United Nations (UN) and African Union 
(AU) are assessing the viability of two parallel efforts to 
energize the Darfur political process: a conference for 
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Darfur Peace Agreement (DPA) non-signatories hosted by the 
Sudan People\'s Liberation Movement (SPLM) in Southern Sudan 
and a meeting of non-signatory political leaders, including 
Abdulwahid al-Nur, Ahmed Diraij, Khamis Abdullah, Sharif 
Harir, Abdullah Yehia, and Ahmed Abdulshafi. In a briefing 
for the Darfur Partners Group in Khartoum on July 1, the 
UN/AU emphasized the urgency of progress on the political 
track, saying that neither delays in the SPLM initiative nor 

the intransigence of individual rebel leaders, such as 

al-Nur, should stall the peace process. 


2. (C) Pekka Haavisto, the senior advisor to UN Envoy Jan 
Eliasson, and Sam Ibok, the head of DPA implementation and 
the co-chair of the UN/AU Joint Mediation Support Team 
(JMST), will travel to Juba on July 2 for a meeting with 

First Vice President Salva Kiir and Eritrean official Yemane 
Gharaeb. They hope to determine what role the SPLM can play 
in the Darfur political process and how the UN/AU can 
increase the likelinood of a successful SPLM effort. A UN 
mediation expert reported that the SPLM was in the process of 
formulating its Darfur strategy and hoped to convene a 
conference in three to four weeks. It remained unclear 
whether the conference would include both Darfur civil 

society and rebel groups. The mediation expert said that the 
SPLM \"recognized that it does not have a full grasp of the 
situation in Darfur and sufficient contacts and had welcomed 
UN/AU assistance. The SPLM had also made clear that they 
intended the conference to lead to a mediation process under 
the UN/AU, not Eritrea. (Note: The July 2 meeting among the 
UN, AU, SPLM, and Eritrea will confirm this point. End note.) 


3. (C) Based on recent meetings in Juba, including with Kiir, 

CDA said that the \"the SPLM has a more mature realization of 
their role\" and remained committed to facilitating the Darfur 
political process. The SPLM had expressed \"no hesitation\" in 
acknowledging the UN/AU lead and were assessing the situation 
in Darfur and in regional capitals, such as Asmara and 

Tripoli. \"I left moderately positive on the strength of SPLM 
engagement,\" said the CDA, noting that the SPLM had expressed 
a desire to be represented at the upcoming Tripoli summit. 

Ibok said that he still \"had deep concerns about the 

initiative.\" Kiir had articulated realistic goals for the 

SPLM that the SPLM Taskforce on Darfur then muddled. Embassy 
suggested that the UN and AU consider drafting a memorandum 
of understanding with the SPLM to avoid ambiguity on its role 

and detail the support required from the UN, AU, and 

international community. 
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4. (C) Haavisto was examining possibilities for an inclusive 
meeting of non-signatory political leaders in the near 

future. While offering few specifics, he indicated this 

could take place before the Tripoli summit in order to inform 
those discussions. The meeting would build on recent contact 
between Diraij and Shafi, which had been facilitated by the 
UK, according to Haavisto. Al-Nur, however, continued to 
claim that he had his own plan to re-organize the Sudan 
Liberation Movement (SLM), though he had not shared it with 
the UN and AU. They had in turn concluded that they would 
continue to consult with al-Nur, press him to explain his 

plans, but could not delay the political process in response 

to his intransigence. The French Ambassador suggested that 
al-Nur is Wbeginning to understand that things are moving 
around him\" and that she had learned from Paris that he was 
now mentioning the SPLM conference and the UN/AU mediation in 
\"positive terms.\" Poloff said that two initiatives currently 

had momentum: the Centre for Humanitarian Dialogue (CHD) 


KHARTOUM 00001047 002.2 OF 002 


meeting in Kenya and the SPLM conference in Southern Sudan. 
He suggested that the UN/AU had the ability to \"tip the 

scales\" in favor of both rather than focusing on a new 

meeting and explained that the CHD meeting could be underway 
as early as July 9. (Note: Unconfirmed reports have surfaced 
that the UN and AU are also considering inviting some 
non-signatories to the Tripoli summit. It is unclear how a 
meeting of Darfur political leaders or the presence of 
non-sigatories in Tripoli intersect with the proposed CHD 
meeting in Kenya, which has received support from the UN and 
AU. End note.) 


5. (C) Facing a volatile political environment, the UN and AU 
regularly shift their tactical focus. On June 24, the UN and 
AU described their priority as repairing the rift between 
Darfur political and military leaders (reftel). One week 

later, they are now considering a meeting of political 

leaders with no stated outcome. Through contact at all 
levels, we should continue to encourage the UN and AU to 
remain focused on supporting a successful CHD-organized 
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meeting in Kenya to mitigate the fissures in the SLM, a 
conference of non-signatories in Southern Sudan to prepare 
them for negotiations, and a UN/AU-led negotiating process on 
the principles of shuttle diplomacy.\" A firm commitment to 
these steps from the UN and AU, which should be ratified 
during the upcoming Tripoli meeting, would provide a center 

of gravity for international efforts on the political 

process. End comment. 


6. (U) Tripoli minimize considered. 
FERNANDEZ 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/BELGRADE; NSC FOR ABRAMS/WATERS; 
TREASURY FOR SZUBIN/LOEFFLER/NUGENT/HIRSON 


E.O. 12958: DECL: 07/02/2017 

TAGS: ECON, EFIN, KFTN, KWBG, IS 

SUBJECT: CLEARANCE REVENUE TRANSFERS AND CASH SHIPMENTS TO 
GAZA RESUME 


REF: JERUSALEM 1346 
Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d). 


1. (C) PA Ministry of Finance Director General of Customs 
Hatem Yousef confirmed to Econoff July 2 that the GOI had 
transferred July 1 NIS 500 million (USD 118 million) in 
clearance revenues to the PA. Yousef said that this amount 
will be sufficient to pay PA employees their full salaries 

for June. He noted that the PA is still revising its list of 
employees, deleting the names of those hired after December 
31, 2005, so as to avoid paying Hamas appointees. Salary 
payments may begin as early as July 3, according to Yousef. 
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2. (C) Arab Bank Regional Director Mazen Abu Hamdan told 
Econoff July 2 that cash shipments to Gaza from Israeli banks 
resumed July 1 with the delivery of NIS 100 million through 
the Erez crossing. Abu Hamdan said that this shipment, 
combined with another shipment of NIS 100 million scheduled 
on July 2, will provide Gaza banks with sufficient funds to 

pay PA salaries in Gaza for June. Bank of Palestine Regional 
Director Hani Naser and Palestine Monetary Authority (PMA) 
Deputy Governor Jihad Wazir, however, initially reported that 
the July 2 shipment had been blocked at Erez for most of the 
day, but Naser later confirmed that cash bound for the Bank 
of Palestine and other banks in Gaza had successfully 
transited the crossing. 


WALLES 
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NOFORN 
SIPDIS 


STATE FOR NEA/MAG (HARRIS) 

STATE PASS USTR (BELL), USPTO (ADLIN AND ADAMS), USAID 
(MCCLOUD) 

USDOC FOR ITA/MAC/ONE (NATHAN MASON), ADVOCACY CTR (JAMES), 
AND CLDP (TEJTEL) 

CASABLANCA FOR FCS (ORTIZ) 

LONDON AND PARIS FOR NEA WATCHER 


E.O. 12958: DECL: 07/02/2017 

TAGS: PGOV, ETRD, KDEM, TS 

SUBJECT: REGIME INSIDER OUTLINES TUNISIA\S CHALLENGES 
REF: TUNIS 841 

Classified By: Ambassador Robert F. Godec for Reasons 1.4(b) and (d). 


1. (C) SUMMARY: During the Ambassador\'s June 29 courtesy 
call, President of the Economic and Social Council and 
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Democratic Constitutional Rally (RCD) party stalwart, Sadok 
Chaabane presented his views on trade, extremism, and 
democracy. Chabaane stressed the importance of reducing 
economic dependence on Europe and expressed a desire for a 
Free Trade Ageement with the United States. After raising 

the specter of Islamic extremism, Chabaane echoed RCD Vice 
President Hamed Karoui\'s (Reftel) critique of the opposition, 
blaming their weakness for slow political reform. END 
SUMMARY. 


2. (U) During the Ambassador\'s June 29 courtesy call, 
President of the Economic and Social Council Sadok Chaabane 
highlighted the importance of the institution in advising top 

GOT leadership and as a space for debate. The Economic and 
Social Council has 120 members who advise the President, 
Prime Minister, and the Chambers of Deputies and of Advisors. 
The Council has five permanent commissions: Education, 
Youth, and Culture; Economics and Finance; Health, Labor, and 
Social Issues; International Cooperation; and Agriculture and 
Regional Development. The Council includes approximately 30 
subject matter experts, but the rest of the membership is 
comprised of representatives from the Tunisian General 
Workers\' Union (UGTT), all (authorized) politial parties, 
employers, farmers, civil society groups, and representatives 
from the governorates. Chabaane boasted that the Council is 
\"practically the voice of civil society." 


3. (SBU) In discussing the economy, Chabaane stated that the 
GOT wants to diversify and reduce its dependence on Europe, 
with whom Tunisia conducts 80 percent of its trade. He cited 
the GOT goal to reduce this percentage to 60 percent by 2030. 
He expressed TunisiaWs desire for an eventual Free Trade 
Agreement with the United States, but also stressed the 
importance of Maghreb economic integration in helping to 
attract large US firms to trade and invest in the region. 

The Ambassador emphasized his own desire to strengthen 
US-Tunisian economic relations and noted the potential visit 
of a US business delegation in November. 


4. (C) Chabaane spoke strongly about the role of Arab media 
and the influence of Saudi Arabia in encouraging extremism. 
Chabaane stated that \"we must control the media\" and argued 
that hate speech cannot be allowed in the name of free 
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speech. He argued that those who perpetuate extremism and 
\"hate speech\" via the media should be prosecuted from abroad 
and then arrested when they leave their countries. Chabaane 
complained that all the \"good\" stations are encrypted and 
mused that allowing free access to these \"good\" stations 
would help fight extremism. Chabaane emphasized the 
importance of remembering Tunisian history. Tunisians had 
spoken Latin, had been Christian, and part of the Roman 
empire -- this history should not be forgotten. Tunisians 
should be proud of their own history, he stated, and should 
not look to Arab countries such as Saudi Arabia. 


5. (C) Using familiar GOT talking points Chabaane noted that 
democracy required many conditions and that these conditions 
must be fulfilled slowly. While Chabaane acknowledged that 
Tunisians are educated, comfortable economically, and open to 
the world, he blamed the weakness of the opposition for the 
current political situation, echoing the argument given by 

RCD Vice President Hamed Karoui in a recent meeting with the 
Ambassador (Reftel). He asked rhetorically, \"How do you 
create opposition?\" Chabaane stressed that it is not easy 

and requires time. He stated that the GOT would like the 
opposition to regroup, but they are divided and no leaders 

have emerged. Referencing the Iranian revolution, he sighed 
that currently the more extreme the opposition, the more 
popular they are. Chabaane told the Ambassador that the day 
Tunisia has a strong opposition, then religious extremists 

will be a minority. Democracy needs to be based on programs 
and ideas rather than based on faith, he stated, gifting the 
Ambassador a copy of his book \"Program Democracy Versus Faith 
Democracy.\" Chabaane alluded to a debate inside the 
government about reform and asserted that President Ben Ali 
will announce changes on the twentieth anniversary of his 
regime this November. Ambassador stressed the importance of 
further progress by the GOT towards democracy, freedom of 
expression and freedom of association. Tunisia, he noted, is 
ready. 


6. (C/NF) Sadok Chabaane,s influence within the GOT extends 
far beyond his position as President of the Economic and 
Social Council. He previously served as Director of the 
Tunisian Institute for Strategic Studies and was named to the 
Council following the death of the incumbent. Chabaane\'s 
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business cards notably list only his name, with no title or 
contact information, perhaps reflecting his opinion that he 
needs no introduction. During the meeting, he spoke with an 
ease and frankness uncommon to GOT officials who are careful 
to stick closely to their talking points. An RCD stalwart 

and Ben Ali confidant, Chabaane has served as Ben Ali,s 
Advisor, Chairman of Ben Ali,s 1999 re-election campaign, 

and has written several books on Ben Ali. Widely considered 
to be one of the RCDVs top intellectuals, Chabaane may in 

fact have written many of the GOT talking points on 
democracy. However, many of his ideas about media and 
combating extremism appeared to reflect his personal views 
rather than an official line. Chabaane\'s expression of 

desire for an FTA is particularly notable, marking yet 

another GOT meeting where the FTA has been raised and 
indicating that a consensus may have developed in the GOT at 
the highest levels. END COMMENT. 

GODEC 
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E.O. 12958: N/A 

TAGS: KMDR, OPRC, OIIP, ETRD, BR 

SUBJECT: MIDEAST: WESTERN HEMISPHERE: VENEZUELA, NATIONALIZATION 
PROGRAM, PRESS FREEDOM, DEMOCRACY AND HUMAN RIGHTS; SCO PAULO 
1. \"Chavez\' New Constitution" 

Main editorial in center right O Estado de S. Paulo (7/2) says: \"The 


first measure Hugo Chavez took once he became president of Venezuela 
in 1998 was to reform the constitution.... With the 1999 


Column 3 

constitution Hugo Chavez was able to begin to tailor Venezuela to 
the \"bolivarian\" format....Now [Chavez says] the 1999 constitution 
has \"residues of the old order\"...and therefore it is time to write 

a new one that reflects the goals of the dictator. The text is 

almost ready.... From what is known about the project...private 
property will be tolerated according to the convenience of the 
dictator of the moment. Economy will be continuously 
socialized...the central bank will lose its autonomy...indefinite 
reelection of the president will be allowed.... Chavez also intends 
to formalize the Bolivarian militias and the community police\'s role 
as a national defense force. The Armed forces will perform 
\"strategic functions" to defend the country from an invasion of U.S. 
troops-a fantasy threat used by the dictator to mobilize part of the 
population.... The Bolivarian militias are actually a group of 

brutes ...the community police...is a copycat of the Committees for 
the Defense of the Revolution which Fidel Castro uses to keep the 
population in line, It will be no different in Venezuela.\" 

McMullen 
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SECSTATE FOR IO/PSC - DENNIS HANKINS; DAKAR PLS PASS ODC, 
DAO, AND RAO 


E.O. 12958: DECL: 07/02/2017 

TAGS: PREL, KPKO, UNSC, MASS, SU, GA 

SUBJECT: THE GAMBIA: DEMARCHE ON TROOP CONTRIBUTIONS FOR 
THE HYBRID OPERATION IN DARFUR 


REF: A. STATE 90022 
B. BANJUL 204 ET AL (NOTAL) 


Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (B AND D) 


1. (SBU) Ambassador made ref a demarche to the Foreign 
Affairs Permananent Secretary (Deputy Formin equivalent), 
emphasizing the urgent need to find qualified peacekeeping 
forces for the Hybrid Operation in Darfur. Ambassador urged 
the GOTG to commit to expanding its current Darfur contingent 
of 196 troops. (NOTE: The GOTG has also deployed about 100 
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police officers to Darfur. END NOTE) The Permanent Secretary 
gave assurances that our request would receive the GOTG\'s 
full consideration, but made no substantive comment. 


2. (C) COMMENT: In our previous approaches to the GOTG to 
urge that it expand its Darfur contingent (ref b), the GOTG 

has responded that any expansion would be conditioned on 
donors providing ten APCs in addition to other \"financial and 
logistical resources\" for the additional troops. Our sense 
remains that, without assurances that donors will meet the 
GOTG\'s assistance requirements -- including the ten APCs -- 
the GOTG is not/not likely to be willing to make a commitment 
of additional forces. END COMMENT 

STAFFORD 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, KPKO, AU-1, UNSC, MASS, SU, MA 

SUBJECT: MADAGASCAR\'S TROOP CONTRIBUTIONS FOR THE HYBRID OPERATION 
IN DARFUR 


REF: STATE 089941 


1. (SBU) Charge and U.S. Defense Attache met with Madagascar\'s 
Minister of Defense Petera Behajaina July 2 to discuss Madagascar\'s 
current troop contributions to the African Union Mission in Sudan 
(AMIS) and potential contributions to the upcoming UN/AU Hybrid 
Operations in Darfur. Behajaina affirmed that Madagascar intended 
to continue providing at least modest numbers to the international 
peacekeeping efforts in Darfur, but was unwilling to indicate 

whether the Government of Madagascar would be able or willing to 
significantly increase its participation. 


2. (U) Madagascar has 14 peacekeeping observers in Sudan at present 
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and 19 who have recently returned from deployment with AMIS. In 
addition, 46 personnel have been approved by President Ravalomanana 
for immediate deployment to Darfur. Those 46 are apparently waiting 
only on logistics funding (plane tickets) from the AU. In addition, 

42 personnel are prepared to participate once the President gives 

his approval to send them. In total, then, 102 officers are planned 

for Madagascar\'s participation in AMIS. 


3. (SBU) Behajaina estimated that these same troops would be 
available for the UN/AU Hybrid Operation; however, when pressed to 
identify any possible increase in numbers, he was unwilling to 
commit - one way or the other - without approval from President 
Ravalomanana. He did, however, seek more information to assist in 
their decision-making process. First, would the troops that are 
committed need to be fluent in English, or would it be acceptable 

for fluent French speakers to participate, as this would greatly 
increase the number of potential candidates? Second, given that the 
Malagasy military has a \"bulge\" of mid-level officers, would it be 
acceptable if most participants came from this cadre? 


4. (SBU) With respect to equipment and training, Behajaina sought 
further information on what kind of training would be available. He 
indicated that Madagascar\'s troops would need to be completely 
outfitted for equipment to include communications, medical, 
personnel gear, and messing equipment/facilities. Additionally, he 
requested a seminar hosted by a country that has experienced 
peacekeeping troops to explain the ground realities for peacekeeping 
in Darfur. This could be a 2-3 day seminar to include operational 
and legal expectations and constraints. 


5. (SBU) COMMENT. While Behajaina was unwilling to commit troops 
without higher authority approval, his questions were entirely 

pertinent to Madagascar\'s decision-making. Post has agreed to stay 
in touch with the Ministry of Defense on these issues as more 
information becomes available, such as answers to the questions 
raised in Paragraph Three. At a minimum, however, Madagascar has 
committed to sustaining its existing, modest presence. END 
COMMENT. 


SIBLEY 
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E.O. 12958: DECL: 07/02/2017 

TAGS: PGOV, PREL, PINR, KISL, SA 

SUBJECT: MIRA LEADER CITES RELIGIOUS DUTY AS REASON FOR SAG 
OPPOSITION 


REF: RIYADH 932 


Classified By: Deputy Chief of Mission Michael Gfoeller 
for reasons 1.4(b) and (d). 


1. (S) SUMMARY: London-based Saudi extremist leader and 
head of the Movement for Islamic Reform in Arabia (MIRA) 
SaVad al-Fagih in continuing his public appeal for 
Kingdom-wide support against the Saudi government (SAG). In 
recent months, al-Faqih has attempted to utilize tribal ties 

to rally support for his cause and call for protests inside 

the Kingdom (reftel). However, in his May and June 

television broadcasts on London-based television channel 
Al-Islah, al-Fagih changed his approach, reverting to 

religious arguments, commending the Commission for the 
Promotion of Virtue and Prevention of Vice and claiming that 
\"opposition to the Saudi rule is a duty because they have 
breached God\'s laws.\" Al-Fagih\'s new tactics, which have 
flip-flopped several times in the past year, appear to be 
indicative of a general lack of support for his efforts. END 
SUMMARY. 


2. (C) London-based Saudi extremist leader and head of the 
Movement for Islamic Reform in Arabia (MIRA) SaVad al-Faqih 
called on his followers (\"Islahists\") to oppose the SAG, 
claiming \"opposition to the Saudi rulers is a duty because 

they have breached God\'s laws.\" (Note: Al-Fagih has used 
religion to call for opposition protests in the past. Most 
notably, in an unsuccessful 2004 uprising attempt in a 

central Riyadh mosque, al-Faqih called for stricter Islamic 
institutions in the Kingdom. End Note.) In his May 21 
broadcast, al-Faqih gave a lecture on \"God\'s Universal Laws\" 
dealing with justice, security, stability, corruption, and 

vice-- the key principles upon which MIRA opposes the SAG. 
He stated that \"breaching God\'s Universal Laws will bring 
divine punishment upon people.\" He then told his fellow 
Islahists that the SAG has breached these laws, and therefore 
they must oppose the SAG. 


3. (C) This religious call upon the Islahists was reinforced 
during al-Faqih\'s May 26 broadcast in which he commended the 
work of the Commission for the Promotion of Virtue and 
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Prevention of Vice ("Commission"), despite recent media 
criticism and public outcry against its excesses (septel). 

Al-Faqih stated that the Commission made \"great achievements 
in combating crime, drugs, and spirits.\" However, he warned 
his followers that the Commission is harmful to religion 

because it is employed as a tool of the SAG, and is not a 

true enforcer of the Islamic principle of censure. 


4. (U) Al-Fagih also claimed that MIRA\'s support is finally 
being demonstrated openly. In the past months, al-Faqih has 
criticized his followers for not publicly supporting his 

cause due to unfounded fears of persecution by the SAG. 
Al-Faqih specifically commended the Islahists of HaVil and 
Al-Kharj for their public support and \'wide\' attendance at 
mosque gatherings. (Note: These cities are located in 
northern Saudi Arabia in the same areas where his tribal base 
has come from in the past. End Note.) As a \'reward\' for 
this behavior, al-Faqih granted the Islahists \"respite\" from 
the gatherings; there are no more planned protests until July 
20, when MIRA is planning region-wide gatherings in 
opposition to the SAG. 


5. (S) COMMENT: Although al-Faqih has managed to keep 
himself and MIRA in the spotlight, his inability to maintain 
direction or a concrete following is becoming increasingly 
apparent. During March and April's broadcasts, he utilized 
tribal leaders to support his cause in an attempt to 
demonstrate his strength. However, only weeks later, he 
reverted to religious arguments, possibly motivated by the 
lack of response to his tribal rally in earlier months. 

Based on this lack of focus, it is unlikely that MIRA\'s July 
20 call for regional SAG opposition will have any traction 
and could therefore put a stop to his renewed claims of 
increasing support and calls for Kingdom-wide mosque 
gatherings. END COMMENT. 
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SIPDIS 


E.O. 12958: DECL: 01/02/2017 
TAGS: PREL, PGOV, UNSC 


Column 3 
SUBJECT: AMBASSADOR KHALILZAD\'S LUNCH WITH SYG BAN KI-MOON 


Classified By: Amb. Zalmay Khalilzad. E.O 12958. Reasons 1.4 (B&D). 


1. (C) During a June 26 lunch, Ambassador Khalilzad and UN 
Secretary-General Ban Ki-Moon discussed: the UN Reform Group, 


SIPDIS 

UNDP and DPRK, the Capital Master Plan, personnel issues, 
Ban\'s Washington trip, and the Terms of Reference for the 
Blair appointment. 


2. (C) On the Reform Group: On our request that he meet with 
selected member states to agree on deliverable reforms, the 
SYG said he preferred to have UNGA President Khalifa host 
such a meeting lest she feel slighted. 


3. (C) On the UNDP issue: On the problems we feel Malkert is 
posing for Kemal, the SYG and the UN in general and on the 
way in which UNDP has chosen to deal with the DPRK, the SYG 
said that the UN would do the right thing, but that he did 

not want the issue discussed within his staff. 


4. (C) On the Capital Master Plan: The SYG said that every 
year\'s delay increases the total budget by USD 120 million. 
He said also that he would appoint an American to be the 
Executive Director. 


5. (C) On Personnel: The SYG asked that the U.S. provide the 
name of a candidate to succeed Ashraf Qazi as IRAQ SRSG. Ban 
also asked whether the U.S. could suggest any names for the 
position of Undersecretary for Field Operations in DPKO\'s new 
Department of Field Operations. He said that he had found a 
well-qualified South Korean to head the new Information 
Technology position that will be responsible for integrating 

the entire UN information system. Ban also said he had 
selected a Brazilian -- Sergio Duarte -- to be the new 
Department of Disarmament Affair\'s (DDA) High Representative 
for Disarmament Affairs. 


6. (C) On his trip to Washington, DC, Ban said that his 
preference is to do it in July. 


7. (C) Ban also signed off on the Terms of Reference for 
Blair and for the Quartet announcement without changes. At 
the same time, Ban expressed concern that certain details 
regarding the Blair appointment -- who provides security, who 
pays for support, where he will live -- have not yet been 
decided and will need to be resolved. 

WOLFF 
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E.O. 12958: DECL: 07/02/2017 
TAGS: PREL, PHUM, PGOV, PREF, PINS, SU, FR 
SUBJECT: SUDAN: JUNE 24 ABDULWAHID MEETING WITH SE NATSIOS 


REF: PARIS 2820 


Classified By: Political Minister-Counselor Josiah Rosenblatt, 1.4 (b/d 
). 


1 (C) SUMMARY AND COMMENT. Special Envoy for Sudan Andrew 
Natsios on June 24 met with Abdulwahid el-Nur, leader of the 
Sudan Liberation Movement (SLM). SE Natsios repeatedly asked 
Abdulwahid to participate in the Kenya conference organized 

by the Swiss-based Centre for Humanitarian Dialogue (CHD), as 
it is the facilitator the U.S. supports as the most neutral 

among other possible mediators such as Eritrea, Libya, or the 
many others currently proposed. Abdulwahid said that he 

would not participate in the Kenya conference without first 
meeting individually with other rebel leaders to unify them. 

He said he is the only/best rebel leader to do this, and 

asked for time and support from the USG to allow him to 
accomplish these objectives. SE Natsios told Abdulwahid that 
he was welcome to discuss his own proposals for the Kenya 
conference with Andrew Marshall of the CHD, but that the USG 
would not support any of the leaders directly. SE Natsios 

told Abdulwahid that he had worked very hard to hold back all 
the other competing negotiating fora while this Kenya 
conference was given a chance to work, and that Abdulwahid 
and the other leaders were the ones standing in the way of 

the rebel groups coming together so they could then negotiate 
effectively with the Sudanese Government. The meeting was 
rather contentious; Abdulwahid, perhaps nervous about his 
leadership position and fearing that the Kenya meeting could 
dilute his power, was dug-in in his views (an assessment 

shared by Presidency Africa advisor Bruno Joubert, reported 
reftel). END SUMMARY AND COMMENT. 
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2. (SBU) Special Envoy for Darfur (SE) Andrew Natsios met 
on June 24 with SLM leader Abdulwahid el-Nur. Also present 
were SE Chief of Staff Andrew Steinfeld, Conoff Nathan Jones 
(notetaker), and Michel Arditti, Abdulwahid\'s representative 

in Paris from Urgence Darfour. 


3. (C) SE Natsios began by noting that the political 
situation in Sudan generally and Darfur specifically was 
getting progressively worse. Any delay in negotiating a 
political agreement on Darfur would only accelerate this 
trend and increase the potential for civil war across Sudan 
by the time elections are held in 2009. The Sudanese 
Government has been encouraging Arabs from neighboring 
countries, Chad in particular, to move into Darfur, even 
giving them Sudanese citizenship and allowing them to take 
over lands belonging to the African ethnic groups currently 
in the refugee camps. The Sudanese Government hopes that 
this new development, coupled with political redistricting, 
will consolidate its power in the elections in 2009. 


4. (C) Abdulwahid asked for USG assistance to give him time 
and resources to consolidate his support among the different 
rebel groups. He stated repeatedly that the CHD conference 
in Kenya would not succeed, and that each rebel leader would 
use it, and any media present, to fight for leadership of the 
people of Darfur. Abdulwahid said that he has a large amount 
of support on the ground in Darfur and among the rebel 
military commanders, and that he remains in daily contact 

with them. 


5. (C) SE Natsios responded that Abdulwahid,s influence in 
Darfur was now in question, and that Abdulwahid may no longer 
have the best sense of the situation on the ground and who 
there still supports him. SE Natsios also said that the USG 
especially cannot support any single rebel leader or military 
commander. The USG role at this point was to support the 
Kenya conference as a neutral forum, with no media or members 
of the Islamist JEM rebel group present to interfere. The 
conference would allow the political and military leaders of 

the SLM to find common ground and then be able to negotiate 
with the Sudanese Government as a unified body. Abdulwahid 
insisted that he needed to personally meet with other leaders 
from Darfur individually to gain their support and only then 
would a conference such as this work. Abdulwahid said he was 
the only one capable of bringing them all together, and asked 
for USG logistical and financial help and time to conduct 

these meetings on his own before a conference was held. SE 
Natsios said Abdulwahid had already had a year since the 

talks in Abuja; he had made no progress in unifying these 
groups, and there was no more time to wait. 
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6. (C) SE Natsios told Abdulwahid to discuss his plan to 

meet individually with rebel leaders with Andrew Marshall of 

the CHD to see what he and the CHD thought of it, and that 

the USG ultimately had no control over the conference or its 
budget. (NOTE: We understand that Marshall and Abdulwahid 
subsequently met in Paris on June 26. END NOTE.) SE Natsios 
said that the military commanders had largely overcome their 
differences during their meetings this spring in North 

Darfur, and that it was the political leaders from Darfur, 
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including Abdulwahid, who are impeding progress now. 
Abdulwahid mentioned at one point that if the Abuja 
negotiations had worked properly, then he would now be the 
Senior Assistant to the President of Sudan, instead of Mini 
Minawi. SE Natsios said that the USG agrees with Abdulwahid 
on his long-term goals for Darfur, but that he needed to be 
more flexible in how those goals were reached. Michel 

Arditti (Urgence Darfour), largely silent to this point, 

echoed this statement, saying that some flexibility was 
perhaps necessary. 


7. (U) SE Chief of Staff Steinfeld has cleared this message. 


Please visit ParisW Classified Website at: 
http://www state.sgov.gov/p/eur/paris/index.c fm 
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SUBJECT: THE GAMBIA: ATTENDANCE AT AGOA FORUM 


REF: A. STATE 91543 
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B. BANJUL 270 


In response to ref a and as previously indicated in ref b, 

the GOTG advises that the Secretary of State (Minister) of 
Trade, Industry and Employment, Abdou Colley, will head the 
GOTG delegation to the AGOA Forum. We are told that, while 
the full composition of the Gambian delegation has yet to be 
determined, it will include sub-cabinet officials at Trade, 
Finance and Economic Affairs, and Foreign Affairs, along with 
representatives from the private sector and parastatal trade 
promotion organizations. 

STAFFORD 
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DEPARTMENT ALSO FOR ISN/FM -- AMB. GUHIN AND MEGGEN WATT 


E.O. 12958: DECL: 07/02/2017 
TAGS: ENRG, KNNP, PREL, PARM, TRGY, RS 
SUBJECT: MAYAK TRANSPARENCY AGREEMENT: JULY ROUND POSSIBLE 


REF: STATE 25072 
Classified By: EST Counselor Daniel J. OVGrady. Reasons: 1.4 (b,d) 


1. (C) Both in the meetings of the plutonium disposition 
negotiations (June 19-20 in Moscow) and on their margins, 
Ambassador Guhin raised the Mayak transparency agreement with 
Rosatom Deputy Director Ivan Kamenskikh and Head of the 
Department of International Relations Vladimir Kuchinov, 

urging that negotiations be reconvened and completed promptly 
in July, before Senator Lugar\'s visit in August. He noted 

that the US provided comments on the entire package (umbrella 
agreement, liability protocol, and technical annexes) in late 
February (reftel) and need Russia\'s response, and that both 
sides had an interest in concluding these negotiations 

without delay. 


2. (C) On the margins and then in the plenary (see below), 
Kuchinov explained that Rosatom had just received comments 
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from the interagency, some of these went in different 
directions, and this required Rosatom to sort them out before 
responding to the U.S. He anticipated that Russian comments 
would be ready soon, \"surely by the end of June," and that 
the Russian side would be ready to meet sometime in July. He 
also noted that completing negotiations by the time of 

Senator Lugar\'s visit could be difficult but not impossible, 

but said signature by that time was not possible given the 
formal and extensive ministerial-level review for 

Presidential approval for signature once the text is 

completed. 


3. (C) In the plenary, Kamenskikh ruminated about the high 
cost of operating the Mayak Fissible Material Storage 

Facility (FMSF) -- some 450 million rubles per year -- and 
appeared to suggest that the storage value was not 
commensurate with the cost. In the meeting and particularly 
on the margins, U.S. Rep stressed that this was a major, 
important project and that the operational cost (really cheap 
by U.S. standards) or extent of use of the facility should 

not be in question. He privately asked Kuchinov if 
Kamenskikh was suggesting otherwise and noted that, if so, 
this would be a big problem. Kuchinov quickly responded that 
Kamenskikh was not and that the facility was being and would 
continue to be filled at least until 25 tons had been 

secured. U.S. Rep maintained that the facility should be 
utilized to the full extent. 

RUSSELL 
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RHMFIUU/AFOSI DET 522 INCIRLIK AB TU 

RUEUITH/AFLO ANKARA TU","UNCLAS SECTION 01 OF 02 ANKARA 001693 
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DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
MONDAY, JULY 2, 2007 


In Today\'s Papers 


Defectors Claim US Arms to PKK in Northern Iraq 

All papers report four PKK defectors -- three men and one woman -- 
who escaped from the PKK camps in northern Iraq and turned 
themselves in to the security forces, claimed they had witnessed two 
US armored vehicles bringing weapons to the PKK camp in Kandil 
Mountain in northern Iraq. The PKK members told reporters at the 
gendarme station in Sirnak\'s Silopi township that the possibility of 

a Turkish cross-border incursion against tne PKK camps in the region 
caused panic among organization members and that camps were 
evacuated. The PKK militants also said the organization has been 
acquiring remote-control landmines and explosives from northern 
Iraq. Papers report the US Embassy in Ankara said in response to 
the charges, \"The PKK is a terrorist organization, and we do not 
hold contacts with the PKK.\" 


Gul on Possible Turkish Incursion into Northern Iraq 

Hurriyet and Zaman report Foreign Minister Abdullah Gul said Ankara 
wouldn\'t seek approval from the US when it feels its own security is 
at risk. Gul said Turkey has a deep historical friendship with the 

Iraqi Kurds, yet complained that this friendship has been \"taken 
hostage\" by PKK terrorism. He noted the image of the US has been 
deteriorating in Turkey, a fact which eventually affects some other 
state institutions as well. \"This can be seen as a success of the 
PKK,\" Gul emphasized. Gul also noted Turkey was not obsessed with a 
cross-border incursion, adding Turkey sees lraq\'s stability and 
territorial integrity as a high priority: \"Harming the stability of 

Iraq is against our interests. We never wish for instability in 

Iraq\'s north.\" 


Gul Denies Baykal\'s Accusation of Secret Deal with US Over Iraq 
Vatan, Milliyet, Hurriyet, Zaman and others: Foreign Minister Gul 
denied CHP leader Baykal\'s claim that the Turkish government had 
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made a secret deal with the US over northern Iraq. Main opposition 
party CHP leader Deniz Baykal recently claimed that Turkey and the 
US agreed on a deal in Dubai in 2003, in which Turkey would receive 
$1 billion if it promised not to intervene in northern Iraq. Baykal 
claimed State Minister Ali Babacan signed the deal. FM Gul 
explained that after the first Gulf War some regional countries that 
suffered damages were compensated. When the US offered compensation 
to Turkey Ankara initially agreed. However, when the US Senate 
added the condition that the assistance would be cut in case of a 
Turkish military intervention into Iraq, Ankara rejected the 
assistance. 


Erdogan and Bahceli Exchange Remarks over Ocalan Execution 

All papers report over the weekend and today that the leaders of the 
ruling AKP and extreme-right MHP, in separate election rallies held 
Saturday, engaged in a war of words over who was responsible for not 
carrying out the death sentence given to Abdullah Ocalan, the 
imprisoned leader of the PKK. On Saturday, Prime Minister Erdogan 
criticized the MHP for not carrying out Ocalan\'s execution. In 

response, MHP leader Devlet Bahceli, at an election rally in 

Erzurum, addressed Erdogan by saying, \"Can\'t you afford to buy a 
hanging rope?\" and threw a rope to the crowd. Another reply came 
from Erdogan at an election rally in Mersin, asking the MHP leader, 
\"The death penalty was still legal in your time; why didn\'t you hang 
him?\" On Sunday the MHP announced it would be exposing the names of 
the AKP members who voted in favor of a proposed amendment that 
would abolish the death penalty for all crimes including those of 
terrorism. MHP Deputy Chairman Mehmet Sandir said the MHP was the 
only party in parliament that had voted against the bill to abolish 

the death penalty in 2002, when a coalition government between the 

late Bulent Ecevit\'s DSP, the MHP and the Anavatan was in power. 


Hrant Dink Murder Case Begins in Istanbul Today 

Cumhuriyet, Yeni Safak, Radikal and others: Papers report that the 
Hrant Dink murder case will begin in Istanbul heavy penal court 
today. Liberal Radikal and Islamist-oriented Yeni Safak report that 
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defendant Yasin Hayal sent a letter to the prosecutor claiming that 
a group within the Turkish police guided the accused, arguing that 
the state should defend them as they had been used by the state. 


Editorial Commentary on Turkish Elections 

Gungor Mengi writes in the mainstream daily Vatan: \"In this election 
there will be two main problems shaping the people\'s party choice, 
namely unemployment and terror. The ruling AKP has failed to 
decrease unemployment significantly, nor has it managed to develop 
programs in support of more production. However those 
insufficiencies will not necessarily lead to AKP\'s defeat as its 
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rivals have also failed to come up with realistic solutions to those 
problems. In terms of the economy, the ruling AKP, despite some 
setbacks is still the front runner in the eyes of electors. Open, 

as well as indirect, support from the business community is another 
factor in AKP\'s election performance. As for terrorism, AKP is not 
doing very well. The growing number of terrorism victims is putting 
AKP into a panic while nationalist MHP is gaining more ground during 
the election rallies. The most recent controversy between the two 
parties over hanging [jailed PKK leader] Ocalan, is a strong 
indication that even PM Erdogan is confident that MHP will pass the 
10 percent threshold.\" 


TV News: 
(NTV, 8 A.M.) 
Domestic News 


- CHP leader Deniz Baykal said at an election rally in Edirne that 
Prime Minister Erdogan is not aware of the role of northern Iraq in 
the rise of terror attacks in Turkey. 


- Three PKK suspects preparing for bomb attacks have been captured 
by police in Istanbul. 


- On the genocide statements made by Greek President Karolos 
Papoulias during a visit to Armenia, Turkish Foreign Ministry said 
Greece has no right to make recommendations to Turkey after the 
massacres carried out in Anatolia during the Turkish liberation 
struggle. 


- Former British Prime Minister Blair, Russian President Putin, 
German Chancellor Merkel and former US VP Al Gore are expected to 
participate in the World Chambers Federation congress to be held in 
Istanbul on July 4-6. 


International News 


- Foreign Minister Hoshiyar Zebari said Iraq will disintegrate and 
turn into a safe haven for al-Qaeda, worse than Afghanistan before 
the fall of the Taliban, if American troops withdraw prematurely, 
adding another risk was a regional war, pointing to Turkey\'s troop 
build-up on Iraq\'s northern border. 


- Portugal took over yesterday the rotating EU term presidency from 
Germany. 


- Venezuelan President Hugo Chavez met Iran\'s Ahmadinejad to discuss 
energy and trade ties between the two countries in a visit he said 
was aimed at defeating the \"imperialistic\\' policies of the US. 


- The US embassy in Cyprus issued a public appeal on Sunday for 
information on the whereabouts of its Defense Attach Thomas Mooney 
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who has been missing for three days. 
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E.O. 12958: N/A 
TAGS: PTER, KGIC, NO 
SUBJECT: GLOBAL INITIATIVE INVITATION DELIVERED 


REF: STATE 91275 


(U) On July 2 we delivered reftel points to MFA Export 

Control Section Deputy Director General Siren Gjerme Eriksen. 
She pledged to review the Global Initiative invitation with 

her staff, and will contact us with any questions or comments 
concerning next month\'s Germany meeting. 

Whitney 
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E.O. 12958: DECL: 06/29/2016 
TAGS: PREL, PHUM, PINR, CD, SU, FR 
SUBJECT: SARKOZY SAYS TACKLE DARFUR FIRST, CHAD SECOND 
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REF: 6/28 PARIS POINTS 


Classified By: Political Minister Counselor Josiah B. Rosenblatt. Reas 
ons 1.4b,d 


1. (C) President Sarkozy decided in a June 27 internal 

meeting that France would focus first on advancing the UN-AU 
Hybrid deployment and on bringing clarity to AMIS finances 
before taking action on an MFA proposal for a 
French-EU-African force in Chad. Presidential adviser Romain 
Serman explained to Africa Watcher on June 29 that garnering 
broad support for a UNSC resolution mandating the Hybrid was 
the immediate GoF priority. Serman emphasized that Sarkozy 
had not yet signed off on the plan circulated by FM Kouchner 
for a multilateral EU-driven mission in Chad. If there was 
broader buy-in for an operation in Chad from key EU partners 
at the July 23 GAERC -- meaning MOUs on troop availability 
and not just a thumbs-up -- then Sarkozy might give the green 
light, but only if he were certain that France would not be 

left holding the bag. 


2. (C/NF) Serman (protect) related that Sarkozy had reacted 
with real anger upon learning about the lack of AMIS 
accountability on funding. Although France had recently 
announced an additional 10 million euro to AMIS, the monies 
would be frozen until the AU took action on accountability; 
German and other EU-donor assistance may also be held up, 
Serman suggested. Echoing June 27 comments to Africa Watcher 
by Deputy Presidential Adviser and Africa Counselor Bruno 
Joubert, Serman reported that EU funds for AMIS had 
\"vanished\" in Addis Ababa (Ref); there was no reasonable 
explanation for Rwandan troops not to have been paid for 
months. Sarkozy, professing an obligation to the French 
taxpayer, had demanded that EU Commissioner Louis Michel 
deliver a firm message to African Union Chairperson Alpha 
Konare. Serman disclosed that Sarkozy had used colorful 
language to express his annoyance with Konare. 


3. (C) Serman confirmed that France wanted to use its 
September UNSC presidency as a vehicle for making headway on 
Darfur. The GoF is considering holding a follow-up meeting 

of the Enlarged Sudan Contact Group on the margins of the 
UNGA in NY, possibly involving a Security Council meeting on 
September 25 to be attended by heads of state. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 07/02/2017 

TAGS: PGOV, PINR, MU 

SUBJECT: C-NE7-01141: SULTAN QABOOS ADDRESSES NATION ON 
CYCLONE GONU 


REF: A. MUSCAT 654 
B. MUSCAT 638 
C. MUSCAT 596 
D. MUSCAT 590 
E. MUSCAT 587 


Classified By: CDA Alfred F. Fonteneau for Reasons 1.4 (b, d) 


1. (U) On the evening of June 30, Sultan Qaboos delivered a 
televised speech broadcast by Oman TV to commend the 
country\'s response to the devastating impact of tropical 
cyclone Gonu (refs A - E). The Sultan stated that it was 

\"the Almighty\'s will\" that Oman experienced the powerful 
storm, which \"proved ... the power of this country and the 
strong bonds and unity of its people.\" He declared that he 
was \"proud\" of Omanis and appreciated their \"loyal, unlimited 
efforts and commendable noble stands\" in offering assistance 
after the cyclone. The Sultan lauded the government and the 
military for their \"efforts exerted in service of this 

content, generous country,\" and expressed thanks \"for all 
brothers and friends for their noble and supportive stance 
towards Oman.\" 


2. (U) The Sultan conferred specific awards to a number of 
individuals in gratitude for their performance during and in 

the aftermath of Gonu. The highest honor, the Royal 
Commendation Order - First Class, was presented to Lt. 
General Malik bin Suleiman al-Maamari, Inspector General of 
the Royal Oman Police, and to Abdullah bin Abbas bin Ahmed, 
Chairman of Muscat Municipality. Fifteen military and 

civilian officials received the Royal Commendation Order - 
Second Class, while fifteen others were given the Royal 
Commendation Order - Third Class. 
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3. (C) Comment: The Sultan\'s speech ended much speculation 
on whether or when he would formally address the country 
regarding the cyclone. (Note: The Sultan chaired the June 

11 cabinet meeting on cyclone recovery efforts (ref C), but 

did not deliver a message to the public. End note.) That he 
chose to present his address more than three weeks after the 
storm, and well after many Omanis privately began questioning 
the Sultan\'s apparent silence (refs D, E), demonstrates the 
Sultan\'s traditional determination to act when and how he 
deems best, rather than in response to pressure from others. 
Some contacts claim that the Sultan may have purposely 
remained in the background following the cyclone so that 
Omanis would look to government institutions, rather than the 
palace, for assistance and guidance. 


4. (C) Comment continued: As expected, the local press 
praised the Sultan\'s address. Arabic daily \"Oman,\" for 
example, hailed the Sultan\'s \"fatherly\" speech for 
recognizing and fostering continued \"national solidarity\" as 
the country worked to recover from Gonu. Internet chatrooms, 
however, were virtually silent on the address. One contact 
opined that Omanis were \"no longer very interested" in what 
the Sultan had to say as his speech came so long after the 
storm. 

FONTENEAU 
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STATE FOR NEA/ARP, BAGHDAD FOR ECON SECTION AND TOKOLA 


E.O. 12958: DECL: 06/27/2017 

TAGS: PREL, ENRG, EPET, ECON, KU, IZ 

SUBJECT: IRAQI ELECTRICITY MINISTER NEGOTIATES WITH KUWAIT 
FOR FUEL SUPPLIES TO IRAQI POWER PLANTS 
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REF: A. KUWAIT 1026 
B. BAGHDAD 2083 
C. KUWAIT 838 
D. 06 KUWAIT 4638 


Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 


1. (C/NF) Summary and Comment: An Iraqi delegation 
consisting of the Electricity Minister, the Director-General 

of SOMO (the Iraqi State Oil Marketing Organization), and 
former Iraqi Parliament Speaker Hajim Al-Hassani visited 
Kuwait from 25-27 June to ask the GOK to take the necessary 
steps to facilitate deliveries of diesel fuel from Kuwait to 

Iraq by tanker truck to support the GOI\'s growing fuel needs 
for power generation. During a 27 June telcon with Econoff, 
the Electricity Minister characterized their meetings as 
\"largely successful, noting that the Kuwaiti Amir, Prime 
Minister, and Interior Minister have all expressed their 
support. He initially said SOMO and the Kuwait Petroleum 
Corporation (KPC) had settled on terms and conditions for a 
new fuel contract which was expected to be signed in the next 
few days. He then called Econoff late on the 27th to report 
that KPC had received new instructions to refuse to sign the 
new fuel contract until SOMO settled arrearages and damages 
claimed by Kuwaiti trucking companies that SOMO had 
contracted in support of its previous fuel contract with KPC. 
ARCENT and the Kuwaiti MOI have both agreed, in principle, 
to allow the tanker trucks to use the new military K-Crossing 
to deliver fuel to Iraq. lt appears, however, that at least 

for now, one or more of the Kuwaiti trucking companies is 
trying to use political influence to prevent KPC from making 
new fuel deliveries absent resolution of their outstanding 
claims for fees and damages. KPC Acting CEO Saad Al-Shuwaib 
told the Ambassador on 2 July that the contract with the 

Iraqis is \"almost finished,\" but this is a \"very tricky\" 

issue with the Parliament. He said he will seek guidance 

from the new acting Oil Minister and current Minister of 
Electricity and Water Mohammed Al-Elaim. The Ambassador 
responded that the USG does not want to get in the middle of 
commercial disputes but would like to see this problem 
resolved promptly. End Summary. 


2. (C/NF) On 26 June, Iraqi Electricity Minister Dr. Karim 
Hasan made his second visit to Embassy Kuwait in less than a 
month to request USG support in getting the GOK to take the 
necessary steps to enable deliveries of diesel fuel from 

Kuwait to Iraq by tanker truck to support the GON's growing 
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fuel needs for power generation. A/DCM, Poloff, Econoff, 

U.S. Customs rep, OMC-K Ops Officer, and ARCENT Chief of 
Staff participated. Dr. Karim explained that he, SOMO 
Director-General Dr. Falah Al-Amiry, and Former Iraqi 
Parliament Speaker Hajim Al-Hassani had come to Kuwait for a 
series of meetings with GOK and KPC officials and tanker 

truck companies to try to settle issues of outstanding 

payments, new contracts, and border crossing logistics. He 

said that in separate meetings on 25 June, Kuwaiti Amir 

Shaykh Sabah Al-Ahmed Al-Sabah and National Security Bureau 
President Shaykh Ahmed Al-Fahd Al-Sabah both expressed their 
support for reopening KPC fuel supplies to Iraq. ARCENT 

Chief of Staff told Dr. Karim that CENTCOM would support the 
limited use of the MNC-I K-Crossing (also known as Khabari 
Crossing) by SOMO-contracted tanker trucks, since the 
commercial Abdaly-Safwan border is closed to fuel shipments. 
Emboffs also conveyed that Kuwaiti Under Secretary of 

Interior LGEN Nasser Al-Othman had told A/DCM that the GOK 
would support the use of K-Crossing as long as ARCENT 
approved. Embassy facilitated a meeting later in the day for 

Dr. Karim with Kuwaiti Prime Minister Shaykh Nasser 
Al-Mohamed Al-Sabah, who reportedly expressed support for 
providing KPC fuel through the K-Crossing. On 27 June, Dr. 
Karim told Econoff by phone that separate meetings with KPC 
Acting CEO Saad Al-Shuwaib and Interior Minister Shaykh Jaber 
Al-Mubarak Al-Sabah had gone well. Shaykh Jaber supported 
the K-Crossing proposal and said he would investigate whether 
the Abdaly-Safwan commercial crossing should remain closed to 
fuel trucks. 


3. (C/NF) Dr. Karim called Econoff on the afternoon of 27 
June to say that the negotiations between SOMO and KPC had 
been concluded and all terms and conditions agreed to by both 
parties. He said all that remained was for KPC to review and 
sign the contract and forward it to Baghdad for SOMO 
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signature, according to a procedure that had been worked out 
for the previous contract signing between SOMO and KPC. The 
contract calls for KPC to provide 1.5 million liters per day 

for a period of one year. He said this equates to 45 tanker 
trucks crossing the border daily. SOMO has negotiated a 
separate contract with Kuwait-based Rehal trucking company, 
which will be signed once Rehal receives some assurance from 
ARCENT that K-Crossing will remain open for its trucks for 

the duration of the contract. Due to the possible logistical 
complications of having empty fuel trucks return through 
K-Crossing, the empty trucks may need to return through the 
commercial crossing. Dr. Karim said Interior Minister Shaykh 
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Jaber told him this should not be a problem. 


4. (C/NF) Later on the evening of 27 June, Dr. Karim called 
Econoff to say that he had just been notified by KPC that the 
situation had changed and they would be unable to sign a new 
fuel contract with SOMO until arrearages and damages were 
paid to the Kuwaiti trucking companies that had been 
contracted by SOMO in support of its previous fuel contract. 
Dr. Karim said that SOMO was prepared to settle all 
outstanding invoices and damage claims with trucking 
companies Al-Ahamadah (ALI), Rehal, and DSCO, but was not 
prepared to pay the USD 13 million in damages claimed by AIMS 
trucking company, which SOMO considers excessive. Dr. Karim 
explained that he had received previous correspondence from 
Mr. Nayef Al-Rekaibi, Under Secretary for National Assembly 
Affairs in the Prime Minister\'s Diwan, which stated that no 
fuel deliveries would be allowed to cross the border until 
SOMO paid all the damages claimed by Kuwaiti trucking 
companies. He said that KPC had refused to discuss a 
contract with SOMO DG Al-Amiri when he visited Kuwait on or 
about 15 June. Dr. Karim believed this was due to pressure 
from certain Kuwaiti MPs with ties to the trucking companies 
involved. Based on his discussions with the Amir, Prime 
Minister, and Interior Minister on 25-27 June, however, it 

had appeared that the GOK was now willing to treat the issues 
of arrearages and damages due to Kuwaiti transportation 
companies as separate from the issue of new contracts. Dr. 
Karim contends that SOMO should not be held liable for 
damages resulting from the GOKYs closure of the border. He 
intends to investigate the history of exactly how, why, and 

by whose authority border access was closed in order to 
determine which parties, if any, should be responsible for 
paying damages to the trucking companies that were stuck 
holding fuel for eight months. He said that only the Iraqi 

Prime Minister has the authority to authorize the payment of 
the USD 13 million in damages claimed by AIMS. SOMO 
scheduled a late night meeting with AIMS on 27 June to 
request documentation supporting its claim. Dr. Karim said 
he also called KPC Acting CEO Al-Shuwaib, who promised to see 
if there was anything he could do to break the impasse. Dr. 
Karim said the Iraqi delegation would depart Kuwait late on 

28 June, and return to Baghdad on 29 June after connecting 
through Amman. 
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5. (C/NF) On 2 July, the Ambassador spoke by phone with KPC 
Acting CEO Saad Al-Shuwaib, who said KPC was \"almost 
finished\" with a contract for the Iraqis. He said, however, 
that the transport companies remain a problem. The Iraqis 
had told KPC they had resolved the outstanding issues with 
all but one company, AIMS. This turned out not to be 
accurate according to the Kuwaiti companies involved. 
Al-Shuwaib said this is a \"very tricky\" issue with the 

Kuwaiti Parliament, with some MPs insisting on payment to the 
trucking companies and others applying pressure to move the 
product - more than 200 tanker trucks - that has been sitting 
on the Kuwait side of the border since at least November 
2006. Al-Shuwaib also said the Iraqis were adding a new 
transport company to the mix for the new fuel contract. He 
said he will seek guidance from the new Acting Oil Minister 
on how to proceed. (Note: Minister of Electricity and Water 
Mohammed Al-Elaim has been named Acting Minister of Oil 
following the June 30 resignation of former Oil Minister Ali 
Al-Jarrah Al-Sabah - ref A. End note.) The Ambassador 
responded that the USG does not want to get in the middle of 
commercial disputes involving trucking companies but would 
like to see this problem resolved promptly so that the needed 
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product can be supplied as quickly as possible. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 


SIPDIS 
CORRECTED COP Y (SUBJECT LINE) 


E.O. 12958: N/A 

TAGS: PHUM, EUN, UNHRC-1 

SUBJECT: CORRECTED COPY OF STATE 091539: 
DEMARCHE REQUEST: U.S. DISAPPOINTMENT IN UN HUMAN 
RIGHTS COUNCIL 5TH SESSION 


REF: GENEVA 1609 
1. (U) This is an action request. Please see paragraph 2-6. 


OBJECTIVES 


2. (U) Action requested: Posts, except for Ottawa, Prague, 
Warsaw, Berlin, and London are requested to approach host 
governments at the highest appropriate level to convey deep 
USG unhappiness with the results of the Human Rights Council 
(HRC) institution building process concluded at the 5th 

Session June 11-19. In particular, posts are requested to 
convey the following points: 


-- Allowing the country-specific special rapporteur mandates 
on Belarus and Cuba to expire, and allowing a permanent 
agenda item on Israel and the Occupied Palestinian 
Territories (OPT) is a dismal outcome. 


-- Particular disgust at procedural irregularities that 

denied a fellow western group member the chance to call for a 
vote on a principled human rights concern. EU complicity in 
this move is deeply disturbing. 


-- Deeply pessimistic that the HRC will be able to take up 
difficult issues like Belarus, Cuba, Burma, DPRK, and even 
Darfur. (NB: To date resolutions on Sudan have been weak and 
subject to approval by Sudan, which in negotiations openly 
denied that killing, mass rape, and displacement were 

occurring and refused to cooperate with the fact-finding 

mission the HRC established last December.) 


-- Expect the EU to support the U.S. efforts to defend human 
rights through initiatives on country-specific situations at 

the UN Third Committee. Press the EU to run country-specific 
resolutions at the HRC next year. Recommend that the EU run 
the resolution on Belarus at the Third Committee and work 
with us to re-establish the Special Rapporteurs for Belarus 
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and Cuba. Expect the EU to cooperate with allies and support 
them on initiatives intended to promote and protect human 
rights. 


-- As Israel and OPT are now a permanent agenda item, and 
given the extreme bias already demonstrated by the HRC on 
these issues, it will be extremely important for the EU - as 

a matter of policy - to stand up to attempts to turn the HRC 
into solely a venue for criticizing Israel. We would expect 
the EU to vigorously pursue urgent human rights matters 
around the world, especially those that threaten neighbors 
and larger regional interests. These would include Sudan, 
Zimbabwe, Burma and DPRK. 


-- The inability of the Council to follow up in a meaningful 

way on the already weak December 2006 resolution on Sudan, 
and the subsequent outrageous refusal of the GOS to cooperate 
with the UNHRC mission, is a stain on the reputation of the 
Council. The international community is pledged to prevent 

and stop genocide - yet the Council has done nothing in the 
past six months to stop the genocide in Darfur. 


-- If the Council continues to remain silent on these urgent 
matters it will only further prove the ineffectiveness of the 
structure and the unwillingness and/or inability of its 
membership to defend and protect citizens crying out for 
justice when deprived of basic freedoms by their governments. 


-- The UPR process must prove itself an effective tool with 
real teeth - platitudes and a \"leveling\" of assessments so 
that all countries come out of the process with equal 
assessments is a real danger. Norway and Belarus are not 
equal and the UPR must not treat them as such. 


-- Additionally the Council must prove that the UPR process 
is not the only means by which to hold gross human rights 
violators accountable. If the Council refuses to exercise 

the tools it has - including condemnatory resolutions, 

Special Rapporteurs, and strong Commissions of Inquiry with 
follow-up and implementation of recommendations - they will 
wither, and the international community will be poorer for 

it. For multilateral institutions such as the HRC to be 

useful they must act in the face of grave violations of human 
rights - to remain silent - failing to act - is to be 

complicit. 


IF RAISED: U.S. participation in the HRC henceforward: This 
is a matter under consideration at this time. However, EU 
members should not expect the U.S. to take an active role in 
a body that is already broken. 
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3. (U) Action requested for Warsaw and Prague: Please inform 
host governments of the demarche to the other 25 EU members 
at the highest appropriate level. Convey USG admiration that 
the two countries stuck to their principles under extreme 
pressure from the others. 


4. (U) Action requested for London: Post is requested to 
convey the points in paragraph 2 at the highest possible 

level. Department understands London\'s decision-making was 
taken at the Ministerial level (but not by the Foreign 

Secretary). In addition to the points in paragraph 2, post 


SIPDIS 
is requested to add: 


-- Concern about the British role in coordinating the Western 
Group wherein, reportedly, the notion that there was 
consensus on the HRC institution building was conveyed, and 
the position of a Western Group member (Canada) was not 
defended. 


-- Disappointment in HMG for opting for consensus rather than 
principle, thereby compromising on significant human rights 
issues with Algeria, Egypt, Cuba, and Belarus. 


5. (U) Action requested for Berlin: Post is requested to 
convey the points in paragraph 2 at the highest possible 
level and in addition to the following: 


-- Deep disappointment with German leadership of the EU, 

which directly resulted in the loss of mandates on Belarus 

and Cuba, and the establishment of a permanent agenda item on 
Israel. 


-- Concern about lack of transparency wherein the EU 

negotiates as if it were a regional UN bloc, much like the 

Africa Group, and to the exclusion of others in the Western 
Group, including the U.S., Canada, Australia, New Zealand, 

and Norway. Delegations seeking to promote and protect human 
rights in conjunction with close allies should not have to 

cajole partners in order to assist with lobbying efforts. 


6. (U) Action request for Ottawa: Please inform host 
government of the content of this demarche at the highest 
appropriate level. Post is requested to convey to Canada USG 
admiration for its willingness to make the hard call to break 
consensus and stick to its principles. Post is requested to 
inquire after Canadian plans for future participation in the 
HRC. 


REPORTING DEADLINE 
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7. (U) Posts are requested to report results of efforts by 
cable to DRL/MLGA - Laura Jordan and IO/RHS - Rachel Leatham 
or Amy Ostermeier before July 9. 


BACKGROUND 


8. (U) In mid-May HRC President de Alba (Mexico) took over 
negotiations from the six working groups (agenda, special 
procedures, program of work, universal periodic review, 

criteria for selection of mandate-holders and establishment 

of mandates, methods of work) hoping to have consensus by 
June 11. Working groups had not been able to resolve the 
most contentious items - the agenda and country mandates. De 
Alba opened the 5th Session on June 11th without consensus 
and conducted intense, private negotiations. 


9. (U) At the Sunday, June 17 plenary session, de Alba 
circulated a text on all institutional issues -- including 

those on which there was active controversy and disagreement 
-- on a take-it-or-leave-it basis. The morning session of 

the June 18 plenary convened for 1/2 hour for Mexican FM 
Espinosa\'s speech. Prior to the suspension China indicated 
continued unwillingness to compromise on their controversial 
issues (supermajority for country resolutions and elimination 

of the Cuba mandate). Small group negotiations were 
conducted throughout the day. Canada, Poland, and the Czech 
Republic remained firm they would break consensus over the 
Occupied Palestinian Territories (OPT) agenda item and 
elimination of the Cuba and Belarus mandates. 


10. (U) At five minutes to midnight on Monday, June 18, de 
Alba resumed the session. He announced \"an agreement on a 
final text\" encompassing all of the institutional 

arrangements, as well as pending agreement on the Code of 
Conduct and other matters. Due to the late hour, de Alba 
suggested the Council \"accept this text as a compromise on 
the understanding that it includes also the Code of Conduct 
and that tomorrow the Council can take action on them.\" De 
Alba again falsely asserted that an agreement had been 
reached by the Council, and adjourned the meeting for the 


night. 


11. (U) Delegations interpreted de Alba\'s comment to mean 
that the decision on whether to adopt the \"consensus\" package 
would occur on Tuesday the 19th, but by Tuesday morning OIC 
and others were asserting that most delegations understood de 
Alba to have declared that consensus existed and that a 
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consensus decision could not be revisited. New Romanian HRC 
President Costea told Canada there could be no vote as the 
package had been adopted the night before. Canada challenged 
this assertion and began to search for support. (Note that 

the new HRC composition excluded Poland and the Czech 
Republic, as Slovenia and Bosnia replaced the two effective 

that day, June 19th). Canada requested and received U.S. 
assistance in an attempt to build support for their right to 

call a vote. Australia and New Zealand also assisted Canada. 
At the Western Group meeting UK Ambassador Thorne said he 
had defended Canada\'s right to call a vote but that he had 

not objected when de Alba and Costea said the ruling would be 
that ther 

e could only be a vote on the procedural question as to 

whether Canada could call a vote. 


12. (U) Accordingly, when Costea convened the session he 
allowed a vote only on the procedural question - that is, on 
CanadaWs appeal of his ruling that the package had already 
been adopted the night before - and not on the merits of the 
package itself, or of any of its controversial provisions 

such as those related to Cuba, Belarus, and Israel/OPT. 
Canada lost this vote 46 - 1. It is important to note that 

all EU members voted against Canada - depriving it of its 

right to call a vote and challenge the substance of the 

package. A vote on the substance of the package, which would 
effectively have required each HRC member to take a stand on 
whether the Cuba and Belarus rapporteurs should have been 
terminated and on whether there should be a permanent 
anti-Israel item on the HRC\'s agenda, would almost certainly 
not have been so lopsided and might have produced a different 
outcome, at least on Belarus. Further details are available 
reftel. 


POINT OF CONTACT 


13. (U) Please contact DRL/MLGA - Laura Jordan at 
202-647-0293 or via email for further information to meet our 
objectives. Department appreciates postsV assistance on this 
important issue. 

RICE 
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RUEKJCS/SECDEF WASHINGTON DC 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR EUR/RUS, ISN/CTR (CAMERON, CHITTENDEN AND RAO) AND 
EUR/PRA (FRIEDT AND NASH) 

HHS/OGHA FOR STEIGER, VALDEZ, SAWYER, ABDOO AND ESSIET-GIBSON 

NSC FOR LEDDY AND HAYWARD 

DOD/CTR FOR WEBER AND REID 


E.O. 12958: N/A 
TAGS: TBIO, TSPL, KSCA, PARM, KNNP, CTR, CBW, RS 
SUBJECT: RUSSIA: SMALLPOX FOLLOW-UP LETTER DELIVERED 


REF: STATE 88256 


1. (SBU) We delivered reftel letter from HHS Special Assistant 

Steiger to Deputy Health and Social Development Minister Starodubov, 
through the ministry\'s International Department. We also provided 
the ministry with an informal Russian translation of the letter, and 

sent a courtesy copy and translation to Chief Medical Officer 
Onishchenko through the International Department of the Federal 
Surveillance Service for Consumer Rights Protection and Human 
Well-Being (Rospotrebnadzor). 


RUSSELL 
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TAGS: PGOV 
SUBJECT: KARBALA: MODERN ECONOMIC DEVELOPMENT VISION 
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REF: HILLAH 000096 


1. (U) This is a Provincial Reconstruction Team (PRT) Karbala 
cable. 


2. (U) SUMMARY: On June 29, PRT Karbala met with Provincial 
Council Chairman (PCC), Abdul-AVal Al-Yasiry, to discuss his 
vision for economic development and the conference in Lebanon. 
The PCC was returning from a two day Provincial Council 
Chairmans\' conference in Najaf in which Baghdad, Diyala and the 
southern provinces participated. The southern PCCs had gathered 
to talk about the provincial powers law, the Samarra mosque 
bombing and they explored ways in which the PCCs could speak 
with one unified voice to the central government. Al-Yasiry 
expressed his concern about movement within the province of the 
PRT and recommended that it restrict its movement to the 
Governance Center only, where he explained it would be able to 
meet with all of it's the necessary contacts. The PCC expressed 
interest in attracting a wide variety of foreign investors in an 

effort to bring foreign capital and expertise to the business 
community in Karbala. As a former businessman and student of 
law, the PCC has a very modern approach to leading his province. 
END SUMMARY. 


3. (U) The PCC, met with the PRT at the Regional Embassy Office 
in al-Hillah on his way back from a Shi'a dominated Provincial 
Council Chairmans\' conference in Najaf province. While the 
specifics of that meeting are not available, al-Yasiry promised 

to send the meeting notes to the PRT at his earliest 

convenience. The PRT expects these notes to include the key 
recommendations sent to the Council of Representatives about the 
Provincial Powers Law. (SEPTEL) 


4. (U) Al-Yasiry\'s vision for economic development in Karbala is 
based on attracting foreign companies with their expertise and 
capital. He views local development as important, but 
incorporated within the context of foreign investor activities 
which he deems to be more efficient for generating jobs and 
investment dollars. In concert with this vision, al-Yasiry 

traveled to Kuwait and to Lebanon meeting with already 
established Iraqi businessmen and, using their connections and 
expertise, was able to generate interest in investing in 

Karbala. The two biggest projects currently on the horizon are 
a French-Lebanese cement company that is looking at building a 
facility in Karbala, and the International Airport request for 

bid that was published two weeks ago. 
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5. (U) Making use of the network of ex-patriot Iraqis to 

generate business leads and identify potential investors is 
evolving into the PCCYs economic development strategy. The 
Lebanon-Karbala trade conference is a prime example of this. At 
this time, the conference is slated for September at the 

earliest. The first plans for the conference did not include a 
company exposition element. During the course of the June 29 
meeting, the conference concept evolved to include an element of 
time and space dedicated to encouraging Iraqi and foreign 
companies to exchange contact, product and service information. 
Al-Yasiry is interested in capitalizing on USG support for the 
conference and will continue to keep PRT Karbala informed of 
developments. 


6. (SBU) COMMENT: The PCC\'s business roots show through with his 
current drive to attract foreign investors. He cautiously 

skirted the conversation about the PRT being denied access to 

the province (REFTEL) and recommended that the PRT use the 
Governance Center as a meeting point with local contacts. While 

this in theory is feasible, access to the Governance Center for 

PRT contacts would reveal their cooperation with the USG, and 

expose them to risk of intimidation or worse. The PRT continues 

to seek creative alternatives to meet and engage our local 
counterparts. 


7. (SBU) COMMENT CONTINUED: PRT Karbala thanks Embassy Beirut 
for their continued support. The PRT will provide further 

information about the September Conference as it becomes 

available. At this time it appears that the scope of the 

conference is very small and more closely resembles a meeting 

with potential investors and Karbala government officials. 


DONNALLY 
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E.O. 12958: DECL: 06/22/2017 

TAGS: BK, PGOV, PREL, EUN 

SUBJECT: BOSNIA: PIC CONFRONTS DETERIORATING POLITICAL 
SITUATION 


Classified By: Ambassador Douglas L. McElhaney. Reasons 1.4 (b), (d) 


Summary 


1. (C) During the June 18-19 meeting of the Peace 
Implementation Council (PIC) in Sarajevo, Bosnian political 
leaders demonstrated little willingness toabandon the 
nationalist rhetoric and confrontatinal positions that have 
stalled the reform proces and resulted in government 
paralysis. PM Spiri attempted to cast the last three months 

in a poitive light by emphasizing the few positive 
achivements, including passage of the Law on Higher 
Education. However, Haris Silajdzic delivered a nationalist 
diatribe criticizing the international community for allowing 
\"Milosevic\'s project" to remain in place and announced that 
he had sent a letter to the UN Secretary General demanding 
the \"implementation\" of the ICJ ruling. EU member states, 
the EU Presidency and the European Commission universally 
lamented Bosnia\'s failure to initial an SAA and doubted the 
possibility that there would be any progress this year. EUR 
DAS Rosemary DiCarlo delivered a strongly worded statement 
that politicization of the ICJ verdict, particularly using 

the verdict to suggest extra-constitutional changes to the 
configuration of Bosnia, was unacceptable, a warning echoed 
by most PIC members. High Representative Schwarz-Schilling, 
in his farewell address to the PIC, suggested he would 
continue to work towards achieving political agreement ona 
constitutional reform commission in the Parliament during the 
final weeks of his tenure. The United States, joined by 
Germany representing the EU Presidency, replied that the 
initiative was premature. PIC members highlighted that 
Bosnia\'s neighbors were progressing steadily towards EU 
accession and that Bosnia risked being left behind in the 
region if it did not resume its reform agenda. End Summary 


2. (C) During the opening plenary session of the June 18-19 
Peace Implementation Council (PIC), Bosniak Presidency Member 
Haris Silajdzic set the tone for the remainder of the event. 

He rebuked the international community for supporting 
\"ethno-territorial arrangements,\" in Bosnia that are a 

\"direct result of genocide\" through \"partial and selective 
implementations\" of Dayton. He asserted that his position 

was not nationalistic but simply opposition to \"those who 
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want to keep Milosevic\'s project alive.\" Silajdzic announced 
that, joined by Croat Presidency member Zeljko Komsic, he had 
dispatched a letter to UN Secretary General Ban Ki-moon 
asking for assistance in WimplementingW the February 26 
verdict of the International Court of Justice (ICJ) and 
transforming Bosnia into a modern state with \"equality and 
justice for all its people.\" In his own address, Croat 
Presidency Member Zeljko Komsic adopted an unusually 
confrontational stance, accusing the international community 
of ignoring Croat interests and stating that Croats will 

never accept any political arrangements that that were 
decided without their direct involvement. Serb Presidency 
member Nebojsa Radmanovic said that political deadlock was 
created by those who sought to eliminate the Republika Srpska 
and that the international community has encouraged this 
challenge to Dayton by not taking action against its 
proponents. Attending the events as an observer, incoming 
High Representative Miroslav Lajcak said that he would listen 
carefully to all opinions, but urged Bosnian political 

leaders to pay close attention to the recommendations of PIC 
representatives. 


Spiric Looks for the Positive 


3. (C) During his address to PIC representatives on behalf 

of the Council of Ministers, Prime Minister Nikola Spiric 
attempted to highlight positive developments during the past 
three months. Spiric briefed on economic growth, low 

inflation, VAT revenues, and the passage of the Law on 
Secondary and Higher Education. However, these achievements 
were overshadowed by the disappointments in other areas. PIC 
representatives reiterated a hope that the political parties 

would leave their nationalist agendas behind and work in the 
interests of Bosnians as a whole, emphasizing the need for 
Bosnian initiative in the reform process and the future 

stability and sustainability of their country. 


Police Reform and the SAA 


4. (C) In their comments to the Plenary Session, the PIC 
agreed that developments over the past three months were 
deeply troubling. EU member state representatives expressed 
particular concern over the collapse of Stabilization and 
Association Agreement (SAA) talks as a result of stalled 

police reform negotiations. The EC delegation reiterated 
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that intra-EU SAA negotiations are complete and language of a 
draft agreement had been approved by all member states. With 
the passage of the Law on Secondary and Higher Education only 
two conditions remained for the Commission to initial the 
agreement with Bosnia; improved cooperation with the ICTY, 
and a political agreement on police reform. Since ICTY Chief 
Prosecutor Carla Del Ponte would state in her June 21 report 

to the Security Council that Bosnia\'s ICTY compliance had 
significantly improved, only police reform remained as an 
impediment. Both the EU Presidency and Commission 
representatives expressed resolve to remain steadfast in 
applying SAA conditionality to a police reform agreement. 
However, the Commission noted that the three EU principles 
were silent on the continued existence of the RS police and 
lamented that the current standoff between Milorad Dodik and 
Haris Silajdzic over the name of the RS Police was an issue 
that had no bearing on Bosnia\'s SAA requirements. 


5. (C) During the open plenary session PIC representatives 
warned Bosnian political leaders that, as a result of the 
stalemate over police reform, other Western Balkan countries 
are drawing further ahead in their respective SAA processes, 
and that Bosnia risks being left behind. German 
representative Haber acknowledged that, given the 
intransigence of Silajdzic, there were no near-term prospects 
for a breakthrough agreement on police reform. The 
conclusion of an SAA with Bosnia had been an important 
objective for the German EU Presidency and its failure was a 
deep disappointment in Berlin. During his presentation at 

the open session, PM Spiric called for a police reform \"road 
map, deferring the decision over the name and jurisdiction 
of local police districts for several years. However 

Principal Deputy High Representative Raffi Gregorian pointed 
out that the October 2005 agreement and the Police Reform 
Directorate report are already a roadmap. 


Constitutional Reform 


6. (C) Bosnian political leaders staked out familiar 

positions on constitutional reform, and EU PIC members urged 
the de-linking of constitutional and police reform for the 

sake of the SAA. During the closed meeting of Political 
Directors, High Representative Christian Schwarz-Schilling 
returned to his plans to push through an agreement among 
political parties establishing a constitutional reform 
commission and secretariat in the state Parliament. He 
believes he can achieve a breakthrough during his remaining 
weeks in office if the proposal put aside substance and 
addressed only the organizational structure of the 
commission. PIC members were ambivalent. DAS DiCarlo 
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replied that constitutional reform will be an issue for the 

new High Representative to take up when he assumes office and 
that it was clear that certain visions for the future of 

police reform were premature. German representative Haber 
stated that her government sought to avoid a situation that 
would allow the parties to continue to use police reform as a 
political football. In an implicit criticism of the High 
Representative\'s initiative, Haber stated that constitutional 
reform must not be about process but rather a complete 
package that should be taken up by the new High 
Representative. 


Srebrenica and the ICJ 


7. (C) PIC representatives universally expressed concern over 
the post-ICJ polarization of the Bosnian political landscape. 
In remarks following the Silajdzic speech, DAS DiCarlo 
stated that the nationalist rhetoric that has emerged on all 
sides in Bosnia is irresponsible. She noted that the ICJ has 
no jurisdiction over the constitutional structure of Bosnia 

and claims that it does are dangerous and destabilizing, just 
as are calls for referenda on RS status. The United States 
and the international community have done a great deal for 
Srebrenica in recent years and the focus should be on 
improving the situation, rather than manipulating the ICJ 
ruling. The UK, Russian, European Commission, and German 
delegations all spoke in support of the U.S. position. The 
Russian representative stated that his government \"fully 
agrees with the U.S. view\" on the legal implications of the 
ICJ verdict and criticized recent \"anti-Dayton\" rhetoric. 

The UK representative added that while the world cannot 
ignore the ICJ finding of genocide, it is not a justification 

for special status for Srebrenica. The UK delegation also 
criticized inflammatory statements from Banja Luka that have 
contributed to the deteriorating political climate. Only 

Turkey was more circumspect in its response, expressing its 
support for the May OIC resolution urging that the ICJ 

verdict be \"fully implemented.\" In the subsequent closed 
session of the PIC, the Turkish delegation suggested that it 
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agreed with the Silajdzic assertion that the Draft Articles 
on the Responsibility of States for International Wrongful 
Acts were applicable to the ICJ verdict. 


Comment 
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8. (C) The mood among representatives at the PIC was 
remarkably pessimistic. Haris Silajdzic\'s speech during the 
opening plenary session generated palpable surprise among PIC 
members and, in comments on the margins of PIC events, many 
remarked that they had not heard such rhetoric since before 

the war. This surprise resulted in a strongly worded 
communique calling attention to the PIC\'s \"grave concern\" 
over the situation in Bosnia and attributing responsibility 

to political leaders who have \"blocked progress\" and used 
\"aggressive rhetoric.\" The press reacted swiftly to the 
communique with many outlets and observers calling the 
communique a \"turning point\" in Bosnian history. Milorad 
Dodik and Haris Silajdzic felt it necessary to react to the 

implied threat of punitive action, albeit defiantly, with 

Dodik again stating he could rely on thousands of RS voters 

to take to the streets should he be removed. Despite the 
communique, PIC members offered few suggestions on breaking 
the political deadlock and getting the reform process back on 
track. It is clear that most PIC members, particularly EU 
member states, are looking forward to new High Representative 
Lajcak\'s assumption of office and the end to a disastrous 
sixteen months under Christian Schwarz-Schilling. End 
comment. 


9. (U) EUR DAS Rosemary DiCarlo cleared this message. 
MCELHANEY 
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SUBJECT: GOJ PROPOSES ARAB LEAGUE INFORMATION MINISTERS 
DISCUSS AL-ZAWRAA AND AL-MANAR 


REF: A. AMMAN 2629 


Column 3 
B. STATE 84112 
C. 06 AMMAN 9101 


Classified By: Ambassador David Hale for reasons 1.4(b) and (d) 


(C) During a lunch for A/S Welch and Ambassador on June 27, 
GOJ Spokesman Nasser Judeh gave a read-out on the June 21 
Arab League Ministers of Information meeting. Judeh said the 
structure/agenda of the meeting made it difficult to raise 

our shared concerns. However, when the Saudi Information 
Minister successfully inserted ArabSat\'s \"immoral and 
indecent programming\" on the agenda for the next meeting, 
Judeh said he was able to add incitement by 
Al-Manar/Al-Zawraa as a combined agenda item. Post is 
uncertain when the next AL Ministers of Information gathering 
is scheduled. Note: Jordan, in the absence of an 

Information Ministry, is represented by Judeh. End Note. 


Visit Amman\'s Classified Web Site at 
http://www. state.sgov.gov/p/nea/amman/ 
Hale 
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TAGS: ELAB, ECON, ETRD, PGOV, PINR, SOCI, MX 

SUBJECT: STATE GOVERNMENT AND UNION PROMOTE JOBS IN COAHULA 
BUT AT WHAT COST? 


Column 3 
REF: MEXICO 2285 


1. SUMMARY: The government of the northern Mexican state of 
Coahuila and the national union of the Mexican Workers 
Confederation (CTM) recently took advantage of a newly 
published university study positively highlighting the 

state,s economic growth to sign an agreement promoting job 
growth and competitiveness. The study, conducted under the 
auspices of the Monterrey Technology Institute (the Mexican 
MIT), measured government efficiency, ease of doing business, 
economic performance and infrastructure. During the signing 
of the agreement the CTM underscored the union,s commitment 
to working with Mexico,s private sector, both locally and 
nationally, to promote job growth. The union also suggested 
that its agreement with Coahuila,s government could be a 
model applicable to other parts of Mexico. For his part the 
Governor of Coahuila announced new investment that he said 
would generate around 3-5,000 new jobs. On the surface, the 
job situation and economic performance of Coahuila appear to 
be quite good. However, there are some who question the 
cost, in terms of employee rights, fair wages and health 
conditions that Coahuila,s workers are paying for the 

state,s surface prosperity. END SUMMARY 


UNIVERSITY STUDY GIVES COAHUILA HIGH ECONOMIC MARKS 


2. According to study published at the end of May by the 
Graduate School of Public Administration and Public Policy 
(EGAP) of the Monterrey Technology Institute (the Mexican 
MIT), the northern Mexican state of Coahuila has made 
impressive economic gains. The EGAP study rated Coahuila as 
number five nationally (of thirty-one (states plus the Mexico 

City Federal District) in terms of economic performance. The 
study drew on data from 2006 and January of 2007 and measured 
such factors as government efficiency, ease of doing business 
and infrastructure. The last time EGAP conducted a similar 
study was in 2003. At that time Coahuila received a ranking 
which put it in eighth place on a national rating. 


3. The only other Mexican states/areas to place ahead of 
Coahuila, beginning were (in descending order) Nuevo Leon, 
Mexico City, Baja California Sur and Baja California. If the 
metric of infrastructure was removed, Coahuila moved from 
fifth to third place. The EGAP study was sited frequently by 

the Coahuila,s Governor, Humberto Moreira Valdes, as 
independent recognition of the state,s overall positive 
economic performance. Post notes that Governor Moreira, and 
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almost all local media coverage of the study, focused on the 
third place ranking (without measuring infrastructure) as 
opposed to the fifth place ranking (which did measure the 
impact of infrastructure). 


UNION, STATE GOVERNMENT AND PRIVATE SECTOR SIGN JOBS PACT 


4. Thanks to what was undoubtedly good public relations 
planning, the timing of the release of the EGAP study 

coincided with two others high profile local events. The 

first event was a General Assembly meeting of the Coahuila 
State Counsel of the Mexican Workers Confederation (CTM). 
The CTM is the rough Mexican equivalent of AFL-CIO in the US. 
The union,s state leader, Tereso Medina Ramirez personally 
invited Mission Mexico,s Labor Counselor to attend the 

General Assembly which would be presided over by the CTM 
national leader, Secretary General, Joaquin Gamboa Pascoe. 


5. The second event, and clearly the more significant from 

the CTM,s perspective, was the signing of an agreement to 
promote jobs, investment and competitiveness. The agreement, 
which was reportedly negotiated by Tereso Medina of the 
Coahuila CTM, was formally called the &Pact on Employment, 
Salaries, Productivity and Competitiveness8. The aim of the 
agreement was to formalize a pledge by union, the government 
of Coahuila and the state,s private sector to work together 

to promote employment intensive economic growth. 
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6. Speaking on behalf of his administration, Governor 

Moreira promised that Coahuila,s government would do its 
part to generate the types of conditions that would 

facilitate investment. As an example this Governor Moreira 
announced investments that he claimed would generate between 
3-5,000 new jobs. The investments would come from four 
different companies only one of which, Modelo Breweries, was 
specifically named at the signing event. In recent years 
Modelo has reportedly invest USD 520 million plants and 
operations in the state and Moreira claimed the brewery now 
planned to increase that investment by another USD 50 
million. 


7. (Comment: Although not specifically mentioned at the 
signing event, Mission Mexico notes that Coahuila has been 
very successful in recent months in attracting new 
investments. So far in 2007 the state has attracted such 


Column 3 

investments as a USD 425 million for a Freightliner truck 
plant which is expected to generate 2700 new jobs and 
Chrysler plans to invest USD 570 million in plant expansion 
beginning in June 2007 which will also generate more news 
jobs. End Comment) 


8. Next came the state chapters of two different private 
sector organizations, COMPARMEX (a AMCHAM type of 
association) and CANACINTRA (a national grouping of 
manufacturers) signed the pact. These two organizations 
pledged to increase their levels of investment and efficiency 
in order to generate more jobs and raise worker salaries. 
Finally, the CTM undertook to help maintain and increase the 
number of jobs in Coahuila by providing labor stability 
through responsible unionism that worked intelligently to 
maintain a constant dialog with the state,s private sector. 
The Coahuila pact was enthusiastically praised but the CTM,s 
national leader, Secretary General Joaquin Gamboa who 
declared that he would like to see similar agreements 
implemented all over Mexico. 


JOB GROWTH BUT AT WHAT COST? 


9. The EGAP study and the claims of new job grow by Governor 
Moreira seem to indicate that good descriptions of 

Coahuila,s economic performance are well deserved. However, 
not everyone is in agreement that benefits of the state,s 
economic performance are actually reaching Coahuila,s 
workers. A knowledgeable American labor observer with long 
experience with both the US and Mexican organized labor 
movements does not deny that Coahuila is generating jobs at a 
noteworthy rate, especially in the area of manufacturing. 
However, this observer claimed that most of these jobs paid 
only the equivalent of between USD 45-65 per week. (Note: The 
legal minimum wage in Mexico is approximately USD 5.00 per 
day.) 


10. While observer noted these wages are significantly 

better than no wages at all, they are not enough to keep 

local residents in Mexico when they have the clear example of 
how much more people are paid for similar jobs in the United 
States. The migration of workers from Coahuila to the US has 
indeed prompted the migration of workers into thee state of 
Coahuila from other parts of Mexico. According to our labor 
contact, these newly arriving workers are paid so poorly they 
often live in dilapidated and crowded housing conditions 
which are reportedly creating a serious and grow health 
problem in Coahuila. 
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11. These new workers are allegedly not being offered 
permanent jobs but rather temporary employment contracts. 
Under these contracts the workers are not registered under 
Mexico,s social security system which means they are not 
eligible for medical attention under the country,s national 
health care system and they do not accrue retirement 
benefits. All of this is purportedly taking place with the 

tacit concurrence of the Coahuila CTM which (according to the 
CTM itself) controls 80 percent of all collective bargaining 
contracts in the state. 
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COMMENT 


12. The EGAP study, coming as it does from one of Mexico,s 
premier universities, the Monterrey Technology Institute, 
undoubtedly presents an accurate picture of Coahuila,s 
economic performance. Invest and job growth are on the rise 
and the state government has clearly created an environment 
that is conducive to sustained economic growth. If this were 
the only aspect of the state,s economic performance to be 
considered the CTM,s national leader would be fully 

justified in declaring that he would like to see the Coahuila 
situation repeated throughout Mexico. Unfortunately, things 
may not be that simple. The unconfirmed claims of low 
salaries, poor housing conditions and denied worker benefits 
for at lease new workers in Coahuila are not surprising. 
However, given that just one labor union controls such a 
large percentage of all labor contracts in Coahuila, there 
would be very little anyone could do locally if indeed that 
organization decided to tacitly look the other way instead of 
forcefully standing up for the workers. 


12. This message was cleared by AmConsul Monterrey. 


Visit Mexico City\'s Classified Web Site at 

http://www .state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www. intelink.gov/communities/state/nap / 
GARZA 
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SUBJECT: STATE GOVERNMENT AND UNION PROMOTE JOBS IN COAHULA 
BUT AT WHAT COST? 


REF: MEXICO 2285 


1. SUMMARY: The government of the northern Mexican state of 
Coahuila and the national union of the Mexican Workers 
Confederation (CTM) recently took advantage of a newly 
published university study positively highlighting the 

state,s economic growth to sign an agreement promoting job 
growth and competitiveness. The study, conducted under the 
auspices of the Monterrey Technology Institute (the Mexican 
MIT), measured government efficiency, ease of doing business, 
economic performance and infrastructure. During the signing 
of the agreement the CTM underscored the union,s commitment 
to working with Mexico,s private sector, both locally and 
nationally, to promote job growth. The union also suggested 
that its agreement with Coahuila,s government could be a 
model applicable to other parts of Mexico. For his part the 
Governor of Coahuila announced new investment that he said 
would generate around 3-5,000 new jobs. On the surface, the 
job situation and economic performance of Coahuila appear to 
be quite good. However, there are some who question the 
cost, in terms of employee rights, fair wages and health 
conditions that Coahuila,s workers are paying for the 

state,s surface prosperity. END SUMMARY 
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UNIVERSITY STUDY GIVES COAHUILA HIGH ECONOMIC MARKS 


2. According to study published at the end of May by the 
Graduate School of Public Administration and Public Policy 
(EGAP) of the Monterrey Technology Institute (the Mexican 
MIT), the northern Mexican state of Coahuila has made 
impressive economic gains. The EGAP study rated Coahuila as 
number five nationally (of thirty-one (states plus the Mexico 

City Federal District) in terms of economic performance. The 
study drew on data from 2006 and January of 2007 and measured 
such factors as government efficiency, ease of doing business 
and infrastructure. The last time EGAP conducted a similar 
study was in 2003. At that time Coahuila received a ranking 
which put it in eighth place on a national rating. 


3. The only other Mexican states/areas to place ahead of 
Coahuila, beginning were (in descending order) Nuevo Leon, 
Mexico City, Baja California Sur and Baja California. If the 
metric of infrastructure was removed, Coahuila moved from 
fifth to third place. The EGAP study was sited frequently by 
the Coahuila,s Governor, Humberto Moreira Valdes, as 
independent recognition of the state,s overall positive 
economic performance. Post notes that Governor Moreira, and 
almost all local media coverage of the study, focused on the 
third place ranking (without measuring infrastructure) as 
opposed to the fifth place ranking (which did measure the 
impact of infrastructure). 


UNION, STATE GOVERNMENT AND PRIVATE SECTOR SIGN JOBS PACT 


4. Thanks to what was undoubtedly good public relations 
planning, the timing of the release of the EGAP study 

coincided with two others high profile local events. The 

first event was a General Assembly meeting of the Coahuila 
State Counsel of the Mexican Workers Confederation (CTM). 
The CTM is the rough Mexican equivalent of AFL-CIO in the US. 
The union,s state leader, Tereso Medina Ramirez personally 
invited Mission Mexico,s Labor Counselor to attend the 

General Assembly which would be presided over by the CTM 
national leader, Secretary General, Joaquin Gamboa Pascoe. 


5. The second event, and clearly the more significant from 

the CTM,s perspective, was the signing of an agreement to 
promote jobs, investment and competitiveness. The agreement, 
which was reportedly negotiated by Tereso Medina of the 
Coahuila CTM, was formally called the &Pact on Employment, 
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Salaries, Productivity and Competitiveness8. The aim of the 
agreement was to formalize a pledge by union, the government 
of Coahuila and the state,s private sector to work together 

to promote employment intensive economic growth. 
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6. Speaking on behalf of his administration, Governor 

Moreira promised that Coahuila,s government would do its 
part to generate the types of conditions that would 

facilitate investment. As an example this Governor Moreira 
announced investments that he claimed would generate between 
3-5,000 new jobs. The investments would come from four 
different companies only one of which, Modelo Breweries, was 
specifically named at the signing event. In recent years 
Modelo has reportedly invest USD 520 million plants and 
operations in the state and Moreira claimed the brewery now 
planned to increase that investment by another USD 50 
million. 


7. (Comment: Although not specifically mentioned at the 
signing event, Mission Mexico notes that Coahuila has been 
very successful in recent months in attracting new 
investments. So far in 2007 the state has attracted such 
investments as a USD 425 million for a Freightliner truck 
plant which is expected to generate 2700 new jobs and 
Chrysler plans to invest USD 570 million in plant expansion 
beginning in June 2007 which will also generate more news 
jobs. End Comment) 


8. Next came the state chapters of two different private 
sector organizations, COMPARMEX (a AMCHAM type of 
association) and CANACINTRA (a national grouping of 
manufacturers) signed the pact. These two organizations 
pledged to increase their levels of investment and efficiency 
in order to generate more jobs and raise worker salaries. 
Finally, the CTM undertook to help maintain and increase the 
number of jobs in Coahuila by providing labor stability 
through responsible unionism that worked intelligently to 
maintain a constant dialog with the state,s private sector. 
The Coahuila pact was enthusiastically praised but the CTM,s 
national leader, Secretary General Joaquin Gamboa who 
declared that he would like to see similar agreements 
implemented all over Mexico. 


JOB GROWTH BUT AT WHAT COST? 


Column 3 

9. The EGAP study and the claims of new job grow by Governor 
Moreira seem to indicate that good descriptions of 

Coahuila,s economic performance are well deserved. However, 
not everyone is in agreement that benefits of the state,s 
economic performance are actually reaching Coahuila,s 
workers. A knowledgeable American labor observer with long 
experience with both the US and Mexican organized labor 
movements does not deny that Coahuila is generating jobs at a 
noteworthy rate, especially in the area of manufacturing. 
However, this observer claimed that most of these jobs paid 
only the equivalent of between USD 45-65 per week. (Note: The 
legal minimum wage in Mexico is approximately USD 5.00 per 
day.) 


10. While observer noted these wages are significantly 

better than no wages at all, they are not enough to keep 

local residents in Mexico when they have the clear example of 
how much more people are paid for similar jobs in the United 
States. The migration of workers from Coahuila to the US has 
indeed prompted the migration of workers into thee state of 
Coahuila from other parts of Mexico. According to our labor 
contact, these newly arriving workers are paid so poorly they 
often live in dilapidated and crowded housing conditions 
which are reportedly creating a serious and grow health 
problem in Coahuila. 


11. These new workers are allegedly not being offered 
permanent jobs but rather temporary employment contracts. 
Under these contracts the workers are not registered under 
Mexico,s social security system which means they are not 
eligible for medical attention under the country,s national 
health care system and they do not accrue retirement 
benefits. All of this is purportedly taking place with the 

tacit concurrence of the Coahuila CTM which (according to the 
CTM itself) controls 80 percent of all collective bargaining 
contracts in the state. 
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COMMENT 


12. The EGAP study, coming as it does from one of Mexico,s 
premier universities, the Monterrey Technology Institute, 
undoubtedly presents an accurate picture of Coahuila,s 
economic performance. Invest and job growth are on the rise 
and the state government has clearly created an environment 
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that is conducive to sustained economic growth. If this were 
the only aspect of the state,s economic performance to be 
considered the CTM,s national leader would be fully 
justified in declaring that he would like to see the Coahuila 
situation repeated throughout Mexico. Unfortunately, things 
may not be that simple. The unconfirmed claims of low 
salaries, poor housing conditions and denied worker benefits 
for at lease new workers in Coahuila are not surprising. 
However, given that just one labor union controls such a 
large percentage of all labor contracts in Coahuila, there 
would be very little anyone could do locally if indeed that 
organization decided to tacitly look the other way instead of 
forcefully standing up for the workers. 


12. This message was cleared by AmConsul Monterrey. 


Visit Mexico City\'s Classified Web Site at 
http://www state.sgov.gov/p/wha/mexicocity and the North American 


Partnership Blog at http://www.intelink.gov/communities/state/nap / 
GARZA 
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TAGS: ELAB, ECON, ETRD, PGOV, PINR, SOCI, MX 
SUBJECT: STATE GOVERNMENT AND UNION PROMOTE JOBS IN COAHULA 


Column 3 
BUT AT WHAT COST? 


REF: MEXICO 2285 


1. SUMMARY: The government of the northern Mexican state of 
Coahuila and the national union of the Mexican Workers 
Confederation (CTM) recently took advantage of a newly 
published university study positively highlighting the 

state,s economic growth to sign an agreement promoting job 
growth and competitiveness. The study, conducted under the 
auspices of the Monterrey Technology Institute (the Mexican 
MIT), measured government efficiency, ease of doing business, 
economic performance and infrastructure. During the signing 
of the agreement the CTM underscored the union,s commitment 
to working with Mexico,s private sector, both locally and 
nationally, to promote job growth. The union also suggested 
that its agreement with Coahuila,s government could be a 
model applicable to other parts of Mexico. For his part the 
Governor of Coahuila announced new investment that he said 
would generate around 3-5,000 new jobs. On the surface, the 
job situation and economic performance of Coahuila appear to 
be quite good. However, there are some who question the 
cost, in terms of employee rights, fair wages and health 
conditions that Coahuila,s workers are paying for the 

state,s surface prosperity. END SUMMARY 


UNIVERSITY STUDY GIVES COAHUILA HIGH ECONOMIC MARKS 


2. According to study published at the end of May by the 
Graduate School of Public Administration and Public Policy 
(EGAP) of the Monterrey Technology Institute (the Mexican 
MIT), the northern Mexican state of Coahuila has made 
impressive economic gains. The EGAP study rated Coahuila as 
number five nationally (of thirty-one (states plus the Mexico 

City Federal District) in terms of economic performance. The 
study drew on data from 2006 and January of 2007 and measured 
such factors as government efficiency, ease of doing business 
and infrastructure. The last time EGAP conducted a similar 
study was in 2003. At that time Coahuila received a ranking 
which put it in eighth place on a national rating. 


3. The only other Mexican states/areas to place ahead of 
Coahuila, beginning were (in descending order) Nuevo Leon, 
Mexico City, Baja California Sur and Baja California. If the 
metric of infrastructure was removed, Coahuila moved from 
fifth to third place. The EGAP study was sited frequently by 
the Coahuila,s Governor, Humberto Moreira Valdes, as 
independent recognition of the state,s overall positive 
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economic performance. Post notes that Governor Moreira, and 
almost all local media coverage of the study, focused on the 
third place ranking (without measuring infrastructure) as 
opposed to the fifth place ranking (which did measure the 
impact of infrastructure). 


UNION, STATE GOVERNMENT AND PRIVATE SECTOR SIGN JOBS PACT 


4. Thanks to what was undoubtedly good public relations 
planning, the timing of the release of the EGAP study 

coincided with two others high profile local events. The 

first event was a General Assembly meeting of the Coahuila 
State Counsel of the Mexican Workers Confederation (CTM). 
The CTM is the rough Mexican equivalent of AFL-CIO in the US. 
The union,s state leader, Tereso Medina Ramirez personally 
invited Mission Mexico,s Labor Counselor to attend the 

General Assembly which would be presided over by the CTM 
national leader, Secretary General, Joaquin Gamboa Pascoe. 


5. The second event, and clearly the more significant from 

the CTM,s perspective, was the signing of an agreement to 
promote jobs, investment and competitiveness. The agreement, 
which was reportedly negotiated by Tereso Medina of the 
Coahuila CTM, was formally called the &Pact on Employment, 
Salaries, Productivity and Competitiveness8. The aim of the 
agreement was to formalize a pledge by union, the government 
of Coahuila and the state,s private sector to work together 

to promote employment intensive economic growth. 
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6. Speaking on behalf of his administration, Governor 

Moreira promised that Coahuila,s government would do its 
part to generate the types of conditions that would 

facilitate investment. As an example this Governor Moreira 
announced investments that he claimed would generate between 
3-5,000 new jobs. The investments would come from four 
different companies only one of which, Modelo Breweries, was 
specifically named at the signing event. In recent years 
Modelo has reportedly invest USD 520 million plants and 
operations in the state and Moreira claimed the brewery now 
planned to increase that investment by another USD 50 
million. 


7. (Comment: Although not specifically mentioned at the 
signing event, Mission Mexico notes that Coahuila has been 
very successful in recent months in attracting new 
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investments. So far in 2007 the state has attracted such 
investments as a USD 425 million for a Freightliner truck 
plant which is expected to generate 2700 new jobs and 
Chrysler plans to invest USD 570 million in plant expansion 
beginning in June 2007 which will also generate more news 
jobs. End Comment) 


8. Next came the state chapters of two different private 
sector organizations, COMPARMEX (a AMCHAM type of 
association) and CANACINTRA (a national grouping of 
manufacturers) signed the pact. These two organizations 
pledged to increase their levels of investment and efficiency 
in order to generate more jobs and raise worker salaries. 
Finally, the CTM undertook to help maintain and increase the 
number of jobs in Coahuila by providing labor stability 
through responsible unionism that worked intelligently to 
maintain a constant dialog with the state,s private sector. 
The Coahuila pact was enthusiastically praised but the CTM,s 
national leader, Secretary General Joaquin Gamboa who 
declared that he would like to see similar agreements 
implemented all over Mexico. 


JOB GROWTH BUT AT WHAT COST? 


9. The EGAP study and the claims of new job grow by Governor 
Moreira seem to indicate that good descriptions of 

Coahuila,s economic performance are well deserved. However, 
not everyone is in agreement that benefits of the state,s 
economic performance are actually reaching Coahuila,s 
workers. A knowledgeable American labor observer with long 
experience with both the US and Mexican organized labor 
movements does not deny that Coahuila is generating jobs at a 
noteworthy rate, especially in the area of manufacturing. 
However, this observer claimed that most of these jobs paid 
only the equivalent of between USD 45-65 per week. (Note: The 
legal minimum wage in Mexico is approximately USD 5.00 per 
day.) 


10. While observer noted these wages are significantly 

better than no wages at all, they are not enough to keep 

local residents in Mexico when they have the clear example of 
how much more people are paid for similar jobs in the United 
States. The migration of workers from Coahuila to the US has 
indeed prompted the migration of workers into thee state of 
Coahuila from other parts of Mexico. According to our labor 
contact, these newly arriving workers are paid so poorly they 
often live in dilapidated and crowded housing conditions 
which are reportedly creating a serious and grow health 
problem in Coahuila. 
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11. These new workers are allegedly not being offered 
permanent jobs but rather temporary employment contracts. 
Under these contracts the workers are not registered under 
Mexico,s social security system which means they are not 
eligible for medical attention under the country,s national 
health care system and they do not accrue retirement 
benefits. All of this is purportedly taking place with the 

tacit concurrence of the Coahuila CTM which (according to the 
CTM itself) controls 80 percent of all collective bargaining 
contracts in the state. 
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COMMENT 


12. The EGAP study, coming as it does from one of Mexico,s 
premier universities, the Monterrey Technology Institute, 
undoubtedly presents an accurate picture of Coahuila,s 
economic performance. Invest and job growth are on the rise 
and the state government has clearly created an environment 
that is conducive to sustained economic growth. If this were 
the only aspect of the state,s economic performance to be 
considered the CTM,s national leader would be fully 

justified in declaring that he would like to see the Coahuila 
situation repeated throughout Mexico. Unfortunately, things 
may not be that simple. The unconfirmed claims of low 
salaries, poor housing conditions and denied worker benefits 
for at lease new workers in Coahuila are not surprising. 
However, given that just one labor union controls such a 
large percentage of all labor contracts in Coahuila, there 
would be very little anyone could do locally if indeed that 
organization decided to tacitly look the other way instead of 
forcefully standing up for the workers. 


12. This message was cleared by AmConsul Monterrey. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
GARZA 
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E.O. 12958: DECL: 07/01/2012 

TAGS: PHUM 

SUBJECT: BELGIANS SHARE USG DISAPPOINTMENT ON HUMAN RIGHTS 
COUNCIL, BUT BELIEVE SITUATION NOT ENTIRELY HOPELESS 


REF: SECSTATE 91539 


Classified By: Political Counselor Theodore H Andrews, Reasons 1.4 (B) 
and (D) 


1. (C) The Belgian government shares U.S. disappointment with 
the results of the recently concluded session of the UN Human 
Rights Council. That said, the situation would have been 

much worse without the work of the various EU delegations, 
according to Francine Chainaye, the Belgian MFA\'s Director 
for Human Rights Affairs. Responding to reftel demarche, she 
told polcouns that the Belgian government would continue its 
close monitoring of the council and would, working with other 
like-minded delegations, aim to recoup some of the \"losses\" 
sustained at the Council in the next 3rd Committee meeting. 


2. (C) Chainaye noted that Belgium had been skeptical of the 
Council from the start, but was determined now to make the 
most of it. In that connection, she urged the USG to remain 
engaged and to find ways to counteract the negative impact of 
issues like Guantanamo and the extraordinary renditions 
controversy. \"The EU cannot do it alone, Chainaye said. 
U.S. efforts were especially important in lobbying capitols; 

the EU\'s work in this area had been responsible for securing 
Senegalese and Angolan support for the Council's work on 
Darfur. 


3. (C) Although Chainaye and her colleague Nathalie Rondeaux, 
who was present in Geneva during the Council\'s sessions, 
understood the U.S. attitude on Darfur, they do not believe 

the situation was as bleak as our demarche suggested. Sudan 
would be a priority issue during the next two sessions, they 
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argued, and an important subject at the 3rd Committee meeting 
also. In addition, the Panel of Experts created during the 
meeting offered an opening for future work. Polcouns replied 
that these actions, however useful they might be in the 

future, should not be seen as a substitute for concerted 

action against the tragedy now unfolding in Darfur. Fox 
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TAGS: PGOV, PREL, PTER, NI 

SUBJECT: VP JONATHAN MEETS MILITANT 8 COMMUNITY LEADERS IN 
DELTA 


REF: LAGOS 310 
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Classified By: Consul Alan B. C. Latimer for reasons 1.4 (B) and (D) 


1. (C) Summary: On June 28, Vice President Goodluck Jonathan 
visited the Gbaramatu riverine community in Delta State and 
discussed ways forward with militant and traditional leaders. 
An Ijaw youth leader from Delta State offered prescriptive 
efforts the government could take to bring peace to the 
region through \"rehabilitating\" militant youths, offering 

them skills acquisition, and then employment opportunities. 
However, another contact warned that despite government 
efforts to address the militant problem, cultist groups 
primarily based in Rivers State would likely continue their 
criminal activities unless they were addressed separately. 
President Yar\'Adua and Jonathan\'s focus on the Niger Delta 
may bode well for the region if these initial activities are 
followed by concrete actions. End Summary. 


2. (U) On June 28, one month after being sworn into office, 

Vice President Goodluck Jonathan visited communities in the 
creeks of Delta State in Nigeria\'s oil-rich Niger Delta. 

Jonathan visited the Gbaramatu Kingdom, including Okerenkoko 
town and the traditional headquarters of the Kingdom in 
Oporoza, Delta State. During his visit, Jonathan spoke to 

the public and met with youths and traditional rulers. 


3. (C) Sheriff Mulade, President of the Gbaramatu Youth 
Council (GYC) told Poloff that Jonathan, early in the evening 
on June 28, visited Camp 5, which borders Okerenkoko, and is 
known to be run by militant leader Tom Polo. Jonathan held a 
closed door meeting with Polo, militant leader Dokubo Asari, 
eminent ljaw Chief and nationalist E. K. Clarke, and George 
Timinimi, Chairman of the newly established Delta Waterways 
Security Committee. Mulade was also present during this 
meeting and told Poloff the militant and community leaders 
agreed to hold a meeting around July 6 to discuss whether 
they would announce a nationwide ceasefire to enable the 
federal government to take further actions in the Niger 

Delta. Mulade was confident these militant leaders would 
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extend the ceasefire. He thought any individuals who chose 
to disobey the ceasefire (i.e. criminal groups/leaders) would 
be killed. Mulade said this tactic had been used by 

militants in 2004 after the 2003 elections and that 24 
individuals had been killed and/or turned over to government 
for failing to adhere to the ceasefire. 


4. (C) Comment: The July 6 ceasefire meeting Mulade 
mentioned was described to be all-inclusive of militant 
leaders. However, Mulade did not comment on fractures or 
power struggles within militant groups and, if these still 
exist, whether or not they would be addressed. Also, there 
was no indication that criminal groups were invited to attend 
the July 6 meeting; reigning-in or gaining control over these 
individuals could prove an arduous task. Enc Comment. 
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Ways Forward: Ceasefire, Youth Reorientation, Development 


5. (C) Following Jonathan\'s visit to Delta State, Mulade 
issued a statement on behalf of the Gbaramatu Youth Council 
thanking the Vice President for his visit to the creeks. 

Mulade recommended Jonathan next visit Bayelsa and Rivers 
states to further appeal to the region\'s indigenes and to 
maintain consistent dialogue. Beginning dialogue now would 
help give the Federal Government time to work out the 
\"modalities of addressing Niger Delta issues,\" Mulade 
commented. Furthermore, he recommended Jonathan visit the 
region on a quarterly basis to secure and maintain peace in 
this vital region. Mulade requested Niger Delta youths drop 
their arms and give peace a chance to enable \"genuine 
development.\" Since the Vice President, Chief of Defense 
Staff, and Chairman of the NDDC are all Ijaw and hail from 
this region, now is the time for the ljaw and Niger Delta 
indigenes to witness change in the Niger Delta, he averred. 


6. (C) Mulade told Poloff the government has not provided 
categorical suggestions on how to achieve peace in the Niger 
Delta, but it does seem to have \"new ideas\" and he was 
optimistic youths would give government a chance to prove 
itself. Mulade thought youth rehabilitation was a three-step 
process and an integral part of securing peace in the region. 
First, government would need to help youths change their 
orientation and thinking in order to adopt principles of 
non-violence and respect. This could be done through youth 
summits or workshops, each attended by approximately 100 
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militant youth leaders who could then share their 
understanding with their subordinates. Youths would then 
become more receptive to government efforts, which at this 
point would entail skills acquisition. Lastly, employment 
opportunities would need to be made available to youths to 
allow them to re-integrate into society. 


7. (C) According to Mulade, the initial reorientation of 

youths would take approximately two to three months. If 
government began to plan basic development projects, such as 
road building and improved access to water, newly trained 
youths could be hired to do the work. Therefore, 

rehabilitated youth could be incorporated into development 
efforts throughout the Niger Delta, Mulade reasoned. 


8. (C) Dimieari Von Kemedi, Program Head of the NGO Our 
Niger Delta, told Poloff on June 29 that he assessed the 

general mood in the Niger Delta to be optimistic and that 

many indigenes thought the government should be given the 
opportunity to prove themselves. However, he commented that 
Rivers State is different from Delta and Bayelsa because 

there are many cultist groups operating there. Unlike 

militants, Kemedi described cultist groups as gangs/criminal 
groups who are not champions of resource control but whose 
\"services\" could be purchased for political or personal gain. 
Two of the most well-known cultist leaders are Soboma George 
and Ateke Tom (Ref A). Soboma George was known to be aligned 
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with former Rivers Governor Peter Odili, who supposedly used 
George to \"go after" Ateke Tom and others. 


9. (C) Kemedi told Poloff that political solutions would not 
address cultist groups in Rivers State, but he suggested the 
state and federal government could reach out to these groups 
and, one day, they may become less criminal. Kemedi warned 
that these groups operate across state boundaries 

(particularly between Rivers and Bayelsa states), inferring 

that any government action would need to be done in 
conjunction with both states. 
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10. (C) The Vice Presidents recent visit to Delta State 
appears to be welcomed by the region. This high level 
engagement sends an early signal to Niger Delta indigenes 
that the new administration is concerned with the region and 
is willing to use carrots instead of sticks to find a 

peaceful resolution. While government appears to be 
proceeding carefully, it will need to begin taking more 
concrete steps within a \"reasonable\" amount of time, which 
may be outlined by militants on July 6, to show it is 
committed to more than lip service. Kemedi\'s comment that 
assuaging cultist groups may require a different approach 
from militants makes sense; however, it is unclear what, if 
anything, could lead them to give up their life of 

criminality and the riches it affords. End Comment. 
LATIMER 
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E.O. 12958: N/A 

TAGS: PREL, KPKO, UNSC, MASS, SU, UY 

SUBJECT: URUGUAY ON TROOP CONTRIBUTIONS TROOPS FOR THE 
HYBRID OPERATION IN DARFUR 


REF: STATE 91542 


1. (SBU) On July 29, DCM separately delivered reftel demarche 
to the MFA\'s Director General for the Secretariat, Ambassador 
Jose Luis Cancela and to the Commander of the Army, 
Lieutenant General Jorge Washington Rosales. Per instructions 
reftel, he urged the GOU to contribute troops, military 
observers, formed police units, and/or individual police for 
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the upcoming UN/AU Hybrid operations in Darfur. PolCouns and 
A/DATT made similar demarches to mid-level officials and 
officers on the same day. 


2. (SBU) DirGen Cancela said that while Uruguay continues to 
be forward-leaning on PKO and recognizes the importance of 
the Dafur mission, the Uruguayan military is currently 
stretched to thin with its deployments in Haiti (MINUSTAH) 
and Congo (MINOC). General Rosales echoed Cancela\'s 
sentiments, adding that the six-month rotations of Uruguayan 
peacekeepers also placed an additional burden on PKO troop 
deployments. Rosales also stated that if the Uruguayan Armed 
forces were to receive some assistance (for example) to 
improve the condition of the equipment of his rotary wing or 
mechanized units, he would strongly consider contributing one 
of them to the hybrid operation in Darfur. 

Baxter 
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E.O 12958: N/A 
TAGS: PREL, PGOV, PHUM, GG 
SUBJECT: Georgia Bi-Weekly Update June 29 


1. This cable contains current items of political, 
economic, and social interest concerning Georgia during the 
weeks of June 16-29. 


Criminal Procedure Code Moving through Parliament 

2. The Legal Committee of Georgian Parliament is currently 
introducing non-controversial portions of the new draft 
Criminal Procedure Code (CPC) in full committee in 
preparation for the codeQs second reading in Parliament, 
likely to happen this fall. Parliament passed the CPC in 

first reading in December 2006, and referred it to the 

Legal Committee, which held a series of ad hoc Committee 
meetings with interested Members of Parliament, Government 
officials, and NGOs. Based on these meetings, the ad hoc 
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Committee members met in Batumi, Georgia in early May to 
hammer out necessary implementation changes. After this 
meeting, the ad hoc Committee has held several additional 
meetings to craft changes to the CPC implementing these 
changes. We anticipate that the Legal Committee will 
complete its work on the CPC this summer and introduce the 
completed CPC for its second reading in September and its 
final reading later in the fall. The new CPC is considered 

a key reform in developing a judicial system governed by 
the rule of law. 


Saakashvili on Cooperation, Conflicts at BSEC Summit 

3. Leaders from twelve Black Sea states assembled in 
Istanbul for the fifteenth anniversary of Black Sea 
Economic Cooperation (BSEC) on June 25. Economic 
cooperation, energy diversification and trade issues topped 
the agenda, with discussion of concrete projects to 
construct a Trans-Caspian gas pipeline and a 7,500- 
kilometer ring road along the Black Sea coast. Addressing 
the summit, President Saakashvili focused on the importance 
of international economic cooperation and energy security, 
as well as on GeorgiaQs efforts at peaceful resolution of 
the separatist conflicts, saying QGeorgia will spare no 
effort to ensure that all ethnic groups, Abkhaz and 
Ossetians, as well as every citizen of Georgia, enjoy well- 
being and prosperity.Q 


Speculation on a Georgian-Russian Deal in South Ossetia 

4. As the BSEC summit was proceeding in Istanbul, the 
Russian newspaper Kommersant published an article Q- much 
commented on in Georgia -- claiming that Tbilisi and Moscow 
had struck a deal. Under its conditions, Georgia would 
support RussiaQs accession to the WTO, if Russia cut off 

its relations with South Ossetian separatist leader Eduard 
Kokoity and supported the Georgian-backed administration of 
Dmitry Sanakoyev instead. In addition, Georgia would agree 
to the indefinite presence of Russian peacekeepers in the 
conflict zone. Both Foreign Ministers, Sergey Lavrov of 
Russia and Gela Bezhuashvili of Georgia, refuted these 
claims. Bezhuashvili for his part stressed that Qneither 
Georgia nor Russia base their policy on journalistsQ 
opinions.Q He said that Georgia was ready to make 
compromises, but any concessions it made would not affect 
the country\'s strategic interests. 


NGO Calls for New Anti-Torture Strategy 


5. On June 26, UN International Day in Support of Victims 
of Torture, the NGO RCT/Empathy unveiled its annual report 
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on victims of torture and inhumane treatment in Georgia, 
and urged Georgia to take the necessary steps to join the 
Optional Protocol to the UN Convention Against Torture 
(OPCAT). Georgia ratified the OPCAT in July 2005, but has 
yet to craft a Georgian anti-torture action plan (to 

replace the one of 2003-2005). On June 20, the Georgian 
government created an Interagency Anti-Torture Council to 
address torture and inhumane treatment, but details of the 
councilQs operation have not yet been announced. Embassy 
is following up on this issue. RCT/EmpathyQs goal is for 
Georgia to establish a National Preventative Mechanism that 
would permit unannounced visits to all places of detention, 
something Georgia committed to in signing the OPCAT. 


MONEYVAL Welcomes Georgian Anti-Money Laundering Measures 
6. The Council of EuropeQs (COE) Committee of Experts on 

the Evaluation of Anti-Money Laundering Measures (MONEYVAL) 
has published a new report on Georgia, citing major changes 
since the previous evaluation in May 2003. The report says 

that the basic building blocks of a system to combat money 
laundering and terrorist finance are broadly in place, 

citing in particular the adoption of the law QOn 

Facilitating the Prevention of Illicit Income LegalizationQ 

and the creation of the Financial Monitoring Service. 

Georgian prosecutors have secured convictions in money 
laundering cases. Despite the progress, the report 
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indicates that Georgia still has work to do. Among the 
needs is an effective system to detect the physical cross- 
border transportation of currency and bearer-negotiable 
instruments. 


Iran to Invest in Georgia? 

7. On June 20 Georgian Foreign Minister Gela Bezhuashvili 
met with Iranian Deputy Foreign Minister Manuchehr 
Mohammadi, who was visiting Tbilisi for a Georgian-Iranian 
roundtable hosted by a think tank. The two ministers 
reportedly discussed a wide range of bilateral issues, with 
special emphasis on cooperation in the fields of culture, 
science and education. Georgian media picked up a story, 
appearing several days after the visit in Russian newspaper 
QNezavisimaya Gazeta,Q that Iran plans to invest USD 1 
billion in Georgian economy. The Iranian agency Irna 
reported that GeorgiaQs Ambassador to Iran, Levan Asatiani, 
confirmed IranQs intention. 


Column 3 

American Investment to Reconstruct a Tbilisi Landmark 

8. Speaking at the public presentation of the Mtatsminda 
Plateau project, sponsored by the American-Georgian joint 
venture GMT Group on June 26, Ambassador Tefft said 
QGrowing investment is the direct result of GeorgiaQs 
efforts after the Rose Revolution to reduce obstacles to 
doing business.Q The project calls for reconstruction of a 
landmark of Tbilisi, the Funicular Restaurant overlooking 
the city, which was built in the 1930s and damaged during 
the civil unrest in 1991. GMT GroupQs partners and the 
Overseas Private investment Corporation (OPIC) will 
allocate USD 15 million for the reconstruction project. 
OPICQs loan agreement for about USD 8 million is scheduled 
for signing on September 11 at the American Georgia 
Business CouncilQs annual meeting in Tbilisi. 


More Kazakh Investment to Georgia 

9. On June 13, a group of 16 Kazakh private businesses, 
including the Chairman of the Board of Directors of the 
Georgian-Kazakh venture AKSAI BMC, arrived in Georgia for 
three days of meetings and site visits in Tbilisi and 

Batumi. Prior to the visit, AKSAI BMC obtained a 25-year 
license for oil and gas exploration and production works in 
western Georgia, and plans to invest USD 25-30 million in 
the initial stage of the exploration. In addition to oil 

and gas, the company is interested in tourism 

infrastructure and real estate investment projects in 

Georgia. AKSAI BMC, founded in 1992, has been involved in 
oil and gas projects in western Kazakhstan. Since 2005, 
Kazakh investors, including the state-owned enterprises and 
banks, have made significant investments in GeorgiaQs 
telecommunications, oil and gas infrastructure, tourism, 

and real estate development projects, including United 
Georgian Telecom, Tbilgazi, Batumi Oil Terminal, several 
hotels in Adjara, and Likani resort. 

TEFFT 


114091 

RR RUEHBZ RUEHDU RUEHJO RUEHMR RUEHRN 
DE RUEHLG #0512/01 1831544 

ZNR UUUUU ZZH 

R 021544Z JUL 07 

FM AMEMBASSY LILONGWE 

TO RUEHC/SECSTATE WASHDC 4400 

INFO RUCNSAD/SOUTHERN AF DEVELOPMENT COMMUNITY COLLECTIVE 
RUEHSA/AMEMBASSY PRETORIA 2624 
RUEKDIA/DIA WASHDC 

RUEHLMC/MCC WASHDC 

RUEAIIA/CIA WASHDG 


Column 3 
RUEPGDA/USEUCOM JIC VAIHINGEN GE 
RUEPGCA/USEUCOM AIDES VAIHINGEN GE","UNCLAS SECTION 01 OF 02 LILONGWE 000512 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR AF/S 
STATE FOR INR/AA RITA BYRNES 
PRETORIA FOR ROBERT POPE 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, MI 

SUBJECT: COURT INJUNCTION PUTS BRAKES ON FLOOR-CROSSING 
PROVISION--FOR NOW 


REF: LILONGWE 468 


LILONGWE 00000512 001.2 OF 002 


1. (SBU) Summary: In an electric atmosphere charged with 
political tension, Parliament resumed its annual budget 
session on June 29 with Malawi\'s floor-crossing provision at 
the top of the agenda. In an announcement that caught the 
opposition off-guard, the Speaker of Parliament opened the 
session by stating that he had been served with a High Court 
injunction restricting him from implementing the 

controversial provision prohibiting \'crossing the floor\' 

(reftel). Despite complaints from the opposition, the House 
moved on to pass a continuing resolution authorizing spending 
for the first month of the 2007/2008 financial year, through 
July 31. Finance Minister Goodall Gondwe also presented the 
2007/08 budget proposal, kicking off the month-long process 
of passing the next financial years annual budget. But 
despite the momentary focus on budgetary matters, the 
opposition now plans to push to suspend parliamentary 
proceedings until the Speaker is able to act on Section 65. 
Once implemented by the Speaker, the floor-crossing 
prohibition could lead to around forty government MPs losing 
their seats in Parliament. End Summary. 


2. (SBU) At the resumption of the budget session on June 29, 
after the month-long period of mourning following the death 

of First Lady Ethel Mutharika, the opposition had expected 
Speaker of Parliament Louis Chimango to announce his plans 
for implementing the constitution\'s provision prohibiting 
\"crossing the floor\" in Parliament. The provision, which was 
upheld by the Supreme Court in a ruling on June 15, 2007 
(reftel), empowers the Speaker to declare vacant the seats of 
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around forty government MPs who switched parties after the 

2004 general elections. However, Chimango announced that 
those MPs who would potentially be affected had obtained an 
injunction preventing the Speaker from taking any action 
concerning Section 65. The government MP who spearheaded the 
effort told PolOff he thought it would take up to three weeks 

for lawyers representing the Speaker to vacate the injunction. 


3. (SBU) After his announcement, the Speaker quickly pushed 
the House towards discussion of the continuing resolution 
required to keep government afloat after the end of the 
2006/07 financial year on June 30. Finance Minister Gondwe 
proposed originally that the House pass a $32 million 
four-month continuing resolution, but the opposition insisted 
on a one-month $8 million resolution. This should position 

the opposition to be able to put pressure on the government 

if a full budget is not passed by July 31, as many observers 
expect. The amended resolution was then easily passed by the 
House. 


4. (SBU) Gondwe also presented his annual budget statement on 
the 29th, outlining the government\'s plans to spur economic 
development by encouraging domestic investment and cutting 
inflation down from 7.5 to 5 percent. The budget proposal 

also included a number of controversial details, including a 
10-fold increase in the wages given to paramount chiefs (from 
$35 a month to $357 a month) and a lower-than-expected cut in 
income taxes on low-paid wage earners. Opposition leaders 
will now be given an opportunity to comment on the budget 
proposal before Parliament goes into general debate on the 
budget. 


5. (SBU) Comment: This sitting of Parliament is particularly 
volatile due to the recent court ruling on Section 65, and 

the uncertainty it has created. While the Supreme Court\'s 
ruling is fairly clearly laid out, it leaves a number of 

issues up in the air. For example, the court\'s ruling did 

not address whether MPs who were elected under the 
sponsorship a party which was then dissolved should lose 
their seats. The Court also failed to address a clause of 

the law which states that MPs who join political 
organizations outside of parliament put their seats in 
jeopardy. Both the government and opposition have used these 
vagaries to claim that all of their political opponents have 
lost their seats in parliament, including a particularly 
far-fetched government claim that the Speaker of Parliament 
has lost his seat because of his involvement in the SADC 
Parliamentary Forum, which they say is a \"political 
organization\". While these interpretations of the 
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floor-crossing section would surely not hold up in court, 
having them referred to the courts is precisely the aim of 

the government, which hopes to delay any implementation of 
the section as long as possible. 


6. (SBU) For its part, the opposition is intent on the 

Speaker moving quickly, with the expectation that the loss of 
forty government MPs would give the opposition parties an 
overwhelming two-thirds majority in parliament, thus 
empowering the combined opposition to exercise unfettered 
legislative power. This could include, as was discussed in 
late 2005, impeaching President Mutharika and amending the 
constitution to enable opposition leaders to head the 
executive branch without benefit of elections. However, the 
most likely outcome is still a long, protracted legal battle 
over which MPs will lose their seats, with many observers 
expecting the matter to again have to be put before the 
Supreme Court for resolution. End Comment. 
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1. (SBU) Real estate prices are skyrocketing in Venezuela as 
the oil boom fuels an ever-increasing number of people 
chasing an increasingly limited supply of properties. Sales 
are up 30 percent so far in 2007, after growing 80 percent in 
2006 and 60 percent in 2005. Venezuela continues to suffer 
from its historical problem of housing shortages, which are 
worsening despite massive government intervention in home 
construction. The problems are exacerbated by machinery and 
materials shortages as well as disincentives to investment, 
including rent controls. Despite a recent up-tick in housing 
construction, demand for residential and commercial real 
estate is expected to exceed supply and prices will continue 
to go up, pricing many Venezuelans out of the market. 


2. (SBU) According to the Real Estate Industry\'s Chamber of 
Commerce (Camara Immobilaria), Venezuela suffers from a 
housing shortage of 1.6 million homes and another 1.1 million 
are in disrepair. Given an average household of 4.3 
individuals, this means that over 40 percent of Venezuelans 
do not have adequate housing. This is a long term problem in 
Venezuela as the population has tended to grow faster than 
the market and government have been able to provide homes. 
In the 1990s, prior to Chavez" election, Venezuela averaged 
100,000 new homes annually. In the eight years since, on 
average, 20,000 homes have been built per year. The country 
needs to build 130,000 new homes annually just to keep pace 
with population growth, let alone dent the current deficit. 


3. (SBU) Venezuela lacks large construction firms capable of 
meeting the demand. According to Camara Immobilaria, the 
largest Venezuelan firms can build between 2,000 and 3,000 
apartments annually, little wnen compared to firms in Mexico 
that are building 50,000. The difficulty of doing business 
here has driven out many contractors and engineers. They 
have moved their businesses to Miami, Panama, and Colombia 
where conditions are more business friendly. These expat 
firms are now marketing their offshore projects in Venezuela, 
with Caracas! high end shopping malls filled with posters for 
apartments in Panama City and Miami. 


4. (SBU) The BRV has thrown all sorts of ideas at the 
problem, from bilateral agreements to build homes with China, 
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Uruguay, and Iran, among others, to the recent inauguration 
of a petrochemicals plant that will supposedly provide 
material to build houses completely out of plastic. Little, 

if any, progress has been made. One contact described to 
Econoff the horror of Chinese engineers who arrived to begin 
construction at a building site, only to find that no roads, 
utilities, or ground clearing had been done. They returned 

to China without hammering a nail. 


5. (SBU) There are shortages of building materials in 
Venezuela due to price controls and government demand for 
public works projects, including preparations for the Copa 
America, for which the BRV has built two new soccer stadiums 
and completely renovated seven others. The President of 
Cemex Venezuela recently denied in an interview with El 
Nacional that there were concrete shortages, blaming 
\"bottlenecks\" in the distribution chain for most problems. 
He acknowledged that concrete consumption had grown 116 
percent over the last two years and claimed that production 
would increase to keep pace. Shortages of skilled labor are 
also rampant due to poor technical schooling, high demana, 
and the Missions, which discourage labor force participation 
via handouts. The President of the Heavy Construction 
Chamber told Econoff that they are also suffering from 
shortages, with a deficit of at least 5,000 heavy machines, 
including earth movers, cranes, and dump trucks 


6. (SBU) Rents were frozen in 2003 for buildings built before 
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1986 (and rumors are that a new law is planned to freeze 
rents in apartments older than 1997 (the combined total would 
affect between 60 and 70 percent of the market). As owners 
cannot raise rents, there is little incentive to improve 
buildings. Rentals now make up less than 10 percent of the 
housing market, down from 30 percent prior to 2003. In other 
Latin American countries rentals make up between 30 and 50 
percent of the market. The lack of rentals primarily impacts 
poorer and younger Venezuelans as they cannot afford to buy 
an apartment. 


7. (SBU) Post has experienced these trends first hand as the 
number of available properties has declined and costs have 
skyrocketed. Post now requires waivers for every lease in 
the housing pool (as they are in excess of USD 25,000/year) 
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and the few remaining renters ask to be paid in dollars in 
accounts abroad. According to the Director of human 
resources firm Marsh Venezuela (PROTECT THROUGHOUT), 
competition for housing in the Valle Arriba neighborhood 
where the Embassy is located is complicated by its 
desirability for expats employed by multi-national companies, 
who stipulate an apartment in the neighborhood as part of 
their contract. These expats are understandably eager to be 
close to the American school and in an area deemed \"safer\" 
than other parts of Caracas. 


8. (SBU) BRV actions have discouraged investment in new 
projects. According to the Director of Century 21 Venezuela, 
housing prices peaked in 1998 (before Chavez came to power) 
and had fallen by as much as 25 percent by 2001. The fall in 
prices coupled with disruptions due to the oil and general 
strikes in 2002-2003 essentially halted construction in the 
country. Prices have increased in recent years, and by the 
end of 2006 prices had returned to their 1998 levels (in real 
dollar terms). 


9. (SBU) Housing starts have trended upwards in the past two 
years as the economy has grown and currency controls have 
forced individuals and firms to invest some money locally. 
Century 21 estimates that there are as many as 2000 

residential projects under construction and the real estate 
chamber expects 105,000 homes to be completed in 2007. While 
still below Venezuela\'s needs, this marks a substantial 

increase over recent years. 


10. (SBU) Local politicians have attempted to exploit the 
housing shortage by expropriating properties to turn over to 
their supporters. According to the real estate chamber, 

while Caracas Mayor Juan Barreto threatened to expropriate up 
to 5,000 buildings, in the end only 200 were identified, and 

as of yet none have actually been taken over. 


11. (SBU) Given the history of inflation and devaluation, 

homes are a primary means of savings in Venezuela. This has 
also helped drive the price of real estate up as people look 

for \"safe\" investments to place their money in increasingly 
uncertain times. The lack of supply and almost inelastic 
demand has led to a surge in prices. A one-bedroom apartment 
in the upper-middle class neighborhood of El Rosal in Caracas 
now costs upwards of USD 2,500 per month, a 2/3 increase over 
two years ago. 


Column 3 

12. (SBU) Real estate is essentially priced in dollars and 
brokers have admitted to Econoff that the trend has been to 
price in dollars at the parallel market rate (Bs. 4070/dollar 

as of June 27) as most sellers are looking to get their money 
out of the country. The increase in the parallel rate this 

year has contributed to increased prices, as well. 


13. (SBU) New residential construction has not been 
paralleled by an increase in commercial buildings. Office 
projects are significantly more expensive and have longer 
return times (apartments can be pre-sold, whereas offices are 
usually leased). Bank financing is more difficult to obtain 

for office projects. The shortage of office space (in 

Caracas, the real estate chamber estimates 80 percent of new 
projects are residential and only 20 percent are commercial) 
has also led to an increase in prices. Class AAA office 
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space now sells for $3000 per square meter. 


14. (SBU) Residential properties are often pre-sold and 
mortgages, while limited, are becoming more commonplace. 
Mortgages in Venezuela require 20-30 percent down payments 
with a term of 15-20 years. Mortgage rates are below the 

rate of inflation, but amounts are limited by family income, 
with most banks refusing to lend more than 20 percent of a 
family\'s annual income. Banks are required to have 10 
percent of their portfolios in the housing sector, which is 
actually below most Latin American peers where, according to 
the real estate chamber, housing makes up between 30-35 
percent of loan portfolios. 


15. (SBU) VenezuelaWs government has been incapable of 
providing adequate housing for its population for a long time 
and it would appear that the housing shortage has been 
exacerbated under Chavez. BRV policies such as freezing 
rents and interest rates (during times of high inflation), 

price controls that have led to shortages, large public works 
projects, impossible labor regulations, and relying on 
Uruguayan home builders instead of loosening the reins on 
private sector Venezuelan firms, have all contributed to the 
pitiful situation of housing in Venezuela. It is estimated 

that anywhere between one and two million Caraquenos alone 
live in barrio slums on the hillsides (most without legal 

rights to their property) and as that number continues to 
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grow, associated social problems will grow as well. 
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). 


1. (C) SUMMARY: While President Morales has publicly claimed 
that his trip to Switzerland was a success, post has learned 

from the Swiss delegation in La Paz that he may have 

alienated more people than he befriended and even put at risk 
future Swiss assistance with his delegations\' disorganization 
and unorthodox behavior. END SUMMARY. 


2. (C) According to the Swiss delegation in La Paz, the 
Bolivians requested a meeting with the Swiss President only a 
couple of days before President Evo Morales\'s flight from 
Caracas to Zurich. The Swiss said that it would be very 
difficult to arrange a meeting with the President on such 

short notice but the Bolivians insisted. Finally, the Swiss 
President decided she should see President Morales and the 
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word came back that she could do the meeting but only in 
Bern. The Bolivians then conveyed that it simply would not be 
possible for Evo to travel to Bern. 


3. (C) The Swiss then arranged to have a high powered 
delegation (three state ministers and a vice minister) travel 
down to Zurich to meet with President Morales at airport 
prior to his departure. The delegation made the two hour trip 
by train but when they arrived the President was nowhere to 
be found. His plane had departed minutes before the 
delegation arrived at the airport. It was apparently still 

visible in the air to the delegation when they arrived. 
According to the Swiss Ambassador, members of the delegation 
were very upset; the slight could affect $6 million in 
assistance programmed for this year. 


4. (C) Before departing for Zurich, the Swiss Ambassador 
called President Morales\' military security chief and asked 

for details on the flightVs arrival. The security chief 

reportedly assured the Swiss Ambassador that the flight would 
depart that evening but could not provide precise details. He 
told the Ambassador that only the Venezuelans (whose plane 
President Morales was using) knew the flight schedule. The 
security chief asked the Swiss Ambassador to call the 
Venezuelan Embassy to get the information -- something the 
Swiss Ambassador indignantly said he would not do. 


5. (C) The Swiss Ambassador said that President Morales did 
not have an appointment with FIFA President Blatter. 
According to the Swiss Ambassador, the President simply 
showed up at the FIFA headquarters and demanded to see 
Blatter. The FIFA President then had to see him. 
GOLDBERG 
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E.O. 12958: N/A 
TAGS: PGOV, UK 
SUBJECT: (U) BROWN\'S GOVERNMENT IN PLACE 
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1. (SBU) SUMMARY: Prime Minister Gordon Brown has moved 
fast to put his stamp on the UK Government and the results 
have been positive for his poll ratings and media coverage. 
The latest Guardian/ICM poll gives Labour the lead (39 
percent to 35 percent) over the Conservatives, Labour\'s first 
lead since March 2006. Brown has appointed Her Majesty\'s 
Government in full, as well as made some significant 
alterations to the organization of several Cabinet 

ministries. A complete list of the new sub-cabinet 
appointments can be found on the website of the Prime 
Minister\'s Office (www.pm.gov.uk). Notable structural 
changes: 


- The Deputy Prime Minister\'s Office, the Department of Trade 
and Industry, and the Department for Education and Skills 
\"cease to exist\"; 


- The Department for Education and Skills has been split 
between a new Department for Children, Schools and Families; 
and a new Department for Innovation, Universities and Skills 
(both headed by Cabinet Ministers); 


- A Department for Business, Enterprise and Regulatory 
Reform, headed by a Cabinet Minister, has been created along 
with a Business Council for Britain; 


- A junior minister has been appointed for each of nine 
regions of England (there were already Cabinet-level posts 
for Scotland, Wales and Northern Ireland); and 


- Two Liberal Democrat peers will work with (not in) the 
Government in an advisory capacity. END SUMMARY. 


(U) THE BROWN BOUNCE 

2. (U) The Guardian/ICM poll conducted Wednesday evening and 
Thursday June 27-28 (i.e., just after Brown became Prime 
Minister) and published Saturday, June 30, gives Labour its 

first lead over the Conservatives since March 2006, with 39 
percent support (up seven points) to the Conservatives\' 35 
percent (up one point). The Liberal Democrats are down three 
points at 18 percent. This is Labour\'s best showing since 
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David Cameron became the Tory leader in 2005. If replicated 
at a general election, this lead would actually increase 
Labour\'s absolute majority in the House of Commons. 


(U) DEPARTMENTAL REORGANIZATION 

3. (SBU) DEPARTMENT FOR CHILDREN, SCHOOLS AND FAMILIES: 
Prime Minister Gordon Brown issued a Written Ministerial 
Statement to the House of Commons on June 28 regarding the 
\"Machinery of Government: Departmental Organization.\" The 
Statement explained the rationale for replacing the 

Department for Education and Skills with a Department for 
Children, Schools and Families and a Department for 
Innovation, Universities and Skills: Children and families 

\"are the bedrock of our society and \"the Government\'s aim is 
to ensure that every child gets the best possible start in 

life." The reorganized departments \"seek to strengthen the 
Government\'s support for children, young people and families\" 
in light of the \"very different challenges that Britain will 

face in the years ahead,\" and \"to ensure that Britain is 
equipped to seize the new opportunities of the global 
economy.\" The Department for Children, Schools and Families 
\"for the first time" brings \"together key aspects of policy 
affecting children and young people\" through age 19 and \"will 
take forward the Government\'s strategy for ending child 
poverty.\" It will work closely with other departments, 

promoting health, sport and young people\'s contributions to 
communities, preventing youth offending (including drug use), 
and addressing youth homelessness. Given the emphasis Brown 
is placing in his initial public comments on improving UK 
education and building skills at an early age, it is not 

surprising that Brown picked his closest confidante and 
right-hand man, Ed Balls MP, to run this new department. 


4. (U) DEPARTMENT FOR INNOVATION, UNIVERSITIES AND SKILLS 
(DIUS): To compete successfully in the globalized economy, 

Brown has articulated a long-term vision of making Britain 

Vone of the best places in the world for science, research 

and innovation, and to deliver the ambition of a world-class 

skills base" The new DIUS will assume responsibility (from 

what was the Department of Trade and Industry) for science 

and innovation, working to expand \"high-end graduate skills" 

and raise \"the skills of the wider adult work force including 

those currently unskilled.\" 


5. (U) DEPARTMENT FOR BUSINESS, ENTERPRISE AND REGULATORY 
REFORM (DBERR): This new department \"will assume from the 
(abolished) Department of Trade and Industry, policy 

responsibility for productivity, business relations, energy, 

competition and consumer policy, corporate law, employment 

regulation, and working closely with the Department for 
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Communities and Local Government making sustainable 
improvements in the economic performance of all English 
regions. The Department will have joint responsibility with 
the Department for International Development on trade policy, 
and with the Foreign and Commonwealth Office on trade 
promotion," YA key priority will be its cross-Government 

role in promoting better regulation across the business, 

public and voluntary sectors." It will provide support for 

the new Business Council" (see below). 


6. (U) BUSINESS COUNCIL FOR BRITAIN: This new Council 
comprising Wsenior business leaders from a range of sectors!" 
will Wassist the Government in putting in place the right 
strategy to promote the long-term health of the UK economy. 
The membership of the Council (also available at the Office 

of the Prime Minister\'s website) includes chief executive 
officers from 15 leading UK-based businesses, such as Virgin 
Group, Tesco Rolls Royce, British Petroleum, and Vodafone. 
It will be chaired by Mervyn Davies of the Standard Chartered 
Bank. It will \"provide clear, independent advice on the 

reform priorities to enable business to compete in the global 
economy.\" It will meet twice a year and report to the 
Government and Parliament. The chair will be \"a senior 
business person.\" The Prime Minister and Secretaries of 
State (i.e., Cabinet members) of the main economic 
departments will attend meetings at the invitation of the 
Council. \"Where issues are particularly important, the 
Council will have the power to establish Special Commissions 
to make recommendations for reform.\" 


(U) MINISTERS FOR REGIONS OF ENGLAND 

7. (SBU) Perhaps the most politically sensitive feature of 
Brown\'s reorganization is the appointment of 
sub-Cabinet-level ministers for England, one each for nine 
English regions (Northeast, Northwest, Yorkshire and 
Humberside, East Midlands, West Midlands, East of England, 
London, Southeast, and Southwest). Brown wants to give a 
bigger voice to the regions, consistent with his vision of 
devolving governmental powers closer to the governed. There 
have long been Cabinet-level posts for Scotland, Wales and 
Northern Ireland, but England, which has five times their 
combined population, has no equivalent to the devolved 
parliaments and Cabinet executives of the three \"Celtic 
nations\"; instead, England is ruled directly by the UK 
Parliament (\"Westminster\") and the UK Government (HMG, a.k.a. 
\"Whitehall\"). In recent years, there have been grumbling 
within England that it is being given short shrift, in terms 

of voice within the HMG, compared to the other nations within 
the UK. When Tony Blair\'s Deputy Prime Minister John 
Prescott, however, proposed a pilot regional parliament for 
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northeastern England several years ago, voters rejected it as 
a costly bureaucracy. Brown has yet to flesh out how he 
intends to proceed beyond these nine ministers, but he knows 
the issue of recognizing English concerns about their lack of 
influence compared to their Welsh and Scottish countrymen, is 
a sensitive issue, especially for Brown, a Scot representing 

a Scottish parliamentary constituency yet running the entire 
UK. 


(U) "ALL THE TALENTS\" 

8. (SBU) Brown had pledged to form \"a Government of all the 
talents,\" and his appointments demonstrated an effort to 
reach out beyond traditional Labour figures: 


- LIB DEMS: While former Liberal Democrat leader Lord 
Ashdown turned down an offer to be Northern Ireland secretary 
(and Lib Dem leader Sir Menzies Campbell forbade his 
party-members from joining the Government), two Liberal 
Democrat peers have agreed to serve as advisers: Lord Lester 
of Herne Hill QC will \"advise the Secretary of State for 

Justice on aspects of constitutional reform\" and Baroness 
Neuberger - a rabbi - \"will work with the Prime Minister, the 
Government and the voluntary sector to champion 
volunteering.\" 


- NEW PEERS: All members of HMG must be members of one or 
the other of the Houses of Parliament. Five highly-qualified 
individuals from outside politics will receive peerages in 

order to join Brown\'s Government (all in sub-Cabinet 

positions): 


-- Shriti Vadera, a member of Brown\'s Council of 
Economic Advisers when he was Chancellor, will be a minister 
in the Department for International Development. That 
Department is clearly being beefed up: It now has three 
junior ministers instead of one. Vadera has been a close 
advisor to Brown and her appointment to the Department for 
International Development reflects Brown\'s interest in 
putting international development -- especially in Africa and 
the Middle East -- at the center of his foreign policy. 


-- Professor Sir Ara Darzi, a surgeon, will be a 
minister in the Department of Health, responsible for patient 
care. 


-- Admiral Sir Alan West, a former Royal Navy chief, 
will be security minister in the Home Office. 


-- Sir Digby Jones, former head of the Confederation of 
British Industry, will be trade minister reporting jointly to 
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the Foreign and Commonwealth Office and the Department for 
Business, Enterprise and Regulatory Reform. 


-- Sir Mark Malloch Brown, former Deputy Secretary 
General of the United Nations, will be Minister for Africa, 
Asia and the UN in the Foreign and Commonwealth Office. 


- OTHER APPOINTMENTS: Joan Ryan MP becomes Special 
Representative to Cyprus and a member of the Privy Council. 
Former Metropolitan Police Commissioner Lord Stevens of 
Kirkwhelpington, who had been courted by the Conservatives, 
will be \"the Prime Minister\'s Senior Adviser on International 
Security Issues." 


Comment: Press Likes What It Sees Thus Far 

9. (SBU) UK media response has on the whole been positive 
about Brown\'s Cabinet appointments and the governmental 
restructuring he has initiated. Until this past weekend\'s 

aborted car bomb attacks drove comment about the new Cabinet 
off the front pages, initial editorial reaction, even from 

papers hostile to Labour, had been favorable, with most 
observers agreeing that Brown\'s cabinet was a mixture of new 
talent and \"steady hands.\" The appointment of Jacqui Smith 

as Home Secretary sparked some questions about her experience 
to take on the high profile job, but her performance in the 

days following the bomb attacks has earned her -- thus far -- 
uniform praise. 


10. (SBU) BrownVs initial positive press has grown only more 
favorable in the immediate aftermath of the car bomb attacks. 
Even opposition leaders, such as Liberal Democratic 
Spokesperson Nick Clegg, have been praising Brown\'s initial 
response to the terrorist attacks: \"| detect a measured 

tone, which | think is a good thing and certainly a 

significant departure from the somewhat breathless way in 
which Tony Blair always used to rush to try to make, frankly, 
political points on the back of these events.\" The Mirror 
summed up most press comment: Brown has been \"commendably 
cool in this crisis, admirably rising to the biggest 

challenge of his leadership.\" 


Visit London\'s Classified Website: 
http://www .state.sgov.gov/p/eur/london/index. cfm 
TUTTLE 
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SUBJECT: CHAD OIL: GOVERNMENT WAVES THE CARROTS 


REF: NDJAMENA 419 


1. (SBU) Summary: Working relations between the Government of Chad 
and the Esso-led oil consortium continue to improve. It appears 

that the President has been persuaded that taking too aggressive an 
approach at a time when the Consortium is weighing future investment 
decisions could jeopardize future revenues. End Summary. 


WE WILL TREAT YOU NICELY 

2. (SBU) Esso Director Stephane de Mahieu met the Ambassador June 
21 to discuss developments following the adoption of Chad\'s new 
Petroleum Code (reftel). Mahieu reported two positive events: 

First, the President had issued a decree \"re-empowering\" the 

National Petroleum Coordinator to serve as a \"one-stop shopping" 
trouble-shooter for the Consortium, reporting to the Presidency. 
Secondly, the President had convoked Esso representatives on June 18 
and stated (in the presence of the Minister of Petroleum and the 
National Coordinator) that the first mission of the National 

Coordinator would be to bring the rest of the government\'s actions 

in line with existing agreements with the Consortium and to make 

sure that the harassment of the Consortium stopped. Differences 
between the GOC and the Consortium were to be resolved amicably by 
the National Coordinator - without resort to courts or penalties. 

As a result, Mahieu stated - with some amazement - the low-level 
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harassment reported reftel had ceased: work permits were now being 
issued, and taxes and customs issues were being resolved. 


...BUT THE CONVENTION WILL BE RENEGOTIATED 


3. (SBU) In the same meeting, President Deby declared the existing 
conventions obsolete and stated that the Government would be ready 
soon to renegotiate. He indicated that those present at the meeting 
would be the government\'s negotiating team: the National 
Coordinator (Ahamat Acyl), the Minister of Petroleum (Nadingar), the 
Director of the President\'s Civil Cabinet (Mahamat Hissein) and the 
former Minister of Petroleum (Nasseer) who is now a Presidential 
Adviser. (Comment: This means that the National Assembly Commission 
which had heretofore been charged with this task - but which did not 
have any petroleum sector expertise - is now de facto out of the 
picture. End Comment). 


4. (SBU) President Deby also asked the Consortium to do a better 
job of supporting and growing local businesses, increasing local 
content and putting in place the long-delayed topping plant in order 
to provide Chad with a reliable supply of refined oil. He 

reiterated that he wanted monitoring of the pipeline (for the 
purpose of calculating royalties) to take place at the pipeline in 
Kome rather than on shipboard in Kribi, Cameroon. 


GOOD COP ON THE SMALL STUFF 


5. (SBU) Mahieu attributed the turnaround in approach to the fact 
that the Presidents advisors on petroleum (including the new 
National Coordinator Acyl) realize that taking too aggressive an 
approach could have a huge impact (and possibly jeopardize) future 
operations at a time when the Consortium is weighing whether to 
continue exploration. At the end of 2008 Esso will have to make a 
decision on whether to keep on exploring or to turn over their 

blocks to the government. Consortium production was currently at 
130,000 - 140,000 barrels a day. Some 20,000 - 30,000 should be 
added in the next couple of weeks, and production should be back up 
to 150,000 by next year. But production rates after that depended 

on investments being put in place now to take care of excessive 
water in the oil and in how aggressively Esso would decide to invest 
to increase the recovery rate (currently at 30% of oil in place.) 

Mahieu speculated that President Deby was \"playing Good Cop on the 
small stuff" so that Esso would not be able to stall renegotiation 

by arguing that the GOC was in violation of existing conventions. 


CHEVRON PRESENCE 
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6. (SBU) The Ambassador also met with new Chevron representatives 
on June 25. Still bruised from last years tax dispute with the 
government, Chevron has decided to second a Chevron representative 
to Esso to work in the Public Relations Office. Chevron also 

intends to make its own social and educational investments in Chad 
order to increase visibility as a consortium partner. 


CHINESE DEVELOPMENTS 


7. (SBU) Updating on Chinese developments, Mahieu believed that 
the Chinese were \"stuck between what theyVd like to do and what the 
Government wants them to do" The Chinese would prefer to work in 
the Bongor area (in the South) where they say they have made a 
discovery, but the GOC wanted them to work on the Lake Chad area and 
build a mini-refinery there to supply the Chadian market. This was 

of no interest to the Chinese (and Mahieu stated that Esso - 

\"sitting on the best Lake Chad acreage already!" - did not believe 
that there was enough oil to sustain a mini-refinery). If China 

went ahead with a mini-refinery on Lake Chad, it would be as a 
\"give-away\" with a view to getting something better from the 
Government. In any event, Mathieu stated that no production could 
be up and running before 2009. 


COMMENT 


8. (SBU) The new realism on the part of the Government of Chad is 
welcome. President Deby appears to be getting sound counsel on how 
to keep the oil consortium happy (and investing) and is approaching 
the upcoming renegotiation intelligently. Wall 
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ABUJA 00001397 001.2 OF 002 


THIS CABLE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


This cable provides background information addressing the 
election tribunal process resulting from grievances to the 
April 2007 gubernatorial, presidential, and legislative 
elections in Nigeria. 


1. According to the Nigerian Constitution and 2006 Electoral 
Act, any aggrieved political party or candidate may contest 
the conduct or result of the April elections, including the 
gubernatorial and presidential races. Special election 
tribunals, located in the Federal Court of Appeal for the 
presidential election and in the State Court of Appeal for 

the gubernatorial election, have been established in the 
thirty six states and Federal Capital Territory (FCT) to 
entertain petitions. Should these election tribunals 

jettison any case on legal or technical grounds, the 

Electoral Act permits appellate courts, including the Supreme 
Court for the presidential race and the High Court for 
gubernatorial races, to hear the affected cases. 


2. The President of the Federal Court of Appeal, Justice 
Abdullahi Umaru, appoints members of all election tribunals. 
At the federal level, cases are presided over by a Chief 
Magistrate and four other magistrates of the FCT Judiciary; 
at the state level, the Chief Magistrate of each of the 
thirty-six states submits names of two other serving judges 
to Justice Umaru for security vetting. Tribunal magistrates 
are posted to states other that their respective states of 
origin. 


3. Petitioners, either individual candidates or political 
parties participating in the elections, receive up to thirty 
days from the announcement of election results to file their 
complaints with the respective tribunals. According to 
Section 145 of the Electoral Act, petitions may be filed on 
the following grounds: 
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-- That a person whose election is questioned was, at the 
time of the election, not qualified to contest the election; 


-- That the election was invalid by reason of corrupt 
practices or non-compliance with the provisions of the 
Electoral Act; 


-- That the announced winner of the election was not duly 
elected by a majority of lawful votes cast at the election; or 


-- That the petitioner or aggrieved candidate was validly 
nominated but was unlawfully excluded from the election. 


4. Importantly, Section 146 (1) states that elections may 
not be invalidated or nullified if the election tribunal 
determines that elections were conducted \"substantially\" in 
accordance with the Electoral Act. The Electoral Act, 
Section 148 is equally ambiguous as to the time limit for 
which the election tribunals may entertain cases, noting only 
that such cases \"shall be given accelerated hearing.\" 


5. Ultimately, the election tribunals may dismiss any case. 
The courts may also choose to upend election results, thereby 
calling for fresh elections no later than 3 months after the 
court determines that new elections should be held or 
announcing as winner the candidate who scored the highest 
number of valid votes. The election tribunals may nullify 
elections based on the following grounds: 


-- That a candidate who was declared the victor was not 
validly elected; or 


-- That a candidate who was declared the victor was not 
validly elected on the ground that he did not receive the 
majority of valid votes cast at the election. 


6. In addition to specifying the parties or candidates 
interested in presenting a petition before the election 
tribunals, petitioners must also conclude their petitions 

with a \"prayer or prayers\" according to the Electoral Act. 
Examples of prayers include that the petitioner \"be declared 
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validly elected or returned, having polled the highest number 
of lawful votes cast at the election or that the election may 
be declared nullified.\" Petitions must be accompanied by a 
list of witnesses the petition intends to call and a list of 
documents petitioners will rely upon at the actual hearing of 
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the petition. Petitioners may approach the election tribunal 
to \"compel\" INEC to allow them to inspect vital 
elections-related documentation, including tally and result 
sheets, ballot papers, copies of voter registers, and lists 

of staff employed at polling stations during the April 
elections. 


7. (SBU) Petitions from aggrieved candidates or political 
parties, including main opposition presidential candidates 
Muhammadu Buhari (ANPP) and Atiku Abubakar (AC), have been 
filed across Nigeria\'s thirty-six states and the FCT. Almost 
three months after INEC announced winners of the April 
gubernatorial and presidential elections, most election 
tribunals throughout Nigeria have yet to convene. 
Complainants fear that the ambiguity and interpretive 
latitude inherent in the 2006 Electoral Act, which neither 
stipulates a time limit for cases to be heard nor defines the 
extent to which elections must be proven to have been 
conducted irregularly to warrant nullification of results, 

may inhibit their ability to receive a truly free trial. 

Skepticism also abounds as to the nonpartisan, independent 
nature of the Federal Court of Appeal, which some regard as 
thoroughly compromised. 

CAMPBELL 
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Classified By: Deputy P/E Counselor Cari Enav, for reasons 1.4 (b) and 
(a) 


Summary: 

1. (C) On June 26, Transportation A/S for Aviation and 
International Affairs Andrew Steinberg met with Portuguese 
officials in Lisbon to underscore strong USG opposition to 

the EU\'s proposal to include international aviation in its 
emission trading scheme (ETS) without mutual consent. He 
urged all interlocutors to work with the U.S. to reach a 
framework for discussion at the September International Civil 
Aviation Organization (ICAO) Assembly in Montreal. All 
responded that there was intense pressure within the EU to 
include aviation, domestic and international, in its ETS. 
However, Portuguese interlocutors across the board commented 
that the EU would not announce any unilateral actions at ICAO 
and would work with the international community to reach a 
negotiated solution. Luis Almeida, PortugalWs Civil Aviation 
Chairman with whom we met, will be representing the EU at 
ICAO. He invited the Embassy and the FAA to attend the July 
18 ETS workshop in Lisbon and welcomed USG suggestions. 


Meetings: 

2. (U) On June 26, A/S Steinberg and FAA Sr. Representative 
(Brussels) Kurt Edwards met separately with 

Luis Antonio Fonseca de Almeida, National Civil Aviation 
Institute (INAC) Chairman; Sofia Chibeles de Azevedo, Advisor 
to the State Secretary for Public Works and Communications 
(responsible for Transport); Fausto Brito e Abreu, Advisor to 
the State Secretary for Environment and Vitor Escaria, 
Economic Advisor to the Prime Minister. On June 25, Kurt 
Edwards also met with Maria Joao Botelho, MFA Deputy D/G for 
European Affairs. 


EU Agrees to Include Aviation in ETS, but Internal 

Difficulties Remain 

3. (C) All Portuguese interlocutors responded to USG 
concerns by placing aviation emissions in context, noting the 
strong growth in air transport in Europe and the concomitant 
growth in emissions. Aviation emissions had become a 
politically pressing issue, all underscored, one on which 
Europe wanted to take global leadership. Furthermore, while 
all 27 member-states had agreed to include aviation emissions 
in the ETS, Botelho and Almeida noted that the issue remained 
a difficult internal EU matter, especially for those on 

Europe\'s periphery and/or with outlying islands such as 
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Portugal. Azevedo added that the internal lack of consensus 
on implementation would make it difficult to reach agreement 
with trading partners, particularly on the matter of mutual 
consent. 


No Unilateral Action at ICAO 

4. (C) When presented with the U.S. aviation emissions 
context, the U.S. approach to emissions, and U.S. concerns 
about the EU\'s proposal, all officials responded that the EU 
would not announce any unilateral actions at ICAO. All 
agreed on the importance of reaching consensus, with Public 
Work\'s Azevedo acknowledging that failure to agree at ICAO 
would be a loss for all involved. 


5. (C) To further underscore Portugal\'s commitment to work 
with the international community on this issue, INAC Chairman 
Almeida, who will serve as the EU\'s ICAO Representative, 
invited the USG to attend a government-hosted Emissions and 
Aviation Workshop on July 18 in Lisbon. He expressed his 
preference for a global approach to addressing aviation and 
his desire for a fully transparent ETS legislative process. 

He acknowledged that Portugal had not yet fully studied the 
legal aspects of the ETS proposal and emphasized that the EU 
would not take any unilateral actions before the ICAO 
Assembly. 


6. (C) Environment,s Brito e Abreu, a commercial pilot 
himself, also expressed a clear willingness to find consensus 
with trading partners and to continue a dialogue with the 
United States. He commented that it was necessary to \"stir 
the pot\" to get the international community to address this 
important issue. He also added that while long-term 
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initiatives were good (e.g., alternative fuels research and 
technological advances on aircraft and engines), it would be 
difficult for the EU to wait too long to reach a productive 
conclusion. 


Interest in Alternative Fuel Initiative 


7.(U) Both Almeida and Brito e Abreu expressed interest in 
the U.S. Civil Aviation Alternative Fuel Initiative (CAAFI). 
Steinberg promised to forward information via the Embassy. 


Comment 


8. (C) Everyone with whom Steinberg spoke underscored that 
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the EU would not take unilateral action at ICAO and that it 
would seek to reach a consensual framework under which to 
advance negotiations. They acknowledged that if forced to a 
vote at ICAO, the EU\'s motion to include international 
aviation without mutual consent would easily be defeated. 
Such a move would be a \"lose-lose\" for all involved. EU 
parliamentarians might feel compelled to move ahead on their 
own, thus resulting in the U.S. and many other nations filing 
lawsuits against the action. Despite their strong 

inclination to work closely with us to reach agreement, all 
interlocutors underscored the intense political pressure 
Portugal feels, particularly from the EU Parliament, to move 
forward on this issue. For the meantime, barring any 
unforeseen circumstances, post believes that Almeida will be 
true to his word and not announce any unilateral decisions. 


A/S Steinberg did not clear this cable before leaving post. 
Hoffman 
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1. (S) Summary: The leader of Badr Organization in Basrah, 
Hassan al-Rashid, told the acting REO director that JAM is the 
chief culprit for violence and should be strongly dealt with by 

the new Basrah security chiefs. If the security apparatus and 
Coalition Forces vigorously confront JAM, al-Rashid said he was 
confident that it could be smashed within a month. He also 
proposed that the USG begin discussions to form a special 
relationship with Badr/ISCI. Al-Rashid said that this 
combination could achieve most of the goals of both parties if 
they work closely together. End Summary. 


2. (C) The acting regional director for REO Basrah on July 1 
met with Hassan al-Rashid, a former contact and the leader of 
Badr Organization. Renewing their acquaintance after an 
eight-month absence from Basrah, the acting director asked 
al-Rashid about the deteriorated security situation. Al-Rashid 
laid the blame squarely on JaVish al-Mahdi (JAM). Emphasizing 
that \"security affects everything,\" he alleged that 70 percent 

of the violence in Basrah is directly attributable to JAM. The 
remaining 30 percent is typical of problems faced by every large 
city. Al-Rashid said that given the fractured nature of JAM in 
Basrah, talks with putative JAM leadership would not be 
productive. He related that he had spoken to the former JAM 
leader Abu Qadir (see Ref A), and he told al-Rashid that there 
was no central command in JAM that could control cell leaders. 


3. (C) Al-Rashid asserted that the weakness of the security 
apparatus leadership was responsible for not containing or 
eliminating JAM. The acting director asked about the new 
security officials assigned to Basrah (see Refs B and C), and 
al-Rashid replied that his early impressions of them are good 

and that they are saying the right things. Adopting a 
wait-and-see attitude, he suggested that time is needed to 
determine whether they follow up their words with concrete 
actions to improve security. If they work together and are 
supported by Coalition Forces, al-Rashid predicted that they 
could eliminate JAM in one month. Advocating a robust campaign 
against JAM, al-Rashid compared the violence in Basrah to a bad 
toothache -- the short period of intense pain experienced when 
the tooth is pulled is necessary to remove the rotten tooth. 


4. (C) Turning to the question of Basrah moving soon to control 
of its own security (the PIC process), al-Rashid opined that it 
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would be ready to do so if the Basrah security forces united to 
destroy JAM and forged a close relationship with Coalition 
Forces. Noting that this still remained uncertain, he would not 
suggest a possible date for Basrah to move to PIC. But if PIC 
is successful, al-Rashid argued that a British withdrawal of its 
military forces should be gradual rather than abrupt. 


5. (S) Moving on to national issues, al-Rashid said that Badr, 
the Islamic Supreme Council for Iraq (ISCI), Dawa, the main 
Kurdish parties, and individuals from other political parties 

are forming a new coalition in the Council of Representatives. 
(See Ref. D.) Boasting that it will be very strong and will 

play an important role, al-Rashid urged that the United States 
support the coalition so that it could confront terrorists and 
others opposed to the Government of Iraq. If the coalition 
receives U.S. support, he said that it could achieve many of the 
goals of the United States and Iraq. 


6. (S) Al-Rashid took the conversation a step further with a 
plea for instituting a closer relationship between the USG and 
Badr/ISCI. He said that a majority of the leadership in 
Badr/ISCI would like to develop a \"major strategic relationship\" 
with the United States. Because of Badr/ISCI\'s good 
relationship with Iran, al-Rashid said that the USG believes 

that it cannot have a close association with Badr/ISCI. 
Al-Rashid explained that the relationship with Iran was one of 
necessity - under the previous regime, Iran supported and 
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harbored those fighting against Saddam. These ties to Iran do 
not mean that Badr/ISCI is beholden to Iran, al-Rashid asserted, 
and Badr/ISCI is not loyal to the USG. But Badr/ISCI is anxious 
to develop closer ties to the United States. 


7. (S) Noting that Badr/ISCI enjoys good relations with both 
Iran and the United States, al-Rashid said that its main concern 
is the welfare of the Iraqi people. With its broad base of 
popular support and the tacit backing of the religious leaders, 
Badr/ISCI is well situated to work closely with the USG and 
would like to gain its trust as have the Kurds and some of the 
Sunnis. 


8. (S) Al-Rashid said that he broached this with the acting 
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director in his capacity as part of the top leadership in Badr 

and as an ISCI member. He said he had the approval of the 
central leadership in Baghdad (\"they welcomed the ideal”) to 
raise the issue and that it had been put forth in Baghdad before 
and cited Vice-President Adil Mahdi as one who had done so. 
Al-Rashid suggested that a reply or discussion on this subject 
continue in Baghdad where more details could be provided. The 
acting director promised to pass his message on to Baghdad and 
Washington. 


9. (S) Comment: Hassan al-Rashid is a good contact of the 
acting director, but in the past has been fairly circumspect in 

his conversations. His assertion that JAM had to be eliminated 
reflects both his long-standing concern over the security crisis 
in Basrah and the long-term effects it is having on Basrah 
citizens. He owns a house near the REO, but confided to the 
acting director that he had to abandon it because of the volume 
of IDF in the neighborhood. His house was hit twice by IDF, and 
his four-year-old son now asks when he hears a mortar or rocket, 
Vis that JAM?\" Al-Rashid said his family is in Iran visiting 
some of the shrines and that he plans to join them soon. With 
the lack of security in Basrah, al-Rashid said that your house, 
car, and office become a prison, and he is looking forward to 
joining his family and not worrying about possible violence to 
them for a few days. 


10. (S) Comment continued: Al-Rashid\'s entreaty for a 
strategic relationship or increase in trust between Badr/ISCI 

and the United States also was somewhat out of character for 
him. Discussions with him in the past have steered clear of any 
stronger association with the United States and were mostly 
factual in nature. Al-Rashid made it clear that the development 
of a stronger relationship with the United States is very 
important to Badr/ISCI, and is likely part of its end-game to 
situate itself in the driver\'s seat vis- -vis OMS and Fadillah. 
Embassy has an ongoing strategic dialogue with ISCE leaders in 
Baghdad. During the most recent meeting (Ref E), ISCI leaders 
and Embassy representatives agreed to seek concrete ways to 
cooperate; Embassy will explore whether al-Rashid\'s proposal is 
feasible. End Comment. 
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SIPDIS 
SIPDIS 
STATE FOR NEA/MAG 


E.O. 12958: N/A 

TAGS: KWMN, PHUM, PREL, MO 

SUBJECT: MOROCCAN EFFORTS TO FIGHT ABUSES AGAINST WOMEN AND 
CHILDREN 


1. Summary: Two recent events highlighted ongoing Moroccan 
government and civil society efforts to curb violence and 

abuse against women and children. On June 21, 2007 Princess 
Lalla Meryam, the King\'s sister and Chair of the National 
Observatory for Children\'s Rights (ONDE), secretary of State 
for Social Solidarity Yasmina Baddou, and representatives of 
UNICEF and UNPF unveiled a new set of guidelines for the care 
of women and children victims of violence. It called for 
enhanced government efforts and new laws protecting women. 
Also on June 21, Anaruz, the national network of violence 
against women centers, presented its 2006 report on 
gender-based violence. The report noted that three-quarters 

of violent acts against women occur within the family, and 
advocated legislation to enhance the protection of women 
during divorce proceedings as well as enforce the law 

regarding payment of alimony. End summary. 


2. The 250 page guidelines document, prefaced by Princess 
Lalla Meryam,. promotes better medical, psychological and 
social care for women and children victims of violence. It 
also advocates legislation, strategies and action programs at 
the national level, in addition to Morocco\'s international 
commitments to human rights, and women and children\'s rights. 
The guidelines document defines violence and ill-treatment, 
highlights their harmful impact, and determines the 
modalities and process of care for women and children, the 
process of care, the organizational measures and the 
coordination with other sectors. 


3. During the event, Anaruz presented it\'s 2006 report 
regarding gender-based violence. Created in 2004, Anaruz is 
a network of 39 fighting violence against women centers in 
Morocco. The centers provide legal services to victims, 
gather data, raise awareness of gender-based violence and 
advocate for policy and legal reforms to protect women and 
reduce violence against them. 
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4. According to the report, marital violence represents 74 
percent of domestic violence in Morocco. Additional forms of 
violence vary form institutional 8.8 percent, societal 4.4 
percent, and family-related 4.2 percent. Alimony deprivation 
was reported at 58.4 percent, and physical abuse 30.4 
percent, indicating that these are the primary violations 
perpetrated against women. 


5. The report calls for legislation guaranteeing the payment 
of alimony and the safety of women undergoing divorce, and 
recommended an increase in shelters and hotlines for women 
victims of violence. 


6. Women\'s shelters, through their activities and data 
gathering, are one of the driving forces in the fight to 

combat violence against women in Morocco. For example, the 
successful coordination between women\'s NGO\'s, various 
government institutions, and security forces, has resulted in 
yearly reports such as those described herein. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: N/A 

TAGS: EFIN, ECON, PGOV, PREL, NU, VE 

SUBJECT: VENEZUELA\'S BANDES OPENS ITS DOORS IN NICARAGUA 
(C-AL7-00733) 
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1. (SBU) Summary: On June 21, President Ortega officially opened 
the Venezuelan Bank for Economic and Social Development (BANDES) in 
Nicaragua. He personally handed out USD 9.65 million in loans to 

six cooperatives for small agricultural projects and USD 10 million 

in grants to five parastatals. The Venezuelan President of BANDES 
presented the money as \"proof\" of Venezuela\'s continued assistance 
to Nicaragua. BANDES\' current operation raises questions about its 
viability as a bank, however. The capital reserves are below 
Nicaragua\'s mandated limits; the cooperatives receiving the money 
are, for the most part, not experienced micro-lenders; and the 

lending rate of 5% is far below the market rate. Currently, BANDES 
looks less like a bank and more like a development agency handing 
out project grants. It could well become Ortega\'s chosen instrument 
to funnel Venezuelan assistance to the FSLN away from the prying 
eyes of the National Assembly and donors. End Summary. 


2. (U) On June 21, President Ortega officially opened the Venezuelan 
Bank for Economic and Social Development (BANDES) in Nicaragua, as 
part of the cooperation between Nicaragua and Venezuela under ALBA. 
The bank, a representative office of BANDES Venezuela, opened its 
doors for operation with USD 20 million in capital, which it 

promptly disbursed. Also in attendance at the inauguration were 

First Lady Rosario Murillo, Venezuelan Agricultural Minister Elias 

Jaua, the President and Vice President of BANDES, and several 
Nicaraguan cabinet members. 


Money to Burn 

3. (U) During the opening ceremonies, President Ortega personally 
handed out checks totaling USD 9.65 million to six cooperatives for 
small agricultural projects. The dollar-denominated loans carry 5% 
interest with a two year grace period (the length of these loans was 
not disclosed.) The cooperatives are to make the money available to 
almost 11,000 small agricultural producers. 


4. (U) President Ortega also handed out USD 10 million in grants to 
five parastatals: 


-- USD 3.3 million to the national water company (ENACAL) for 
maintenance of its equipment, networks and water treatment plants 


-- USD 3.2 million to the national electric company (ENEL) to build 
hydroelectric plants 


-- USD 2.9 million for to the Ministry of Health to improve medical 
services 


Column 3 
-- USD 350,000 to the National Police to prevent crime 
-- USD 308,000 to the National Postal System to buy supplies. 


Support for the National Police came in the form of cash as well as 
32 motorcycles and 18 patrol cars, all with \"BANDES...the ALBA Bank!" 
painted on the doors. 


From Venezuela With Love 

5. (U) The event was an opportunity for Venezuelan officials to make 

a big splash about Venezuelan assistance. Venezuelan Minister of 
Agriculture Elias Jaua stated that WNicaragua does not owe Venezuela 
anything, since Venezuela already forgave the USD 32 million of 
bilateral debt.\" Jaua also promised more power generators to 
produce 60 MW or more, a housing development and school development 
plan, improvements to the water system, five tons of basic 

medicines, 150 tractors, 400,000 school backpacks, 50,000 teacher 
briefcases, and almost 31 tons of urea (fertilizer); in addition to 

the shipments of diesel, gasoline, and cooking gas. The President 

of BANDES said that Venezuela will continue supporting Nicaragua, as 
promised by President Chavez, emphasizing that the purpose of this 
support was to \"heal the social debt that was brought by the 
neo-liberal wave that crushed the entire continent." 


The Cooperatives 

6. (SBU) The reason why the benefiting cooperatives will receive the 
money directly is that traditional micro-finance institutions would 

not agree to re-lend the money at 5%, according to one cooperative 
director. At least three of the six cooperatives have strong ties 

to the FSLN. Only two, CARUNA and SIFINA, already focus on 
micro-lending. Another, Nicaraocoop, only produced organic honey 
before being tapped by President Ortega to handle all of the urea 
(fertilizer) imports from Venezuela. According to the President of 
the National Association of Micro-Finance Institutions, micro-loans 
at 5% require a subsidy, as interest does not even cover 
administrative costs. Some cooperatives, like CARUNA, will pass the 
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administrative costs on to the borrower, resulting in real interest 
rates of 8 to 9.5%. Others, like SIFINA and Nicaraocoop, will 
absorb the administrative costs and lend the money at 2% to its 
member cooperatives, which will then lend the money at 5%. (Note: 
Current long-term dollar denominated loan rates for agriculture are 
11.9%. Micro-finance institutions rates range between 20-40%. End 
note.) 
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Comment - But Is It Really a Bank? 

7. (SBU) Though registered as a representative office (loans only, 

no deposits) by the Superintendent of Banks (SIBIOF), BANDES is 
behaving more like a development agency than the second floor bank 

it has purported to be, at least for this first round of 

disbursements. It quickly disbursed half of its capital and has not 
properly capitalized these loans. (Note: SIBIOF requires a 10% 

reserve against loans - only USD 350,000 remains in BANDES\ coffers. 
End Note.) Even as a development agency, its procedures do not 
guarantee effectiveness. The loans, at 5% (or even 9.5%), are below 
market rates, creating opportunities for rent-seekers, who would not 
necessarily be the small producers BANDES purports to help. BANDES 
could well become Ortega\'s chosen instrument to funnel Venezuelan 
funds directly to FSLN supporters. As a private banking 

institution, BANDES and its funds can be kept away from the national 
budget, its earmarks, and congressional and donor scrutiny. End 
Comment. 
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TAGS: ECON, PGOV, PREL, BL 
SUBJECT: COCHABAMBA CIVIC COMMITTEE ASKS FOR HELP 
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Classified By: DCM Krishna Urs for reasons 1.4 (b) and (d). 


1. (C) On June 28, members of the Cochabamba civic committee 
met with the Ambassador and DCM to voice their fears over 

what they call the MAS\' \"anti-democratic\" agenda. The 
committee\'s Cochabamba-specific concerns include GOB budget 
cuts, failure of the GOB to deliver on infrastructure 

projects, and what it sees as GOB complicity in the increase 

in narco-trafficking originating from the Chapare. Citing 

what he called the MAS\' goal to perpetuate and concentrate 

its hold on power, the civic committee president explained 

that his group is now focusing on national issues, such as 
defending democracy -- more specifically the judiciary -- and 
stopping the MAS agenda both in and out of the constituent 
assembly. Arguing that the civic committee serves as a check 

on MAS power, the committee members asked for embassy 
assistance, noting the embassy was the first organization it 

had approached. The Ambassador responded that the USG shares 
many of the committee\'s concerns regarding the threats to 
Bolivia\'s fragile democracy, but that the USG cannot directly 
support a political group such as the committee. End Summary. 


2. (C) Cochabamba civic committee President Oscar Zurita 
opened the meeting by outlining the committee\'s main 
grievances against the GOB. He explained that the GOB has 
failed to provide Cochabamba 140 million bolivianos (USD 17.5 
million) in budgeted funds, has not distributed the 
department\'s fair share of gas tax revenues (IDH), and not 
delivered on needed (and promised) educational resources. 
Zurita lamented the GOB\'s failure to deliver on several 
critical road projects and a gas pipeline that aims to link 
Cochabamba with the gas-rich eastern departments. He also 
blamed the GOB for the collapse of Lloyd Aero Boliviano 
(LAB), Bolivia\'s national air carrier. Finally, he argued 

the GOB was responsible for increases in narco-trafficking 
originating from the Chapare. Concerned with what he called 
the MAS\' desire to perpetuate and concentrate its hold on 
power, the president explained that the civic committee is 
now expanding its focus to national politics, such as 
defending democracy -- more specifically the judiciary -- and 
stopping the MAS agenda both in and out of the constituent 
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assembly. 


3. (C) Civic committee member Jose Orellana explained that 
the January 8-11 conflict in Cochabamba demonstrated the MAS 
party\'s lack of respect for democratic institutions (in this 
case the democratically elected prefect). He added that 
since the opposition political parties are weak, committees 
like their own have an increasingly important role as a check 
on the MAS. Orellana argued that the civic committee needs 
to expand its work beyond the city of Cochabamba into rural 
areas where it is weak, but added that to execute such a 
strategy required more resources. He then asked for the 
embassy to support the committee\'s efforts. 


4. (C) Retired Air Force General Freddy Vargas focused much 
of his discussion on Cochabamba\'s strategic importance. 
Unlike other departments which are clearly pro-MAS or 
pro-opposition, Vargas explained that Cochabamba hangs in the 
\"balance\" and that President Morales is committed to bringing 
the department firmly into the MAS camp. Vargas, showing his 
military roots, called Cochabamba the MAS\' \"theater of 
operations\" and that the committee needs the embassy\'s 
\"logistical support\" to confront the MAS. 


5. (C) The Ambassador responded that the USG shares many of 
the committee\'s concerns regarding the threats to Bolivia\'s 
fragile democracy, but that the USG cannot provide direct 
support to a political group such as the committee. He 
explained that such support would feed into President 
Morales\' (unfounded) claims of U.S. interference in Bolivia\'s 
domestic politics. Furthermore he contended that the 
president would use such a connection to discredit the 
committee\'s work. While rejecting direct support, the 
Ambassador mentioned that the USG does support democracy 
projects and stated that the committee was free to submit a 
written project proposal. The meeting closed with the group 
asking for USG assistance in the event that they found 
themselves under direct GOB threat. 


6. (C) We share retired General Vargas\' assessment of 
Cochabamba as a key department where pro- and anti-MAS forces 
are locked in a political (and at times physical) battle for 

control of the prefecture. The Cochabamba civic committee 
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recognizes its weakness outside Cochabamba city, thus its 
rural outreach strategy. However, its fundraising tactic of 
looking first to the U.S. Embassy is unfortunately common in 
Bolivia. To paraphrase the retired General Vargas, \"the 
committee needs help so the embassy is the first door we 
knocked on.\" The Cochabamba civic committee has 
understandable goals, but appears to lack creativity in their 
implementation. End Comment. 

GOLDBERG 
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SIPDIS 
SIPDIS 
DEP FOR WHA/CEN 


E.O. 12958: DECL: 06/18/2017 
TAGS: PGOV, PREL, PINR, ECON, KDEM, NU 
SUBJECT: FIVE PILLARS OF FSLN STRATEGY 


Classified By: Ambassador P. Trivelli for Reasons 1.4 (b and d) 


1. (C) A document leaked to the press recently revealed that 

the FSLN has readied a plan called the \"Five Pillars of the 
Revolutionary ProjectW to be formally announced on the July 

19 celebration of the 28th anniversary of the Somoza 

overthrow. The 5 Pillars are: direct democracy and civilian 

power; autonomy of economic management; economic development 
and a revolution in energy; universal public health and 

education; and Latin American integration and unity. 

Venezuelan President Hugo Chavez\'s \"5 Motors\" provides the 
model for the 5 Pillars, form and content. 


Pillar 1: Direct Democracy and Civilian Power 


2. (SBU) The goal of the first pillar is to expand direct 
civilian action beyond the election of officials. The 


Column 3 

official wording proposes that the people be \"the protagonist 
of the political process.\" This process has already been 
established in the \"Civilian Councils\" which have been a 
source of considerable opposition-party outrage in previous 
weeks. The Councils, which are a direct evolution of the 
\"Sandinista Defense Committees\" of the 80\'s, while officially 
not party-affiliated, are widely considered to favor 
Sandinistas and exclude all others. Although the councils 
have no standing within the government, elected officials 

will be pressured to adhere to their suggestions. (SEPTEL) 


Pillar 2: Autonomy of Economic Management 


3. (C) The \"self-management\" of the economy as defined within 
the 5 Pillars consists of establishing credit programs, 

ensuring security of supplies, and providing access to 

property for the masses while respecting private property 
rights. (Note: As with many of Ortega,s economic 
pronouncements, they are based on populist/Marxist concepts, 
so it is unclear how they are supposed to co-exist with a 
vibrant private sector. Ortega only held his first meeting 

with the private sector players six months into his tenure. 
While the Vice President has been active in trying to portray 

a friendly investment climate, companies, both local and 
foreign, are concerned that Ortega,s consolidation of 

political power will begin to extend to them. In the 1980s 
Ortega was famous for showing favoritism to a few companies 
of \"patriotic entrepreneurs\" and leaving all the rest to 
struggle. Interestingly, his focus on the credit to small 
producers has been through a state run program. There have 
been no efforts to force the private sector banks to become 
involved in a sector they consider risky. The ideas also 
circumvent the 300 micro-lending enterprises which exist in 
Nicaragua and reach down directly to the poor and SMEs. End 
Note.) 


Pillar 3: Economic Development and a Revolution in Energy 


4. (C) According to the leaked document, development will 
focus on the construction of new oil refineries, factories 

for aluminum products, and the improvement of Nicaragua\'s 
inefficient energy system. Ortega recently announced that he 
asked Iranian President Mahmoud Ahmadinejad for energy 
assistance during his recent trip across the Middle East in 
Africa. (SEPTEL) Venezuela has also been a significant 
source of foreign aid, much of it in the form of subsidized 
petroleum. However, this aid is not as beneficial as it 
seems. Completed refineries are a long way off; financing is 
complicated as the costs are between USD 2-4 billion, there 
is a two year waiting list for the parts needed, and 
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construction is a complicated process. An inauguration in 
five years would be a very aggressive estimate. Oil shipments 
from Venezuela have arrived erratically and not in the full 
quantities promised. Also of concern are the terms of the 

oil deal, which could potentially create a public debt of 

over USD 300 million a year in addition to violating the 
agreements that allowed Nicaragua to receive massive debt 
forgiveness through the HIPC program (most of which was debt 
incurred in the 1980s.) The only hope that Nicaragua has to 
improve energy output for the near future are new electric 
plants, which are set to add approximately another 200 
megawatts to the system in 2008. 


Pillar 4: Universal Public Health and Education 


5. (SBU) Making Nicaragua\'s health and education systems 
truly universal has been a long-term goal of the Sandinistas. 
The problem developing it will be twofold: financing the 
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supplies and infrastructure necessary, and implementing such 
a vast scheme within a system not known for efficiency. 
Reports indicate that demand for health and education centers 
has risen significantly since the decision to eliminate all 
associated fees and that the increase already poses a 
challenge to the system. The need for more facilities, 
personnel, and materials is seriously hampering facilities 

that have received little to no additional financial relief. 


Pillar 5: Latin American Integration and Unity 


6. (C) Continued participation in The Bolivarian Alternative 

for the Americas, or ALBA, will be the key to the final 

pillar. The countries of ALBA, of which Venezuela clearly 
exerts primary influence, have already begun the process of 
joint support through the establishment of a bank to fund the 
projects proposed by member countries. ALBA is clearly being 
set up as a counterweight to CAFTA and policies which help 
Nicaragua take advantage of it have taken priority over 
pro-CAFTA policies. Negotiations for an FTA with Taiwan are 
currently stalled and the Central America-wide agreement with 
the EU has not gotten off the starting blocks. 


Comment 
7. (C) The Five Pillars contain no new plans, merely a new 


presentation of the same objectives and rhetoric that the 
FSLN has utilized consistently throughout the last six 
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months. The cry for a more democratic process is a thin 
veneer disguising the real goal: to establish FSLN mechanisms 
in the political system from the municipal level upward. The 
concepts of greater civilian participation and universal 
health and education are admirable, but Ortega has yet to 
propose firm plans on how to accomplish any of his goals. 
Unless the rhetoric behind them is matched by reality, the 
Five Pillars will serve only as an additional public 

relations device for Ortega. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/02/2017 
TAGS: PREL, PGOV, PHUM, ASEC, AG 
SUBJECT: RIOTS BREAK OUT IN ORAN AND BOUSSAADA 


Classified By: DCM Thomas F. Daughton; reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Riots erupted in recent days in two parts of 
Algeria for two very different reasons. In response to the 
downgrading of a local soccer team, two days of riots broke 

out in the desert city of Boussaada. Four days of rioting 

broke out in the westerm port city of Oran after the GOA 
announced a highly contentious list of government housing 
recipients. This kind of disturbance has become commonplace, 
and appears likely to remain so unless the government offers 
diversions other than soccer and improves the quality of life 

of its citizens. End Summary. 


UNFAIR HOUSING DISTRIBUTION 


2. (U) On July 2 an American academic living in Oran 
explained to PolOff that every 2-3 months the GOA doles out 
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new housing to inhabitants of Oran\'s poorest neighborhood, 
Planteurs, in the district of Sidi El-Houari. The move is 

part of a GOA program called Resorption de I\'Habitat Precaire 
(RHP) that relocates low-income families from condemnable 
buildings to safe new housing. Our contact reported that 

civil unrest started on June 28 at the local sports stadium 
where the Office of Promotion and Management of Housing 
(OPGI) announced the 1,000 names that would receive new 
housing. Many attendees whose names were not announced or 
who received smaller apartments than expected hurled chairs 
and bottles in response to the announcement. A nurse from 
the local hospital told our contact that a municipal official 
required six stitches as a result of being hit in the head 

with a bottle. 


3. (U) According to our source, on June 29 and 30 the 
violence was confined to the main square, Kleber. By July 1, 
demonstrators focused their anger on the Sidi El-Houari OPGI 
office, burning tires and breaking windows. July 2 press 
reports claim that the riot police responded quickly and 
efficiently, cordoning off streets leading to Kleber Square 
and OPGI. According to a July 2 report in Liberte, 25 
policemen and rioters sustained injuries, while police 
arrested 30 rioters. Demonstrators demanded a full 
investigation and cancellation of the list. The July 1 

meeting between family representatives and the municipality 
of Wahran accomplished little. Al Jazair News reported on 
July 2 that security experts fear the situation will 

deteriorate if OPGI moves forward with relocating the 1,000 
inhabitants using the original list. Our contact told us 

that he did not witness any violence where he lives, far from 
Planteurs in the center of town. 


SOCCER DISAPPOINTS 


4. (U) In the north-central desert city of Boussaada (Msila 

region), inhabitants expressed their anger last week over the 
national football league\'s relegation of their soccer team, 

Amei Boussaada, to a less prestigious inter-league division. 

Rioters took to the streets, erecting barricades and burning 

tires for two days. A Liberte report indicated July 2 that 

riot police used tear gas and arrested 22 citizens. The 

local municipal head organized a meeting with the Amei 
Boussaada\'s management to discuss ways to avoid more violence. 


5. (C) COMMENT: Disturbances like the latest events in Oran 
and Boussaada occur frequently in Algeria, and occasionally 
garner attention from the independent media. The discontent 
stems from diverse sources ranging from anger over a lack of 
decent public services to something as seemingly mundane as 
downgrading a soccer team. The government\'s ongoing failure 
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to address issues like housing effectively suggests that such 
localized violence is likely to continue. 

FORD 
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E.O. 12958: N/A 

TAGS: KIPR, KCRM, PGOV, ECON, ETRD, GT 

SUBJECT: GUATEMALAN GOVERNMENT PROMISES COLLABORATION WITH 
PRIVATE SECTOR TO COMBAT IPR VIOLATIONS 


1. (U) Summary: Embassy officer and representatives of a 
private sector IPR association met with the Ministry of 
Government (MOG) to express concerns over IPR violations and 
to urge greater collaboration among Guatemalan government 
agencies on enforcement operations. Minister Torrebiarte 
acknowledged the problem as serious and agreed on greater 
collaboration and further discussions with the association. 

End summary. 


2. (U) Poloff, along with representatives of private sector 

IPR association Fomento a la Propiedad Intelectual (FOMPI), 
met with Minister of Government Adela de Torrebiarte June 29 
to express Embassy concerns over IPR violations and to urge 
greater GOG collaboration on enforcement operations, in 
follow-up to the Ambassador\'s meeting with FOMPI 
representatives and agreement to work together to strengthen 
application of GuatemalaWs IPR laws. 


3. (U) Poloff noted that IPR violators are emboldened by the 
lack of enforcement operations and have a negative impact on 
legitimate American and Guatemalan producers. Poloff 
stressed that enforcement operations are important benchmarks 
for USTR\'s Special 301 annual review, and urged the Ministry 
to implement its IPR laws and to coordinate with the National 
Civilian Police (PNC) and the Attorney General\'s Office (MP) 
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on enforcement efforts to deter piracy. 


4. (U) Ricardo Villanueva, FOMPI president and General 
Manager of major local film distributor Circuito Alba, 
commented that several video clubs, including most recently 
Blockbuster, were buying and renting pirated DVDs. He 
estimated that 90 percent of CDs, 50 percent of cigarettes, 
90 percent of films, and 20-25 percent of books are pirated, 
and that the price difference between a pirated DVD and an 
original DVD is Q115 (USD 15). 


5. (U) FOMPI lawyer Jorge Paiz highlighted the recent success 
of the joint MOG-MP February raid in Guatemala City that 
targeted street vendors on Sixth Avenue in Zone 1, which has 
a heavy concentration of IPR violators. With the 

participation of 200 police officers, the raid resulted in 

the arrest of 11 persons who are now awaiting trial, and the 
confiscation of 33,000 pirated DVDs, adding to the 600,000 
pirated DVDs confiscated during previous raids and held as 
trial evidence. Paiz, noting that Guatemala cannot compete 
globally with pirated goods, reiterated the need for greater 
collaboration among the MOG and MP on future operations to 
improve enforcement of IPR laws. 


6. (U) Torrebiarte acknowledged that piracy is a serious 
problem that negatively impacts GuatemalaYs economy and 
global competitiveness and agreed to collaborate with other 
Guatemalan agencies on enforcement operations. She also 
agreed to have further discussions with the association. She 
noted that her son-in-law is franchisee of a Blockbuster and, 
therefore, understood the IPR association\'s concerns 
firsthand. Villanueva urged her to discuss the piracy issue 
with her son-in-law. 


7. (SBU) In a private conversation with poloff following the 
meeting, Villanueva expressed satisfaction with Torrebiarte\'s 
positive response and looked forward to further discussions 
with the Ministry, but complained that AmCham\'s IPR committee 
is comprised of private sector lawyers who do not take any 
action. He added that a major problem is lack of capacity to 
effectively combat piracy, with only two prosecutors in the 
Attorney General\'s Office assigned to handle the wide range 
of IPR violations from drugs to garments to audio-visual 
products. 

Derham 


114105 

PP RUEHWEB 

DE RUCNDT #0541/01 1831704 
ZNR UUUUU ZZH 

P 021704Z JUL 07 


Column 3 

FM USMISSION USUN NEW YORK 

TO RUEHC/SECSTATE WASHDC PRIORITY 2179 

INFO RUEHGG/UN SECURITY COUNCIL COLLECTIVE PRIORITY 
RUEHBS/AMEMBASSY BRUSSELS PRIORITY 1461 

RUEHLO/AMEMBASSY LONDON PRIORITY 1135 

RUEHMO/AMEMBASSY MOSCOW PRIORITY 0986 

RHEHNSC/NSC WASHDC PRIORITY 

RUEHGV/USMISSION GENEVA PRIORITY 2759", "UNCLAS USUN NEW YORK 000541 


SIPDIS 
SIPDIS 


DEPT FOR IO AND PRM; USAID FOR DCHA; NSC FOR PMARCHAM; 
GENEVA FOR NKYLOH 


E.O. 12958: N/A 

TAGS: PHUM, PREF, UNSC, XA 

SUBJECT: UNSC: U/SYG HOLMES ON PROTECTION OF CIVILIANS IN 
ARMED CONFLICT 


SUMMARY 


1. (U) On June 22, Under Secretary for Humanitarian Affairs 
John Holmes briefed the Security Council in an open session 
on the protection of civilians in armed conflict. 

His remarks included first-hand observations from recent 
field missions to Chad, Darfur, the Central African Republic, 
northern Uganda and Somalia. Holmes stressed the need for 
greater international efforts to protect civilians, focusing 

on three areas of particular concern: the targeting of 
civilians, forced displacement, and access and security. 


2 (U) Though the topic of this biannual debate in the 
Security Council is normally not contentious, Holmes! 
statement included a reference to civilian casualties in lraq 
and Afghanistan that failed to distinguish between the 
deliberate targeting of non-combatants by insurgents and 
military activity that inadvertently harms civilian 
populations. U.S. and UK interventions stressed this 
distinction, which Holmes acknowledged in his closing 
remarks. 


3. (U) During more than four hours of statements, delegations 
emphasized the primary role of national governments in 
providing protection to civilians, although many also noted a 
role for the international community when states are unable 
or unwilling to provide this protection. Some stressed the 

role of the Security Council in conflict prevention and many 
emphasized the need to enhance protection for internally 
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displaced persons (IDPs). Particular concern about sexual 
and gender-based violence was also raised by a number of 
delegations. The EU and others expressed support for the 
ICC\'s efforts to address impunity. Holmes proposed a review 
of the effectiveness of peace-keeping operations in 
integrating civilian protection components and recommended 
that the Secretariat more regularly bring situations of 

concern in this area to the Council\'s attention. 


TARGETING OF CIVILIANS 


4. (U) Holmes condemned the impact of the recent violence in 
Mogadishu, Somalia on civilian populations and stated that 
fighting in the West Bank and Gaza has been \"characterized by 
the indiscriminate use of force," including rocket attacks on 
Israel. Holmes also addressed the impact of conflict in Iraq 
and Afghanistan on civilians, making the following comment: 
\"In Afghanistan and also in Iraq, in addition to the dreadful 

toll of civilian deaths caused by insurgents and militias on 

all sides, the civilian casualties resulting from security 
operations of multinational forces and government and 
security forces are of increasing concern, even if there is 

no suggestion of deliberate targeting.\" While other 
delegations did not explicitly connect the operations of 
multinational forces with civilian casualties, many did 

deplore non-combatant deaths in Iraq and Afghanistan, as well 
as other conflict locations like Sudan and Chad. 


5. (U) During the U.S intervention, Ambassador Sanders 
responded that insurgent activity aimed at civilians is 
fundamentally different from operations by the multi-national 
forces aimed at restoring peace and stability for the people 
of Iraq and Afghanistan. (The U.S. statement can be found at 
www.un.int/usa/07 159.htm) The UK provided a similar 
response and in his closing remarks, Mr. Holmes reassured 
members that he recognized a difference between deliberate 
targeting of civilians and other actions that cause 

collateral damage to civilian populations. Nevertheless, 
Holmes stressed that it remains the duty of parties to 

conflict to avoid collateral deaths with all the means 

available to them. 


6. (U) Holmes noted particular concern over the prevalence of 
sexual and gender-based violence in conflict settings, 

reiterating that UNSCR 1674 condemns \"in the strongest terms\" 
all sexual and other forms of violence against civilians in 

armed conflict, in particular women and children. The U.S 
intervention highlighted the use of rape as a tactic of war 

in Burma as well as ongoing concerns over gender-based 
violence in Darfur. Many other delegations expressed their 
grave concern both with the situation in Darfur specifically, 
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and with gender-based violence more generally. 


FORCED DISPLACEMENT 
E 


7. (U) Holmes cited a report of the United Nations High 
Commissioner for Refugees (UNHCR) that indicates an increase 
in the number of refugees in 2006 for the first time in four 
years. Holmes also cited concern over the estimated 24.5 
million internally displaced persons (IDPs). He called for 
stronger efforts to prevent the conditions that lead to 
displacement as well as dealing with the results. Many 
member states also called attention to the plight of IDPs. 
Russia insisted that the status of IDPs is not recognized by 
international law and that UNHCR should only get involved at 
the request of the states concerned. 


ACCESS AND SECURITY 


8. (U) Holmes stressed that the targeting and harassment of 
aid workers continues despite the Council\'s repeated calls 
for safe and unhindered access of humanitarian staff to 
civilians in armed conflict. Holmes cited particular concern 
over Darfur, where hijackings and abductions threaten 
humanitarian operations, and also noted restricted access in 
Sri Lanka and limited access in Iraq due to insecurity. Many 
delegations deplored the recent killings of humanitarian 
workers and journalists in Sudan, Sri Lanka, and other 
conflict zones. 


FOLLOW-UP AND RECOMMENDATIONS 


9. (U) All delegations stressed the need to close the gap 
between policy and practice in the protection of civilians. 
Many cited a need for the Security Council to focus on 
conflict prevention. Holmes highlighted the important role 
of regional organizations and called upon African countries 
to include civilians in post-conflict reconciliation efforts. 


10. (U) Nearly all delegations deplored the \"culture of 
impunity\" whereby perpetrators of acts of violence against 
civilians are not held to account. Many delegations, 

including Japan, Mexico, the EU, CANZ, Peru, Liechtenstein, 
and The Republic of Korea, emphasized the need for the ICC to 
meet this challenge, and Rep. of Congo urged that 
prosecutions not be \"politicized.\" 


11. (U) Holmes\' statement provided two specific 
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recommendations to enhance protection efforts. He proposed a 
review and evaluation of UNSC language on civilian protection 
and its implementation, recommending Wa systematic look at 
the practical effect that the inclusion of protection of 

civilians in a number of peacekeeping mandates has had on the 
ground and to draw the right lessons for future deployments.\" 
Holmes also pledged to \"bring situations of grave 
humanitarian concern to the Council's attention, through 
briefings, through the reports of the Secretary general, or 

where necessary, and pursuant to resolution 1674, directly 
through the Secretary General." 

WOLFF 
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TAGS: ECON, ENRG, ETRD, PM, SENV 

SUBJECT: OXY REFINERY PROJECT OFFERS GREAT OPPORTUNITIES, 
BUT FACES POTENTIAL RISKS 

REF: PANAMA 807 


1. (SBU) SUMMARY. On June 27, 2007, EconOff met with 
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Occidental Petroleum Corporation (Oxy) executives to discus 
the status of OxyVs and Qatar Petroleum\'s (QP) proposed $7 
billion, 350,000 barrel per day refinery in Puerto Armuelles, 
Panama. Oxy executives said that they have only just begun to 
discuss concession terms with the GOP. Oxy executives 
stressed that the refinery is a larger, more complex and more 
costly project than the $5.25 billion Panama Canal expansion. 
Oxy executives said GOP officials appeared to only now have 
begun to understand the scale and size of the project, and 
that they may not have understood the complexity involved in 
building a large-scale refinery. The refinery will employ 
10,000 workers during its peak construction period, which 

will coincide with the Panama Canal\'s peak construction 
period. Oxy does not believe Panama can supply the skilled 
workers the project will require. Oxy executives said the QP 
delegation is very impressed with Panama and may seek 
additional investments, particularly in the 

telecommunications sector. The refinery project provides 
great opportunities to Panama, but also faces risks from a 
possibly ill-prepared and overwhelmed GOP, a currently 
over-strecthed infrastructure, and a largely unskilled labor 
pool. Oxy recognizes that it could ultimately become a 
scapegoat for rising energy prices or any future aggravation 
of Panama\'s energy, unemployment, and wealth distribution 
problems. END SUMMARY. 


2. (SBU) On June 27, 2007, EconOff met with Oxy executives 
Antonio DVAmico, Assistant General Counsel, Cameron LaBrache, 
Energy Project Development Manager, and William Behrendt, 
Director of Project Development, to discus the status of 

Oxy\'s and QP\'s proposed $7 billion, 350,000 barrel per day 
refinery in Puerto Armuelles, Panama. D\'Amico said Oxy and 
QP have begun concession terms negotiations with the GOP 
during the week of June 17. D\'Amico said that to date there 
are no contentious issues because the parties are just now 
laying out the issues which need to be addressed. D\'Amico 
said that there is a disagreement as to whether Oxy would 
receive tax credits it was expecting for the electrical power 
plant to be built as part of the refinery. D\'Amico said Oxy 

is currently focused on assessing the project\'s costs to 
determine viability. Construction would be scheduled to 

begin in 2009/2010 with completion in 2013/2014. 


3. (U) Oxy executives stressed that the refinery is a larger, 
more complex and more costly project than the $5.25 billion 
Panama Canal expansion. The refinery will require a larger 
amount of workers, a larger amount of skilled, specialized 
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labor, and a larger amount of construction equipment. 
Behrendt said that almost all of the construction equipment 
will need to be imported and the amount of equipment needed 
will be on a scale heretofore not seen in Panama since the 
original construction of the Panama Canal. 


4. (SBU) D\'Amico said when Oxy presented Ministry of Commerce 
and Industry (MICI) officials with details of the 

construction process, along with pictures of a similar 

refinery currently under construction in India, the officials 

were taken aback by the project\'s magnitude. All three 

executives said the MICI officials appeared to only now have 
begun to understand the scale and size of the project. 

DVAmico said he did not feel that the MICI officials had 

understood the complexity involved in building a large-scale 
refinery. 


5. (U) Behrendt said that during the refinery\'s peak 

construction period in 2010/2011, the project would employ up 

to 10,000 workers. The refinery\'s peak construction peak 

would coincide with the Panama Canal expansion project\'s peak 
construction period of 2009-2011. The Panama Canal Authority 
projects it will need 7,000-9,000 workers during its peak 
construction peak. Upon completion, the refinery is expected 

to employ 300 full-time workers. 


6. (SBU) The Oxy executives realize that the Panamanian 
labor force does not have sufficient educated, skilled 
workers to meet their labor needs. Behrendt said Oxy will 
look to hire Panamanians for the unskilled and low-skilled 
positions, but will need to bring in the bulk of the highly 
skilled, highly specialized workers from other countries. 
LaBrache said that unlike the Panama Canal expansion project, 
which is a civil engineering project with limited need for 
highly skilled or specialized labor, the refinery will need a 
larger number of computer technicians, systems engineers, 
specialized electronics workers, and petroleum engineers. 


7. (SBU) DVAmico said the refinery would refine heavy crude 
oil from the Middle East, West Africa, and Brazil. There are 
no current plans to refine any Venezuelan crude. The 
principal market for the oil would be the West Coast of the 
United States. LaBrache said Oxy believes there would also 
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be a strong market in Central America. 


8. (SBU) When asked why build a refinery in Panama, DVAmico 
said the Puerto Armuelles deep water port was the principal 
reason for choosing Panama. He also said having a facility 
outside of the United States allows them to avoid the Jones 

Act requirement of having to use only U.S. flagged vessels to 
serve U.S. markets. DVAmico said that while these factors 
were important in choosing Panama, Oxy would have preferred 
building a refinery in the U.S. but the regulatory 

environment there made it \"impossible.\" 


9. (U) Puerto Armuelles is located on the Pacific coast 

near the Costa Rican border. The city has fallen on hard 

times ever since the United Fruit Company (Chiquita Banana) 
closed its facility in 2003. The Puerto Armuelles area has a 
population of approximately 18,000 people and an unemployment 
rate of approximately 26%. The GOP is particularly hopeful 

that the refinery would spin-off ancillary firms, such as 
petrochemical plants, to further create employment 

opportunities in the region. 


10. (SBU) D'Amico reported that the Qatari delegation has 
been very impressed with the economic and investment climate 
in Panama. According to DVAmico, the Qataris have expressed 
a desire to make additional investments in Panama, 

particularly in the telecommunications sector. DVAmico said 
several members of the Qatari delegation said that they 

believe Panama has the potential to a regional economic 
center. DVAmico said several Qataris told him Panama reminds 
them of what Doha was ten years ago. 


11. (SBU) The refinery is a major opportunity for Panama to 


continue its march to becoming a regional logistics and 
distribution center for goods and oil, diversify its economic 
base, receive technology and know-how transfer, and obtain 
much needed jobs in an economically depressed area. The 
200-megawatt electrical power plant to be built as part of 
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the refinery also will help address the country\'s 

increasingly critical energy needs. Qatari direct investment 

in other sectors could also help continue Panama\'s impressive 
economic growth, which is running at a 9.4% annual rate 
through the first quarter of 2007. The Qataris! initial 
impressions of Panama are typical of many first time 

potential investors, but contrast with the more pragmatic 

view of more established foreign investors. 


12. (SBU) The danger lies in that few Panamanians seem to 
fully appreciate the magnitude of the refinery project. The 
GOP has little to no experience in the energy sector. It has 
neither a centralized energy ministry nor a history of 
expertise in managing large scale energy projects. The GOP 
could easily be overwhelmed by the managerial and societal 
demands of the Panama Canal expansion and the refinery. 


13. (SBU) The refinery, combined with the Panama Canal 
expansion project, will stretch the limits of Panama\'s 

current infrastructure and labor market. Faced with an 
already overburdened transportation system, an energy sector 
reaching its limits to provide the country\'s current needs, a 
shortage of skilled labor for existing projects, and an 
educational system unable to produce skilled workers, Panama 
will be hard pressed to supply the needs of two simultaneous 
multi-billion dollar infrastructure projects. Likewise, the 
resultant social demands for basic services will pose a 

strong challenge to already weak government institutions. 


14. (SBU) Oxy executives are attuned to the risks involved. 
They realize that if energy prices continue to rise, as 
Panama experiences possible brown-outs, if foreign labor is 
seen as taking jobs from Panamanians, if inflation increases, 
and if the benefits of the refinery and other projects appear 
to accrue only to foreigners and a select few, an American 
oil company could become an easy and attractive target for 
blame and retribution. END COMMENT. 

Eaton 
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SUBJECT: SPAIN ON PARTNERSHIP FOR DEMOCRATIC GOVERNANCE 
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REF: STATE 90015 AND PREVIOUS 


EconOff passed reftel points July 2 to Juan Luis Munoz de 
Laborde, MFA\'s Deputy Director of Multilateral Economic 
Relations. Munoz de Laborde indicated that Spain would 
probably not oppose the proposal and also said that the 
Partnership for Democratic Governance (PDG) was a worthy 
initiative, although he questioned the placement of the PDG 
within the auspices of the OECD. Spain is still developing 

its final position on the PDG proposal. 

AGUIRRE 
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EconOffs talked with Ricardo Santamaria Burgos and Maria Jose 
Lopez Calvo from the Ministry of Industry\'s Directorate 

General of Commerce and Investment regarding reftel demarche. 
Santatmaria indicated that Spain is in agreement with the EU 
position that members should not respond to the questionnaire 
because the OECD was not the right forum to interpret 
internationl law, in particular Security Council resolutions. 
AGUIRRE 
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Classified By: Acting Political Section Internal Unit Chief 
Dan Kritenbrink. Reasons 1.4 (b/d). 


Summary 


1. (C) In a June 25 speech at the Central Party School, 
President Hu Jintao provided a preview of the key themes 
likely to set the tone for the 17th Party Congress this fall. 
While the speech breaks little new ground and lacks 
sufficient detail to know how it might translate into 

concrete action, contacts say it lays the basis for future 
ideological innovations and leaves the door open to political 
reform, including expanded inner-Party democracy. In an 
attempt to rein in debate over the direction of reform, the 
speech takes a slap at criticism from both sides of the 
spectrum, including Marxist critics of market reforms on the 
left and liberals calling for more rapid political change on 
the right. The need to battle corruption within the Party is 
another key theme of the speech. Hu\'s remarks signal a 
further consolidation of his ideological authority and 
impending elevation of his thought at the Congress. End 
Summary. 


Setting the Tone for the Congress 


2. (C) President Hu Jintao\'s June 25 speech (Ref A), 
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presented at a Central Party School graduation ceremony 
attended by the full Central Committee, provided a preview of 
key themes likely to set the tone for the 17th Party Congress 
this fall. In fact, according to Professor Yang Yusheng of 

the Chinese University of Politics and Law (strictly 

protect), the speech is essentially a preview" of the 

Political Report that Hu will present to the Congress. 

(Note: HuVs speech follows the example of his predecessor, 
Jiang Zemin, whose Party School speeches prior to the last 
two Party Congresses proved to be precursors of the Political 
Reports he later presented. End Note.) 


3. (C) In his remarks, Hu made clear the Party\'s continuing 
commitment to market reforms and economic development, by 
declaring that \"socialism with Chinese characteristics\" would 
remain the \"banner of development and progress,\" code words 
for the pragmatic pursuit of a market economy championed by 
former paramount leader Deng Xiaoping. Hu also made a number 
of references to political reform, calling for pressing 

forward with \"political structural reform,\" and developing 
\"socialist democracy, including expanding \"orderly\" 

political participation and \"grass roots democracy,\" while 
simultaneously upholding the leadership of the Party. He 

also called for enhancing inner-Party democracy. The need to 
battle against corruption, which Hu described as a 

\"protracted, complicated, and arduous ... struggle,\" was 
another major focus of the speech. 


4. (C) The June 25 speech signals the impending consolidation 
of Hu\'s ideological authority and indicates that his 

doctrines such as the \"scientific development concept\" and 
\"social harmony\" will get a formal boost at the Congress. 
While Hu\'s theoretical concepts will almost certainly be 
enshrined as the Party\'s guide in the area of development, 

the speech does not make clear whether his thought will 
achieve equal status with his predecessors as the Party\'s 
overall \"guiding ideology.\" 


Holding the Middle Ground 


5. (C) Contacts thus far have reacted cautiously to the 
speech, emphasizing that it breaks little new ground and 
lacks sufficient detail to know how it might translate into 
concrete action. The speech appears designed in part to 
undercut pressure on Hu from orthodox Marxist critics hoping 
to curtail market reforms, while simultaneously dampening 
expectations from liberal-minded Party theorists calling for 
more rapid political reform, according to Fang Jinyu 

(strictly protect), veteran bureau chief for the Guangdong 
Party Committee paper Southern Daily. Fang told Poloff that 


Column 3 

Hu was \"driving down a middle path,\" trying to protect his 
flanks, while still providing ideological cover for political 

reform at some future date. Moreover, the speech\'s reference 
to \"socialist democracy" was intended to put to rest a debate 
that surfaced in PRC media earlier in the year over the 

merits of European style democratic socialism\" as well to as 
to put on hold a variety of other proposals on democratic 
reform aired by Party intellectuals (Ref B). 


6. (C) While downplaying the prospect of some sort of 
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theoretical breakthrough at the Congress that would herald 
significant reform, Fang nevertheless argued that the speech 
lays the groundwork for significant revision to the Party\'s 
interpretation of Marxism, which could eventually lead to 
significant political reform. Fang said he was struck by the 
fact that, in a listing of four priorities (\"unchangeables\") 

at the beginning of the speech, Hu ranked Wemancipation of 
the mind\" as his top priority, even above \"reform and 
opening\" and his own slogans of scientific development and 
social harmony. \"Emancipation of the mind is a core Deng 
slogan signifying pragmatism and ideological manipulation. 
This language appears to signal a further move away from 
conventional Marxism in search of new justifications for 
changing the Leninist nature of the Party, Fang said. 


Contacts Focus on Political Reform 


7. (C) A number of contacts keyed in on the speech\'s 
reference to political reform, with most remaining 

pessimistic about its prospects. Well-connected freelance 
journalist Chen Jieren (strictly protect) argued that the 

speech was designed to give limited encouragement to liberals 
on political reform. Nevertheless, even if President Hu and 
Premier Wen Jiabao are true reformers, Chen was doubtful they 
had the muscle to push through meaningful changes. A 
\"majority\" of Party cadres are highly conservative, worried 
first and foremost about protecting their vested interests, 
meaning they will attempt to block anything that threatens 

their prerogatives, including political reform. Separately, 

Zhai Zhihai (strictly protect), retired PLA military officer 

and president of a local consulting company, was even more 
pessimistic, stating that the political climate was more open 

in the 1980s than today. \"The prospect of real political 

reform died in 1989,\" he lamented, dismissing the speech as a 
propaganda ploy designed to convince the public why the Party 
\"deserves\" to be in power. In contrast, Yang Yusheng of the 
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Chinese University of Politics and Law, in an attempt not to 
abandon all hope for some sort of political reform this fall, 
thought that the speech\'s reference to expanded \"grass roots\" 
democracy might signal increased autonomy for civic 
organizations, including homeowners\' associations, to operate 
in opposition to corrupt local governments and developers, 
which would be one kind of political reform, albeit extremely 
limited. 
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Classified By: Ambassador P. Trivelli for reasons 1.4 (b and d) 


1. (C) Summary: During his first six months in office, 
President Daniel Ortega has expanded executive powers and 
used them to destroy or give away pieces of Nicaragua\'s 
cultural patrimony; to threaten opposition media and freedom 
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of expression; to fire large numbers of government officials 
and replace them with party loyalists; and to centralize the 
powers of the ministries under the Presidency. He has also 
reoriented Nicaragua\'s foreign policy by reestablishing ties 
with ideological bedfellows from the 1980\'s and other leaders 
of anti-American bent. Although \"national sovereignty\" is a 
favorite leitmotif of Ortega\'s, he continues deferring to his 
Venezuelan counterpart. The lack of transparency and open 
disregard for legal limitations point to an administration 

that relies increasingly on promising popular democratic 
reforms while taking significant steps towards 
authoritarianism and a blending of party and state. Recent 
polls indicate that the Nicaraguan people are not happy with 
Ortega\'s management of the country. End Summary. 


Ortega Strengthens and Forms Alliances with Fellow Ideologues 


2. (C) Eager to reap the benefits of oil-rich Venezuela\'s 
largesse, over the past six months, Ortega has followed 
Venezuelan President Hugo Chavez\' lead on almost every issue 
of importance (ref F). When Chavez refused to renew the 
contract of RCTV (ref E), Ortega voiced support for Chavez\'s 
decision and strongly criticized counter-protests by 

Venezuelan students. First Lady Rosario Murillo, head of the 
increasingly influential Council of Citizenship and 
Communications, correspondingly began the process to convert 
Nicaragua\'s state-owned Channel 6 to a source of 
Venezuela-friendly media by partnering with Telesur. Ortega 
has also followed in Chavez\'s footsteps outside of the 
Americas, visiting many of Chavez\'s allies in Africa and the 
Middle East. On July 19 the President will reportedly 

announce the \"Five Pillars\" of the FSLN strategy, which are 
modeled directly on Chavez\'s \"Five Motors\" of 21st Century 
socialism. (Septel) 


3. (C) During a recent 15-day marathon tour, Ortega visited 
Venezuela, Cuba, Iran, Libya, Algeria, and Senegal on a 
private jet provided for the occasion by Libyan dictator 
Moammar Gadhafi. (Note: A visit to Italy to meet with a group 
of investors was canceled at the last minute, while Senegal 
was added to the agenda. A senior MFA official, in a meeting 
coinciding with Ortega\'s visit to Senegal, joked that \"not 
even we know where he might go next,\" and admitted that the 
MFA -at the office director level at least- had received 
virtually no updates or reports from the President\'s party 
during his trip. Contacts reported that Alvaro Robelo, 
Ortega,s choice for ambassador to the Vatican, bungled the 
Italy visit and forced its cancellation -- a further 

humiliation for Robelo, a banker implicated in various 
financial scandals, who earlier failed to gain agrement as 
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ambassador to the Vatican. End Note) 


4. (C) Since returning to Nicaragua on June 18, Ortega has 
been sharply criticized by National Assembly deputies for not 
publicly discussing the results of his 15-day trip. Thus far, 
Ortega has only commented publicly on a possible energy deal 
with Iran. Deputies from the Liberal Constitutional Party 

(PLC) and Sandinista Renovationist Movement (MRS) decry the 
President\'s silence and insist that the public has a right to 
know what issues were discussed and what agreements or 
accords were signed. In addition, legislators are 

questioning why Ortega did not visit Rome after having 
announced meetings with Italy\'s president and Italian 
business leaders prior to his departure from Nicaragua. 
Foreign Minister Samuel Santos weakly (and falsely, according 
to the Italian Ambassador in Managua) justified the decision 
by stating that Rome was simply a \"stopover for the pilots to 
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rest\" and was never part of the official agenda. 


5. (C) In the month leading up to his recent trip, Ortega was 
also visited by the Vice Chancellor of the Russian National 
Assembly Serguei Kislyak. During the visit, Ortega expressed 
his desire to revitalize relations, stating that, \"when we 
speak of cooperation with Russia, we are speaking of taking 
into account the relation that we had with the Soviet Union, 
when Russia was one of our supporters.\" 


Allies in Asia 


6. (C) Not content to hobnob only with dictators in Latin 
America and the Middle East, Ortega decided to reinforce ties 
to North Korea and Laos. In regard to Korea\'s nuclear arms, 
Ortega has declared \"that it isn\'t fair,\" that some countries 
continue to be armed, \"then want to prohibit others from 
arming themselves in self-defense\" (ref D) In meetings with 
Laotian officials, he recalled that, \"In the 1980s we had 
exceptional relations with Laos and with all the peoples of 
Indochina.\" 


7.(C) The possibility of adding yet another ally, mainland 

China, is still on the table. In early June, Costa Rica\'s 
announcement of the cessation of its 60-year formal 

diplomatic relationship with Taiwan in favor of mainland 

China created uncertainty in Nicaragua. For the moment, the 
Official line is that all ties are firm; however, the Free 

Trade Agreement between Nicaragua and Taiwan remains stalled 
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in its final stage because the Ortega government claims not 

to have the $5,000 necessary for publication, which would put 

it into legal effect. Dollar diplomacy may ensure Taiwan\'s 
continued presence in the medium term as the Taiwanese have 
pledged to send multiple energy plants, scheduled to go 

online in January 2008, to assist Nicaragua in addressing its 
chronic electrical power crisis. Thousands of Nicaraguans 

are also employed in Taiwanese-owned maquilas in Nicaragua\'s 
Free Trade Zones. 


Mixed Messages 


8. (C) While Ortega visited allies abroad, publicly 

criticizing \"American imperialism\", his Vice President, Jaime 
Morales Carazo, was at the Americas Competitiveness Forum in 
Atlanta assuring the business elite that Nicaragua was an 

ideal setting for investment. (Note: For a two-day period, 

while the President and Vice President were out of the 

country, there was no acting Head of State named, a further 
indication of the improvisation and secretive nature of the 
Ortega regime.) On June 19, President Ortega met with members 
of the private sector for the second time since his 

inauguration. The private sector repeated its concerns 
regarding the sanctity of private property, the lack of 

support for foreign and local private investment, the need to 
fight corruption, and the lack of a coherent economic 
plan/direction from the government. The meeting launched a 
series of public-private working groups to develop strategies 
addressing the energy, infrastructure, and tourism sectors 

and the sustainable management of the environment 


9. (C) These efforts have not received as much publicity and 
Presidential support as Ortega,s proposed \"citizen 

councils.\" According to Ortega and Murillo, any plans which 
the citizen councils develop will become GON policy and must 
be advocated by Ministers before the National Assembly. In 
contrast, the work of these public-private groups has not 

been given any such political weight, and will most likely be 
contradicted by the more populist economic pronouncements 
likely to come out of the Sandinista-dominated citizen 

councils. (Comment: Since his election, Ortega has stated 
several times that he welcomes foreign investors because they 
are the engines which will create the jobs to help raise the 
country out of poverty. In reality, however, the FSLN 
government has displayed a cavalier attitude toward 

contracts, particularly in the energy sector. On three 

different occasions the GON claimed that contracts with 
private sector energy companies were \"injurious\" to Nicaragua 
and would be canceled. This hardline forced the companies to 
the negotiating table. End Comment.) 
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Citizens\' Councils 
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10. (C) The newly established \"Citizen Empowerment Councils\" 
(\"Counsejos de Poder Cuidadano\") have been a source of much 
opposition concern in recent weeks. These Councils, which are 
a direct evolution of the \"Sandinista Defense Committees\" of 
the 1980\'s, while officially not party-affiliated, are widely 
considered to favor hard-line Sandinistas and exclude all 
others with questionable ideological affiliations. Their 

stated goal is to increase citizen participation within the 

system by encouraging active debate within small, local fora. 
Charges of FSLN bias are rejected by members of that party, 
who say that positions are often filled with FSLN 
representatives because they are unpaid; therefore, there 

have been very few volunteers for the job. The same logic 
applies to the location of the council offices, many of which 

are run out of FSLN campaign houses, apparently for lack of 
another, more neutral space. More moderate Sandinistas have 
declined to participate in (or been excluded from) the 

councils, which they regard as usurping existing civil 

society groups nurtured over the years by the Sandinistas 
themselves (ref B). Whatever the origin of the divide, the 

result is that the councils are composed primarily of Ortega 
loyalists. 


First Lady, First Citizen 


11. (C) With her allegedly illegal appointment (according to 
Nicaragua\'s nepotism laws) to Executive Secretary of the 
Council of Citizenship and Communications, First Lady Rosario 
Murillo has become an integral part of the Presidential 
powerhouse. Murillo has centralized under her control all 
official communication from the government, often writing 
press announcements for specific ministries, then ordering 

the ministry to issue them unedited. She personally approves 
all travel abroad for government officials, a policy which 

has generated considerable confusion and often caused 
Nicaragua to be absent at regional meetings related to the 
Sistema para la Integracion Centroamericana (SICA) and CAFTA, 
as well as several USG-funded workshops that are part of 
long-running programs. She controls the entire government 
budget for publicity, and has co-opted the professional 
journalist association in Nicaragua, even reviewing the 

weekly schedules for the VP, all Ministers and Vice-Ministers 
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to decide which events should be publicized and who will 
cover them (ref A). Any ministers who dare to speak publicly 
without her explicit permission are quickly removed. In 
addition, the First Lady reportedly siphons $11 million 

monthly from state airport revenues, Free Trade Zones, and 
Immigrations and Customs charges. This money is supposed to 
fund FSLN-sponsored aid projects, but as of yet none have 
been announced. (Comment: One project possibly funded by 
this illicit capital is the series of billboards reading 

\"Arise the Poor of the World!\" alongside a prominent photo of 
Ortega, which have recently popped up around Managua. The 
billboards bear the government\'s logo, but the government 
claims that the funds to erect them were not drawn from 
national coffers. End Comment.) 


12. (C) Despite the apparent illegitimacy of her position, 

Murillo personally signed an agreement with Telesur, 

Chavez,s propaganda channel, to develop the Nicaraguan 
Channel 6, which had remained dormant since 2002. The station 
will require approximately $30 million to be reopened, 

according to Education Minister De Castilla. The stated goal 

of the partnership is to increase the \"democratization\" of 

the media. 


Poor Financial Planning 


13. (C) The Ortega administration is also running into 
difficulties in signing an accord with the IMF. The major 
sticking points are the IMF,s insistence on accounting for 
Venezuela\'s assistance in the budget and on Nicaragua,s lack 
of clarity on how it plans to achieve its economic and social 
goals. 


14. (C) Furthermore, it is becoming clear that due to 
paralysis and ineptitude at all levels, the current budget 

has been poorly managed. At the close of the first trimester 
only 12% of the capital spending allocated in the budget had 
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been spent. Delays are attributed in part to confusion caused 
by the investigations of corruption within some of the major 
infrastructure ministries during the previous administration, 
and by the wholesale firing of thousands of technical workers 
in the ministries by the current administration. As a result, 
the projects that capital expenditures are tied to have not 
gotten off the ground. 


Undermining Independent Institutions 
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15. (C) As the opposition remains paralyzed, Ortega has used 
his power to attempt to consolidate security forces under 
executive control. Most recently, Ortega appointed Ruth Tapia 
Roa, a friend of the First Lady\'s with little background in 
defense or security, as Secretary General with the rank of 
Minister" to head the Ministry of Defense, but he has so far 
preferred to run Ministry policy directly from the 

Presidency. According to an internal memo, Tapia\'s primary 
goals are to purge the Ministry of the few remaining 

technical functionaries left from the previous administration 
and monitor the \"ideological purity\" of the armed forces. 

(ref C). 


16. (C) The army has assumed the primary security 
responsibilities of the President\'s residence, a task which 

in the past has belonged to the National Police, an 

organization which Ortega feels is too \"somocist\" in origin. 
However, armed forces chief General Moises Omar Halleslevens 
has repeatedly stated that the army will remain apolitical 

and continue to support the constitution. 


Security Breaches 


17. (C) The Nicaraguan National Police continue to cooperate 
with the U.S. on counternarcotics efforts and resist efforts 

to be \"co-opted\" by Ortega. The police continue to work with 
the Embassy, particularly through programs such as the vetted 
unit, the mobile inspection unit and the vehicle inspection 
station at Penas Blancas. Chief of Police Aminta Granera 
told POL officers during a recent meeting that her 

relationship with Ortega is a \"balancing act\" and that she 
continues to push for police autonomy. She claims that 
Ortega does not interfere with police operations. However, 
she further elaborated that she is often required to attend 
events with Ortega where his rhetoric is \"anti-gringo\" and 
that this makes her \"uncomfortable.\" 


18. (C) Even though airport security has been completely 
compromised and is regularly bypassed by the FSLN, the 
President has issued orders to give the appearance of 
security, heavily searching and double-checking documents on 
U.S. personnel who are likely to report that security 
measures are \"in force.\" One example that highlights the 
weakness in the system is the continued use of false \"letters 
to board\" provided by illegal immigrants arriving from \"C 
class\" countries that are regularly accepted by Nicaraguan 
immigration officials. Additionally, the Director and 

Assistant Director of Immigration no longer routinely share 
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information with the Embassy regarding possible TIP cases. 
There are indications that these officials have also accepted 
payments from local Muslim organized crime figure Ismat 
Khatib for facilitating documents and visas and for 

permitting Iranian, Libyan and other Middle Eastern nationals 
to pass through the airport without documentation or 
registration. 


A Battle of Symbols 


19. (C) In what has become ground zero for a back-and-forth 
battle of symbols between administrations, the musical 
fountain that had been installed by former president Arnoldo 
Aleman on the old \"Plaza de la Revolucion!" (actually just an 
old parking lot) was removed by order of the First Lady. 
According to Aleman,s detractors, the fountain was intended 
to block FSLN protests in front of the Presidential Palace. 

In the face of public outcry, the Ortega Administration 
announced plans to relocate the fountain, but then scrapped 
them. Besides being a deplorable use of public funds, the 
fountain\'s removal was allegedly illegal, as no one bothered 
to obtain a permit from the Mayor\'s office as is required by 
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law, prompting criticism by the Sandinista Mayor of Managua, 
Dionoso Marenco. (Comment: This episode is reminiscent of 
Ortega\'s previous faux pas with Nicaragua\'s cultural 
patrimony, the gift of two original manuscripts by Ruben 

Dario, Nicaragua\'s most well-known and beloved poet, to Hugo 
Chavez. End Comment.) 


The Honeymoon Is Over 


20. (C) The shenanigans of the Ortega-Murillo family have not 
been well received by Nicaraguans, including certain segments 
of the Sandinista party. A CID/Gallup poll published on June 
20 indicated that Ortega,s popularity has dropped 
exponentially since his inauguration, from a 51% approval 
rating to -10%. A majority feels that Ortega has not governed 
democratically or in the best interests of the people. 
Nevertheless, most respondents were still optimistic about 

the country\'s future (a more thorough analysis will follow 
septel). 


Opposition Still Divided 
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21. (C) With a corrupt judiciary and an electoral authority 
increasingly packed with FSLN hacks, the National Assembly is 
increasingly pointed to as the last stronghold for democracy 
in Nicaragua. Although Ortega\'s erratic and authoritarian 
behavior has frightened the opposition, there are still 
several factors that continue to impede a united front 
against the FSLN. In the PLC, the continued influence of 
former President and party caudillo Arnoldo Aleman isolates 
the party from other segments of the opposition. The 
Sandinista Renovation Movement (MRS) has the difficult 
position of wanting to oppose Ortega without risking the loss 
of core supporters by appearing to submit too much to the 
Liberals. There is, however, a general agreement among all 
parties on certain issues; for example, condemnation of First 
Lady Rosario Murillo\'s role within the government; Ortega\'s 
poor fiscal policy; his slavish following and allegiance to 
Chavez; and the removal of the fountain in front of the 
presidential palace. The organization of unions and other 
labor groups in their struggle to raise the minimum wage 
could also be a point of unity for the Liberals (ref H). 


Authoritarianism with a Facade of Democracy 


22. (C) Ortega,s primary goal remains the destruction of the 
ALN and the election of the majority of mayors in the 
November 2008 Municipal elections. So focused has this effort 
been that the only expenditure outside of these objectives 

has been propaganda costs to cover their remarks and maintain 
political support amongst the populace. For example, the 
administration has been dropping hints about a new plan to be 
announced July 19, but a leaked document revealed that the 
\"Five Pillars of the FSLN strategy\", (SEPTEL) contains no 
significant changes, merely an alternative presentation of 

the same objectives and rhetoric that the FSLN has utilized 
consistently throughout the last 6 months. 


23. (C) A group of four political analysts speaking with 

embassy representatives on June 13, 2007 commented on what 
Ortega\'s actions over the last six months might indicate for 

the future. One described the likely arrangement as 
\"authoritarianism with a facade of democracy\". They 
pinpointed the source of FSLN power to three party 
characteristics: organization, devotion, and experience in 
harnessing the system to its advantage. These are all 
characteristics that the opposition parties regrettably lack. 
TRIVELLI 
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Classified By: Ambassador Charles L. Glazer, Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: The Political Commission of the Legislative 
Assembly voted June 27 to tap Oscar Humberto Luna as the 
country's new Human Rights Ombudsman (PDDH), replacing 
two-term incumbent Beatrice Carrillo. Luna\'s selection 
marked a rare show of cooperation across the aisles ina 
Legislative Assembly that has thus far been characterized by 
entrenched polarization and gridlock. Carrillo\'s replacement 
by Luna, a respected center-left legal scholar, returns 
credibility to the PDDH, and bodes well for the continued 
consolidation of the nation\'s democratic institutions. END 
SUMMARY. 


2. (C) Following a May 7 deadline for nominations, the 
Assembly narrowed the list of PDDH candidates to five. 
Beatrice Carrillo was openly eager in pursuing a third term; 

in addition to Carrillo and Luna, the list included alternate 
Supreme Court Justice German Alvarez, juvenile judge Aida 
Santos de Escobar, and attorney Juan Jose Zaldana. (Note: 
In 2001 Zaldana was chosen to be PDDH by the Legislative 
Assembly, but he was dismissed from consideration after the 
influential Monsignor Tobar Astorga, Bishop of Zacatecoluca, 
phoned party leaders and implored them to reject Zaldana due 
to issues in his personal life with which Tobar Astorga took 
exception. End note.) Ironically, Alvarez\'s center-right 
orientation as a Supreme Court justice doomed his candidacy 
in ARENAVs eyes; the ruling party feared that his departure 
from the Court might upset its delicate judicial mathematics. 
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3. (C) Although all parties carefully avoided any sharp 
public criticism of Carrillo, her eccentric behavior and 
flamboyant style had cost the PDDH credibility in recent 
years. Following the November 2004 murder of 
Salvadoran-American labor activist Gilberto Soto, Carrillo 
asserted that suspects\' confessions had been extracted via 
torture, although independent medical exams quickly showed 
these charges to be false (reftel A). Credible allegations 
later arose of attempts by PDDH officers to suborn key 
witnesses in an attempt to paint the murder as having been 
politically motivated (reftel B). Despite a thorough 
investigation that yielded a preponderence of evidence 
implicating the victimVs mother-in-law, an Usulutan 
sentencing judge with ties to Carrillo ultimately freed all 

but one suspect (reftel D). Carrillo\'s unabated criticism of 
ARENA and the Saca administration often bordered on the 
bizarre; she was virtually the sole critic of the 

government\'s emergency services preparations for Hurricane 
Adrian in May 2005, which she dismissed as \"political 
grandstanding\". When a red tide killed a number of sea 
turtles in January 2006, Carrillo cited it as yet another 
failure of the Saca administration. Carrillo was a constant 
and outspoken opponent of virtually every USG initiative in 
the region, including CAFTA-DR, the International Law 
Enforcement Academy (ILEA), and--at least initially--the 
Millennium Challenge Account (MCA) project. 


4. (C) Carrillo was also a poor steward of the PDDH\'s 

limited resources, frittering away considerable sums in often 
self-congratulatory large ads in leading dailies, and marking 
the release of routine reports by renting ballrooms at luxury 
hotels and laying on lavish hors dVoeuvres and drinks. In 
September 2005, Carrillo was formally charged by the Court of 
Accounts with diverting US$26,000 in PDDH funds, including 
the assignment of six vehicles for her personal use and a 
monthly gasoline subsidy of $2,800--then equivalent to more 
than 800 gallons (reftel C). During the Assembly\'s recent 
interviews of PDDH candidates, the union representing PDDH 
employees, ASEPRODEH, pleaded with deputies to select anyone 
but Carrillo, in view of such irregularties in her management 

of the institution\'s resources. 


5. (C) Notwithstanding their mild public comments of 
appreciation for CarrilloWs work, Luna appeared to be ARENA\'s 
first choice from the beginning; his impeccable credentials 
included his tenure as counselor with the National Judicial 
Council and membership in the prestigious Juridical Study 
Center. The FMLN was somewhat more effusive in its praise 
for Carrillo\'s work, but early on their attention began to 
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shift toward Santos de Escobar, who has supported FMLN 
policies since her failed 2000 bid to be elected PDDH. In 

view of the Catholic Church\'s objections to Zaldana, he was 
likely never considered a finalist by center-right ARENA and 
PCN deputies. Given the unacceptability of FMLN sympathizer 
Santos de Escobar to ARENA, the FMLN ultimately came to 
recognize that Luna offered the best opportunity to achieve 


consensus. The Legislative Assembly on June 28 formally 
confirned Luna\'s selection with 79 votes in favor and the 
abstentions of five PDC deputies, after which the 57-year-old 
Santa Ana native was sworn in. 


6. (C) COMMENT: The replacement of Carrillo was long 
overdue; her politicization of the PDDH, poor management, and 
erratic histrionics had robbed credibility from an 

institution crucial to El Salvador\'s postwar evolution. 
Unconfirmed reports indicate that Carrillo is eyeing the 
position of Rector of the National University (UES), where 
the venerable incumbent, Isabel Rodriguez, is retiring after 
a lengthy tenure. The position would appear to offer a 
political environment and public attention in which Carrillo 
would thrive. Meanwhile, the well-qualified Oscar Luna will 
roll up his sleeves and get down to the serious work of 
rebuilding the PDDH. END COMMENT. 

Glazer 
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E.O. 12958: DECL: 07/03/2017 

TAGS: IZ, PGOV, PREL, ECON, ENRG, EPET 


SUBJECT: PRIME MINISTER DIRECTS MINISTER OF PLANNING TO 
HELP RESTORE SUNNI POLITICAL ENGAGEMENT 


Classified By: Deputy Chief of Mission Daniel V. Speckhard for reasons 
1.4 (b) and (d). 


1. (C REL GBR) Summary: In a meeting with the Deputy Chief 
of Mission on Sunday, July 1, Minister of Planning Ali Baban 
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said that the Prime Minister called him back from a visit 

with his family in England to help solve \"the problem he 
created," with regard to Tawafuq\'s denial of support for the 
draft hydrocarbon laws pending consideration in the Council 
of Ministers. Baban told the PM on Saturday that he intended 
to participate in Cabinet meetings on the critical 

hydrocarbon legislation despite a general Tawafuq withdrawal 
from participation Cabinet meetings because of his concerns 
over both the framework law and the revenue management law. 
The PM urged Baban to assist in calming down Tawafug, riled 
by a perceived disinclination of PM Maliki to engage the 

Sunni as partners. Minister Baban expressed support for the 
limited application of Section 607 funds for the importation 

of fuel for the Ministry of Electricity. End summary. 


2.(C REL GBR) Minister Baban said that legal action pending 
against Sunni Minister of Culture Dr. Asad Al Hashemi has 
been interpreted as an unequal application of justice 
considering the numerous GOI officials with latent 
accusations against them. He said that the allegations have 
exacerbated a perceived disinclination of PM Maliki to engage 
the Sunni as partners. Baban said that Tawafuq members are 
not uniformly in favor of the withdrawal from Cabinet 
meetings, but stated that the majority of supporters do not 
believe that the Sunni have gained anything from 

participation in the national unity government. 


3. (C REL GBR) Minister Baban told the PM on Saturday that he 
intended to participate in Cabinet meetings on critical 
hydrocarbon legislation despite a general Tawafuq withdrawal 
from participation Cabinet meetings. He said he is willing to 
keep negotiating on the laws, but remains intransigent on his 
\"technical\" objections, such as strengthening the language 
empowering the Federal Oil and Gas Council to authorize 
contracts, adding specific restrictions to the conclusion of 
Production Sharing Agreements (PSAs), preserving a greater 
role for the federal budget in the revenue management 
process, and ensuring central oversight over the budgets of 
regions. The Minister said that, as a political assurance, 

the PM offered to oppose PSAs when they reached the Council 
of Ministers, but that Baban insisted that conditions be 
included in the law that limit use of this type of contract. 

Baban agreed that he could stand by his objections while 

other Tawafuq members approved the laws ) that he had even 
had a conversation with Vice President al-Hashemi on the 
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matter, but told us that other Cabinet officials also shared 
his concerns. 


4. (C REL GBR) The DCM urged the Minister to take a more 
constructive approach to the issue, noting that Tawafuq may 
be overplaying its hand and had a great deal to lose by 
blocking this legislation. He underlined the strong role for 

the central government in both pieces of legislation, the 
ability to address additional issues through implementing 
regulations, and the importance of locking in the agreement 
with the Kurds that had ceded additional authorities to the 
central government. 


5. (C REL GBR) On the topic of the use of Section 607 funds 
to help meet immediate Iraqi needs, Baban expressed support 
for the limited application of the vehicle for the 

importation of fuel for the Ministry of Electricity (MoE). 

The DCM described a plan outlined to him earlier by the 
Minister of Electricity in which $50M of MoE resources would 
be allocated for a 607 contract while $100M would be used by 
the MoE to directly contract for fuel. Baban said that such 

an arrangement should dispel misgivings of officials that 
utilization of the 607 vehicle would undermine the function 

of the GOI, and he promised to be supportive. 

CROCKER 
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DEPT FOR INL/PC FOR CHRISTINE CLINE AND NEGAH ANGHA 
DEPT FOR INL/C/CP FOR JOHN BRANDOLINO, ROBERT GIFFORD, DAVID LUNA 
AND DIANE Kohn 


E.O. 12958:N/A 
TAGS: KCRM, KJUS, PGOV, PTER, SNAR, AR 


SUBJECT: ACTIVE ABROAD, STYMIED AT HOME; ARGENTINA\'S ANTI-CORRUPTION 
OFFICE STRUGGLES TO CHANGE A CULTURE OF CORRUPTION 


REF: SECSTATE 43557 


1. (SBU) SUMMARY: On June 26, Ambassador Wayne met with head of the 
Office of Anticorruption, Dr. Abel Fleitas Ortiz de Rozas to discuss 
possible increased cooperation on anti-corruption issues. Fleitas 
highlighted his office\'s very active participation in international 
anti-corruption conventions, but stressed the importance of working 
bilaterally with the U.S. to combat corruption. He described his 

office\'s efforts to change the current Argentine cultural tolerance 

of corruption through promoting transparency, prevention campaigns, 
improved investigations, and more efficient prosecution. Fleitas 

had three specific requests for assistance: a series of digital 
video-conferences on cross examination/expert witnesses, attending 

the next conference of the Council on Government Ethics Law (COGEL), 
and participating in the State Department\'s International Visitor 
programs and other exchange programs. Post has already facilitated 
contact with COGEL and will work with the Office of Government 

Ethics in Washington to facilitate the DVC series, as well as 

consider OA staff for IV programs. END SUMMARY. 


2. (SBU) On June 26, Ambassador Wayne and emboffs met with head of 
the Office of Anticorruption (OA), Dr. Abel Fleitas Ortiz de Rozas. 
(See SEPTEL for background of the Anticorruption Office.) Fleitas 
opened by describing some of the challenges Argentina faces in its 
fight against corruption: a general public tolerance of corruption, 
the lack of a culture of transparency, and a slow and cumbersome 
legal system that hinders his office\'s ability to successfully 
prosecute cases. He mentioned that, while his office has brought 
many cases to trial, there are far fewer convictions. Fleitas 
requested USG assistance in strengthening the OA\'s skills in oral 
arguments, particularly related to cross-examination and their use 
of expert witness testimony. He was interested in Ambassador 
Wayne\'s offer to facilitate a series of digital video conferences 
with our Department of Justice on the topic. 


3. (SBU) Fleitas highlighted his office\'s very active participation 

in international anti-corruption conventions. He mentioned 
Argentina\'s participation in the Conference of State Parties (COSP) 
related to the United Nations Convention Against Corruption (UNCAC), 
the Mechanism for Follow-up on the Implementation of the 
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Inter-American Convention Against Corruption (MESICIC), and the 
OECD\'s Anti-bribery convention. He cited Argentina\'s participation, 
along with the USG, in the pilot evaluation program of the UNCAC. 

He expressed appreciation for the USG\'s leadership role in promoting 
these conventions and gratitude for our recent offer of assistance 

with the UNCAC checklist (REFTEL). 


4. (SBU) Ortiz de Rozas also discussed the OA\'s efforts to change 
the current Argentine cultural tolerance of corruption through 
promoting transparency, prevention campaigns, improved 
investigations, and more efficient prosecution. He expressed 
admiration for what he called the U.S. culture of transparency and 

its history of whistleblowers, and discussed a few recent projects 

to raise awareness of the problems of corruption. Fleitas expressed 
interest in attending the annual conference of the Council on 
Government Ethics Law (COGEL), which includes as a member the U.S. 
Government Office of Government Ethics - a long-time partner of the 
OA. He also expressed interest in how participation in 

international exchanges and visitor programs might help improve the 
expertise of his staff. 


5. (SBU) Post has already facilitated contact with COGEL for the 
OA and passed the conference registration form and schedule to 
Fleitas\'s office. Post plans to work with the Office of Government 
Ethics in Washington to facilitate the DVC series, which may involve 
some coordination with the Department of Justice. Post will work 
with the LEGATT to identify appropriate experts on oral proceedings. 
Post will also continue to consider OA staff for IV programs and 
other professional exchanges. 


Wayne 
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E.O. 12958: N/A 

TAGS: TRGY, ENRG, SENV, KSCA, OTRA, US, BR 

SUBJECT: COUNTRY CLEARANCE APPROVAL FOR DOE/EE A/S KARSNER JULY 
2007 


REF: STATE 91131 


1. Mission welcomes and grants country clearance for U.S. Department 
of Energy (USDOE), Assistant Secretary for Energy Efficiency and 
Renewable Energy, Alexander Karsner, to Brasilia (July 10-12) and 

Rio de Janeiro (July 12), Brazil, to participate in the Council on 
Competitiveness and its Brazilian counterpart, Movimento Brasil 
Competitivo\'s First-Ever United States-Brazil Innovation Summit. 


2. All hotel reservations were made in Brasilia and Rio de Janeiro 
and Brasilia, as requested. Official itinerary in Brasilia and Rio 

de Janeiro and hotel confirmations will follow electronically to 
tania.strong@ee.doe.gov 

Guest is responsible for no-show and cancellations of hotel 
reservations should be made at least 48 hours previous to arrival 
date. 


3. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. \"Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


4. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


5. The U.S. Embassy continues to receive reports from official 
visitors and tourists of recent VARIG domestic and international 
flight cancellations due to the airline\'s financial difficulties. 

These cancellations continue to result in missed connecting flights 
in Sao Paulo and Rio, and disruption of travelers\ itineraries. 
Although the airline has been purchased by a new buyer, both 
domestic and international flights are likely to operate at a 
significantly reduced confidence level during their restructuring 
period. 


U.S. citizens should keep this in mind when making travel plans. 


6. All official visitors must attend the RSO Security briefing. 
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7. Embassy points of contact for this visit are: 


-- Control officer in Brasilia: Science Counselor, Patricia Norman, 

Tel (55)(61) 3312-7401 or (55)(61)3312-7432, Fax (55)(61) 3312-7646 
(Science Section), cellular phone (55)(61) 9965-1439, home: (55) 

(61) 3364-6447, email: NormanPD@state.gov 


-- KG Moore, Science Officer, Tel. (55) (61) 3312-7396, 
Cellular (55)(61)9674-8062, email: MooreKG@state.gov 


-- Control Officer in Rio de Janeiro: Camille Richardson, 

Principal Commercial Officer, U.S. Consulate- Rio de Janeiro, Tel 
(55) (21) 3823-2410, Fax (55)(21) 3823-2424, email: 

Camille. RichardsonOmail.doc.gov 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
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employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer. 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 
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the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 

post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 

charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 


Column 3 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 
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-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 
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14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


SOBEL 
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SUBJECT: TRINIDAD £ TOBAGO ECONOMIC HIGHLIGHTS - MAY 


The following were notable economic issues in Trinidad & Tobago 
during the month of May 


) CA adds flights to Caribbean and North America 
) Another airline for T&T 

) Goodbye State-Run Sugar 

) Panama Canal Project invitation 

) TSTT loses millions 

) T&T\'s economic growth impressive 

) Record nesting season for leatherback turtles 
) Investors in Venezuela relocate to T&T? 

) T&T Transport - buses, rapid rail, water taxis 
0) Saharan Dust in Trinidad contains pesticides, 
USGS-led team finds 

11) Climate change warnings 

12) Alutrint to begin site work - or not! 

13) New Cuban medics in town 


4 
2 
3 
4 
5 
6 
7 
8 
9 
1 


1. CA adds flights to Caribbean and North America 
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Caribbean Airlines will increase seat capacity to the Caribbean and 
North America by 25 percent. CA will fly double daily frequencies 

to New York four days a week, maintaining daily service for the rest 
to the week. The airline will add one extra flight to the Toronto 
route, and a morning and evening service linking Guyana, Barbados 
and Port of Spain three times weekly. 


2. Another T&T airline 


Constellation West Indies Airways Ltd. (CWIA), T&T\'s newest airline, 
is scheduled to take to the skies in later this year after 

celebrating its inaugural flight to Panama and Curacao in June. The 
airline\'s Managing Director and sole shareholder Mujjhtabah Mohammed 
is also the Managing Director of Constellation Travel Service. 
According to newspaper reports, the company has been in the travel 
business for 23 years and has been involved in charter operations. 
CWIA is presently in the process of applying for its local Air 
Operators Certificate. CWIA routes will include Guyana, Fort 
Lauderdale, New York, and Toronto. The airline\'s fleet will consist 
of two Boeing 757 aircraft, and it intends to acquire other craft in 

the future. 


3. Goodbye State-Run Sugar 


May 25 saw the last truck loads of cane brought to the sugar 

factory. However, the State-run Sugar Manufacturing Company Limited 
(SMCL) closed it final crop with an 18,000 ton shortfall of it 

intended target of 378 tons of cane. All the sugar produced was 
exported, with the final shipment of 7,000 tons going to the 

European Union. 


4. Panama Canal Project invitation 


Chief Operations Officer of the Panama Canal Authority Manual 
Benitez extended an invitation to the local business community to be 
part of the US$5.25 billion Panama Canal extension, presently in 
progress and due to be completed in 2014. Benitez\' list of needs 
included asphalt, steel, aggregate, cement and technical expertise. 
When the canal was first built, 1,427 T&T workers were contracted 
for the project. 


5. TSTT loses millions 


Local telecom provider TSTT is likely to declare an after tax loss 
of US$19 million compared to a post tax profit of US$41 million last 
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year. TSTT\'s CEO Roberto Peon said the company suffered from \"asset 
impairment\" estimated at US$30 million, US$16 million from fraud, 

the lost of US$14 million from it international long distance 

market, and cable theft (for copper) amounted to US$4 million. Peon 
plans to approach Government for a moratorium on the sale/export of 
copper. TSTT is 51 percent owned by the GOTT and 49 percent is 
owned by international telecom giant Cable and Wireless. 


6. T&T\'s economic growth impressive 


Two credit rating agencies commended T&T on its impressive economic 
growth. Regional agency Caricris assigned its highest 

creditworthiness rating to the government for debt size of US$500 
million, assigning ratings of CariAAA to foreign currency and 

CariAAA for local currency in its rating scale. Analysts from 
International rating agency Standard & Poor\'s (S&P) also lauded the 
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government on its impressive growth but expressed concern over its 
lack of economic diversification and dependency on energy revenues. 
IMF Mission Chief for T&T here to attend the Regional Economic 
Outlook described T&T\'s economic growth as \"quite a remarkable 
achievement.\" 


7. Record nesting season for leatherback turtles 


Scientists predicted record numbers of nesting leatherback turtles 

in T&T this year as local and international conservationists ramp up 
efforts to protect this endangered species. The north coast of T&T 

has long been the second most popular nesting destination worldwide 
for leatherback turtles, the largest turtle species and may see 

upwards of 7,000 females this year. This unique spectacle is 

becoming a more important draw for eco-tourism, and local 
communities are getting increasingly involved in conservation 

efforts. Dr. Scott Eckert, director of science for the Wider 

Caribbean Sea Turtle Conservation Network (WIDECAST), commends local 
conservation management efforts, and notes that local turtle groups, 
which monitor the beaches where the turtles nest and lead guided 
tours, have become the primary economic force in some north-coast 
villages and serve as a model of how sea turtle nesting can be used 

as a resource for community development. Local environmental groups 
and relevant government ministries also formed a Nets Working 
Committee in 2007 to protect these turtles and other marine species. 


However, despite community-based conservation efforts, leatherback 
turtles continue to face danger in T&T from poachers as well as from 
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entanglement in gill nets or shrimp trawling nets. The U.S. 

National Oceanographic and Atmospheric Administration is developing 
strategies for local fisherman to reduce the number of turtles 

caught in gill nets. Post will report in greater detail on these 

strategies as well as on efforts to implement turtle excluder 

devices (TEDs) in shrimp trawling nets septel. 


8. Investors in Venezuela relocate to T&T? 


During a post cabinet press conference GOTT Trade Minister Ken 
Valley announced that two or three major foreign companies with 
investments in Venezuela have made enquiries about relocating to 
T&T. He said the companies were not in the energy sector, but he 
declined to identify them. Valley said that if companies decided to 
relocate to T&T, the Government would look favourably at the 
possible investment. However, he said that the GOTT would not 
actively entice companies to pull out of Venezuela. 


9. Transport T&T - buses, rapid rail, water taxis 


Buses: Minister of Works and Transport Colm Imbert commissioned 38 
new buses bringing the local fleet to 230 with an additional 12 

buses expected later this year. The Minister requested proposals for 

an additional 50 buses specifically for use in rural and suburban 

areas. Twenty-five articulated buses were manufactured by Volvo, 
Brazil, and 13 tour buses were manufactured by Chinese firm Zonda 
and acquired through Champion Motors of the U.S. Total cost was 
approx. US$8.4 million. 


Rapid Rail: Imbert announced that a contractor for the rapid rail 

project final design and planning stage would be announced shortly. 

PM Manning also confirmed that final negotiations would be completed 
by the end of June. The two consortia bidding for this project are 
Trintrain consortium lead by French company Bouygues Travaux Publics 
and the T-3 Group, led by another French company Vinci Construction 
and Bombardier. Estimated value for the total project is US$1.1 

billion. 


Water Taxis: Manning announced that the infrastructure for the 
water taxis was established and the service would be in operation by 
the end of August. 


10. Saharan Dust in Trinidad contains pesticides, USGS-led team 
finds 


A recently released report based on the findings of a U.S. 
Geological Survey (USGS) team examining the effects of Saharan dust 
in T&T found that the dust samples collected over the past two years 
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contain six pesticides harmful to human, animal and plant health. 

The Saharan dust, consisting of soil and other particles that are 

transported every year across the Atlantic from Africa to the 

Caribbean and the Southeastern U.S., has been blamed for many health 
issues in T&T, including asthma and other respiratory illnesses, and 
Environmental Management Agency chairman Dr. John Agard says Saharan 
dust has been increasing in recent years. The USGS, along with 
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local and international partners, is involved in a six-year study of 
the Saharan dust and its effect on humans and coral reefs. 
Currently in the middle of their third year of research, they are 
working with Post to gain access to a new dust sampling location in 
Tobago. 


11. Climate change warnings 


At a three-day conference on climate change, Permanent Secretary in 
the Ministry of the Environment Jacqueline Ganteaume-Farrell told 
participants (mostly school children) that reclaimed land and 
removal of mangrove for coastal development only added to the 
country's vulnerability to climate change. She said the National 
Reforestation and Watershed Rehabilitation Programme will replace 
33,030 acres of trees over the next ten years. A program has been 
established with energy companies to ensure that any trees they 
remove are replanted in the same area or an area approved by the 
Ministry. The Government is also testing the feasibility of using 
solar energy to heat water in homes and will evaluate the use of 
alternative fuels through a pilot project using solar water heating 

in 11 test homes. 


Chairman of the Environmental Management Authority John Agard said 
that T&T was a victim of climate change, with rising sea levels from 
1.3 to 1.6 mm, warmer temperatures; the recent dry season produced 
the country's hottest temperature of 35.8 degrees Celsius, and a 
decrease in rainfall. He also warned of the increases in 
weather-related deaths and infectious diseases. Agard noted that 
although T&T lies outside of the hurricane belt, hurricanes are 
coming closer. He said that the total amount of greenhouse gasses 
emitted in T&T is insignificant compared to the U.S. and China, but 
as a petroleum economy, the country has a moral responsibility to 
contribute to the solution. 


12. Alutrint to begin site work - or not! 


The Environmental Management Authority (EMA) awarded a Certificate 
of Environmental Clearance (CEC) to majority state-owned company 
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Alutrint to construct an aluminium smelter in Trinidad. The company 
indicated that pre-construction activity on the smelter complex is 

likely to being in the second half of 2007, to be completed in the 

latter half of 2009. However, the Civil Rights Association which is 
chaired by Ramesh Lawrence Maharaj, former Attorney General under 
the United National Congress (UNC) administration, intends to file 

for judicial review to quash the granting of the CEC. In addition, 

the Association will seek a Court order to block Alutrint from 

moving forward with construction. A release from Alutrint 
acknowledged that it will review the very comprehensive CEC in order 
to ensure that the EMA\'s conditions are fulfilled within the time 
frames specified. It also reaffirmed that Alutrint would consider 

all health, safety and environmental regulatory requirements as a 
minimum target, and continually strive to improve upon statutory 
expectations. 


13. New Cuban medics in town 


A team of medical personnel from Cuba comprising 22 doctors and 18 
nurses arrived in T&T on two-year contracts to help with the 

shortage of specialized medical personal at hospitals. The team, 

the third set of Cuban medical personnel to come to T&T, 

participated in a three-week training and orientation program 

designed to familiarize them with local conditions. According to 

Health Minister John Rahael, another batch of 30 medics was expected 
in June. Over the last four years, doctors employed with the United 
National Voluntary Programme and pharmacists from the Philippines 
have been recruited to provide health care at various institutions. 
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E.O. 12958: N/A 
TAGS: EFIN, EPET, ECON, EAID, ENRG, PGOV, PREL, TD 
SUBJECT: TRINIDADVS EITI IMPLEMENTATION IS ON HOLD 


REF: (A) STATE 75118 (NOTAL), (B) 06 POS 117, 
(C) 07 POS 21 
SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY 


1. (SBU) This is an action request for State/EEB/ESC - see 
paragraph 8. 


2. (SBU) SUMMARY. The GOTT has reportedly done the groundwork to 
prepare Trinidad & Tobago\'s candidacy for the Extractive Industries 
Transparency Initiative (EITI), but the effort came to a stop in 
mid-2006, when Cabinet ministers voiced concern that T&T\'s 
reputation would suffer by association with other EITI candidates 

and discomfort with the role of international NGOs in the 

initiative. EITI Board Chairman Eigen\'s letter to Prime Minister 
Manning will not overcome these reservations. The Finance Ministry 
official who has led EITI implementation to date recommends that 
developed country sponsors and international oil companies in T&T 
make a joint approach to the Prime Minister. Post concurs with this 
advice and seeks Washington guidance on whether and how to act on 
it. END SUMMARY. 


3. (SBU) EconChief confirmed with UK High Commission DCM that ref 
(A) letter on the Extractive Industries Transparency Initiative 

(EITI) from EITI Board Chairman Peter Eigen was delivered to Prime 
Minister Patrick Manning during the week of May 28. Christine 
Sahadeo, the minister in the Ministry of Finance who has led EITI 
implementation, told EconChief that she too had seen the letter. 


4. (SBU) GOTT implementation of EITI had significant momentum in 
early 2006, to the point that a draft work plan and proposed 

nomination of a senior-level individual to lead implementation were 
referred to the Cabinet-level Standing Committee on Energy. 

According to Minister Sahadeo, the draft work plan focuses on the 
petroleum sector but could be expanded to cover liquefied natural 

gas and gas-based petrochemicals, which have overtaken petroleum as 
the principal sources of export revenue. 


5. (SBU) GOTT work on EITI came to a halt when other Cabinet 
ministers expressed concern that signing up for EITI could damage 
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T&T\'s reputation as an investor-friendly, industrializing nation by 
associating T&T with considerably less developed and less 
transparent oil and gas producers. Sahadeo also cited concern among 
Cabinet ministers over the role of international NGOs in the EITI, 
commenting that while the GOTT \"has no problem with dialogue,\" it 
draws the line at \"NGOs that attempt to dictate government policy.\" 


6. (SBU) Sahadeo asserted that if the Cabinet decides to move 
forward with EITI, T&T would be in a position to make rapid progress 
on its candidacy and implementation. However, based on EconChief\'s 
conversation with her, Post does not believe the Eigen letter alone 

will revive ElTl in Trinidad & Tobago. While Sahadeo herself 

remains interested in the initiative, she suggested to EconChief 

that developed-country sponsors and international oil companies 

active in T&T consider approaching Prime Minister Manning to 
overcome GOTT reservations about the initiative. 


7.(SBU) COMMENT: T&T appears well equipped to lead by example in 
EITI, based on its relative transparency and success in leveraging 

natural resources for development. Moreover, as the GOTT reaches 

out to developing oil and gas producers (see para. 21), having T&T 
solidly on board with the EITI would reinforce the message that 
transparency is a key ingredient in the recipe for success. A quiet 
withdrawal from the initiative, on the other hand, would be a missed 
opportunity for both T&T and the EITI. Minister Sahadeo has 
demonstrated commitment to the EITI. Post concurs with her advice 

on making a joint approach to Prime Minister Manning. END COMMENT. 


8. ACTION REQUEST: Post requests guidance on whether and how to 
formulate a joint approach by government and industry sponsors of 
EITI. Post believes this could be coordinated on the ground in 
Trinidad, perhaps in the form of a joint letter, but complementary 
outreach from Washington to others on the EITI Board would also be 
needed to get a consensus among the governments and organizations 
whose representatives in Trinidad would sign such a letter. 


9. (SBU) All of the major international oil companies operating in 

T&T support EITI: British Petroleum (bpTT), British Gas (BG Group), 
Repsol YPF, BHP Billiton, ChevronTexaco, and Talisman. These 
companies enjoy positive, constructive relations with the GOTT. 
When the EITI got underway, these companies gave the South Trinidad 
Chamber of Industry and Commerce (STCIC) a green light to engage 
with the GOTT on their behalf in support of the EITI and sent STCIC 
CEO Thackwray Driver to represent them at several international EITI 
gatherings. Industry focus on EITI has waned since GOTT 
implementation efforts stopped, but Driver told EconChief recently 

he believes they would be willing to re-engage, provided all of the 
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companies act together. 


10. (SBU) The weak point in T&T\'s capacity to implement an EITI work 
plan is the absence of constructive dialogue with relevant civil 

society organizations. The GOTT has an uneasy relationship with 
Transparency International (TI) and is not always adept at handling 
NGO criticism. Ruling party sensitivities are likely to increase in 

the run-up to parliamentary elections, which observers expect to be 
called for November or December this year. 


11. (SBU) When TI released its 2006 Corruption Perceptions Index 
(CPI), GOTT ministers publicly chafed at the fact that T£ TVs ranking 
had slipped steadily since former government ministers from both 
ruling and opposition parties were charged with financial 
misconduct. GOTT ministers complained of being penalized rather 
than getting credit for bringing high profile corruption cases to 

light and prosecuting them in the courts. In response, then head of 
TI\'s local chapter Reginald Dumas precipitated a public spat with 
Housing Minister Keith Rowley by criticizing the GOTT for not 
conducting public consultations on housing projects. 


12. (SBU) Soon after the spat with TI, the GOTT lost face in a 
confrontation with local environmental activists opposed to Alcoa\'s 
planned aluminum smelter (reftel C), a project identified closely 
with PM Manning. Alternately ignoring and rising to the bait of the 
activists\' aggressive tactics, in the end the GOTT pulled the plug 
on the planned industrial estate where the Alcoa smelter was to be 
constructed, leading observers to conclude that the activists had 
forced an unprecedented change in GOTT industrial development 
plans. 


13. (SBU) While Reginald Dumas\' April 2007 resignation from the 
local TI chapter has given his successor Victor Hart an opportunity 
to develop a more constructive relationship with the GOTT, Post 
believes these episodes have reinforced perceptions among 
ruling-party ministers that NGO agendas are motivated by partisan 
politics, particularly in this election year. 


14. (SBU) International oil companies are responsible for virtually 

all oil and gas production, as well as processing and export of 
liquefied natural gas (LNG). GOTT-owned companies operate T&T\'s 
aging refinery and control the supply of gas and petroleum products 
to industrial and retail consumers, as well as exports of refined 
products to import-dependent Caribbean neighbors. 


15. (SBU) T&T has attracted significant investment in 
capital-intensive on-shore industries over the last fifteen years, 
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transforming the country from a waning oil producer into a 
significant exporter of natural gas and petrochemicals and a growing 
center for gas-based industries. T&T provides roughly 70% of U.S. 
imports of liquefied natural gas (LNG) and significant shares of 

U.S. imports of ammonia and methanol. While using state-owned 
companies to pioneer some of these areas, the GOTT has then 
generally stepped aside to let foreign companies take the lead, 
strongly encouraging but not coercing those companies to hire and 
train T&T nationals at all levels of their operations. 


16. (SBU) The GOTT routinely reports aggregate oil and gas revenues, 
both in parliamentary budget proceedings and in annual reports 
available on the Ministry of Finance website 

(http://www. finance.gov.tt). At the company level, Finance Ministry 
officials note that confidentiality rules apply to individual 

corporate tax returns and contracts. While anti-smelter activists 
fault the GOTT for not publishing the prices at which gas is offered 
to major industrial projects, GOTT officials point out that 
disclosing that level of detail would violate confidentiality 

clauses and disadvantage the GOTT in future negotiations with 
prospective investors. 


17. (SBU) Industry contacts praise the GOTT for transparency in 
publishing oil and gas reserve estimates and having them audited by 
independent U.S. consultant Ryder Scott. While this is aimed 
primarily at giving certainty to foreign investors, it also has 


facilitated vigorous public debate over the GOTT strategy of 
encouraging investment into gas-based industries and downstream 
manufacturing. 


18. (SBU) T&T\'s modest reserves, combined with memories of the oil 
boom/bust of the 1970s and \'80s, prompted the GOTT to enact 
legislation in March 2007 establishing a Heritage and Stabilization 
Fund (HSF), developed after studying international best practices. 
The legislation includes formulas for minimum deposits of surplus 
energy sector revenues, clear conditions on withdrawals for revenue 
stabilization, and rules designed to ensure that T&T will have a 
stream of investment income to replace oil and gas revenues when 
reserves are depleted. While the HSF board has not yet been 
appointed, the GOTT has so far deposited US$1.5 billion in the 
fund. 


19. (SBU) The more pressing transparency issues in T&T are on the 
expenditure side. Decision-making on major projects is often 
opaque, with a recent proliferation of special purpose companies 
that are not subject to standard tender requirements. The current 
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government has promised but never formulated legislation to reform 
government procurement. In fact, Prime Minister Manning recently 
brushed off calls for procurement reform, suggesting that it would 
only slow needed infrastructure spending. 


20. (SBU) As a middle income country with one of the highest 
sovereign credit ratings in the Western Hemisphere, T&T is neither a 
significant recipient of ODA nor a borrower from international 
financial institutions. Nevertheless it actively cooperates with 

the IFls, and it made use of World Bank technical assistance in 
formulating its Heritage and Stabilization Fund. 


21. (SBU) It is worth noting that the GOTT also has begun providing 
technical assistance to other developing country oil and gas 
producers, geared toward helping governments negotiate on an equal 
footing with international oil companies and replicate T&T\'s success 
in attracting investment into gas-based industries. Prime Minister 
Manning announced this initiative during a February 2007 speech to 
the African Union in Addis Ababa. Since then the GOTT received 
delegations from Equatorial Guinea and dispatched T&T experts to 
provide advice to governments in Chad and Belize. While the GOTT 
does not envisage offering advice on fiscal transparency, the 
officials involved acknowledge that transparency will have a bearing 
on other countries\' success in following the Trinidad & Tobago 
model. 
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Column 3 
Classified By: Deputy Chief of Mission Daniel Speckhard for reasons 1.4 
(b) and (d). 


1. (C) Summary: On June 27, DCM Dan Speckhard met with Iraqi 
Prime Minister's Chief of Staff Dr. Tariq Abdullah, at the 

latter\'s request to deliver a message from the Prime 

Minister. Dr. Tariq relayed that the PM is concerned that 

the U.S. might assist Minister of Culture Asad Al-Hashimi 

evade his arrest warrant and flee Iraq. DCM assured Dr. 

Tariq that the U.S. had no plan to help Minister Al-Hashimi 

evade justice. End Summary. 


2. (C) Prime Minister Chief of Staff Dr. Tariq Abdullah 

explained to DCM that the Prime Minister was concerned about 
Adnan Duleimi\'s (Sunni - Iraqi People\'s Conference) statement 
that the U.S. Embassy would help Minister of Culture AsVad 
Al-Hashimi evade his arrest warrant and escape the country. 
DCM assured Dr. Tariq that no one in the U.S. was thinking of 
helping the Minister of Culture evade justice in Iraq. 


3. (C) DCM expressed interest to know how the PM would manage 
the political impact of this case. DCM stated that Vice 

President Tariq Al-Hashimi had expressed as much anger to the 
Ambassador over the way that it had happened, as that it had 
happened. DCM explained that as a coalition partner, we do 
not presume to be able to judge the merits of the individual 
cases, but we are concerned that high level cases are 

occurring without sectarian balance. DCM stated that, for 
example, General Mahdi is a Shia and is a senior official in 

the Ministry of Interior against whom there is much evidence 

as well as an arrest warrant, yet he is still free. 


4. (C) Dr. Tariq asserted that the two cases are different. 

In the case of General Mahdi, the case concerns crimes of 
integrity, which have an administrative procedure allowing 
Ministers to suspend the proceedings while they conduct their 
own independent inquiry. \"This is why the General is still 
free,\" said Dr. Tariq. But in the case of Minister of 

Culture Asad Al-Hashimi, the case concerns criminal charges 
and the warrant was issued by the judicial authorities, 
explained Dr. Tariq. \"Can the PM suspend the proceedings 
against Minister Hashimi in the same manner the Minister of 
the Interior suspended proceedings against General Mahdi?\" 
asked the DCM. \"No,\" answered Dr. Tariq, \"the PM cannot 
interfere with the judicial authorities.\" 


5. (C) While not wanting to interfere in the judicial and 

legal processes, the DCM pressed for the PM to take political 
action and reach out in a cross-sectarian manner to discuss 
the issue, rather than simply declare from his office that he 
can\'t touch it. \"Even your best friends have the impression 


Column 3 
that the law is not being applied evenly,\" said the DCM. 


6. (C) Dr. Tariq responded that the Prime Minister does not 
distinguish between Shia and Sunni ministers, and the PM will 
not intervene on a judicial issue. The PM does not have a 
discriminatory viewpoint, emphasized Dr. Tariq. DCM answered 
that we have always felt that the PM is \"a man of integrity - 
honest, not corrupt, and concerned with the fate of all 

Iraqis.\" DCM reminded Dr. Tariq of the repeated messages of 
support from the President of the United States. At the same 
time, the DCM encouraged the PM to recognize the importance 
of managing these incidents in a way that does not inflame 
sectarian tensions and undermine the Government. 


7. (C) Dr. Tariq admitted that \"perhaps the Government has a 
problem in the judicial departments, which conceal evidence 

in Shia cases, but are prompt to publicize Sunni cases.\" 

\"But it is not the PM\'s doing, and when we identify it, we 

try to stop it,\" assured Dr. Tariq. He welcomed the Embassy 
bringing to the attention of the Prime Minister examples of 
judicial discrimination, and the Prime Minister would work to 
correct them, by moving, replacing, or firing the judges. 

DCM closed by saying he would relay the PM\'s concerns about 
Duleimi\'s statement to the Ambassador and Washington. 
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E.O. 12958: DECL: 07/01/2017 

TAGS: EFIN, OVIP, ECON, OTRA, ASEC, UY 

SUBJECT: SCENESETTER FOR SECRETARY OF TREASURY HENRY M. 
PAULSON, JRVS VISIT TO URUGUAY 


Classified By: Ambassador Frank E.Baxter 
for reasons 1.4 (B) and (D) 


1. (C) American Embassy Montevideo and | warmly welcome you 
and the other members of your distinguished delegation to 
Uruguay. Your July 12-13 visit comes at an especially 
auspicious time: only three months after the historic POTUS 
visit and right on the heels of U/S BurnsY and A/S Shannon\'s 
political mission here. The Uruguayans will be keen to learn 
your perspectives on U.S. economic and financial policies and 
objectives for the region and elsewhere around the globe. 
Uruguay\'s democracy is strong and its economic recovery from 
the 1999-2003 financial crises seems generally assured. But 
Uruguay needs to invest more in its people and should be 
persuaded to change the prevailing statist, commodity-based 
mind set so that it can face the global challenges ahead and 
become a knowledge-based society. Uruguay also needs to do 
more to enhance its security, including by cooperating more 
closely with us. 


2. (C) Though led by a leftist government, Uruguay continues 
to share many of our basic values, and it remains an island 

of democratic stability and good governance in a frequently 
turbulent region. Uruguay also plays a pivotal role in Latin 
America, where a number of countries have perilously 
distanced themselves from the U.S. After Uruguay\'s historic 
political shift to the left in the October 2004 elections, 

the USG focused on engaging the initially wary Frente Amplio 
(FA) government through a dialogue on trade. In large 
measure, this approach was successful and helped to produce 
our presently healthy bilateral relationship. The May 2006 

visit by President Tabare Vazquez to the White House and 
President Bush\'s reciprocal visit to Uruguay in March 2007 
symbolized mutual understanding at the highest levels. Almost 
unimaginable just two years ago, the visits also sent a 
powerful message to the region that the U.S. is less 
concerned with ideological labels than it is in working with 
governments who respect democracy, human rights and the rule 
of law. 


3. (C) The contrast of Uruguay\'s solid democracy helps to 
highlight the fallacies and economic recipes of the populist 
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regimes in countries such as Venezuela, Bolivia, Cuba, 
Nicaragua and Ecuador -- and to some extent Argentina. 
Vazquez\'s model appears to be Chile and he enjoys a 
privileged relationship with Chilean President Bachelet. A 

few months ago, a survey by the magazine \"the Economist\" 
rated Uruguay as the only country in South America to enjoy 
\"full democracy.\" The GOU is seeking U.S. market access and 
investment, but it is vulnerable on energy supplies (to 
Venezuela) and remains very preoccupied about its pulp mill 
dispute with Argentina. Uruguay also faces a long-term 
demographic problem; a low birth rate (except among the poor) 
is exacerbated by the brain drain of mostly young people who 
emigrate abroad in search of jobs. An estimated 600,000 
Uruguayans live or work abroad, mostly for economic reasons. 
To the extent that we can, we need to re-assure the 
Uruguayans that we are their friends, expose them to more 
modern economic and commercial ideas and try to encourage 
them to cooperate more assertively on security issues. End 
Introduction and Summary. 


4. (U) Uruguay is a small, stable, democratic nation of 3.3 
million people, almost half of them residing in its capital, 
Montevideo. Once known as \"the Switzerland of South 
America,\" it has long been one of Latin America\'s wealthiest 
and most egalitarian countries, with per capita GDP exceeding 
$6,000 during periods of growth. However, a four-year 
recession, which ended in 2003, cut this figure nearly in 

half and lowered Uruguay\'s historically excellent 
socio-economic indicators. Uruguay\'s economy has been 
recovering well over the past three years, and GDP per capita 
is back to around $5,800. Economy Minister Astori has been 
pursuing orthodox macro-economic policies to control 


inflation (6.4% in 2006) and to promote growth (7.0% in 2006) 
and investment. The GOU has also paid off its debt to the 

IMF early and has regularly issued bonds on favorable terms 

in the international financial markets, thus lowering its 

debt service costs. The debt to GDP ratio was down to 71% at 
the end of 2006, from over 101% in 2004. Unemployment is now 
in the single digits for the first time in 5 years. The 

country risk stood at 159 points in May 2007. Most observers 
believe that Uruguay seeks to emulate Chile\'s economic model. 
Vazquez and Bachelet, both physicians, enjoy a close 
relationship and common views on economic and social goals 
and the means to achieve them. 


5. (U) Uruguay is a major agricultural producer. Agriculture 
and agro-industry account for 23% of GDP and over 75% of 
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total exports. The major Uruguayan exports are meat (over $1 
billion this year), long-grain rice, dairy products, wool and 
soybeans. Forestry has surged over the last decade, due to 
favorable investment conditions and a favorable climate, 
where eucalyptus grows almost twice as fast as in the U.S. 
Uruguay does not import agricultural products but does import 
processed foodstuff. lt applies a 6.6% average tariff on 
agricultural goods and does not impose any kind of import 
quota. There are no subsidies to agricultural production or 
exports. Given the importance of this sector for the 
economy, Uruguay has been active in bilateral and 
multilateral fora to push for trade liberalization, and U.S. 
agricultural subsidies are a hot topic. The GOUVs trade 
policy on agriculture has generally been in line with 
Mercosur\'s policies, and Uruguay is a member of the G-20 
group of countries calling for the elimination of 

agricultural subsidies. The GOU threatened last year to file 
a case with the WTO on U.S. rice subsidies, but Embassy 
intervention allowed for the opening of a bilateral dialogue 
instead, in an attempt to resolve the issue. Talks are 
ongoing, but the threat of an impending WTO case still 
remains on the horizon. 


6. (U) Uruguay has diversified its trade to a considerable 
extent since the 1999-2003 crisis. Over 55% of Uruguayan 
exports were destined for Mercosur countries in 1998, but 
this had dropped to about 25% by 2006. At the same time, 
exports to the U.S. skyrocketed and the U.S. was Uruguay\'s 
first market in 2004 and 2005, primarily due to beef exports. 
Favorable beef prices in Russia caused exports to the U.S. 
to drop in 2006, but it appears that 2007 will once again see 
the U.S. as Uruguay\'s leading export market on a par with 
Brazil. This growing importance of the U.S. market has 
provided us with some leverage with the GOU and is a primary 
reason for its interest in expanding the trade relationship. 
Uruguay exported $521 million to the U.S. in 2006 (mostly 
beef, leather and gasoline) and imported $331 million (mostly 
machinery, power plants, and medical and computer equipment.) 
Other sectors of the economy besides agro-business are 
seeing significant growth. Uruguay is developing a dynamic 
software sector and is already the largest exporter of 
software in the region, most of it proprietary. Call 

centers, financial services and tourism are also dynamic 
sectors where significant investment is taking place. 


7. (C) Still, Uruguay has a heavy debt burden and no known 
hydrocarbon deposits, so that Venezuelan oil and money 
provide considerable temptation to boost the economy. 
Uruguay\'s state oil monopoly ANCAP recently signed a deal 
with Venezuela\'s state-owned PDVSA to help fund oil 
exploration in the Orinoco region of Venezuela in return for 
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a proportional share of the resulting oil. Details of the 
agreement remain murky, and observers are skeptical if the 
endeavor will result in significant gains for Uruguay. As 

for PDVSA\'s pledge, a year and a half ago, to fund a $600 
million refurbishing of Uruguay\'s refinery to allow it to 
process Venezuela\'s heavy oil, it still remains to be 
implemented. There is also much interest in natural gas from 
Bolivia, but delivery through the existing pipelines would 
necessarily have to pass through Argentina, and thus be 
subject to the vagaries of Argentine power needs. Venezuela 
has also invested in several failing firms in Uruguay and has 
promised to do more. So far, except for oil at preferential 
prices, much of Chavez\'s promises to Uruguay remain 
unfulfilled. The GOU has also been the most wary of the 


Mercosur countries regarding Venezuela\'s Banco del Sur 
project, though in late June, Uruguay decided to join in on 
the project, over the objections of Minister Astori. 


8. (C) Uruguay still needs to resolve its philosophical 
quandary between economic dynamism and socialist 
egalitarianism. Many elements for strong economic growth are 
in place. The traditional pillars of its economy -- 

farming, tourism and finance -- are all doing well, and 
foreigners are increasingly investing here. But four things 
hold Uruguay back. The first is that Uruguay is part of 
Mercosur, which now includes Venezuela. Mercosur has 
increasingly devolved from an imperfect customs union into a 
more political organization, with anti-American overtones. 
Uruguay might need the consent of its Mercosur partners if it 
were to negotiate a Free Trade Agreement (FTA) with the 
United States, though many here argue that no authorization 
is needed. Second, the current Frente Amplio government 
still harbors hard-line Socialists, Communists, ex-guerrillas 
and powerful trade unionists. While in the minority, these 
groups are nevertheless quite vocal and influential. Third, 
many ordinary Uruguayans seem content to leave large segments 
of their economy, including telecoms, power generation, oil 
imports and several banks, in state hands. Finally, 
Uruguayan culture still values professions that are not 
particularly useful or marketable in the global economy. 
Universities here graduate too many architects and lawyers 
and not enough IT experts, entrepreneurs and engineers. As 
with the labor unions, the Communists have considerable 
influence among the teachers and in education. Still, an 
educated population, strong respect for the rule of law, a 
comparatively low crime rate, and a good infrastructure make 
Uruguay one of the more attractive destinations in the region 
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for foreign investment. 


9. (C) Expanding the trade relationship and encouraging 
investment have been the foundation of our engagement with 
the moderate segment of the GOU. On May 4, 2006, President 
Tabare Vazquez met with President Bush in the Oval Office 
where both leaders agreed to deepen our trade relationship. 
After this meeting, a series of visits by USTR officials 

examined the possibility of FTA negotiations, but the 
discussions did not immediately bear fruit. Instead, DUSTR 
John Veroneau traveled to Uruguay to sign a Trade and 
Investment Framework Agreement (TIFA) on January 25, 2007. 
An FTA and Trade Promotion Authority (TPA) issues were 
discussed again during President Bush\'s visit to Uruguay in 
March 2007. While President Vazquez is sometimes hesitant to 
utter the words \"Free Trade Agreement" in public, he and his 
administration have repeatedly stressed their eagerness to 
maximize bilateral trade. In private, they have made it 

clear that their objective is to negotiate an FTA with the 

U.S. You may wish to broach the subject of an FTA in your 
private meeting with President Vazquez and Economic Minister 
Danilo Astori. We advise against raising it with Foreign 

Minister Gargano if you meet him, however, because he is 
clearly opposed to an FTA with the United States. 


10. (C) Aside from trade, we also need to intensify bilateral 
cooperation in areas such as counter-terrorism, 
counter-narcotics, mil-to-mil cooperation, container 
security, border controls, the upgrade of Uruguay\'s civil 
aviation authority to Category 1, alternative sources of 
energy (especially wind, bio-diesel and ethanol), 
phytosanitary issues and science and technology cooperation. 
We also believe that investing in people, through more 
cultural exchanges and support to English language training 
programs, can make a difference towards changing the 
socialist mindset in Uruguay. 


11. (C) Following the POTUS visit last March, the NSC sent 
taskers to various agencies and bureaus for the purpose of 
strengthening our bilateral ties. We have made progress in 
several areas, notably bio-fuels cooperation, promoting 


entrepreneurship and innovation, and phytosanitary issues. 

On June 10-13, Industry Minister Lepra and a group of leading 
entrepreneurs from Uruguay were invited by Commerce Secretary 
Gutierrez to the first Americas Competitiveness Forum in 

Atlanta. The GOU has offered to host a follow-up symposium 

on innovation, to be held in Punta del Este in April 2008. 
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We also arranged for a visit by a high-level Uruguayan 
delegation to Texas A&M and North Carolina State University, 
two leading universities at the forefront of biofuels 

research. Promising cooperation agreements and work plans 
were reached with both universities, and with the University 
of Minnesota, to develop biofuels in Uruguay. As for 
phytosanitary issues, Uruguayan blueberries are close to 
being certified for export to the U.S., and there is progress 

on the certification of lamb and citrus. 


12. (C) A practicing physician (every Tuesday), President 
Vazquez is a cautious and prudent man who is sometimes shy in 
international settings. He appears to style himself after 

Chile\'s ex-President Ricardo Lagos, and his mild leadership 
style sharply contrasts with the bombast of Venezuela\'s Hugo 
Chavez, Argentina\'s Nestor Kirchner and Bolivia\'s Evo 
Morales. Vazquez is also a pragmatist, and what he most wants 
for Uruguay is jobs, investment and growth. At home and 
abroad he has been caught between the competing demands of 
radicals and moderates in his own coalition, and he often 

faces a tremendous challenge to balance these opposing 
forces. His leadership style is predictable: he tends to stay 
above the fray and allow competing factions in the FA to 

debate an issue to exhaustion and then weighs in with a final 
decision. Vazquez\' adroit and pragmatic leadership, along 

with Uruguay\'s strong institutions and the basically 
conservative nature of Uruguayan society prevented the 

radical tilt some observers predicted during the 2004 

electoral campaign. The contradictions between the radicals 
and moderates inside the Frente Amplio will probably have to 
be resolved if it is to win the 2009 national elections, 

since in the last elections the FA won only 50.1 percent of 

the vote. President Vazquez recently declared that he would 
not seek to modify the Constitution in order to run for a 

second term as President. 


13. (C) Vazquez and his coalition Frente Amplio (FA) 
government have been in power for over two years and have 
continued to receive high ratings (a June 18, 2007 
\"Interconsult\" poll shows Vazquez with a 59 percent approval 
rating.) The moderates in his cabinet, especially Economy 
Minister Danilo Astori and Energy Minister Jorge Lepra, have 
also enjoyed favorable approval ratings and the President\'s 
confidence, and therefore they exercise considerable sway in 
foreign policy and the economy. The radicals within the FA 
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coalition have challenged Vazquez more seriously than the two 
debilitated opposition parties (Blancos and Colorados) who 
ruled the country during the past century. Vazquez still 

relies on a relatively small cadre of experienced officials 

to get things done, including his cabinet-level Chief of 

Staff Gonzalo Fernandez. A key ally in domestic politics has 
been Agriculture Minister and ex-Tupamaro guerrilla leader 
Jose Mujica who, despite his violent past, has often 

countered the extreme ideologues on the far-left. (Note: 

Mujica is a possible Presidential candidate. His MPP faction 
represents about 38% of the Frente Amplio, but many 
Uruguayan\'s distrust his Tupamaro past. A recent poll shows 
a 38% approval rating for him among the Frente Amplio and 13% 
among non-FA respondents. End Note.) 


14. (C) Vazquez has also been able to appease many of the 
far-left radicals when he addressed the human rights abuses 
committed during the \"dirty war" period of the military 
dictatorship, uncovered the buried bones of disappeared 
persons, and prosecuted some of the perceived worst human 
rights abusers. Economy Minister Danilo Astori is another 
probable Presidential candidate. Because of his orthodox 
economic policies and his past rivalry with Vazquez, he is 


not well liked within the Frente Amplio, though his appeal 
outside it with swing voters is much greater than Mujica\'s. 
Astori\'s latest poll figures show a 28% approval rating among 
the Frente Amplio and 61% among non-Frente respondents. 
Astori is grappling with implementing the recent tax reform 
and resisting pressures to spend more in the public budget. 
He may quit his post if he firmly decides to run for 

President. 


15. (C) The opposition Blanco (Nacional) and Colorado parties 
are still recovering from their historic defeats suffered 

during the 2004 elections, when they received only 34% and 
10% of the vote respectively. The likely presidential 
candidates in the next (2009) election for the Blanco Party 

are Senator Jorge Larranaga (\"Alianza Nacional" faction) and 
former President Luis Alberto Lacalle (\"Herrerismo\" faction), 
though the latter has recently said that he will not run. For 

the Colorado party, Pedro Bordaberry ("Vamos Uruguay" group), 
son of incarcerated ex-President Juan Bordaberry seems to be 
the only viable candidate at this time, though former 
Presidents Julio Maria Sanguinetti (\"Foro Batllista\") and 
Jorge Batlle (\"Lista 15\") cannot entirely be ruled out. Both 
opposition parties are betting on swing voters and that the 
Frente Amplio will remain vulnerable on high taxes and soft 

on crime. 
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Foreign Policy 

16. (C) Uruguay\'s foreign relations have historically 

reflected the efforts of a small nation wedged between two 
powerful neighbors to advocate self-determination, respect 

for human rights and the rule of law, the pacific settlement 

of disputes, and economic cooperation. While Uruguay does 
not see eye-to-eye with the U.S. on many international issues 
ranging from Kyoto to Cuba to the war in Iraq, both countries 
value freedom and independence. Uruguay has always punched 
above its weight in foreign affairs, but the ideological 

divisions within the Frente Amplio also explain its sometimes 
ambiguous foreign policy over the last two years. For 
example, the anti-American, pro-Venezuelan Foreign Minister 
Reinaldo Gargano was virtually absent from all the 

substantive bilateral trade discussions with the U.S. He has 
also been a non-player in Uruguay\'s number one foreign policy 
concern: the long-running, serious dispute with Argentina 

over the construction of a giant pulp mill on a shared river. 


17. (C) By far, the GOU\'s most serious foreign policy problem 
has been the severe bilateral dispute with Argentina over the 
construction of a Finnish-owned paper mill on a shared river 

-- not only because of soured bilateral relations with 

Uruguay\'s closest neighbor, but also because of the 
implications to foreign investment, an independent foreign 
policy, the influence of radical NGOs and relations with 
Mercosur. At $1.2 billion, the plant\'s construction cost 
represents 6% of Uruguay\'s GDP and its operation is expected 
to generate exports worth 2% of Uruguay\'s GDP. It represents 
the largest Foreign Direct Investment in Uruguay\'s history. 


18. (C) On the other hand, Argentine government officials, 
some inhabitants of the Province of Entre Rios across the 
river, and environmental activists claim the plant would harm 
fishing, farming, and tourist areas along the 
Uruguay-Argentina border. Argentina also claims that Uruguay 
violated the 1975 Uruguay River Treaty. Aspects of the case 
have gone before the International Court of Justice in The 
Hague and a Mercosur Tribunal, but Uruguay has sought little 
redress with the OAS. The U.S. voted to support the World 
Bank\'s IFC loan to the project. Protesters from Argentina 
have blocked bridges between Argentina and Uruguay off and on 
since December 2005 at great cost to Uruguay\'s trade and 
tourism revenues. The Uruguayans have felt bullied by 
Argentina\'s treatment and disappointed by Brazil\'s 
indifference. The pulp mill dispute is part of a 

schizophrenic relationship with Argentina, as Uruguay 
explores possible cooperation on an LNG facility and perhaps 
even nuclear power in the long term. The pulp mill dispute 
has indirectly (some would say ironically) contributed to 


Column 3 

Uruguay\'s tilt towards the U.S. 

19. (C) Uruguay\'s robust participation in international 
peacekeeping operations (PKO) can be partly explained by its 
dedication to and faith in international organizations. 

(Uruguay has the highest per capita contribution PKO among 
participants). Uruguay has stationed over 1,000 peacekeepers 
in Haiti and another 1,000 in the Congo. However, Uruguay\'s 
enthusiasm for international PKO is not matched in other 
areas of security cooperation, such as UN Security Council 
resolutions on Iran, WMD proliferation, and the like. We 
expect that so long as the Socialist Foreign Minister remains 
at his post, we will continue to experience minimal 

cooperation on these types of issues. Uruguay has a growing 
drug problem, however, and would like more counter-narcotics 
cooperation with the U.S. 


20. (C) Though Uruguay is unlikely to ever become a strategic 
partner of the U.S., it can be a valuable friend in a region 
that has significantly distanced itself from us in many 
instances. Uruguay\'s orthodox macroeconomic policies, 
serious debt management and strong respect for the rule of 
law place it squarely among other like-minded countries in 
the Hemisphere, such as Chile. Uruguayans of all stripes and 
political parties remember with gratitude the U.S. Treasury\'s 
$1.5 billion bridge in 2003, considered by most to have saved 
the country in the midst of its financial crisis. President 
Vazquez went out of his way to thank President Bush for this 
crucial assistance in a time of dire need. Over the last two 
years, we have been able to build a remarkable level of 
confidence with President Vazquez through enhanced trade 
initiatives and other confidence-building measures. Now is 
the time to clearly define where we want our trade dialogue 
to lead us and if an FTA is our shared ultimate goal. It is 
also the time to engage Uruguay beyond trade to other areas 
of bilateral cooperation including regional stability, 

security cooperation, incentives to private enterprise and 
investing in people. | believe that we can help Uruguay to 
make progress in these areas, but it will take time and 
resources. Meanwhile, your visit serves as a very important 
building block for deepening our overall engagement with 
Uruguay. End Comment. 
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E.O. 12958: DECL: 06/28/2017 

TAGS: ECON, PGOV, EFIN, BR 

SUBJECT: SCENESETTER FOR THE JULY 9-11 VISIT OF 
SECRETARY PAULSON TO BRAZIL 


SIPDIS 


Classified By: Acting Economic Counselor J. Andrew Plowman, 
reasons 1.4 (B) & (D) 


1. (C) Summary: The U.S. and Brazil share the basic goals of 
fostering hemispheric stability, promoting democracy, achieving 
a mutually satisfactory conclusion to the Doha round of WTO 
negotiations, preventing terrorist and drug transit activity and 
strengthening international non-proliferation regimes, but 
U.S.-Brazil cooperation is sometimes limited by the GOB\'s 
unwillingness to speak out against anti-democratic actions by 
the Venezuelan regime, engage in free trade or defense 
cooperation negotiations, or take proactive steps to address 
proliferation and counterterrorist concerns. Brazil has 
maintained its leadership role in the Haiti peacekeeping force 
but has not yet used that as a launching pad to greater 
international leadership on democracy promotion or security 
issues. 


2. (C) All too often, Brazil confines itself to South-South 
platitudes, or lets others take the lead, as in the recent 

takeover of the Mercosul agenda by Venezuela\'s Hugo Chavez. 
Brazil's status as a leader in biofuels, combined with the March 
2007 signing our bilateral MOU on biofuels cooperation, offer a 
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potential avenue for increasing bilateral cooperation in a 
strategically important area. The two presidential summits in 
March 2007 (Sao Paulo and Camp David), combined with several 
instances of reckless overreaching by Chavez, including Chavez\'s 
criticism of Brazil\'s ethanol policies and the signature of our 
MOU, have created a positive change of tone in our bilateral 
conversation. Despite their growing concern over Chavez\'s 
regional role, the Lula Administration clearly believes that it 

must maintain its distance from the USG in order not to 
compromise its perceived ability to work with Venezuela and its 
regional allies, including Bolivia. 


3. (C) On the economic front, LulaWs cabinet choices, which saw 
all three key economic ministers -- Finance Minister Mantega, 
Planning Minister Bernardo and Central Bank President Meirelles 
- keep their jobs, has confirmed Lula\'s intent to maintain 

policy continuity. In January, Lula unveiled his Growth 
Acceleration Program (PAC), a mish-mash of public investment 
promises and targeted tax breaks aimed primarily at construction 
and certain high tech sectors, which has become the economic 
policy centerpiece of his second administration. Although the 
PAC contains many measures of incremental merit, it fails to 
seize the opportunity presented by the current benign economic 
environment to tackle some of the growth-limiting distortions in 
the economy, such as the spendthrift fiscal system, burdensome 
tax structure and onerous labor regulations. Lula\'s social 
programs, combined with formal sector job growth and real 
increases in the minimum wage, have reduced income inequalities 
each year since 2004. More needs to be done to increase 
economic growth, however, to lift the masses out of poverty. 

End Summary. 


4. (C) While the attainment of a permanent seat on the UN 
Security Council has been a central tenet of Brazil\'s foreign 
policy under President Lula da Silva\'s government, Brazil has 
largely failed to assume the international leadership role that 
would make it a strong candidate for such a position. 
Unfortunately, the GOB has not used its laudable contribution to 
stability in Haiti as a first step along the road to becoming a 
champion of international peace, security and stability. 

Brazil\'s latest two-year stint on the UNSC, which ended in 
January 2006, was characterized by caution and equivocation 
rather than vision and leadership. Its foreign policy in 

general has often been dominated by symbolic steps to burnish 
its South-South credentials rather than by resolute attention to 
its core political and economic interests, including 

strengthening bilateral political and trade relations with The 
United States. The GoB, along with India, has led the G-20, a 
group of developing nations coordinating negotiating positions 
for the WTO Doha Round. The group\'s widely varying membership 
has made it difficult for them to reach consensus on negotiating 
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positions; some group members recently presented their own 
alternative proposal on Non-Agricultural Market Access (NAMA), 
in an implicit slap at Brazil and India\'s leadership. 


Friendly Cooperation, But Not Strong Friendship 
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5. (C) Brazil\'s democratic institutions are generally strong 

and stable, and the military dictatorship that ended over 20 
years ago is not likely to reappear, as Brazil's armed forces 
today pursue a professional non-political identity. With steady 
(though not spectacular) export-led economic growth having 
become the norm in the recent past, Brazil has been a supporter 
of reasoned foreign policy goals and has been steadfast in its 
support of democracy in the hemisphere. It has a strong 
interest in hemispheric security issues that largely mirrors our 
own, and actively cooperates with us on the operational level in 
the fight against terrorism and drug trafficking. 


6. (C) However, while the GOB has pursued generally friendly 
relations with the U.S., the current left-of-center 

administration has studiously avoided close cooperation with us 
on broad strategic issues important to us, and has kept us at 

arms length on most security-related issues. Specifically, the 
GOB has refused to negotiate a Defense Cooperation Agreement or 
Article 98 agreement, or to agree to broad protections for 
servicemembers participating in joint exercises. In addition, 
despite President Lula\'s active pursuit of high-level U.S. 
cooperation on achieving a successful result in the ongoing WTO 
trade talks, he has publicly said that the Free Trade Agreement 

of the Americas (FTAA) is not on his agenda. While Brazil would 
like to gain greater effective access to the U.S. agricultural 

market, it stubbornly refuses to recognize that it would need to 
reduce its industrial tariffs (its average MFN tariff is 11 

percent) and barriers to service exports to obtain this. Small 

and medium size producers here continue to fear competition from 
the U.S. 


7. (C) Our bilateral dialogue with the GOB on development 
assistance to Brazil and in third countries contains positive 
elements, including promising potential in biofuels, but is 
constrained by differences in approach to anti-poverty efforts, 
with the GOB focusing on cash transfers, while the USG prefers 
more finely targeted assistance. The Brazilian Government\'s 
multi-billion dollar poverty alleviation program -- Bolsa 

Familia -- receives technical assistance from the World Bank and 
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IDB, but USG budget constraints and the fact that it is a cash 
transfer program (albeit with conditions) keep us out of the 
initiative. USAID, for its part, has sought to target its 

efforts in Brazil towards promoting sustainable livelinoods 
through working on issues such as health, the environment and 
small and medium-sized enterprises. The Embassy was recently 
informed of plans to decrease USAID\'s budget in FY08 to USD two 
million, from its current level of USD eight million. Such a 
decrease in funding would severely impact our ability to 

continue an effective USAID mission. The GoB also has reacted 
poorly to our flagship environmental program, the Amazon Basin 
Cooperation Initiative. 


8. (C) Having survived a nearly year-long investigation of 

several scandals impinging on his administration, President Luiz 
Inacio Lula da Silva was handily re-elected to a second term in 
October 2006. We expect that his second term, which began 
officially on January 1, 2007, will look much like the first. 

We expect him to continue the conservative monetary and fiscal 
policies that characterized his first term, while taking some 

steps (notably his recently announced accelerated growth 
program) to try to bring Brazil\'s growth rate above the 3 

percent level where it has been stuck for the past five years. 
Achievement of the GOB\'s goal of sustained five percent growth, 
however, will require the Lula Administration to take steps that 

it is otherwise loathe to do, i.e., moving forward on fiscal, 

labor and tax reform, revamping its social security system and 
giving the Central Bank true independence. In foreign policy, 

the GOB appears poised to favor building ties with developing 
nations over improving relations with the United States and 

other developed nations. The foreign policy team of FM Amorim, 
Vice Minister Pinheiro Guimaraes and Presidential Adviser Marco 
Aurelio Garcia will likely remain in place. 


9. (C) It is worth noting that the caution and legalistic 
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approach which has characterized Brazil\'s approach to 
international issues predates the Lula administration and will 
outlive it. We should not expect a significant shift in 

Brazil's traditional reluctance to work closely with us on those 
issues most critical to our interests. In addition, while Lula 

has occasionally made comments to indicate he would be open to 
finding creative ways to increase bilateral trade with the U.S., 
Brazil remains constrained by Mercosul in any commercial 
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dealings with the United States. Venezuelan President Chavez\'s 
current participation in the group will make it impossible for 
Mercosul to engage itself seriously with the United States 
anytime soon. 


10. (S) Brazil's general desire not to be too closely 

identified with the U.S. is borne out in the GOB\'s approach to 
counterterrorism and non-proliferation. Cooperation remains 
good at the operational level, and we regularly obtain valuable 
information from GOB sources on terrorism. However, the GOB 
political leadership has refused to publicly endorse U.S. 
counterterrorism initiatives and has insisted that official 
communiques of the 3 plus 1 mechanism note that there is no 
evidence of terrorist operations in the Tri-Border area, where 
Brazil, Paraguay and Argentina meet. Wary of its large, 
prosperous and influential Arab population, the GOB makes every 
effort to downplay in public even the possibility of terrorist 
fund-raising going on inside Brazil. The Brazilian Foreign 
Ministry was sharply critical of U.S. designations of several 
Brazilian residents and individual nationals as terrorist 
fund-raisers around the time of last December\'s 3 plus 1 
plenary. Indeed, the Minister of Justice told visiting Attorney 
General Gonzalez that the GoB would react very poorly should the 
U.S. designate additional Brazilian residents without first 

sharing with the GoB evidence to support U.S. claims. The GOB 
has been outspoken in its criticism of Israel\'s 2006 invasion of 
Lebanon, which claimed the lives of at least seven Brazilian 
citizens of Lebanese descent, and U.S. support for same 
exacerbated Brazil's reluctance to publicly support the global 
war on terrorism. 


11. (C) The GOB is very cautious about taking an active role in 
some high-profile non-proliferation efforts, questioning the 

effort to refer Iran to the Security Council until the vote in 

the IAEA had become a foregone conclusion. Brazil has also not 
yet signed the NPT Additional Protocol, although it has not 

ruled out signing it in the near future. Brazil remains an 

active partner in the DHS\'s Container Security Initiative and 

has expressed approval of the Proliferation Security Initiative 
(PSI). However, the GOB has not yet endorsed the PSI statement 
of principles. A March 2006 DVC with experts in Washington 
addressed all the issues the GOB has with PSI, and those same 
concerns were addressed during the November 2006 bilateral 
Pol-Mil talks in Washington. We are still waiting to hear 
whether the GOB will now endorse the PSI principles. 


Column 3 
Biofuels -- Potential for Strategic Cooperation 


12. (U) The success of Brazil's ethanol program has made it a 
model for the world in terms of alternative energy and presents 
the potential for bilateral cooperation on an important 

strategic issue. Brazil's comparative advantage is its ability 

to inexpensively produce ethanol from sugarcane, which has the 
highest starch content of any plant stock. Cane requires less 
processing than ethanol produced from corn -- which is the 
method used in the U.S. to manufacture ethanol. According to 
the World Bank, at current prices, Brazil can make ethanol for 
about one US Dollar per gallon, compared with the international 
price of about USD 1.5 per gallon for gasoline. 


13. (SBU) Since the 1980\'s Brazil has attempted, without great 
success, to promote ethanol fuel exports to the United States. 
U.S. tariffs and charges make Brazilian imports uncompetitive. 

In addition to import tariffs of 1.9 to 2.5 percent, the U.S. 

imposes a 54 cents-per-gallon charge on ethanol imported for use 
as fuel. These charges must be paid by countries not covered by 
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free trade agreements or other trade preference arrangements. 
Given the requirements of its fast-growing domestic market, it 

is unclear whether Brazil could produce enough ethanol to supply 
international markets. Some estimates indicate that Brazil 

could increase its sugarcane acreage by no more than twenty 
percent over the next three to four years. The GoB is eager to 
implement the bilateral MOU on biofuels, signed on the margins 
of President Bush\'s March 2007 Sao Paulo visit. The MOU 
envisions promoting biofuels production and use in certain 
Caribbean and Central American Countries, scientific cooperation 
and promotion of a worldwide trade in biofuels as commodities 
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DEPARTMENT OF TREASURY IRS (MBALAS) 

DS FOR TRAINING (NSTOUT AND BMURRAY) 

FOR DEPARTMENT OF TREASURY IRS (RBROWN) 

DS FOR TRAINING (DBENSON AND NSTOUT) 

E.O. 12958: N/A 

TAGS: ASEC, EAID, ECON, KCRM, KJUS, SNAR, LT 

SUBJECT: LESOTHO: HUMAN RIGHTS VETTING FOR ILEA GABORONE NOMINEES - 
SMALL ARMS TRAFFICKING, AUGUST 13-17, 2007 

REF: STATE 69562 

1. Post submits the following information to the Department for 

human rights vetting on two candidates from Lesotho nominated to 
participate in REFTEL course. Both candidates are members of the 
Lesotho Mounted Police Service (LMPS). 

a) Name: Tsietsi N. JANKI 

Gender: Male 

Date of birth: January 14, 1969 

Passport no.: RA 644651 

Date of expiry: June 28, 2017 

Current assignment: Criminal Investigation Division 

Rank: Sergeant 

Contact no.: +(266) 57758694 

b) Name: TsVepo N. TsVotetsi 

Gender : Male 

Date of birth: February 2, 1978 

Passport no.: P 107416 


Date of expiry: November 14, 2007 
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Current assignment: Criminal Investigation Division 
Rank: Sergeant 

Contact no.: +(266) 58729215 


2. Post vetting and local checks revealed no derogatory 
information on Mr. Janki. Due to the lack of a consular 
interview, it was not possible to rule out one possible CLASS 
system hit on Mr. TsVotetsi, and post would appreciate the 
Department\'s assistance in vetting this candidate. 


MURPHY 
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1. SUMMARY: Head of the Southern African Development 
Community\'s (SADC) mediation delegation and former President of 
Botswana Masire successfully concluded the first round of talks 
between Lesotho\'s governing and opposition parties on July 1. On 
the same day, however, Lesotho\'s largest opposition party, the 

All Basotho Convention (ABC) held a rally at which party leader 
Thomas Thabane harshly criticized the GOL and the Lesotho 
Defense Forces (LDF) for alleged surreptitious arrests and 
mistreatment of its supporters. Thabane announced a protest and 
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work stoppage for July 5 to pressure the GOL on this issue. 
Meanwhile, the Independent Election Commission (IEC) announced 
that the governing Lesotho Congress for Democracy (LCD) had won 
a long awaited by-election at Makhaleng constituency No. 45 on 
July 2. END SUMMARY. 


The Masire Dialogue: Big 


Agreement on Little Issues 


2. (U) Ata press conference on July 1, head of the Southern 

African Development Community\'s (SADC) mediation delegation and 
former President of Botswana Sir Ketumile Masire announced that 
the first round of dialogue between Lesotho\'s governing and 
opposition parties was successfully completed. On the sticky 
procedural question of when issues related to the Mixed Member 
Proportional (MMP) model would be addressed, the stakeholders 
agreed that those issues would be raised immediately after the 
resolution of ongoing election-related court cases. 


3. (U) The stakeholders (political parties plus civil society 
organizations) also concluded that a new mechanism to resolve 
Lesotho\'s MMP issues in future elections should be established. 
Masire urged all stakeholders to work jointly for Lesotho\'s 

national interests and uphold the rule of law in order to ensure 
peace, security, and stability. He thanked the United Nations 
Development Programme (UNDP), the primary financial sponsor of 
his mission, for its support of the dialogue process. 


Opposition Rallies, Calls 


for Protest and Strike 


4. (U) Meanwhile, the All Basotho Convention, Lesotho\'s main 
opposition party, held a rally on July 1 in party leader Thomas 
Thabane\'s home constituency of Ha Abia near Maseru. In his 
address, Thabane condemned the GOL and its security apparatus 
for recent \"abductions\" and \"cruel acts of torture\" of ABC 
supporters. He labeled the recent disappearance of a number of 
ABC supporters as a deliberate and conscious crackdown on the 
opposition by the GOL. 


5. (U) In his speech, Thabane stated that a protest march to the 
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Prime Minister\'s office would be held on July 5 to pressure the 
GOL on the WabductionW issue. He added that if Prime Minister 
does not respond to the protesters\' demands, his supporters 
together with the ABC-allied Lesotho Workers Party (LWP) will 
stage a sit-in protest outside of the PM\'s office until July 8. 

He stated that the July 5 protest would be accompanied by a work 
stoppage and called on public transport associations to 

transport only those who will attend the rally on that day -- 

not those traveling to work. 


Governing Party Picks Up 
Last Parliamentary Seat 


6. (U) Independent Electoral Commission (IEC) Public Relations 
Manager Rethabile Pholo stated at a press conference on July 2 
that the governing LCD party had won the long awaited 
by-election at Makhaleng constituency No. 45. These 
by-elections were necessitated by the death of a candidate after 
the candidate registration period and prior to the February 2007 
elections. Voter turnout was reported to be 43.7%. The votes 
were tallied as follows: 

Lesotho Congress for Democracy (LCD) - 2,165 
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All Basotho Convention (ABC) - 1,585 
National Independent Party (NIP) - 304 
Basotholand Congress Party (BCP)  - 282 
Basotho National Party (BNP) - 262 
Alliance of Congress Parties (ACP) -71 
Marematlou Freedom Party (MFP) - 51 
Basotho Batho Democratic Party (BBDP) - 47 


Simultaneous Positive, Negative Signs 
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7. (SBU) COMMENT: The notable success of this round of 
SADC-mediated talks is that all parties stayed until the 

conclusion and maintained civility. The agreements concluded 
among stakeholders, however, were regarding procedural issues of 
how to conduct further talks and how to study Lesotho\'s 

political situation, not on actual remedies of perceived 

grievances. Meanwhile, dark allegations of abuse by the LDF and 
other security agencies continue to provide an emotional 

rallying point for the opposition movement. The planned ABC 
protest on July 5 carries the potential to once again disrupt 

life in Maseru. Maseru\'s taxi associations, traditionally 

strong supporters of the opposition, rallied behind the ABC 

during a two-day \"stay-away\" following the February 2007 
elections, and are likely to do so again. The governing LCD 
party\'s quiet victory dance after clinching its final 

parliamentary seat might be short lived as the nation\'s 

slow-burn political fires continue to smolder. END COMMENT. 
MURPHY 


114122 

OO RUEHWEB 

DE RUEHBU #1284/01 1832004 

ZNR UUUUU ZZH 

O 022004Z JUL 07 

FM AMEMBASSY BUENOS AIRES 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8564 

INFO RHMFISS/CDR USSOCOM MACDILL AFB FL//SCJ2// 
RULGPUA/USCOMSOLANT","UNCLAS BUENOS AIRES 001284 


SIPDIS 
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SIPDIS 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL 

SUBJECT: MEDIA REACTION; US IMMIGRATION REFORM; DECLASSIFICATION OF 
CIA DOCUMENTS; ARGENTINE ENERGY CRISIS; 07/02/07 


1. SUMMARY STATEMENT 


Today\'s leading international stories include the US immigration 
reform; the implications of the declassification of CIA documents; 
and Wall Street experts\' opinion about the Argentine energy crisis. 
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2. OPINION PIECES AND EDITORIALS 


- The US - the newly arrived are not always welcome" 


Oscar Raul Cardoso, international analyst of leading \"Clarin,\" 
comments on illegal immigration in the U.S. (06/30) \"Illegal 
immigration is one of the windows through which one can envision the 
future of the US superpower - in spite of all the debate it 

engendered, (illegal immigration) still stands for less than 4 per 

cent of the US total population... 


\"With these figures, one cannot stop asking whether it is possible 

to consider that the US Senate\'s recent failure to pass the new 
immigration reform proposed by George W. Bush is a blunt defeat for 
his administration, just as the US mass media present it... 


\"There is much to argue against it, although there is an increasing 
feeling among Americans that their own identity is being threatened 
by the flow of immigrants... 


\"... The draft bill was not able to gather the 60 votes required for 
the Senate to approve it. The passing of this bill was crucial for 
the Bush (Administration) with the hopes that its sole legacy would 
not be the Iraq fiasco, 


Y... While the legalization of millions of illegal immigrants was 
presented by Washington as a remarkable humanitarian feature of the 
draft bill, one has to come to the conclusion that alternatives were 

few - is mass deportation a viable solution? And this, without 

taking into consideration the serious impact that the major 

withdrawal of labor would have on businesses.\" 


- \"The declassification of CIA documents!" 


Leading \"Clarin\" editorializes (07/02) \"The declassification of 
secret CIA documents has made public a thorough description of US 
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illegal activities and covert operations in Latin America during the 
Cold War decades. 


\"Between the \'50s and the \'70s, the US foreign policy not only 
allowed but also encouraged the recurring intervention of the armed 
forces in the organization of coups dVetat. In the framework of the 
confrontation between East and West and the global strategic dispute 
with the Soviet Union, it also supported the commission of serious 
crimes. These crimes ranged from persecution and harassment of 
political leaders and social groups to the planning and performance 
of secret operations and conspiracies of crimes that were afterwards 
considered crimes against humanity. 
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\"... The declassification of documents is part of the US 
acknowledgment of a dark aspect of its relationship with Latin 
America, whose consequences started to recover with the 
democratization and the end of the Cold War. It is also an important 
reminder of the limits that a superpower with huge and decisive 
influence in international politics should have to effectively 
contribute to the protection of human rights and international 
security.\" 


- \"In Wall street\'s view, the energy crisis will affect 
(Argentina\'s) growth\" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion,\" writes in the paper\'s \"Economy and 
Business\" supplement (07/02) \"The Argentine energy problems raised 
alarm bells in Wall Street of a possible economic deceleration. In 

the view of the analysts consulted by \'La Nacion,\' this is not 
something too remarkable or definitive, although some are analyzing 
whether to reduce their forecasts of the country\'s economic growth 

for this year and even more for next year. 


\"Barclays and Bear Stearns appear among the investment banks that 
are pointing out the risk, while UBS and Citigroup say they will not 
change their forecasts because they are already below the market 
average. And Morgan Stanley increased it because it considers that 
consumption will prevail over production this year, although its 

doubts increase for 2008. 


\"In the view of Bear Stearns\' analysts, we are witnessing a 
\'moderate deceleration in the country\'s growth,\' although they 
maintain the inflation rate as the main risk. Thierry Wyzman, Alex 
Kazan and Carmen Bedoya, from Bear Stearns, \'the low investment in 


energy infrastructure and the risks posed by energy cuts or 
electricity rationing remain a potential restriction in domestic 
growth,\' although they trust that there will be Va possible 
improvement in the regulation framework,\' following October 
presidential elections.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 


WAYNE 
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TO RUCPDOC/USDOC WASHDC 0155 
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INFO RUEHNZ/AMCONSUL AUCKLAND 1380","UNCLAS SECTION 01 OF 02 WELLINGTON 000485 


SIPDIS 
SIPDIS 
SENSITIVE 


STATE FOR EAP/ANP - DAN RICCI 
COMMERCE FOR NOAA - JANETT GORDON 


E.O. 12985: N/A 

TAGS: OTRA, TPHY, KSCA, EFIS, BEXP, NZ 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR NOAA DELEGATION, JULY 5 
- 29, 2007 


REF: USDOC 6091 


1. (SBU) Embassy welcomes and grants country clearance to 9 NOAA 
Officials: Rennie Holt, Wayne Trivelpiece, Michael Goebel, 

Christian Reiss, Christopher Jones, David Demer, George Watters, 
Jefferson Hinke, and Polly Penhale to travel to Christchurch, New 
Zealand from July 5-29, 2007. The purpose of this visit is to 

attend and participate in the Commission for Conservation of 

Antarctic Marine Living Resourcess Annual WGEMM Scientific Meeting. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Economic Officer Tom Walsh. 
Contact details are as follows: 


Office: 644-462-6182 
Fax: 644-472-3537 
Cell: 027-446-4467 
E-mail: WalshTJ@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington are required to 
report to the Regional Security Office for a security briefing if 
they have not completed an approved overseas personal 
security-training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Christchurch hotels is approximately NZD $35.00. A commercial 
shuttle service is also offered at the airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
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and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
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non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
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and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 
is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


9. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
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Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 
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E.O. 12958: DECL: 07/02/2017 
TAGS: PGOV, PREL, EWWT, ECON, PM 
SUBJECT: PANAMA: NEW CANAL MINISTER DISHES 


Classified By: POLCOUNS Brian R. Naranjo. Reasons: 1.4 (b) and (d) 


1. (C) While ostensibly reaching out to make himself 

available to address concerns U.S. firms may have concerning 
the canal expansion project, recently appointed Minister of 
Canal Affairs (and former Comptroller General) Dani Kuzniecky 
was more intent on dishing on the Panama Canal Authority 
(ACP) and cabinet dynamics during his June 28 meeting with 
POL. If the Embassy received any complaints from American 
companies regarding difficulties or problems with bidding on 
canal expansion work, the Embassy should contact him 
immediately, Kuzniecky said, \"the sooner the better.\" Having 
dispensed with his offer to assist the Embassy with U.S. 


Column 3 

firms who had concerns about the canal expansion project, 
Kuzniecky dished on his dealings with ACP Administrator 
Alberto Aleman Zubieta and the ACP board and discussed the 
inner workings of Torrijos\' cabinet. End summary. 


2. (C) Asserting that Aleman \"thought that he could 
manipulate me since | am new,\" Kuzniecky relayed a clash that 
he had the week of June 18 with Aleman, \"the emperor,\" 
regarding the ACP\'s public relations efforts. Kuzniecky 

said, \"The PR campaign stinks. Aleman keeps up this nonsense 
presentation highlighting the administration of the canal. 

We are past that point. The referendum is over. We now need 
to keep people informed of the progress that we are making. 
To do so, Kuzniecky pressed against Aleman\'s refusal to 
translate canal expansion-related documents into Spanish, 
particularly those posted on the ACP\'s website. Responding 
to Aleman\'s complaint that such a translation project was 

\"too expensive,\" Kuzniecky said he lost his cool and 

retorted, \"It is ridiculous the amount of money the canal 

makes and the amount of money it wastes in needless and 
useless studies. Now you are being thrifty with the money 
needed to translate documents into Panama\'s official 
language?\" At the end of this meeting, Aleman invited 
Kuzniecky to his office for coffee and to show Kuzniecky the 
blueprints for the new office of the Canal Affairs Minister. 

The minister told POL he passed on the coffee and told 
Aleman, \"I do not want a new office. We could use that money 
for translation purposes. Kuzniecky said he read \"hundreds\" 
of papers to get up to speed on canal operations and the 
expansion process\" and indicated that Aleman was surprised 
\"to find himself dealing with a lawyer who reads the fine 

print." ACP Board Member Eduardo Quiros confirmed for 
POLCOUNS on July 2 that the board had been pressuring Aleman 
to more effectively publicize the ACPYs implementation of the 
expansion project, particularly the translation of key 

information into Spanish. 


3. (C) Kuzniecky noted that the ACP Board was now meeting 
once a week. Furthermore, each board member belonged to at 
least two sub-committees that were also meeting at least once 
a week. Kuzniecky provided POL the following insights into 

the ACP Board\'s dynamics: 
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-- First VP and FM Samuel Lewis controlled ACP Board Member 
Adolfo AhumadaWs vote. (Note: Ahumada was re-appointed to 
the board on June 29. He also serves as Lewis\' closest 

advisor at the MFA.) 


-- Eduardo Quiros, a close associate of former President 
Mireya Moscoso, controlled fellow Panamenista Party member 
Norberto Delgado\'s votes. \"Thank God," Kuzniecky said, 
\"Delgado is a jerk.\" Quiros also reaches out to Tono 
Dominguez who Kuzniecky characterized as very smart and 
apolitical. Kuzniecky asserted, \"Dominquez hates Aleman. 
Quiros told POLCOUNS on July 2 that Kuzniecky was a 
\"top-notch\" minister who was quickly learning the ropes of 
the ACP and particularly of the expansion project, a 
remarkable endorsement for an ardent Panamenista to offer for 
any PRD member like Kuzniecky. 


-- Mario Galindo controlled the votes of fellow Movement of 
Liberal Republican Nationals (MOLIRENA) party member Billy 
Quijano. 


-- Robert Roy and Eloy Alfaro were at times independent, but 
Kuzniecky said at other times they followed the line of 

former President Ernesto \"El ToroW Perez Balladares, a member 
of the governing Revolutionary Democratic Party (PRD). 


-- Abel Rodriguez, Kuzniecky said, was \"an old engineer who 
has lost his way.\" 


-- Through newly appointed board member Ricardo de la 
Espriella, current Panamanian President Martin Torrijos would 
be better informed of developments on the ACP, Kuzniecky 
asserted. 


-- Kuzniecky said newly appointed board member Guillermo 
Chapman appeared to be more independent. 


4. (C) Referring to the ongoing investigations into former 

head of the National Maritime Service (SMN) Ricardo Traad and 
of the head of the Social Security System (CSS) Rene Luciani, 
Kuzniecky asserted that President Torrijos had \"not yet 
recovered\" from the \"blows\" Attorney General Ana Matilda 
Gomez had delivered \"one after the other" prior to the 
Organization of American States General Assembly (OASGA) in 
early June. Kuzniecky said Torrijos was more upset by the 
Luciani case explaining, \"Luciani has been a public servant 
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for thirty years and never before had a case before the 

Attorney General. Then this matter comes up and, though the 
Attorney General has to do her job, Ana Matilda does 

everything to try to humiliate him." For example, knowing 

that he was not at Luciani\'s mother\'s home, Gomez nonetheless 
sent the Technical Judicial Police (PTJ) to raid his 84-year 

old motherYs home in search of Luciani. Ever since these 

cases arose, W Torrijos mood has been bad, and he curses more 
often these days,\" Kuzniecky asserted. At the last cabinet 
meeting (date unknown), Kuzniecky said that Torrijos told the 
assembled ministers that he would soon resume holding cabinet 
meetings in the interior so that citizens could confront them 
directly with their questions as to why they were not doing 

their jobs. 


5. (C) Turning to rumors of a cabinet shuffle, Kuzniecky 

said that the rumors had been circulating for months because 
\"Martin does not know how to get rid of people. He never had 

the guts to ask me to leave as Comptroller General since he 

could not fire me, but instead made me Canal Affairs 

Minister.\" Immigration Director Ricardo Vargas, Kuzniecky 

said, would not be fired, but instead would be \"promoted to 
Ombudsman (Defensor del Pueblo) with more money, more perks, 
but no way to hurt Torrjos.\" (Note: On June 29, Vargas was 
elected Ombudsman by the National Assembly.) 


6. (C) During Torrijos June trip to Brazil, Kuzniecky said, 

it became apparent that the relationship between Lewis and 
Minister of Commerce and Industry Alejandro Ferrer had 
deteriorated. \"I noticed that they kept away from one 
another" On one motorcade movement, Lewis confided to 
Kuzniecky that Ferrer was \"insufferable and had become a 
burden,\" Kuzniecky added. Nonetheless, Kuzniecky conceded 
that Ferrer remained very close to Torrijos. 


7. (C) No U.S. company, to date, has come forth to Embassy 
to complain about the bid process to participate in the canal 
expansion project. Kuzniecky\'s remarkable candor though opens 
the door a crack into the often hermetically sealed world of 
the ACP\'s top leadership and especially of Torrijos\' cabinet. 
Post has learned from other quarters that the Attorney 
General\'s high-visibility investigations have put Torrijos 

and key figures in his administration (e.g., Minister of 
Housing Balbina Herrera, Minister of the Presidency Ubaldino 
Real) on the defensive. Torrijos\' anguishing over cabinet 
changes that seem to be perpetually in the offing but never 
come to fruition has become a permanent element of 
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speculation on the political gossip circuit. As for 

competition between Ferrer and Lewis, post is not surprised. 
Lewis and Ferrer are associated with different law firms that 
are often in close competition. Ferrer, with the recent 

signing of the Trade Promotion Agreement (TPA), has enjoyed 
at least a temporary ascendency relative to Lewis who himself 
aspires to succeed Torrijos as president. Post has also 

heard that possible presidential aspirant Balbina Herrera 
sounded out Ferrer for support possible out of consideration 
that Ferrer\'s strong reputation with business leaders might 
bolster Herrera\'s standing with the private sector. 

Eaton 
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DEPT FOR WHA/CEN, WHA/EPSC, EB/TPP 

DEPT PLEASE PASS TO USTR/AMALITO 

USDA FOR FAS/OCRA/WHA/CMARSTON, FAS/ONA/MED/LCOONROD, AND 
FAS/LPAO/CCHURCH 

USDOC FOR 4332/ITA/MAC/WH/MSIEGELMAN, AND 
3134/ITA/USFCS/OIO/W H/MKESHISHIAN/BARTHUR 


E.O. 12958: N/A 
TAGS: ETRD, ECON, WTRO, NU 
SUBJECT: DEMARCHE ON WTO ARTICLE XXI PROCEDURE 


REF: SECSTATE 60296 


1. (SBU) Embassy delivered reftel points in May to Director 
General for Trade Sonia Somarriba, who promised to respond 
later as to whether Nicaragua would seek compensation. 

Since, the Ministry of Trade, Industry, and Development 
(MIFIC) has undergone high-level changes, including the 
minister and both vice ministers (septel). Orlando Solorzano 
was sworn in as minister on June 22. On the margins of a 
June 27 meeting at MIFIC, Somarriba informed Econoff that the 
preliminary conclusion on the issue was that Nicaragua should 
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negotiate some form of compensation with the United States. 
She could not elaborate, however, as there had been no 

closure on the subject. Econoff reiterated reftel arguments, 
which Somarriba took on board. Comment: We are not surprised 
at the proclivity to seek compensation, and will inform 
Washington as soon as we learn of MIFIC\'s final decision. 
TRIVELLI 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - BROOKE SPELLMAN 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS, U.S.-ROK FTA 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage June 30-July 2 on the 2008 presidential election; on Hong 
Kong\'s commemorating a decade of Chinese rule; on the island-wide 
university entrance exam; and on a Taiwan High Court ruling last 
Friday, which handed down the death penalty on three convicts ina 
1991 murder case. In addition, all papers carried news reports on a 
decision by the Cabinet\'s referendum review committee last Friday, 
which rejected the DPPYs proposal to hold a referendum on Taiwan\'s 
bid to join the United Nations under the name \"Taiwan.\" 


2. In terms of editorials and commentaries, an editorial in the 
pro-independence \"Liberty Times\" criticized the United States\' 
intervention in Taiwan\'s democracy and urged the U.S. executive 
branch to follow a House committee resolution to remove its 
restrictions on the visits to the United States by high-ranking 
Taiwan officials. An op-ed in the pro-independence, 
English-language \"Taipei Times\" also said \"the people of Taiwan are 
waiting for Washington to change its view on the status of Taiwan, 
and for it to view Taiwan as a country that can participate in 
international affairs and have its share of international rights and 
obligations.\" An op-ed in the pro-unification \"United Daily News\" 
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discussed the U.S.-ROK free trade agreement (FTA) and said the rapid 
economic and trade integration in East Asia and the formation of 

FTAs among China, Japan and South Korea will produce a much bigger 
impact on Taiwan than an FTA signed between the ASEAN and China. 
End summary. 


3. U.S.-Taiwan Relations 


A) \"It ls about Time That U.S. Executive Branch Allows High-ranking 
Taiwan Officials to Visit the United States\" 


The pro-independence \"Liberty Times\" [circulation: 500,000] 
editorialized (6/30): 


\"U.S. House Committee on International Affairs [sic -- House 
Committee on Foreign Affairs] recently passed a resolution urging 

the Executive Branch to remove its long-standing restrictions on 

visits to the United States by high-ranking Taiwan officials, 

including its elected leaders. This is not the first time that such 

an initiative has been raised, but the fact that this resolution was 
passed at a time when the U.S. executive branch expressed opposition 
to Taiwan\'s holding a referendum on Vits UN bid under the name 
TaiwanV still carried symbolic significance. 


\"In fact, such a resolution happened to show that there is a huge 
blind spot in the U.S. government\'s one-China policy, which has 
deviated from its diplomatic strategic idea of promoting democracy 
all over the world. Congressman Steve Chabot pointed out that the 
current U.S. policy is a humiliation for Taiwan, because elected 
Taiwan officials are not allowed to visit the capital of the United 
States, while leaders of authoritarian China can enjoy treatment as 
state guests [in the United States]. Indeed, such a wrong message 
[sent by the United States] has reinforced Beijing\'s aggressiveness 
to annex Taiwan, including China\'s moves to target nearly a thousand 
missiles at Taiwan and increase its military threats against the 
island, and has thus greatly increased the United States\' costs to 
maintain peace in the West Pacific. 


\"Democracies in the world all follow the lead of the United States, 
and the U.S. deeds and its attitude toward Taiwan can thus be viewed 
as atrial balloon. Over the past decade, the U.S. president has 
sent two carrier battle groups to the Taiwan Strait to [help Taiwan] 
cope with the crisis of Chinese test-firing missiles at Taiwan; he 
has also referred to the island publicly as the Republic of Taiwan 
and reiterated [U.S.] commitments toward Taiwan. ... One can say 
that, on the level of actual action, the United States has been 
treating Taiwan as a sovereign state. ... Now the Taiwan people 
want to abolish the [name] Republic of China (ROC), which neither 
the United States nor the international community believes still 
exists. But the United States says it does not support the Taiwan 
people\'s decision made out of a democratic process. It is really 
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confusing that neither the United States nor the international 
community acknowledges the existence of the ROC, yet they disallow 
the name ROC to be changed. Isn\'t such inconsistency weird? 


\"Over the past few years, the United States has more than once 
reiterated that it does not support Taiwan\'s moves to uphold its 
sovereignty, resulting in this absurd situation whereby \'the [name] 

ROC can neither be used or changed.\' Such an approach has created a 
negative impact on Taiwan\'s democracy and is thus worth the 

attention of the United States. The United States\' intervention in 
Taiwan\'s democracy now is akin to establishing a limit for Taiwan\'s 
democracy. It is thus imaginable how the Taiwan people are 
disappointed with the United States. ... 


\"Even though the United States\' Vone-China policy\' differs from 
China\'s Vone-China principle,\ it has after all become incoherent in 
its the current status. ... For the constructive development of 


Taiwan-U.S. relations, now is indeed the time for the U.S. executive 
branch to abolish its restrictions on visits to the United States by 
high-ranking Taiwan officials.\" 


B) \"History Creates Present Problems\" 


Chen Hurng-yu, a professor at Tamkang University, opined in the 
pro-independence \"Taipei Times\" [circulation: 30,000] (7/2): 


\"President Chen Shui-bian recently expressed his support for holding 
a referendum to decide whether to apply for UN membership under the 
name Taiwan. The US State Department said it opposed this plan. 
This was not the first time the State Department had said it was 
against a referendum in Taiwan, but while in the past it said it did 

not support a referendum, this time around it clearly opposes it. 

As the US is a democratic country, surely the State Department knows 
that this statement is a brazen meddling in the internal affairs of 
another country. ... 


\"Yet, if we look closely at the State Department\'s statement, Chen 
supposedly breaking his pledge is surely only an excuse. What the 
US really means is in the second part of the statement, when it 
says: \'The United States opposes any initiative that appears 
designed to change Taiwan\'s status unilaterally. This would include 
a referendum on whether to apply to the United Nations under the 
name Taiwan. Such a referendum would have no practical impact on 
Taiwan\'s UN status, it would increase tensions in the Taiwan 
StraitY ... But the Vstatus quo\' the US talks about is not Taiwan 

as neither independent nor a part of China, but Taiwan\'s status 
remaining undetermined. The US opposes any unilateral move that 
would change the \'status quo\' from undetermined to determined. ... 


\"If it is US strategy to view Taiwan\'s status as undetermined, it 
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should make a public appeal to all the peace-loving people in the 
world, especially China\'s government and its people, to respect the 
Taiwanese people\'s will. As long-term, US allies, the people of 
Taiwan are waiting for Washington to change its view on the status 
of Taiwan, and for it to view Taiwan as a country that can 
participate in international affairs and have its share of 

international rights and obligations.\" 


4. U.S.-ROK FTA 


\"U.S., ROK Sign the Free Trade Agreement; Will There Be a Stage for 
Taiwan?\" 


Chinese National Association of Industries Deputy Secretary-General 
Tsai Hong-ming opined in the pro-unification \"United Daily News\" 


SIPDIS 
[circulation: 400,000] (7/2): 


Y... For Taiwan, the Ministry of Economic Affairs\' initial 

estimation showed that a U.S.-ROK free trade agreement will impact 
Taiwan\'s exports to the United States to as high as US$2 billion, 
and the island\'s high-tech businesses will also face the problems of 
market and technology loss. In fact, what\'s more noteworthy is that 
the rapid economic and trade integration in East Asia and the 
formation of free trade agreements among China, Japan and South 
Korea, will produce a bigger impact on Taiwan than the \'free trade 
agreement signed between ASEAN and China. ...\" 


YOUNG 
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E.O. 12958: N/A 
TAGS: ETRD, PREL, EFIN, PGOV, MG 
SUBJECT: USTR TRANSPARENCY AGREEMENT PROPOSAL CONVEYED, MORE 


Ref: Wineland-Herman Email 06/27/07 


1. On June 28, DCM passed to Ministry of Industry and Trade (MOIT) 
Trade Director a copy of AUSTR Stratford\'s letter to Ministry of 
Industry and Trade (MOIT) Vice Minister Sodhbaatar (ref) proposing 
preliminary consideration of a bilateral agreement on transparency, 
including as an example the draft U.S.-Korea Free Trade Agreement 
section on transparency. DCM stressed this was the \"concrete 
proposal" Stratford had promised to pursue during the March Trade 
and Investment Framework Agreement (TIFA) discussions. Enkhbold 
said MOIT would carefully consider the proposal and respond, 
probably by the end of July. 


GOM Grateful for USG support on Cashmere; 
MOIT Minister to Visit Geneva 


2. Enkhbold noted MOIT Minister Davaadorj planned to pay his initial 
visit to Geneva in early July, provided the cabinet approved his 
travels. Davaadorj planned to use his visit to meet with senior WTO 
officials and also to meet with representatives of key missions to 

the WTO. Enkhbold expressed gratitude for the USG\'s support for 
Mongolia\'s request regarding cashmere, adding that the issue is due 
for consideration on July 9. He said China had eventually come 
around, but had asked several questions as well, though China\'s 
position was not contingent upon the answers to those informational 
questions. 


Interim, Informal TIFA Review Suggested 


3. DCM also used the occasion to update Enkhbold on USG\'s post-TIFA 
actions and asked that the GOM do the same. The DCM suggested the 
two sides do an interim, informal TIFA progress review in August 

using a DVC to enable Washington agencies to participate. Enkhbold 
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thought this a good idea as well and asked for further coordination 
closer to the review date. 

MINTON 
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E.O. 12958: DECL: 07/02/2017 

TAGS: PREL, KPKO, UNSC, MASS, SU, TH 

SUBJECT: THAI TROOPS FOR DARFUR: AWAITING UN RESPONSE, THEN 
CABINET APPROVAL 


REF: A. STATE 90022 
B. BANGKOK 2632 (THAIS FOR DARFUR) 


Classified By: Political Counselor Susan M. Sutton, reason: 1.4 (b) and 


(d). 


1. (C) The Thai military hopes to provide an engineering 
company of 315 troops for peacekeeping under UN auspices in 
Darfur, according to Colonel Nattapol Saeksaan of the Royal 
Thai Supreme Command (RTSC) center for peacekeeping 
operations. Drawing on ref A, we inquired whether these 
troops were intended for the UN\'s Heavy Support Package or 
the Hybrid Operation. Nattapol said the RTG had not 
determined which element the troops would support (although 
we note their engineering skill set seems to fit with the 
former); he seemed unconcerned by the distinction. When 
asked whether the RTG might be able to provide more troops, 
especially infantry, for the Hybrid Operation, Nattapol said 

the RTSC was considering devoting an infantry battalion 
(approximately 800 troops) for PKO, but the RTG preferred 
that this battalion go to Chad or the Central African 
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Republic, rather than Sudan. However, Nattapol added that 
the RTG might prove willing to provide the battalion for PKO 
in Sudan, if it were to become clear that the UNSC would not 
approve PKO missions in Chad or the Central Africa Republic. 


2. (C) Nattapol said his office was in direct contact with 

the UNVs office for peacekeeping operations and had conveyed 
RTG interest in providing the engineering company for Darfur. 
The UN had not yet provided an official response, however. 
Nattapol said the RTSC would put the deployment decision 
before the cabinet after receiving an official response from 
the UN. Nattapol stressed that, until the cabinet\'s 

approval, the decision to provide troops for Darfur was not 
final. Given that the RTG had not yet made a final decision 
on the matter, Nattapol urged that we not discuss publicly 
RTG plans for Darfur PKO. 


3. (C) Comment: We believe the most effective way to bolster 
Thai participation in Darfur PKO would be encourage the 
relevant UN office to be in direct contact with the RTSC, 

both to provide formal acceptance of the engineering company 
and to advise of its preference that the infantry battalion 

be devoted to Darfur. 

BOYCE 


114129 

PP RUEHFK RUEHKSO RUEHNAG RUEHNH 

DE RUEHKO #3013/01 1840054 

ZNR UUUUU ZZH 

P 030054Z JUL 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5125 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 
RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHMHBA/COMPACFLT PEARL HARBOR HI 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
RUALSFJ/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/CTF 72 

RUEHNH/AMCONSUL NAHA 4274 
RUEHFK/AMCONSUL FUKUOKA 1858 
RUEHOK/AMCONSUL OSAKA KOBE 5438 
RUEHNAG/AMCONSUL NAGOYA 0965 
RUEHKSO/AMCONSUL SAPPORO 2667 
RUEHBJ/AMEMBASSY BEIJING 7704 


Column 3 
RUEHUL/AMEMBASSY SEOUL 3762 
RUCNDT/USMISSION USUN NEW YORK 4855","UNCLAS SECTION 01 OF 11 TOKYO 003013 


SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 07//07 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Opinion polls: 

4) Kyodo\'s Upper House election polls: Cabinet non-support rate 
jumps to 58.1 % , almost double the 32 % support rate; DPJ 
favored over LDP, 24% to 17% 

5) Mainichi poll: 70 % want a change of government; 66 % say the 
DPJ gives them a good feeling, compared to 33 % who favor LDP 


6) Defense Minister Kyuma attends military ceremony at Yokota Air 
Base 


Kyuma flap: 

7) Prime Minister Abe trying to calm the furor created by Defense 
Minister Kyuma\'s remark about atomic bombings being \"unavoidable\" 
8) All opposition parties want Kyuma dismissed, while the ruling 

camp is hurriedly trying to wrap up the Diet and start campaigning 


9) Some members of ruling camp so angry at Kyuma for remarks that 
they want him to beg on hands and knees, even resign 

10) Kyuma gaffe a heavy blow to Abe government, LDP just before the 
election 

11) Protests by atomic bomb victims in Nagasaki, Tokyo over Kyuma\'s 
remarks 

12) Former Prime Minister Mori says Abe not to blame for Kyuma issue 
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13) Vice Defense Minister Moriya on Kyuma issue: No comment 

14) Kyuma flap brings out gap between Japan\'s postwar policy to ban 
nuclear weapons and reliance of US nuclear umbrella 

15) Japan never protested to the US regarding its dropping of 

nuclear bombs on Hiroshima, Nagasaki 


16) Three labor bills among the legislation shelved until the next 
Diet session 


17) Vice Foreign Minister Yachi sees early restart of six-party 
talks unlikely despite Hill\'s remarks 


18) Former ambassador to Thailand Okazaki, one of Abe\'s chief 
unofficial advisers, involved in revision of Yushukan Museum at 
Yasukuni Shrine 


19) Japan to sign energy pact with India, working on one with US, 
China 


Articles: 
1) TOP HEADLINES 


Asahi: 

Goodwill Group\'s illegal temporary staffing business revealed by 
Ministry of Health, Labor and Welfare\'s investigation 

Mainichi: 

Chongryon asset fraud suspect Mitsui may have misled investors to 
collect 300 million yen 

Yomiuri, Sankei & Tokyo Shimbun: 
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Parties in Tokyo air pollution suit accept court-brokered deal 


Nikkei: 
Government to expand tax breaks for charitable donations by 
corporations 


Akahata: 
JCP firmly opposed to hiking taxes on the people: LDP, New Komeito, 
DPJ giving preferential treatment to big companies 


2) EDITORIALS 


Asahi: 
(1) 28 % approval rating for Abe cabinet brings tension to Upper 
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House race 
(2) Shareholders meetings: Both sides need to come up with visions 


Mainichi: 

(1) Parties in Tokyo air pollution suit accept court-mediated sum: 
Firms, government both bear heavy responsibility 

(2) Privacy act: Revision indispensable 


Yomiuri: 

(1) Settlement of Tokyo air pollution suit may be one step toward 
improving the environment 

(2) BOJ Tankan for June: BOJ needs dialogue with market 


Nikkei: 

(1) Time to raise interest rates amid moderate economic expansion 
(2) Thorough verification necessary for complete abandonment of 
nuclear programs 


Sankei: 

(1) Debate between party heads needed also in areas of diplomacy, 
security 

(2) Settlement of Tokyo air pollution suit praiseworthy 


Tokyo Shimbun: 
(1) Upper House election: Abe politics trapped in vicious circle 
(2) Amagasaki derailment: Why was the driver afraid? 


Akahata: 


(1) Kyuma\'s remarks condoning atomic bombings: Unqualified to hold 
office 


3) Prime Minister\'s Official Residence (Kantei) 
Prime MinisterYs schedule, July 2 


NIKKEI (Page 2) (Full) 
July 3, 2007 


09:07 
Met Defense Minister Kyuma at the Kantei, followed by Health, Labor 
and Welfare Minister Yanagisawa. 


10:35 
Met NHK management committee member Shigetaka Komori. 


11:01 
Attended safety award ceremony. Afterward met Russian Deputy Premier 
Naryshkin. 
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12:13 
Met Tokyo air pollution chief plaintiff Junji Nishi. 


14:00 
Recorded video message for LDP website. Afterward met LDP Secretary 
General Nakagawa. 


15:12 
Met Lower House member Yasutoshi Nishimura. 


16:09 
Met Vice Foreign Minister Yachi at the Kantei. 


17:02 
Attended LDP executive meeting in the Diet building. 


17:23 
Returned to the Kantei. 


19:12 
Returned to his official residence. 


4) Poll: 24 % to vote for DPJ, 17% for LDP; Cabinet support 
hits lowest 32 % 


TOKYO (Page 1) (Full) 
July 3, 2007 


Kyodo News conducted a telephone-based nationwide public opinion 
survey on June 30 and July 1 to probe public attitudes toward this 
month\'s election for the House of Councillors. 


In the survey, respondents were asked which political party or which 
political party\'s candidate they would vote for in their 

proportional representation blocs. In response to this question, 
24.5% picked the leading opposition Democratic Party of Japan 
(Minshuto), up 2.4 percentage points from the last survey taken 
June 23-24. The DPJ topped all other parties. The ruling Liberal 
Democratic Party was at 17.9% , down 1.9 points. The margin 
between the two parties has widened. In electoral districts as well, 
the DPJ topped all other parties at 22.9 % , up 0.9 points from the 
last survey. The LDP was at 19.2 % , down 2.2 points. 


What lies behind such results is apparently public dissatisfaction 

with the problem of the government\'s pension record-keeping flaws. 
Meanwhile, the LDP and its coalition partner, New Komeito, rammed a 
number of bills-including those related to a reform of the Social 
Insurance Agency-through the Diet in the face of opposition from the 
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opposition bench. Furthermore, Defense Minister Fumio Kyuma 
justified the United States\' dropping of A-bombs on Japan, saying it 
\"couldn\'t be helped. The survey results this time can be taken as 
reflecting these factors. This shows that the LDP and the Abe 
government are under fire from the public. 


The biggest focus is whether the ruling coalition can maintain its 
present majority of the seats in the House of Councillors, including 
those not up for reelection. Asked about this, a total of 52.4 % 
answered that they would like the ruling coalition to lose its 
majority, up 4.1 points. Meanwhile, the proportion of those who 
would like the LDP-led coalition to maintain its majority was 32.5 % 
,down 4.0% . 
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The approval rating for the Abe cabinet was 32.0% , down 1.5 
points. The Abe cabinet\'s support rate renewed its record low since 
Abe took office in September last year. The disapproval rating also 
reached 58.1 % , up 0.4 point. 


Respondents were also asked what to do if the ruling coalition fails 
to keep its majority in the House of Councillors. To this question, 
38.4 % said the House of Representatives should be dissolved for a 
general election, up 7.4 points. In the meantime, the proportion of 
those who insist on replacing the prime minister was only 10.6 % . 


In popularity rating for proportional representation, New Komeito 
stood at 5.7 % , with the Japanese Communist Party at 4.2 % ‚the 
Social Democratic Party (Shaminto) at 1.3 % ‚the PeopleWs New 
Party (Kokumin Shinto) at 0.7 % , and the New Party Nippon (Shinto 
Nippon) at 0.2 % . WUndecidedW accounted for 41.0% . 


In addition, respondents were further asked to pick up to two issues 
which they think are important. To this question, WpensionW was 
still high with 60.1 % , though the figure was down 3.3 points from 
the last survey. Among other issues, WeducationW was at 22.1% , 
and \"social divide at 19.8% . 


Those \"very interested and \"somewhat interested" in the upcoming 
election totaled 75.2 % . 


5) Poll: DPJ favored by 66 % , LDP at33% ;70% hope to see 
change in governing framework 


MAINICHI (Page 2) (Full) 
July 3, 2007 
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The Mainichi Shimbun conducted an online public opinion survey on 
June 29-30 to probe public attitudes toward this month\'s election 

for the House of Councillors. "Which do you like better, the Liberal 
Democratic Party or the Democratic Party of Japan (Minshuto)?\" In 
response to this question, 66 % picked the DPJ, with 33 % 

choosing the LDP. \"Do you hope to see a change in the governing 
framework" To this question, \"yes\" accounted for 70 % , with \"no\" 
atonly 29% . 


Among men, 31 % like the LDP better, with 68% preferring the 
DPJ. Among women, 35 % favor the LDP while 64 % like the DPJ 
better. All these figures are severe for the LDP. 


In the survey, respondents were also asked whether they would like 

to see a change in the ruling coalition of the LDP and New Komeito. 

In response, \"yes\" and \"no\" were on a par at50 % both among LDP 
supporters and among Komeito supporters. This shows that half the 
respondents, even among those who support the ruling parties, want 

to see a change in the LDP-led coalition. Among Abe cabinet 
supporters as well, opinion was split with \"yes\" at 51 % and \"no\" 
at48% . 


In addition, respondents were also asked about the government\'s 
pension record-keeping flaws. \"Do you think the government can check 
within one year as explained by the government?\" To this question, 
92% gave negative answers. Respondents were further asked if they 
thought the opposition parties have fully played their roles to 

pursue the government\'s responsibility to answer public 

expectations. In response, 82 % answered V'no. The survey shows 
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that many were turning a severe eye not only to the government and 
ruling parties but also to the opposition parties. 


Meanwhile, various political parties are going to field celebrities 
in the election. Asked about this, 78% said it is \"questionable,\" 
with 22 % seeing \"no problem." 


6) Kyuma attends USFJ ceremony 


NIKKEI (Page 2) (Full) 
July 3, 2007 


Defense Minister Fumio Kyuma attended a US military ceremony that 
was held yesterday at the US Air Force\'s Yokota base in Tokyo to 
commemorate the 50th anniversary of the establishment of the 
headquarters of US Forces Japan. In his speech there, Kyuma pointed 
to the existence of many challenges" between Japan and the United 
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States, such as realigning the presence of US forces in Japan and 
propelling bilateral cooperation on missile defense. In addition, 
Kyuma suggested the need for the two countries to exchange views 
closely. \"I\'d like to endeavor to carry out these challenges in a 
steady way,\" he stressed. 


7) Prime Minister reprimands Kyuma in bid to promptly quell 
aftermath of his remark: Negative reaction from LDP members in Upper 
House, whose seats are up for reelection 


YOMIURI (Page 4) (Excerpts) 
July 3, 2007 


In connection with the issue of Defense Minister Kyuma remarking 
that the dropping of atomic bombs by the US \"could not be helped,\" 
Prime Minister Abe yesterday called him in to the Kantei and 
strongly reprimanded him. Abe apparently aimed at quickly quelling 
the uproar Kyuma\'s speech had created. However, the fallout from 
Kyuma\'s remark still continues. 


Following Kyuma\'s statement, the arrangement has been made for 
Tomihisa Taue, mayor of Nagasaki City, and Takaichi Yoshihara, 
speaker of the Nagasaki City Assembly, to visit the Kantei to hold 
talks with Deputy Chief Cabinet Secretary Matoba. They are expected 
to hand-deliver a letter from the Nagasaki City" Assembly lodging a 
protest, noting that Kyuma\'s remark, which has slighted the feelings 
of the victims of atomic bombings, is unacceptable. They will seek 
the withdrawal of the remark. They will also meet with Kyuma at the 
Defense Ministry. 


An increasing number of members of the ruling parties are now 
concerned about a negative impact of the remark on the upcoming 
Upper House election compounded by the setback from the pension 
premium payment error issue. The LDP and the New Komeito will seek 
explanations from Kyuma tomorrow. 


New Komeito Diet Policy Committee Chairman Yoshio Urushibara 
yesterday vented his anger against Kyuma: \"We are doing our best to 
shore up the Abe administration. Making a statement that will work 

as a drag at such a time is impermissible. It is bound to affect the 
Upper House election negatively. We are furious. What is he up to?\" 
8) Opposition parties to demand Prime Minister Abe dismiss Kyuma 
from office over A-bomb remarks 
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All the opposition parties have decided to demand that the prime 
minister dismiss Defense Minister Fumio Kyuma due to his remarks 
describing the atomic bombings of Hiroshima and Nagasaki by the 
United States as something that couldn\'t be helped." The opposition 
camp intends to demand Kyuma\'s presence in Diet deliberations and 
call Prime Minister Shinzo Abe\'s responsibility into question ahead 

of the upcoming House of Councillors election. For the sake of the 
election, the government and the ruling parties want to quell the 
matter quickly. 


Calling Kyuma to his office yesterday morning, Prime Minister Abe 
sternly warned him to watch his mouth so as not to cause any 
misunderstanding. Shortly after Kyuma\'s remarks, Abe defended him, 
saying: \"I think that he simply introduced the United States\' view.\" 
But growing criticism seems to have forced Abe to shift his stance. 


Abe also stressed to reporters that he had no intention of 
dismissing Kyuma. Kyuma, meeting the press after his meeting with 
Abe, described the opposition parties\' pressure to fire him, said: 
\"There have been such demands before, as well." 


The mood in the ruling camp is severe. New Komeito Diet affairs 
chief Yoshio Urushibara said to the press in a strong tone: \"We have 
been working hard to buoy up the Abe administration. Any comment 
thwarting our efforts is intolerable. (Mr. Kyuma) offered an 

apology. He should not have made such remarks in the first place.\" 


Former Prime Minister Yoshiro Mori of the Liberal Democratic Party 
also took this view in Yokohama: \"Some cabinet ministers are prone 
to make controversial remarks, and they have caused public distrust 
in the entire cabinet.\" Upper House lawmaker Sanzo Hosaka, who is 
going to run in the upcoming race, in a meeting in Tokyo called for 
the defense minister\'s resignation. 


Kyuma has repeatedly made controversial comments. In January, he 
said that the Bush administration\'s decision to launch the Iraq war 
was a mistake, conflicting with the government\'s view. All those 
developments can explain why his latest remarks have drawn such a 
strong reaction from other ruling members. 


But with the Upper House election drawing closer, some think fueling 

the matter is not wise. Earlier this year, Health, Labor and Welfare 
Minister Hakuo Yanagisawa came under heavy fire as he likened women 
to baby-making machines. But Abe continued to defend Yanagisawa. 
Abe\'s options this time are also limited. 


9) Kyuma\'s remarks on atomic bombings hurts ruling parties; Calls 
for his dismissal growing 


Column 3 
TOKYO SHIMBUN (Page 2) (Excerpts) 
July 3, 2007 


In the wake of Defense Minister Fumio Kyuma\'s comment that the US 
atomic bombings could not be helped, many in the ruling parties are 
concerned that the controversial remarks will inevitably affect the 
outcome of the House of Councillors election. Lawmakers of the New 
Komeito, the coalition partner of the ruling Liberal Democratic 

Party (LDP), are also calling for Kyuma\'s dismissal. 
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Yoichi Masuzoe, chairman of the LDP Upper House Policy Research 
Council, stressed last night in Yokohama: 


WI want the defense minister to take responsibility. I\'m not saying 
he should quit his post. He should restudy history and apologize to 
the public. | hope the minister will kneel on the ground during his 
campaign across the nation.\" 


Health, Labor and Welfare Minister Hakuo Yanagisawa also made 
controversial remarks by calling women \"baby-making machines.\" In 
the Aichi gubernatorial election held in February soon after 
Yanagisawa\'s remarks, the candidate backed by the ruling coalition 
faced an uphill battle even though he had been expected to win an 
easy victory. 


Therefore, many in the ruling coalition assume that they will face 

an uphill battle in the upcoming election, with a senior LDP member 
saying: \"Like the baby-making machine remark, Kyuma said something 
he should not have said. An attack by the opposition is 

unavoidable. \" 


The ruling LDP is desperate to win a seat in the Nagasaki 
constituency, from which Kyuma was elected. A senior LDP member, 
however, took a severe view: \"Since his comment rubbed Nagasaki 
people the wrong way, it will certainly affect the election.\" 


10) Defense Minister Kyuma\'s controversial remarks about atomic 
bombing a serious blow to ruling camp 


TOKYO SHIMBUN (Page 2) (Excerpts) 
July 3, 2007 


The victims of atomic bombs are now venting their anger on 
controversial remarks made by Defense Minister Fumio Kyuma that the 
US atomic bombings in Hiroshima and Nagasaki \"could not have been 
helped.\" Abe cabinet ministers have continued making inappropriate 
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remarks since the inauguration of the cabinet last September. Kyuma 
made his controversial remarks at the worst timing, just before the 

House of Councillors election this month. Although he retracted his 
comment and Abe reprimanded Kyuma over the remarks, his comment on 
atom bombs remains a big blow to the government and ruling parties. 


Abe summoned Kyuma to his official residence early Monday and warned 
him to be more careful with his words that may be misunderstood. 
Kyuma then apologized and retracted his remarks. 


Kyuma made the controversial comment on Saturday. Abe tried to calm 
down the negative reactions brought by Kyuma\'s comment out of 
concern that it would unavoidably have an adverse impact on the 
outcomes of the Upper House election if he did nothing. 


Abe yesterday repeatedly stressed to reporters that he would not 
dismiss Kyuma, saying, \"| want him to make efforts for nuclear 
disarmament.\" 


A government official expressed his confidence that Kyuma\'s 
withdrawal of his remarks and Abe\'s reprimand have put an end to the 
Kyuma flap. 


However Abe cabinet ministers have made inappropriate remarks almost 
every month since the cabinet was formed. Kyuma\'s controversial 
comment this time around has raised questions about Abe\'s 
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11) Anger swirling around Kyuma\'s controversial remarks 


ASAHI (Page 1) (Full) 
July 3, 2007 


In reaction to Defense Minister Kyuma\'s controversial remarks 
calling the US atomic bombings \"unavoidable,\" members of victims\' 
groups and others held protests in Tokyo, Nagasaki, and other cities 
yesterday. 


The Japan Confederation of A- and H-bomb Sufferers\' Organizations 
and the Tokyo A-bomb Sufferers\' Organization held an emergency 
gathering at the House of Representatives\' Diet members! office 
building last evening. Mariko lida, 75, chairman of the latter group 
who survived the bombing of Nagasaki, angrily said: \"Although he 
must have heard of victims\' hardships, he made a statement taking 
the side of the United States, which dropped the atomic bombs. It is 
impermissible. Japan confederation deputy chief Kanzo Iwasa, 78, 
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who survived the bombed of Hiroshima, grumbled: \"His words might be 
taken as \'unavoidable\' even if nuclear weapons are used again.\" The 
participants adopted a resolution calling on Prime Minister Abe to 
withdraw his remarks defending Kyuma and instruct him to take 
responsibility for the remarks in question. 


At Peace Park in Nagasaki, about 80 persons, including A-bomb 
victims from three organizations, also staged a sit-in yesterday, 
carrying a banner saying, \"Don\'t forgive KyumaYs comment.\" 


12) Mori: \"Prime Minister is not responsible\" for Kyuma\'s remarks 


MAINICHI (Page 5) (Full) 
July 3, 2007 


Yu Takayama 


In a speech yesterday at a gathering of candidates-to-be for the 
upcoming Upper House election, former Prime Minister Yoshiro Mori of 
the ruling Liberal Democratic Party (LDP) mentioned Defense Minister 
Fumio Kyuma\'s recent controversial comments that America\'s dropping 
of atomic bombs on Japan \"couldn\'t be helped\" and stood by the prime 
minister by noting, \"Prime Minister Shinzo Abe is not responsible 

for that.\" Mori continued, \"Although the prime minister bears the 
responsibility as a person with appointive power, he (Mr. Kyuma) has 

not made remarks significantly deviating from what is socially 
acceptable in the past.\" Mori thus indicated that the prime 

minister\'s responsibility should not be questioned. 


As for the dropping approval ratings for the Abe cabinet in the wake 
of such problems as missing pension records, Mori spoke for Abe: 
\"Mr. Abe is solid and firm in his attitude, but lawmakers working in 
the Prime Minister\'s Official Residence were initially not familiar 
with that attitude (and confused). That caused the approval ratings 
to go down. Now, things are going smoothly.\" 


13) Administrative Vice Defense Minister: WII! refrain from making 
a comment" on Kyumal\'s controversial remarks 


MAINICHI (Page 5) (Full) 

July 3, 2007 

TOKYO 00003013 009 OF 011 

SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 07//07 

At a press briefing yesterday afternoon, Administrative Vice Defense 
Minister Takemasa Moriya was asked about Defense Minister Fumio 


Kyuma\'s comments that the dropping of atomic bombs by the United 
States \"could not be helped\" and said: \"On the part of the Ministry 
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of Defense, I\'ll refrain from making a comment." 


When asked if it is not that the defense minister has often made 
slips of the tongue, Moriya noted: “When his remarks caused 
controversy, the defense minister has revealed his real intentions 
in the past.\" 


14) Kyuma\'s remarks reflect Japan\'s posture toward nuclear arms 


MAINICHI (Page 3) (Abridged slightly) 
July 3, 2007 


Japan\'s ambiguous attitude toward nuclear weapons lies behind 
Defense Minister Fumio Kyuma\'s controversial atomic bombing 
remarks. 


Japan\'s series of nuclear disarmament proposals since 1994 has been 
adopted by the United Nations. At the Nagasaki A-bomb peace memorial 
ceremony on August 9, 2006, then Prime Minister Junichiro Koizumi 
announced the country\'s determination to uphold the three 

non-nuclear principles and continue to spearhead the international 

drive for nuclear disarmament and permanent peace. 


At the same time, remaining in America\'s nuclear umbrella has been 
Japan\'s defense foundation. The 2006 Defense White Paper reads: 
\"Japan believes it can build a watertight defense posture to ensure 
its security by using the deterrent power realized by the immense 
military power of the United States.\" 


Japan has become more dependent on America\'s nuclear umbrella since 
North Korea conducted a nuclear test last October. In her talks with 
Foreign Minister Taro Aso in October in Japan, Secretary of State 
Condoleezza Rice promised that the United States would follow 
US-Japan security guarantee agreements and would defend Japan. 
Around that time, Japan\'s nuclear option was debated. 


Being the only country to have suffered atomic bombs, calling for 
nuclear disarmament in the international community has been regarded 
as Japan\'s responsibility. But the gap between such an ideal and 
reality is expanding. The country seems to be prioritizing the 

political use of nuclear weapons over its call for nuclear 

disarmament. Kyuma\'s remarks reflect such a trend. 


Over the dropping of atomic bombs, the late Emperor Showa (Hirohito) 
indicated in a press conference in 1975: \"It was unfortunate that 

(the bomb was dropped on Hiroshima), and | sympathize with the 
residents. But it was inevitable, for the country was in state of 

war.\" The late Emperor\'s view struck a chord with former Nagasaki 
Mayor Hitoshi Motoshima, who thinks Japan should mull what drove it 
to the war and call its responsibility into question rather than to 
underline its damage. 
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Should the prime minister\'s reprimand and Kyuma\'s apology for his 
gaffe be enough to put the case behind once and for all? The defense 
minister\'s remarks have created a stir in Japan\'s nuclear armament 
debate. 


15) Postwar government has never protested atomic bombings 
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YOMIURI (Page 4) (Full) 
July 3, 2007 


How has the Japanese government responded to the dropping of atomic 
bombs by the US in 1945? 


The government lodged a strong protest with the US on Aug. 10, 1945, 
over the dropping of an atomic bomb in Nagasaki, through 
Switzerland, a neutral state, calling the use of atomic weapons a 

\"new crime against humanity.\" However, according to a Foreign 
Ministry source, Japan has not lodged a formal protest with the US 

on the atomic bombings in the postwar era. 


During that time, Japan has depended on US nuclear deterrence for 
its security. For this reason, the Japanese government has steered 
clear of indicating any clear stance on whether the use of nuclear 
arms itself is illegal under international law. 


In the meantime, Japan has done its utmost to create momentum in the 
international community for abolishing nuclear arms. It has 

submitted UNGA resolutions seeking the abolition of nuclear arms 
every year since 1994 and has had all such resolutions adopted. Main 
features of Japan-sponsored resolutions are strengthening the 

Nuclear Non-Proliferation Treaty (NPT) and seeking nuclear 
disarmament from nuclear powers. Japan has thus indicated its 
position as the only country on which nuclear weapons have been used 
to the international community. 


16) Ruling party Diet Policy Committee chairs agree to carry over 
three labor-related bills to next Diet session 


YOMIURI (Page 4) (Full) 
July 3, 2007 


LDP Diet Policy Chairman Toshihiro Nikai and his New Komeito 
counterpart Yoshio Urushibara yesterday met in the Diet building. 
They agreed to carry over three labor-related bills, a set of bills 
on establishment of a Japanese national security council, a bill 
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amending the Broadcasting Law, a bill unifying pension systems, and 
a bill amending the local government employee law to the next 
session of the Lower House to be enacted during an extraordinary 
session slated to be convened in the fall. 


17) Administrative vice foreign minister: Early resumption of 
six-party talks (seems difficult" 


MAINICHI (Page 5) (Full) 
July 3, 2007 


At a press conference yesterday, Administrative Vice Foreign 

Minister Shotaro Yachi touched on a high-level US government 
official\'s outlook that six-party talks on the North Korean nuclear 
issue would be resumed around July 10 and noted: From a common 
sense point of view, holding them around that time seems difficult." 
US Assistant Secretary of State Christopher Hill, America\'s chief 
negotiator in the six-party talks, has indicated at press 

conferences after his visit to North Korea on June 21 that the 
six-party talks may be resumed around July 10. 


18) Okazaki: \"| am engaged in modifying descriptions at Yushukan\" 
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ASAHI (Page 4) (Full) 
July 3, 2007 


Former Ambassador to Thailand Hisahiko Okazaki, an advisor to Prime 
Minister Abe on diplomatic issues, yesterday indicated his 

involvement in the ongoing review of descriptions in exhibits at the 

war museum Yushukan of Yasukuni Shrine. Okazaki said in a speech at 
the Foreign Correspondents Club in Japan: \"| am now engaged in 
modifying descriptions used in exhibits at Yasukuni Shrine\'s 
Yushukan.\" He added: \"I rewrote the original descriptions related to 
how the Japan-US War and the Sino-Japanese War were started.\" 


On the Japan-US War, Okazaki said: \"It is true that President 
Roosevelt devised ways to prompt Japan to fire the first shot.\" 
Regarding the United States\' motives, he remarked: \"I deleted the 
part \'in order to emerge from the depression\' and instead inserted 
these words: \'the 1937 isolation speech\ (in which President 
Roosevelt criticized Japan, Germany and Italy after the start of the 
Sino-Japanese War).\" 


With respect to the Sino-Japanese War, Okazaki stated: \"China opened 
the war if it is limited to the second one that started in 1937,\" 
but he also said: \"I added as a long-term cause the Japanese 


Column 3 

Imperial Army\'s operations starting in 1935 to separate Beijing and 
other places in the northern part of China from the Chinese 
government under the Nationalist Party." 


A spokesman for Yasukuni Shrine explained: \"Upon listening to views 
from many experts, the shrine is reviewing descriptions on its own 
judgment.\" 


19) Japan agrees with India to draw up energy-conservation action 
program 


NIKKEI (Page 1) (Excerpts) 
July 3, 2007 


Yasuo Takeuchi, New Deli 


The governments of Japan and India issued a joint statement on 
energy cooperation yesterday. In order to save energy in India, both 
sides agreed to work out goals and voluntary action programs for 
each type of business. Japan aims to bring India into a framework to 
replace the Kyoto Protocol, which expires in 2012. The Japanese 
government also intends to call on the United States, China, and 
other major emitters of greenhouse gases to prepare similar goals 
and programs. 


Minister of Economy, Trade and Industry Toshiaki Amari, currently 
visiting India, and India\'s Planning Commission Deputy Chairman 
Ahluwalia signed the joint statement. 


The joint statement specifies Japan\'s technical assistance to reduce 
greenhouse gas emissions in India. The two countries agreed to 
launch a project designed to dispatch experts to designated plants 

in steel, cement and other industries to check their efforts. Japan 

will accept 200 Indian trainees for energy conservation over the 
coming three years. Japan also plans to transfer technology to 
improve energy efficiency when coal is used for power generation 
after impurities are removed. 
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DEPT FOR SCA/RA (JBRENNIG), SCA/A, DRL, INL/CNPR 


E.O. 12958 N/A 

TAGS: PHUM, SNAR, PINR, PTER, AF 

SUBJECT: LEAHY VETTING REQUEST: ANP RANK REFORM PHASE III TIER TWO, 
PART THREE OF THREE 


1. This is an action request; please see paragraph 2. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 19 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier Two of ANP Rank Reform. When 
there are individuals with one name: Post has made a good faith 

effort to ensure that the individuals with one name actually only 

have one name. This is the third list in a series of three cables. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests Department\'s vetting and response at the earliest 

feasible date. Post appreciates Department\'s strong support for this 
aspect of the ANP Rank Reform process. 


4. Following is the biodata for the 19 ANP officers: 


1. Name: Mohammad Timor 

Father\'s Name: Mohammad Ayoub 

Grandfather\'s Name: Abdul Hakim 

Age: N/A 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Inspection General Professional Member 


2. Name: Shah Wali 

Father\'s Name: Basoi 

Grandfather\'s Name: Bakhoi 

Age: 1960 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: HQ General Directorate, Directorate Executive 
General Director 


3. Name: Mohammad Ali 
Father\'s Name: Nowrowz Ali 
Grandfather\'s Name: Aetafag Biq 
Age: 1953 

RANK: Colonel 
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Ethnicity: Hazara 
Job Selected For: Documentations and Relations Chief 


4. Name: Mia Gul 

Father's Name: Kamaludin 
Grandfather\'s Name: Abdul Rahman 
Age: 1960 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Admin 


5. Name: Nowroz 

Father's Name: Dost 

Grandfather\'s Name: Mohammad Amin 

Age: 1966 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Planning and Policy Director 


6. Name: Mohammad Hakim 

Father's Name: Jan Ali 

Grandfather\'s Name: 

Age: 1962 

RANK: Colonel 

Ethnicity: Hazara 

Job Selected For: Evaluation and Inspection Department 


7. Name: Barat Ali 

Father's Name: Khan Ali 

Grandfather\'s Name: Mohammad Ali 

Age: 1963 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Evaluation and Inspection Member 


8. Name: Abdullah Salam Yeyasi 

Father's Name: Abdullah Gheyas 

Grandfather\'s Name: Abdullah Rahim 

Age: 1949 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: General Director of Strategy and Plan 


9. Name: Sayed Reza 

Father\'s Name: Sayed Shah 
Grandfather\'s Name: Sayed Reza 
Age: 1967 

RANK: Major 

Ethnicity: Tajik 
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Job Selected For: Deputy and Panning Officer 


10. Name: Shah Sayed 

Father\'s Name: Mohammad Naiam 
Grandfather\'s Name: Mohammad Gul 
Age: 1967 

RANK: Major 

Ethnicity: Sadat 

Job Selected For: Parliamentary Director 


11. Name: Mohammad Nabi 

Father\'s Name: Mohammad Omar 
Grandfather\'s Name: Mohammad Zaman 
Age: 1967 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Office Secretary 


12. Name: Mohammad Gul 
Father\'s Name: Sayed Gul 
Grandfather\'s Name: 

Age: 1954 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Director 


13. Name: M. Ibrahim 
Father\'s Name: Sharafudin 
Grandfather\'s Name: 

Age: 1967 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Cameraman 


14. Name: Habib Rahman 
Father\'s Name: Abdul Rahman 
Grandfather\'s Name: 

Age: 1955 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Cameraman 


15. Name: Gul Aga 

Father\'s Name: Amir Khan 
Grandfather\'s Name: 

Age: N/A 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Cameraman 


16. Name: Mohammad Afzal 
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Father\'s Name: Sekandar 
Grandfather\'s Name: N/A 
Age: 1963 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Reporter 


17. Name: Talib 

Father\'s Name: Abdul Latif 
Grandfather\'s Name: 

Age: 1963 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Reporter 


18. Name: Abdul Majed 
Father\'s Name: Ghulam Haider 
Grandfather\'s Name: 

Age: 1965 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Photographer 


19. Name: Haqir Mohammad 

Father\'s Name: Samarqand 
Grandfather\'s Name: Faqir Mohammad 
Age: 1955 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Photographer 
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1. This is an action request; please see paragraph 2. 


2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 50 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier Two of ANP Rank Reform. When 
there are individuals with one name: Post has made a good faith 

effort to ensure that the individuals with one name actually only 

have one name. This is the second list in a series of three cables. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests Department\'s vetting and response at the earliest 

feasible date. Post appreciates Department\'s strong support for this 
aspect of the ANP Rank Reform process. 


4. Following is the biodata for the 50 ANP officers: 


1. Name: Said Mohammad Amin 

Father\'s Name: Said Mohammad Mateen 

Grandfather\'s Name: 

Age: 1943 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Biological items evaluation Department 


2. Name: Kalam Khan 

Father\'s Name: Barakat 
Grandfather\'s Name: 

Age: 1956 

RANK: Lieutenant Colonel 
Ethnicity: Pashtun 

Job Selected For: Admin officer 


3. Name: Mohammad Naseem 

Father\'s Name: Hidar Ali 

Grandfather\'s Name: 

Age: 1964 

RANK: Lieutenant Colonel 

Ethnicity: Hazara 

Job Selected For: Logistic and finance officer 


4. Name: Mohammad Anwar 
Father\'s Name: Abdul Monir 
Grandfather\'s Name: 

Age: 1968 
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RANK: Lieutenant Colonel 
Ethnicity: Pashtun 

Job Selected For: Guard duty OIC 


5. Name: Walkil Ahmad 

Father\'s Name: Mohammad Osman 
Grandfather\'s Name: Ramazan 
Age: 1972 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Recruiting 


6. Name: Gul Sayed 

Father\'s Name: Mohammad Sayed 
Grandfather\'s Name: Yar Mohammad 

Age: 1962 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Force Management Director 


7. Name: Maher 

Father's Name: Mohammad Tahir 
Grandfather\'s Name: Mohammad Zaman 
Age: 1963 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Chief Marketing section 


8. Name: Mohammad Amin 
Father's Name: Mohammad Iklas 
Grandfather\'s Name: N/A 

Age: N/A 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Census Member 


9. Name: Abdul Aziz 

Father\'s Name: Juma Gul 
Grandfather\'s Name: Sayed Aga 

Age: 1960 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Chief of Procurement 


10. Name: Lal Mohammad 

Father\'s Name: Sultan Mohammad 
Grandfather\'s Name: Nik Mohammad 
Age: 1962 

RANK: Colonel 

Ethnicity: Tajik 
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Job Selected For: Chief of Uniform 


11. Name: Mohammad Yasin 

Father\'s Name: Mohammad Rahim 

Grandfather\'s Name: Sayed Gul 

Age: 1964 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Assistant in Uniform Department 


12. Name: Abdul Aziz 

Father's Name: Mohammad Nadir 
Grandfather\'s Name: Ahmad Shah 
Age: 1955 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Public Affairs 


13. Name: Abdul Rahman 
Father's Name: Abdul Majid 
Grandfather\'s Name: Karim 
Age: 1955 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Border director 


14. Name: Abdul Malik 

Father\'s Name: Gul Ahmad 
Grandfather\'s Name: Nik Mohammad 
Age: 1961 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Professional Member 


15. Name: Mir Ahmad 

Father\'s Name: Noor Ahmad 

Grandfather\'s Name: Saleh Mohammad 
Age: 1967 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Narcotic Drug Dpt assistant 


16. Name: Abdul Rahim 

Father's Name: Khwaja Mohammad 
Grandfather\'s Name: 

Age: 1965 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Information Collection Chief 


17. Name: Zalmai 
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Father\'s Name: Abdul Jabbar 

Grandfather\'s Name: 

Age: 1969 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Criminal Technique Director 


18. Name: Gulzar Ali 

Father\'s Name: Mohammad Zarief 

Grandfather\'s Name: 

Age: 49 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Investigation and ID Approval Director 


19. Name: Raz Mohammad 
Father\'s Name: Dien Mohammad 
Grandfather\'s Name: 

Age: 1958 

RANK: 

Ethnicity: Tajik 

Job Selected For: Ballistic Section 


20. Name: Norollah 

Father\'s Name: Mohammad Dost 

Grandfather\'s Name: 

Age: 1964 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: The Separation Section of Documents 


21. Name: Saied Ahmad Shah 
Father\'s Name: Khaki Shah 


Grandfather\'s Name: 

Age: 1956 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Team Director of the Incident Scene 


22. Name: Ghullam Muhaiuddin 

Father's Name: Haji KO 

Grandfather\'s Name: Mohammad Naeem 
Age: 1955 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Deputy Directorate 


23. Name: Salman 
Father\'s Name: Abdul Saboor 
Grandfather\'s Name: Abdul Aziz 
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Age: 1959 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Accounting and Logistic 


24. Name: Mohammad Kazim 

Father's Name: Mohammad Moosa 
Grandfather\'s Name: Sarajuddin 

Age: 1956 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Fire Department Director 


25. Name: Yar Mohamad 

Father\'s Name: Ameer Mohammad 
Grandfather\'s Name: Ameer Khan 
Age: 1954 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Deputy 


26. Name: Sardar Mohammad 
Father's Name: Mohammad Rasool 
Grandfather\'s Name: Masjedi 

Age: 1964 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Chief of G1 


27. Name: Mohammad Saboor 

Father\'s Name: Mohammad Saleem 
Grandfather\'s Name: Mohammad Aslam 
Age: 1962 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Chief of Observation 


28. Name: Sayed Kamal 

Father's Name: Sayed Uagoob 
Grandfather\'s Name: Sayed Munawer Shah 
Age: 1972 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Member 


29. Name: Mohammad Kabeer 
Father\'s Name: Mohammad Sedeeq 
Grandfather\'s Name: Khuda Bakhsh 
Age: 1966 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 
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Job Selected For: Chief of Workshop 


30. Name: Hateequllah 

Father's Name: Mohammad Ullah 

Grandfather\'s Name: Jalal Khan 

Age: 1967 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Chief of Fire Department in Khoshal 


31. Name: Mohammad Qasem 

Father\'s Name: Mohammad Inham 
Grandfather\'s Name: Mohamad Hayoob 

Age: 1957 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Duty Officer in Khushal Meena 


32. Name: Mohammad Kabeer 
Father\'s Name: Abdul Ghafoor 
Grandfather\'s Name: Ghulam Farooq 
Age: 1964 

RANK: Lieutenant Colonel 


Ethnicity: Tajik 
Job Selected For: Chief of Fire Department in Khair 


33. Name: Murtaza 

Father\'s Name: Abdul Khair 

Grandfather\'s Name: Payenda Mohammad 

Age: 1966 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Chief of Fire Department in Pulecharki 


34. Name: M-Hashem 

Father\'s Name: Sher muhammad 

Grandfather\'s Name: Amir muhammad 

Age: 1969 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Secretary of Operatives and Arrests 


35. Name: Shafiullah 

Father's Name: M-Akbar 

Grandfather\'s Name: M-Akram 

Age: 1968 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Evalvation and Inspection Group Director 


Column 3 

36. Name: Abdul Raouf 

Father\'s Name: Abdul Ghafoor 
Grandfather\'s Name: Abdul Qader 

Age: 1960 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: director of inspection group 


37. Name: Abdul Zahir 

Father's Name: Abdul Majid 

Grandfather\'s Name: Abdul Nabi 

Age: 1964 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Liason officer with ministries 


38. Name: Mohmmad Momin 

Father's Name: Mohmmad Hakim 

Grandfather\'s Name: Padshah Khan 

Age: 1954 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Director of the support service of retail 
purchasing 


39. Name: Khan Aga 

Father\'s Name: Abdul Wahab 

Grandfather\'s Name: Ayat Khan 

Age: 1959 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Director of the Contracts in Center 


40. Name: Abdul Rab 

Father\'s Name: Abdul Salam 

Grandfather\'s Name: Sali Mohmmad 

Age: 1965 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: In charge of the logistic equipment contracts 


41. Name: Abdul Razaq 

Father\'s Name: Abibull Rahman 

Grandfather\'s Name: Esmat Ullah 

Age: 1963 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Logistic Department, Contracts 


42. Name: Mohd Hasan Alami 
Father\'s Name: Mohd Ghani 
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Grandfather\'s Name: Khanan Khan 

Age: 1968 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Gen Dir of Archive\'s Doc and relations 


43. Name: Shah Rukh 

Father\'s Name: Sher Ahmad 

Grandfather\'s Name: Sher Ahmad 

Age: 1955 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: LNO at Doc & Relations Dprt 


44. Name: Mohd wali 

Father\'s Name: Abdul Satar 

Grandfather\'s Name: Mohd Tawoos 

Age: 1973 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Ministers council Decisions 


45. Name: Sayed Sikandar 

Father\'s Name: Sayed Lala Shah 

Grandfather\'s Name: Mir sayed Khan 

Age: 1955 

RANK: Major 

Ethnicity: Sadat 

Job Selected For: Governmental Administration Incharge 


46. Name: Gul Rahman 

Father\'s Name: Akbar Khan 
Grandfather\'s Name: Mohd ayub 
Age: 1963 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Archive Incharge 


47. Name: hussain Khel 

Father\'s Name: Yar Mohd 
Grandfather\'s Name: Zeenat Khan 

Age: 1965 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Liaison Officer at MOD 


48. Name: Babrak 

Father\'s Name: Merajudin 
Grandfather\'s Name: Sarajudin 
Age: 1955 
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RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Nangarhar Police Command, 3rd District Police 
Chief 


49. Name: Sayed Aewazullah 

Father\'s Name: Shir Wali 

Grandfather\'s Name: Zarin 

Age: N/A 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Nangarhar Police Command, 4th District Police 
Chief 


50. Name: Ghulam Omar 

Father\'s Name: Mohammad Omar 

Grandfather\'s Name: Mohammad isa 

Age: N/A 

RANK: Colonel 

Ethnicity: Tajik 

Job Selected For: Deputy Director of Bribery Corruption, Internal 
Affairs Directorate 
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PP RUEHWEB 

DE RUEHBUL #2109/01 1840225 

ZNR UUUUU ZZH 

P 030225Z JUL 07 

FM AMEMBASSY KABUL 

TO SECSTATE WASHDC PRIORITY 8937 


SIPDIS 

SIPDIS 

DEPT FOR SCA/RA (JBRENNIG), SCA/A, DRL, INL/CNPR 

E.O. 12958 N/A 

TAGS: PHUM, SNAR, PINR, PTER, AF 

SUBJECT: LEAHY VETTING REQUEST: ANP RANK REFORM PHASE III TIER TWO, 
PART ONE OF THREE 


1. This is an action request; please see paragraph 2. 
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2. In order to comply with Leahy vetting requirements, this cable 
forwards the names and biodata of 16 Afghan National Police field 
grade officers selected for Ministry of Interior Headquarters 

positions as part of the Phase Ill Tier Two of ANP Rank Reform. When 
there are individuals with one name: Post has made a good faith 

effort to ensure that the individuals with one name actually only 

have one name. This is the first list in a series of three cables. 


3. Post will inform Department immediately of any derogatory 
information found by Embassy or UNAMA during in-country vetting. 
Derogatory information regarding these individuals will be entered 

into ACES. Given the high importance of the ANP Rank Reform process, 
post requests Department\'s vetting and response at the earliest 

feasible date. Post appreciates Department\'s strong support for this 
aspect of the ANP Rank Reform process. 


4. Following is the biodata for the 16 ANP officers: 


1. Name: Mohammad Yaqoob 
Father\'s Name: Mohd. Amin 
Grandfather\'s Name: Mohd. Sarief 
Age: 1964 

RANK: Major 

Ethnicity: Tajek 

Job Selected For: professional member 


2. Name: Abdul Malik 

Father's Name: Aji Mohd 
Grandfather\'s Name: Mohd. Ayoob 
Age: 1963 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: deputy directorate 


3. Name: Ghullam Dastagir 
Father\'s Name: Ghullam Ali 
Grandfather\'s Name: Qurban Ali 
Age: 1967 

RANK: Major 

Ethnicity: Tajek 

Job Selected For: deputy directorate 


4.Name: Mohammad Khan 
Father\'s Name: Saifullah 
Grandfather\'s Name: Shirin 

Age: 1952 

RANK: Lieutenant Colonel 

Ethnicity: Pashtun 

Job Selected For: Deputy Directorate 
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5. Name: Mir Fakhrudeen 

Father\'s Name: Mir Jamaludeen 
Grandfather\'s Name: Mir Serajudeen 
Age: 1964 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Personnel Officer 


6. Name: Mohammad Aman 

Father\'s Name: Abdul Qahar 
Grandfather\'s Name: Abdul Jabar 

Age: 1964 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Communication Officer 


7. Name: Ghulam Sakhi 
Father\'s Name: Amir Muhammad 
Grandfather\'s Name: Almas 
Age: 1966 

RANK: Major 

Ethnicity: Tajik 

Job Selected For: Cipher Officer 


8. Name: Sayed Mukhtar 

Father\'s Name: Mohammad Karim 
Grandfather\'s Name: Mohammad Rasool 
Age: 1967 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Acquisition Officer 


9.Name: Malang 

Father\'s Name: Baroo Khan 

Grandfather\'s Name: Reydi Gul 

Age: 1965 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Southern Yeast Zone S2 Officer 


10. Name: Ziadullah 

Father\'s Name: M Nadir 

Grandfather\'s Name: Kheda Dad 

Age: 1966 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Insurgent Centers and Finance Resources, 
Investigation Officer 


11. Name: Shir Mohammad 


Column 3 

Father\'s Name: Noor Muhammad 
Grandfather\'s Name: Shehab-u-deen 
Age: 1964 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Alqahid Traking Officer 


12. Name: Mohammad Hamid 
Father\'s Name: Abdul Zahir 
Grandfather\'s Name: Ata Mohd 
Age: 1958 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Interpol office 


13. Name: Ghulam siddique 

Father\'s Name: Juma Khan 
Grandfather\'s Name: N/A 

Age: 1966 

RANK: Lieutenant Colonel 

Ethnicity: Tajik 

Job Selected For: Heavy crimes Director 


14. Name: Merajuddin 

Father\'s Name: Ghulam Mohi uddin 
Grandfather\'s Name: Mohi uddin 

Age: 1964 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Director of Youth crimes 


15. Name: Ghulam Sanayi 

Father\'s Name: Abdul Wudood 
Grandfather\'s Name: Sahib jan 

Age: 1963 

RANK: Colonel 

Ethnicity: Pashtun 

Job Selected For: Central tasks Director 


16. Name: Abdul Rahman 

Father\'s Name: Aziz 

Grandfather\'s Name: Ghulam Sarwar 
Age: 1962 

RANK: Major 

Ethnicity: Pashtun 

Job Selected For: Budgeting Officer 
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Column 3 

DE RUEHCO #0485 1840305 

ZNR UUUUU ZZH 

R 030305Z JUL 07 

FM AMEMBASSY COTONOU 

TO RUEHC/SECSTATE WASHDC 9635 

INFO RUCNFUR/DARFUR COLLECTIVE 

RUEHZK/ECOWAS COLLECTIVE 

RUEHGG/UN SECURITY COUNCIL COLLECTIVE","UNCLAS COTONOU 000485 


SIPDIS 

SENSITIVE 

SIPDIS 

DEPT FOR AF/W, AF/RSA, and IO/PSC (DHANKINS) 


E.O. 12958: N/A 

TAGS: PREL, KPKO, UNSC, MASS, BN, SU 

SUBJECT: BENIN UNABLE TO CONSIDER TROOP CONTRIBUTION TO HYBRID 
DARFUR OPERATION 


REF: STATE 90022 


(SBU) Charge spoke on July 2 with Benin\'s Minister of State for 
National Defense, Issifou Kogui NVDouro, to request that Benin 
consider a troop contribution to the hybrid AU/UN force for Darfur. 
NVDouro stated that Benin was unable to consider such a troop 
contribution because he simply did not have enough troops. NWDouro 
said that with PKO battalions currently deployed in Cote d\'Ivoire 

and DR Congo, it was beyond the means of the Beninese Armed Forces 
to deploy a third battalion on a peacekeeping assignment. N\'Douro 
said that Benin remained committed to providing its troop 
contributions in the two on-going missions, but that he would only 

be able to consider another PKO if one of those two battalions was 
no longer needed where it is currently deployed. 
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PP RUEHFK RUEHKSO RUEHNH 

DE RUEHKO #3022 1840400 

ZNR UUUUU ZZH 

P 030400Z JUL 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5139 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
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RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 1869 
RUEHNH/AMCONSUL NAHA 4287 

RUEHKSO/AMCONSUL SAPPORO 2678 

RUEHOK/AMCONSUL OSAKA KOBE 5451 
RUEHBJ/AMEMBASSY BEWING 7715 

RUEHMO/AMEMBASSY MOSCOW 1757 
RUEHUL/AMEMBASSY SEOUL 3773 

RUCNDT/USMISSION USUN NEW YORK 4866 

RHEHAAA/NSC WASHDC","UNCLAS TOKYO 003022 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPG/W, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, EAP/K, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: TOKYO MEDIA REACTION - DPRK NUCLEAR PROGRAM 


LEAD STORIES: Tuesday morning\'s Nikkei front-paged a 
dispatch from New Delhi on a joint statement issued 
Monday by Japan and India on bilateral cooperation for 
energy conservation in India. The daily added that 

Tokyo is planning to ask the US and China to separately 
strike a similar accord. 


1. \"Thorough Verification Needed to Ensure Complete 
DenuclearizationW The business-oriented Nikkei 
editorialized (7/3): \"North Korea and the IAEA have 
agreed on the modalities of the latter\'s verification 

of the shutdown and sealing of the Yongbyon nuclear 
complex. Given its track record of broken promises, 
however, there is little room to hope that Pyongyang 
will comply with this accord. Unless surveillance and 
verification are undertaken in a way that fully dispels 
the international community\'s suspicions about North 
Korea\'s nuclear program, trust in the IAEA itself will 
be called into question.... While the details of the 
DPRK-IAEA agreement are still unclear, inspectors are 
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expected to begin arriving in mid-July. Though they 
should be able to confirm the shutdown and sealing of 
the Yongbyon facilities, this alone will not lead 

directly to denuclearization. The February six-party 
agreement holds that North Korea will discuss with the 
other five countries a complete declaration of all its 
nuclear programs, and it remains to be seen whether 
uranium enrichment will be included. The current 
consensus of the international community is that North 
Korea\'s complete denuclearization should be pursued 
through the six-party framework. This is a good thing. 
But at the same time, it appears that the international 
community is still being manipulated by Pyongyang.\" 


SCHIEFFER 


114135 

RR RUEHBZ RUEHDU RUEHJO RUEHMR RUEHRN 

DE RUEHSA #2352/01 1840411 

ZNR UUUUU ZZH 

R 030411Z JUL 07 

FM AMEMBASSY PRETORIA 

TO RUEHC/SECSTATE WASHDC 0606 

RUCNSAD/SOUTHERN AF DEVELOPMENT COMMUNITY COLLECTIVE 
INFO RUEHTN/AMCONSUL CAPE TOWN 4568 

RUEHDU/AMCONSUL DURBAN 8975 

RUEHJO/AMCONSUL JOHANNESBURG 7030","UNCLAS SECTION 01 OF 03 PRETORIA 002352 


SIPDIS 


DEPT FOR OES/PCI, OES/ENV, AND AF/S 
DEPT PASS EPA/OIA, 


SIPDIS 


E.O. 12958: N/A 

TAGS: SENV, SOCI, ETRD, SF, 

SUBJECT: SOUTH AFRICAN ENVIRONMENT, SCIENCE, AND TECHNOLOGY MONTHLY 
BRIEFINGS, JUNE 2007 


PRETORIA 00002352 001.2 OF 003 


1. (U) Summary: This is the South African Environment, Science and 
Technology Monthly Briefings newsletter, June 2007, Volume 2, Number 
3, prepared by the U.S. Embassy Pretoria, South Africa. 


Topics of the newsletter: 

-- USTDA AND RAND WATER SYSTEMS FORM CAPACITY-BUILIDING PARTNERSHIP 
-- GREEN SCORPIONS CLOSE DOWN MEDICAL WASTE PLANT 

-- PLANS TO PHASE OUT INCADESCENT BULBS UNDERWAY IN SA 


Column 3 
-- GOVERNMENT DELAYS ISSUING A BIO-FUELS POLICY 
-- DME Proposes Green Tax on Heavy Polluting Sports Vehicles 


-- FOREIGN VISITORS MAY HAVE TO REGISTER TO \"ROAM\" ON MOBILE 
PHONE 


-- SADC COUNTRIES GRANTED PERMISSION TO SELL OFF IVORY STOCKPILES 
-- TUTU SAYS HUMAN-INDUCED CLIMATE CHANGE IS A SIN 
End Summary. 


USTDA AND RAND WATER SYSTEMS FORM CAPACITY-BUILIDING PARTNERSHIP 


2. (U) The United States Trade and Development Agency (USTDA) 
established a partnership with the Rand Water Systems (RWS) to help 
South Africa meet infrastructural and basic water services needs. 
USTDA will assist RWS in identifying relevant technologies and will 
sponsor RWS trips to the US linking RWS with US-based technology 
providers to bring this state-of-the art technology to the South 

African water market. RWS Director Makie Mandela noted that as a 
water-stressed country, South Africa cannot provide the 
constitutionally-required 1,700 cubic meters of water per person per 
year. She hoped that this partnership would provide the critical 
technical assistance that South Africa needs to develop an efficient 
water services infrastructure. Ambassador to South Africa Eric Bost 
said that \"USTDA\'s strategic use of foreign assistance funds to 
support investment policy and decision-making in host countries 
creates an enabling environment for trade, investment and 
sustainable economic development, with emphasis on sectors which may 
benefit from exports of goods and services.\" RWS is a subsidiary of 
the Rand Water Board, established to provide business and technical 
support, advisory and capacity building services for water-related 
infrastructure projects in South Africa and Africa. 


GREEN SCORPIONS CLOSE DOWN MEDICAL WASTE PLANT 


3. (U) The Environmental Management Inspectors (EMI) Unit of the 
Department of Environmental and Tourism Affairs (better known as the 
\"Green Scorpions\") shut down a medical waste plant after months of 
negotiations with the owner proved fruitless. The site was littered 

with expired medicine, needles, blood, amputated limbs, bandages, 
human remains and other medical equipment. The facility incinerates 
medical waste from Gauteng, Limpopo, the Free State and 
KwaZulu-Natal. Green Scorpions Director for Compliance Livhuwani 
Siphuma said the inspection revealed an \"unacceptable disregard for 
the facility\'s permit conditions.\" He noted that poor storage and 
improper storm-water management resulted in blood-contaminated water 
leaking into the soil and possibly contaminating the groundwater. 

The incinerator, which was operated 24 hours a day, was overloaded, 
resulting in emissions of thick black smoke. Children from nearby 
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townships had played on the dump and women passed it regularly on 
their way to collect water. After conducting the onsite compliance 
inspection, the Green Scorpions issued an official notice to close 

the facility. Siphuma advised that the facility would remain closed 
until all health requirements were complied with. Last month the 
facility was shut down, but allowed to open again when it challenged 
the suspension. 


PLANS TO PHASE OUT INCADESCENT BULBS UNDERWAY IN SA 


4. (U) National Energy Efficiency Agency (NEEA) Operations Manager 
Barry Bredenkamp said that the South African government will phase 

out incandescent bulbs and replace them with the energy-saving 
compact fluorescent lamp (CFL) or \"long-life\" bulbs over the next 

three years. Central Energy Fund (CEF) and the UK-based Phillips 
Corporation are discussing developing a facility to manufacture CFL 
bulbs in Southern Africa (possibly Lesotho) later this year. CFL 

bulbs consume only 20 percent of the electricity that conventional 

bulbs consume. South Africa currently imports CFL bulbs from China 
and Indonesia. ESKOM General Manager of Investment Strategy Andrew 
Etzinger commented that if every South Africa household used CFL 
bulbs, the electricity demand could be reduced by up to 1,000 

megawatts (MW). ESKOM distributed over 8 million CFL bulbs in 2005 
and 2006. Five million bulbs were distributed in the Western Cape 
province, and over three million bulbs more are to be distributed in 

the Gauteng and Kwa-Zulu Natal provinces. In 2006, ESKOM conducted 
a door-to-door energy efficiency awareness campaign which it claims 
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yielded a 229 MW electricity savings. Etzinger commented that 

before imposing a total ban on the incandescent bulb, the government 
and ESKOM must lower the price of CFL bulbs. The current cost is 

too prohibitive for low-income households. CFL bulbs retail for 
approximately $3 while the conventional bulbs cost only $0.57. 

Etzinger stated that ESKOM is aware that CFL bulbs have high mercury 
content, and that it would establish disposal sites so that the 

bulbs would not be dumped in landfills. 


GOVERNMENT DELAYS ISSUING A BIO-FUELS POLICY 


5. (U) South Africa\'s delay in promulgating bio-fuel marketing and 
production regulations has caused investors to withhold financing 
for Ethanol Africa, a maize-to-ethanol plant to be located in 
Bothaville, in the Free State province. Ethanol Africa CEO Johan 
Hoffman said that potential investors were already directing their 
funds to other countries because the government could not make a 
decision on the legislation. He commented that South Africa could 
be losing a place in the bio-fuel industry if the delay continues. 
Earlier this year, the press reported that construction had stopped 
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at the Bothaville plant due to lack of financing. At that time, the 
company denied problems and said the halt was due to construction 
issues. Ethanol Africa, established in 2005, planned to build eight 
bio-fuel plants in South Africa\'s maize belt region. 


6. (U) Department of Minerals and Energy (DME) Chief Director for 
Clean Energy Sandile Tyatya said that a bio-fuel policy could not be 
released due to a delay in briefing an inter-departmental committee 
on the outcome of consultations on the draft strategy. He also said 
that there were challenges which still needed to be addressed, 
including incentives for the industry and concerns about who would 
carry the price tag for the mandatory blending of the bio-ethanol 

into petrol. Tyatya said that the document would be presented to 
the cabinet sometime in June. According to the DME, it would then 
start reviewing the licensing of bio-fuel producers by September and 
hoped to finalize the policy by the end of the year. Tyatya 
emphasized that the government remains committed to bio-fuels as a 
priority sector aligned to the Accelerated and Shared Growth 
Initiative of South Africa (ASGISA) because of its potential to 

create jobs in the agricultural sector. Industrial Development 
Corporation (IDC) official Rian Coetzee said they were supportive of 
the DME\'s cautious approach to the policy. IDC conducts feasibility 
studies into South Africa bio-fuel projects. Coetzee said DME\'s 
cautious approach would avoid hasty decisions and problems that 
should have been foreseen. The South African Petroleum Industry 
Association (SAPIA) remains concerned that the seven major fuel 
producers would suffer an Weconomic penalty\" resulting from 
substituting portions of petrol and diesel with bio-fuels. SAPIA 
notes that it will cost \"billions of rand\" to adjust the refinery 

process for blending. 


FOREIGN VISITORS MAY HAVE TO REGISTER TO \"ROAM\" ON MOBILE PHONES 


7. (U) The South African parliamentary justice committee is 
discussing a bill which will make it mandatory for foreign visitors 

to register with a local service provider before they have 

international roaming on their telephones. If successful, the 

clause would become a part of the Regulation of the Interception of 
Communication Amendment Bill, whose purpose is fight organized crime 
conducted using mobile phones. The amended regulation will require 
visitors to provide details such as names, addresses, and passport 
numbers to service providers before acquiring access to roam on 
their phones. Cell phone companies have expressed concern about 
this proposal, arguing that visitors and tourists may be subjected 

to long registration lines at airports, which could pose serious 
logistical problems, especially during the 2010 Soccer World Cup. 
Department of Minerals and Energy 


SADC COUNTRIES GRANTED PERMISSION TO SELL OFF IVORY STOCKPILES 


8. (U) Countries attending the meeting of the Convention on 
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International Trade in Endangered Species of Wild and Fauna and 
Flora (CITE) at the Hague in mid-June partially lifted the ban on 

the export of elephant ivory from Botswana (20 tons), Namibia (10 
tons) and South Africa (30 tons). South African National Parks 
(SANP) CEO David Mabunda said South Africa would sell over 30 tons 
of the ivory currently stockpiled at the Kruger National Park to 
Japan. Mabunda said the sale would be a once-off and controlled 
sale, which means that CITES officials would regulate the sale 
process from the source to the market, to ensure that no illegal 
ivory enters the transaction. The SANP official said the proceeds 
from the ivory sale could reach between $4.2 and $5.7 million, most 
of which would be directed to conservation and management of the 
national parks. Animal rights activists have expressed anger over 
the CITES partial lift of the ban, arguing that the decision is 
\"swayed by commercial interests that gave no consideration to the 
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rights and welfare of the elephants.\" Animal Rights Africa 
Spokesman Steve Smit claimed that even though South Africa has 
previously been given CITES permission to sell ivory on condition 

that proceeds are channeled to conservation, those proceeds have not 
been disbursed as promised. 


TUTU SAYS HUMAN-INDUCED CLIMATE CHANGE IS A SIN 


9. (U) South African Archbishop Emeritus Desmond Tutu told 
congregants at the Arctic Cathedral in Norway that world leaders who 
continue to ignore the reality of human-induced climate change are 
committing a sin against the children of world. The archbishop made 
the statement while delivering a special sermon on the eve of world 
environmental day. Tutu said that the poor and other vulnerable 

people would be most severely affected by droughts, flooding, and 
severe weather caused by climate change. He added that governments 
must set firm dates and targets for reducing their carbon emissions, 
according to the Kyoto treaty terms. 
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OO RUEHWEB 

DE RUEHAK #1695 1840455 

ZNY CCCCC ZZH 

O 030455Z JUL 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2822 
INFO RUCNMEU/EU INTEREST COLLECTIVE PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 0343 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 0091 
RUEHAM/AMEMBASSY AMMAN PRIORITY 0912 


Column 3 

RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0975 
RUEHEG/AMEMBASSY CAIRO PRIORITY 0428 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 1653 
RUEHDO/AMEMBASSY DOHA PRIORITY 0235 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 1001 
RUEHKU/AMEMBASSY KUWAIT PRIORITY 0877 
RUEHMK/AMEMBASSY MANAMA PRIORITY 0212 
RUEHMS/AMEMBASSY MUSCAT PRIORITY 0079 
RUEHRB/AMEMBASSY RABAT PRIORITY 0150 
RUEHRH/AMEMBASSY RIYADH PRIORITY 0640 
RUEHYN/AMEMBASSY SANAA PRIORITY 0095 
RUEHTU/AMEMBASSY TUNIS PRIORITY 0255 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/01/2017 

TAGS: PREL, PTER, SY, IZ, TU 

SUBJECT: TURKEY: CONTINUED SUPPORT TO STOP FLOW OF FOREIGN 
FIGHTERS TO IRAQ 


REF: SECSTATE 91551 
Classified By: PolCouns Janice G Weiner, reasons 1.4 (b), (d) 


1. (C) We delivered reftel demarche to Turkish MFA Special 
Iraq Coordinator Oguz Celikkol July 2. Celikkol, who is well 
informed on the issue, responded that the Turks have 
repeatedly told Damascus that for the sake of the entire 
region, they need to take the necessary measures to cut the 
flow of foreign fighters to Iraq. They would reemphasize the 
point to the SARG, he said. 


2. (C) Celikkol also noted that Syria had not participated in 
the Neighbors\' working group on energy that took place in 
Istanbul June 28-29. His understanding was that Damascus - 
though it is responsible for the security working group - had 
decided it would not take part in the process until two 

Syrian soldiers, which he understands the Iraqis are holding, 
have been released. He characterized this as extremely 
unfortunate, as he believes Syria\'s participation in the 
Neighbors\' process - particularly the security aspect - is 
essential. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 
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PP RUEHDBU RUEHFL RUEHLA RUEHMRE RUEHROV RUEHSR 

DE RUEHKB #0833/01 1840534 

ZNY CCCCC ZZH 

P 030534Z JUL 07 

FM AMEMBASSY BAKU 

TO RUEHC/SECSTATE WASHDC PRIORITY 3392 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUCNOSC/OSCE COLLECTIVE PRIORITY""CONFIDENTIAL SECTION 01 OF 02 BAKU 00083 


SIPDIS 
SIPDIS 
DEPARTMENT FOR G/TIP: MEGAN HALL 


E.O. 12958: DECL: 07/03/2017 

TAGS: PGOV, PREL, PHUM, KDEM, AJ 

SUBJECT: AMBASSADOR DISCUSSES TIP, MEDIA CRACKDOWN, AND 
POLICE ADVISOR WITH MINISTER OF INTERNAL AFFAIRS RAMIL 
USUBOV 


Classified By: AMBASSADOR ANNE E. DERSE PER 1.4 (B,D). 


1. (C) SUMMARY: In a June 22 meeting with Minister of 
Internal Affairs Ramil Usubov, the Ambassador delivered the 
2007 Trafficking in Persons Report, highlighting areas 
identified in the report as needing greater GOAJ action. The 
Minister was receptive to most suggestions, and agreed to 
continue working with the U.S. and the international 
community to increase Azerbaijan\'s anti-TIP efforts. The 
Ambassador raised U.S. concerns with the deteriorating media 
freedom situation, noting that the Ministry could improve the 
situation by vigorously investigating cases of violence 

against journalists. She listed five high-profile cases in 
particular, including the unsolved 2005 murder of opposition 
journalist Elmar Huseynov; the Minister responded that he did 
not understand why we only raised unsolved cases, not those 
that the MIA had solved. Regarding the U.S. proposal to 

place a police advisor within the MIA, Usubov said that he 
welcomed a police advisor of the USG\'s choosing, but would 
not allow this individual to work within the MIA, noting that 

he had given the same response after receiving similar 
proposals from Russia, Kazakhstan, and Ukraine. END SUMMARY 


THE GOAJYS ANTI-TIP EFFORTS 


2. (C) On June 22, the Ambassador met with Minister of 
Internal Affairs Ramil Usubov to deliver the 2007 Trafficking 
in Persons Report, and to discuss a range of other issues. 


Column 3 

The Minister opened the meeting by noting that the Ministry 

of Internal Affairs (MIA) has stepped up its efforts to fight 
organized crime, drug trafficking, and trafficking in persons 
since his last meeting with the Ambassador in January. He 
noted that he appreciated the Embassy\'s cooperation in 
conducting trainings on terrorism response and mine-sweeping. 
Usubov said that he had reviewed the TIP Report, and that he 
had hoped for a higher tier ranking; regardless, he said the 

MIA wanted to increase its efforts to combat TIP. According 

to the Minister, the MIA wants to increase the number of 
investigations, prosecutions, and convictions of traffickers, 

but he said that the courts remain biased. Usubov said that 
many traffickers receive light sentences, largely due to the 

fact that most convicted traffickers are women with small 
children. (NOTE: Azerbaijani law provides for lighter 
sentencing for pregnant women and women with small children; 
this applies to all crimes.) 


3. (C) Usubov said that the MIA has finished renovating the 
location designated to house the pending nationwide toll-free 
victims\' assistance hotline, and that several phone lines had 
already been connected. However, the sewage system beneath 
the newly-constructed building is not ready, although the 
Minister said he had discussed this with the Baku Mayor, who 
promised that the system would be ready within two to three 
months. The Ambassador noted that after several years of 
solidly increasing its anti-TIP efforts, the GOAJ had reached 
a plateau last year. She outlined U.S. concerns, 

particularly the need to get the hotline up and running, to 
establish a nationwide victims\' referral mechanism, and 
pressed upon Usubov the need for the GOAJ to increase its 
TIP-prevention efforts. 


4. (C) Noting that the Tier 2 ranking was \"not bad,\" the 
Minister conceded that the GOAJ could increase its efforts to 
combat TIP. He outlined the progress the GOAJ has made since 
developing its TIP National Action Plan in 2004, pointing out 
that arrests, prosecutions, and convictions have increased 
exponentially. Usubov said that a national referral 
mechanism already exists; that representatives of nine 
ministries meet regularly to coordinate anti-TIP efforts. 
Further, he said that the media now devotes more attention to 
TIP, and that victims can learn about TIP from television and 
recognize their situation. (NOTE: It is clear that Usubov 
does not understand what we mean by a national referral 
mechanism; we will follow up at the working level.) The 
Minister also mentioned that while the victims\' assistance 
hotline is not yet functional , the MIA has other hotlines 

that can be used to report TIP crimes. 


POLICE ADVISOR 
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5. (C) Referring to a Presidential decree on police reform, 

the Ambassador asked the Minster about the USG\'s outstanding 
proposal to place a police advisor within the Ministry. 

After clarifying a misunderstanding - Usubov had mistakenly 
thought he would be required to request this position - he 

said he would be happy to cooperate with a USG-funded police 
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advisor. However, the Minister said, it would not be 

possible for this individual to work within the MIA. Too 

many other countries want to do this, Usubov said, listing 
Russia, Kazakhstan, and Ukraine as examples of countries from 
which he had received similar proposals. Noting that Russia 
extradites to Azerbaijan approximately 350 individuals per 
year, the Minister asked why he would let the U.S. place an 
advisor within the MIA when he would not allow Russia to do 
so. He also said that Azerbaijan has placed such advisors in 
other countries, but that these individuals work out of the 
Azerbaijani Embassies, not within other governments\' 
ministries. 


INVESTIGATING VIOLENCE AGAINST JOURNALISTS 


6. (C) The Ambassador turned to the ongoing bilateral human 
rights and democracy dialogue, noting serious U.S. concerns 
over the deteriorating media freedom situation. She 
highlighted the Ministry\'s responsibility to rigorously 
investigate cases of physical violence against journalists. 

The Ambassador listed five unsolved cases of particular 
interest to the U.S.: Elmar Huseynov, the Monitor magazine 
Editor-In-Chief who was murdered on March 2, 2005; Uzeyir 
Jafarov, the Gundelik Azerbaijan Editor who was beaten on 
April 20; Fikret Huseynli, the Azadliq newspaper reporter who 
was abducted and beaten on March 6, 2006; Bahaddin Haziyev, 
the Bizim Yol newspaper Editor-In-Chief who was abducted, 
beaten, and had his legs run over by the assailants\' car on 
May 18, 2006; and Nijat Huseynov, the Azadliq newspaper 
reporter who was beaten and stabbed on December 25, 2006. 


7. (C) The Minister said that democracy and human rights are 
a priority for the GOAJ. Without specifying to which cases 

he was referring, Usubov asked why the Ambassador did not 
inquire about cases that the MIA had solved. Besides, he 
continued, is there any country that has solved all of its 
criminal cases? The Minister said that while it is not in 

the GOAu\'s interest for journalists to be beaten, they do not 
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behave professionally or ethically. According to Usubov, 
many of the injured journalists had been beaten during 
protests; he said they should wear clear press identification 
so that this will not happen. (NOTE: Journalists already 
wear blue vests to indicate their affiliation, but many have 
been injured while wearing these vests.) 


COMMENT 


8. (C) Although Usubov does not fully understand some of the 
technical aspects of combating trafficking in persons, he 
seems to have the right attitude in addressing the problems. 
Further, working level MIA TIP personnel are very engaged, 
and have already began following up on some of the concerns 
the Ambassador raised. We will continue to press the MIA for 
additional progress on points raised by the Department in 

this year\'s TIP review. Usubov\'s comments on the media 
situation are not surprising, as he is the government 

official who has filed the most criminal defamation lawsuits 
against journalists. In stating that journalists should be 

clearly identified so that they are not inadvertently beaten 

at protests, he is missing the point that police should not 
behave violently when dispersing a crowd, and the point that 
several journalists in Azerbaijan have been violently 

attacked not while attending demonstrations, but rather 
targeted in front of their homes or offices. We note that in 

a letter to the Ambassador in March, Usubov identified crowd 
control (along with combating human trafficking, illegal 
migration, and high-technology crimes; modernizing methods of 
combating drug trafficking; and improving forensic 
investigations) as areas in which he seeks additional USG 
training. We will use this opening to intensify efforts on 

police reform; we will continue to engage Usubov and other 
GOAJ officials broadly on the need for democratic reform, 
including respect for human rights and greater media freedom. 
DERSE 
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RUEHCI/AMCONSUL KOLKATA PRIORITY 3635 

RUEHGV/USMISSION GENEVA PRIORITY 1758 

RUEKJCS/SECDEF WASHDC PRIORITY 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 2817 

RHEFDIA/DIA WASHDC PRIORITY 

RHMFISS/CDR USPACOM HONOLULU HI PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ONFIDENTIALSECTION 01 OF 02 KATHMANDU 001 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/02/2017 

TAGS: PREL, PGOV, PTER, KDEM, PINR, IN, NP 

SUBJECT: NEW DELHI OFFERING NEPAL SIGNIFICANT SECURITY 
ASSISTANCE 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) On June 29, Indian Ambassador Shiv Shankar Mukherjee 
assured the Ambassador that the Government of India (GOI) 
would significantly enhance security assistance to the Nepali 
Police and Armed Police Force. The Indian Ambassador said 
New Delhi had already clamped down on the Nepal-India border. 
He also voiced concern about the strategy of the Maoists, 

but expressed growing confidence in the Chief Election 
Commissioner\'s ability to promote a free and fair Constituent 
Assembly Election. 


Security Assistance for Nepali Police 


2. (C) Indian Ambassador Shiv Shankar Mukherjee told the 
Ambassador June 29 that the Government of India (GOI) had 
essentially offered the Government of Nepal (GON) to do 
whatever possible to help the Nepali Police and Armed Police 
Force enhance security in the run-up to Nepal\'s Constituent 
Assembly elections in November 2007. Aware of this, the GON 
had submitted a long laundry list of requests. The Indian 
Ambassador said New Delhi had begun to review, and 
reprioritize, the list. Mukherjee indicated that rather than 

the lethal assistance (guns, even a few light machine guns) 
that the GON had requested, the GOI was likely to favor 
non-lethal riot and crowd control equipment. The Indian 
Ambassador reported that he had stressed Nepal\'s need for law 
and order and India\'s willingness to help with Prime Minister 
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Koirala on June 28. He added that Koirala had implied that 
he was considering replacing Home Minister Sitaula. 
Mukherjee agreed with the Ambassador that Sitaula\'s 
unwillingness to take on Maoist abuses represented a serious 
impediment to a free and fair Constituent Assembly election. 


Controlling the Nepal-India Border 


3. (C) Ambassador Mukherjee related that when Indian Foreign 
Minister Pranab Kumar Mukherjee spoke with Prime Minister 
Koirala the weekend of June 22, the Indian Foreign Minister 
had assured PM Koirala that the GOI would do everything it 
could to clamp down on criminals and fanatics crossing over 
from India to the Terai. However, the Foreign Minister had 
added that, with a long, open border, it would be difficult. 
Ambassador Mukherjee noted that the GOI was already taking 
steps to limit undesirable traffic. 


Electoral Weakness Raises Red Flags 


4. (C) In Ambassador Mukherjee\'s view, the Maoists had a lot 
to lose if the Constituent Assembly elections were reasonably 
free and fair. In a recent visit to Jhapa and llam districts 

in eastern Nepal, he had found that the Maoists were not at 

all strong. He believed the Maoists knew that their position 
was weak and that they would lose at least half their seats 

in an election. (Note: The Maoists have 83 seats in the 
329-member Interim Parliament. End Note.) The Indian 
Ambassador worried the Maoists would pursue other means to 
gain power and could well be preparing to launch an urban 
uprising. He heard with interest the Ambassador\'s story 
about the National Democratic Institute\'s discovery that, at 
least in the mountains of the Far-west, the Maoists had 
depleted their ranks by deploying most of their cadre to the 
cities. Mukherjee said he had been assured by Chief Election 
Commissioner Pokharel that the Election Commission would have 
legislation with political backing to enforce election rules 

and to conduct the election properly. 


Comment 


5. (C) It is good that New Delhi has made an explicit offer 
at the Foreign Minister level to assist Nepal with its 
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election and with controlling the border. Ambassador 
Mukherjee told the Ambassador that Prime Minister Koirala had 
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actually initiated the phone call to the Indian Foreign 

Minister, possibly because Koirala was looking for exactly 

the sort of assistance he got. Ambassador Mukherjee is 
understandably concerned about the lack of law and order, as 
are we. Indian security assistance will help, but it would 

be even better if the PM would replace Home Minister Sitaula. 
One piece of good news is that Ambassador Mukherjee, who 
arrived in Nepal in October 2004, is now expected to stay on 
in Kathmandu until December, after the Constituent Assembly 
scheduled election. 

MORIARTY 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR SCA/CEN M. OVMARA 


E.O. 12958: N/A 
TAGS: PREL, KPKO, UNSC, MASS, SU, KZ 
SUBJECT: KAZAKHSTAN: TROOP CONTRIBUTIONS IN DARFUR 


REF: STATE 90022 


(SBU) In a meeting with Poloff on July 3, Ministry of Foreign 
Affairs International Security Advisor Kayrat Sarzhanov 
promised to pass reftel information on to his superiors at 
the Ministry of Foreign Affairs and the Security Council. He 
gave no indication of the likelihood of Kazakhstan\'s 
participation but told Poloff that he hopes to have an answer 
soon. DATT also delivered the message informally to Israel 
Telegen, Ministry of Defense Directorate of International 
Cooperation Chief, who offered no immediate reaction. 
MILAS 
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TO RUEHC/SECSTATE WASHDC 4452 
INFO RUHEHMS/COMMARFORPAC 
RUEKJCS/SECDEF WASHDC 
RHHMUNA/CDR USPACOM HONOLULU HI 
RUEKJCS/CJCS WASHDC 


SIPDIS 
SIPDIS 


DEPT. FOR SCA/PB ATTN: BRENT CHRISTENSEN 
DEPT FOR SCA/RA ATTN: JOSEPH BRENNIG 
DEPT FOR DRL ATTN: ROD MORGAN OR LEROY POTTS 


E.O. 12958: N/A 

TAGS: PHUM, MASS, MARR, PREL, KCRM, BG 

SUBJECT: HUMAN RIGHTS VETTING (ADDITIONAL NAMES) FOR 
INTERNATIONAL DEFENSE MANAGEMENT COURSE, JULY 15-26, 2007 


REF: DHAKA 1076 
1. This is an action request. See para three. 


2. The following additional candidates have been selected for 
participation for the International Defense Management Course 
to be held in Dhaka from July 15 to 26, 2007. Post vetting 

was completed on July 1, 2007. Post requests that vetting be 
completed by July 14, 2007, to provide sufficient time for 
processing. Post requests the department conduct Leahy 
vetting for the following candidates: 


Name: Munim Khan Majlis 

Rank: Squadron Leader 

Unit: Bangladesh Air Force Base Kurmitola 
Unit Location: Dhaka 

Personal Number: 8403 

Date of Birth: 27 Oct. 1968 

Place of Birth: Dhaka 


Name: Ali Hayder Mohammad Jaglul 
Rank: Wing Commander 

Unit: Bangladesh Air Force Academy 
Unit Location: Jessore 

Personal Number: 8334 

Date of Birth: 1 Feb. 1960 

Place of Birth: Bhola 


Name: Mohammad Towhidul Islam 
Rank: Wing Commander 
Unit: Bangladesh Air Force Base Bashar 
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Unit Location: Dhaka 

Personal Number: 8397 

Date of Birth: 1 Apr. 1967 

Place of Birth: Chapai Nawabgonj 


Name: Abu Bakar Muhammad Abdur Rab Chowdhury 
Rank: Wing Commander 

Unit: Bangladesh Air Force Base Kurmitola 

Unit Location: Dhaka 

Personal Number: 8294 

Date of Birth: 25 Oct. 1968 

Place of Birth: Brahmanbaria 


Name: Kazi Kabir Uddin Anmed 

Rank: Wing Commander 

Unit: Bangladesh Air Force Base Zahurul Haque 
Unit Location: Chittagong 

Personal Number: 8217 

Date of Birth: 21 Aug. 1963 

Place of Birth: Jessore 


Name: AKM Masuduzzaman (initials are his official name) 
Rank: Wing Commander 

Unit: Bangladesh Air Force Base Matiur Rahman 

Unit Location: Jessore 

Personal Number: 8379 

Date of Birth: 7 Sept. 1965 

Place of Birth: Mymensingh 


Name: Mohammad Zahirul Islam Chowdhury 
Rank: Wing Commander 

Unit: Air Headquarters 

Unit Location: Dhaka 

Personal Number: 7930 

Date of Birth: 8 Jul. 1963 

Place of Birth: Narayangonj 


Name: Mohammad Mahmudul Islam 
Rank: Wing Commander 

Unit: Air Headqgaurters 

Unit Location: Dhaka 

Personal Number: 7413 

Date of Birth: 1 Dec. 1957 

Place of Birth: Niphimari 


Name: Mohammad Mahtazul Haque 
Rank: Wing Commander 

Unit: Air Headquarters 

Unit Location: Dhaka 

Personal Number: 7935 

Date of Birth: 6 Apr. 1959 
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Place of Birth: Rajshahi 


Name: Mohammad Mahboob 


Rank: Major 

Unit: 901 Central Workshop 
Unit Location: Dhaka 
Personal Number: 3641 
Date of Birth: 1 Feb. 1966 
Place of Birth: Dhaka 


Name: Mohammad Shawkat Osman 
Rank: Major 

Unit: Army Headquarters 

Unit Location: Dhaka 

Personal Number: 3699 

Date of Birth: 22 Oct. 1966 

Place of Birth: Chittagong 


Name: Mohammad Rubayet Ahmed 
Rank: Major 

Unit Army Headquarters 

Unit Location: Dhaka 

Personal Number: 4366 

Date of Birth: 1 Mar. 1974 

Place of Birth: Laximpur 


Name: Mohammad Hossain Al Morshed 
Rank: Major 

Unit: 34 East Bengal 

Unit Location: Bandarban 

Personal Number: 4314 

Date of Birth: 1 Jan. 1971 

Place of Birth: Chittagong 


Name: Mohammad Shahriar Kabir Islam 
Rank: Major 

Unit: 3rd Bangladesh Infantry Regiment 
Unit Location: Chittagong 

Personal Number: 4307 

Date of Birth: 5 Nov. 1971 

Place of Birth: Khulna 


Name: Gazi Muhammad Sajjad 
Rank: Major 

Unit: Army Headquarters 

Unit Location: Dhaka 

Personal Number: 4421 

Date of Birth: 1 Jul. 1972 

Place of Birth: Jessore 
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Name: Ejazer Rahman Chowdhury 
Rank: Lt. Colonel 

Unit: Army Headquarters 

Unit Location: Dhaka 

Personal Number: 3124 

Date of Birth: 13 Jan. 1965 

Place of Birth: Sylhet 


Name: Mohammad Ziaul Hassan 

Rank: Lt. Colonel 

Unit: Engineer Center and School for Military Engineering 
Unit Location: Qadirabad Cantonment, Natore 

Personal Number: 3024 

Date of Birth: 2 Jun. 1966 

Place of Birth: Pirojpur 


Name: Mohammad Enayet Ullah 

Rank: Lt. Colonel 

Unit: Defense Services Command and Staff College 
Unit Location: Dhaka 

Personal Number: 2778 

Date of Birth: 7 Jan. 1965 

Place of Birth: Kurigram 


Name: Mohammad Faruque-Ul-Islam 
Rank: Lt. Colonel 

Unit: Armed Forces Division 

Unit Location: Dhaka 

Personal Number: 2670 

Date of Birth: 15 Sept. 1964 

Place of Birth: Faridpur 


3. Post requests that the Department of State authorize post 
to make the following statement to the relevant DOD units: 
\"Embassy verifies that the Department of State possesses no 
credible information of gross violations of human rights by 

the above named individual or unit.\" 


4. Post Human Rights Officer is Luke Zahner, unclass 
e-mail:zahnerlv@state.gov. 


5. COMMENT: Embassy has no information to indicate this 
individual or any unit he has served in has been involved in 
gross violations of human rights. 

PASI 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR SCA/CEN, DRL 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, KDEM, TI 

SUBJECT: 10 YEAR ANNIVERSARY OF TAJIKISTANVS PEACE ACCORDS: BUT IS 
THERE REAL RECONCILIATION? 


DUSHANBE 00000989 001.2 OF 002 


1. (SBU) SUMMARY: At a two-day UN-hosted conference on ten 
years of peace and reconciliation in Tajikistan, Tajik and 

foreign dignitaries discussed the roles they played in ending 
Tajikistan\'s 1992-1997 civil war. Instead of using the 

conference as an opportunity to expand political dialogue and 
pluralism, Tajik President Rahmon celebrated the end of a 

conflict he feels is far in the past. Many of the delegates 

from the United Nations and other organizations missed an 
opportunity to prod Tajikistan to pursue a meaningful 
reconciliation, ignoring the fact that the Tajik government 
continues to shut opposition voices out of power. END SUMMARY, 


2. (U) The government and the international community can be 
proud of creating and maintaining peace in Tajikistan after the 
civil war. Speaker after speaker at the June 25-26 

International Conference on the 10th Anniversary of the General 
Agreement on the Establishment of Peace and National Accord in 
Tajikistan echoed the government\'s conviction that 

reconciliation had been achieved. President Rahmon pinned 
medals on the UN special envoy and dignitaries from neighboring 
countries involved in ending the conflict. Many paid homage to 
the late opposition leader Said Abdullo Nuri for his role in 
facilitating the peace process. Former U.S. Ambassador Grant 
Smith also received the Medal of Friendship. 
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3. (U) The Iranian Charge dVAffaires, Ahmad Ajalulion, used 
his June 25 comments to criticize foreign influence in Central 
Asia, particularly from the United States and Western Europe. 
Ajalulion said that foreign forces used terrorism to justify 

their presence, but in fact created a more fertile environment 
for terrorists. Building upon this commentary, he called on 
foreign forces to reduce pressure on Iran. 


THE REALITY OF PEACE 


4. (U) Only a few speakers challenged the conference\'s general 
acceptance of the status quo as a meaningful peace. Arno 
Siefert, a Senior Researcher at the OSCE Center in Hamburg who 
previously served as a political officer at the OSCE center in 
Dushanbe argued that the government\'s suppression of political 
pluralism was leading to a total absence of democratic 
expression, which would only continue to marginalize those who 
do not agree with the government. Seifert pointed out that 
growing social and economic gaps in Tajikistan may cause serious 
conflicts and challenged the government to address regionalism 
and clan-based politics. 


5. (U) Islamic Renaissance Party Chairman Muhiddin Kabiri and 
former United Tajik Opposition leader Akbar Turajonzoda 
highlighted some of the shortcomings which have plagued 
Tajikistan during the reconciliation period. Despite the 

General Agreement dictating the government allocate thirty 
percent of elected and appointed government positions to former 
opposition members, Turajonzoda noted that in reality only three 
to five percent of such positions are held by officials not 

aligned with the ruling party. Some conference participants 
excused the deficiency by suggesting a lack of former opposition 
members qualified to hold additional posts. (Note: No one 
raised the issue of shortcomings in Tajikistan\'s electoral 

system that favor the ruling party at the expense of the 
opposition. End note.) 


6. (U) Kabiri noted that although National Unity Day 
commemorates peace, it is a sad day for many who lost family 
members and friends in the civil war. He also lamented Nuri\'s 
death in August 2006. Kabiri reiterated Seifert\'s message that 
the ruling party must allow varying viewpoints, either from the 
opposition or from within the government, or it risks long-term 
instability. He pointed out that although the government had 
failed to enforce the thirty percent power-sharing deal, the 
Islamic Renaissance Party remained committed to peace, rather 
than resorting to violence as other parties might have. He 
cautioned that the generation of politicians involved in the 
peace negotiations have left the political field, either 
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voluntarily, by old age or political maneuvering, leaving a new 
generation who have forgotten the difficult lessons of civil 
war. 


PEACE THROUGH ROSE-COLORED GLASSES 
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7. (SBU) Tajik Foreign Minister Hamrohon Zarifi reacted to 
Kabiri\'s comments by denying that the democratic process has 
stagnated. In front of the entire audience, he sharply chided 
Kabiri for speaking at educational and political institutions in 
the United States without bothering to engage his \"brothers\" at 
the Tajik Embassy in Washington. (Comment: This is not the 
first time Kabiri has received criticism for his speaking 
engagements in the West. Some conference participants, 
including Kabiri himself, chuckled at the Foreign Minister\'s 
diatribe which seemed out of place and, if anything, reinforced 
the government\'s intolerance of opposing viewpoints. End 
Comment.) 


8. (SBU) Tajik government officials chose to deny that internal 
political problems exist and wanted instead to concentrate on 
their vision of the future, including the need for economic and 
hydropower development, rather than discussing the 
reconciliation process. (Note: This is fully in line with the 

Tajik government's mantra of \"economics before politics." End 
note.) 


9. (SBU) Towards the end of the conference, Vladimir Goryayev, 
Acting Director of the UN Political Department\'s Asia Pacific 
Division, crystallized the generally self-congratulatory 

attitude that characterized the previous two days, rejecting the 
notion that there are still opposing \"sides\" within the country, 
and reminding the audience that Tajikistan is one nation, with 
one \"side,\" and with one future. 


10. (SBU) COMMENT: Whether the government recognizes it 
publicly or not, there are those in Tajikistan -- both 

mainstream and extremist -- who disagree with government 
policies. Unless opposition groups have access to government 
and a voice in the power structure, stability and peace remain 
tenuous. While Tajikistan has enjoyed ten years of stability 
buttressed by slow but steady economic development, Tajik 
society lacks the social underpinnings of tolerance that will 
ensure its future. We understand that until the last minute, 

the government did not want to share the stage with any one from 
the former opposition; it did so only under UN pressure. The 
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inclusion of a few opposition speakers and award for the 
deceased Nuri were positive, but the conference, in the end, was 
a missed opportunity to look forward. END COMMENT. 
JACOBSON 
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DEPT FOR IO/PSC - Dennis Hankins 


E.O. 12598: N/A 
TAGS: PREL, KPKO, UNSC, MASS, SU, GV 
SUBJECT: Contributions for the Hybrid Operation in Darfur -- Guinea 


REF: A) State 90022 B) State 89941 


1. (SBU) Per reftels, post urged the government of Guinea to 
contribute to the upcoming UN/AU Hybrid Operations in Darfur. On 
July 2, the Defense Attache discussed details of the hybrid 

operation with the General Secretary Charged with Exterior Relations 
at the Ministry of Defense. The DATT underscored the importance of 
Guinea\'s participation in this peacekeeping operation. The General 
Secretary promised that he would relay the message to the Chairman 


SIPDIS 
of Defense Staff General Diarra Camara. 


2. (SBU) The General Secretary later contacted the DATT by phone 
and informed us that the message was also relayed to the Minister of 
Defense General Bailo Diallo. General Diallo reportedly did not 
dismiss the request and the Minister of Defense is interested in 
discussing the matter further. General Diallo said that he would 

see President Conte later in the day and would discuss the issue 
with the Head of State who would make any decision on the matter. 


3. (SBU) After discussing the possibility of participating in the 
Hybrid Operation with the DATT, senior officers were interested in 
learning more about the proposition. In particular, the military 
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wanted to know what type of training and equipment may be made 
available. While Conte usually does not like getting involved in 
external affairs, the Ministry of Defense is considering the 

request. Post will report any additional exchanges septel. 


KAEUPER 
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STATE FOR NEA/ARP, NEA/PPD, NEA/PI, AND INR/R/MR 
STATE PASS USTR FOR N. MOORJANI, J. BUNTIN 
LONDON FOR TSOU 

PARIS FOR ZEYA 

USCENTCOM FOR PLUSH 

FOREIGN PRESS CENTER FOR SILAS 


E.O. 12958: N/A 

TAGS: OIIP, KPAO, KMDR, MU 

SUBJECT: MEDIA REACTION: SHARM EL-SHEIKH INITIATIVES, IRAQ VIOLENCE, 
SULTAN'S CYCLONE SPEECH, POTUS ISLAMIC CENTER ADDRESS 


REF: MUSCAT 666 


1. SUMMARY: Editorials in state-owned daily \"Oman\" highlighted the 
efforts of Arab leaders to foster dialogue between Hamas and Fatah 
through the Sharm El-Sheikh summit, and also lamented the increasing 
violence in Iraq. There was limited coverage of POTUS Islamic 

Center address. Dailies reported Sultan Qaboos\'s cyclone speech. 
END SUMMARY. 


2. There was limited coverage of POTUS Islamic Center address (see 
REFTEL). On Sunday, July 1, all dailies reported the previous 
evening\'s speech by Sultan Qaboos bin Said, in which he stressed 
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Oman\'s \"solidarity and cooperation" in facing Cyclone Gonu, and 
awarded commendations to government officials who had prominent 
roles in dealing with the emergency. Local coverage continues to 
focus on efforts to clean up cyclone-affected areas. 


3. On June 27, state-owned Arabic daily \"Oman\" (circulation 38,000) 
published an editorial called Promises and Commitments that Should 
Be Fulfilled\": 


\"All participants [in the recent Sharm El-Sheikh summit] ... 

stressed that they can not allow continued Palestinian suffering, 
especially in the Gaza Strip. This is a message of high importance 
as it relates to efforts to deal with Hamas\'s control of Gaza, and 

the increasing conflicts between Hamas and Fatah. Itis urgent that 
all Palestinian leaders, including Fatah and Hamas, pave the way for 
dialogue so that they can exit this dark tunnel. The Palestinians 

are going to need all possible support and help from their brothers 
to pass through this tragedy.\" 


4. On June 28, an editorial in Oman!" said that \"Palestinian Harmony 
is the Best Choice:\" 


\"Despite the importance of the recent summits and meetings to bring 
together the Palestinians, including the Sharm El-Sheikh summit, the 
bases of any successful harmony depend on the Palestinians 
themselves. They must unify and agree on one word, forgetting the 
unfortunate events that have occurred between them. The Israeli 
entity was the sole beneficiary from the fights and clashes between 
the Palestinian brothers...separation will have negative 
consequences for the Palestinian people and the direction of their 
cause. The Palestinian cause needs a unified effort.\" 


5. \"Oman\" also wrote an editorial on June 29 entitled \"Iraq and the 
Continuing Cycle of Violence\": 


\"The situation in Iraq has been deteriorating in the four years 
since the American invasion, manifested by violence, armed 
confrontation, and the increase of militias and death squads in 
cities and neighborhoods. Violence is increasing through sectarian 
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clashes, and scores of innocent Iraqis are being killed. This 
dangerous situation will continue to prevail unless a national 
reconciliation takes place. Iraq\'s best interest consists in rising 

up from all of this and assuming serious responsibility to get out 

of the dilemma. Iraq has entered a quagmire and nobody can find the 
solution to stop the daily episodes of blood-shedding or to stop the 
sectarian clashes that do not serve anybody, but only lead to more 
division." 


FONTENEAU 


114144 

PP RUEHWEB 

DE RUEHUP #1078 1840707 

ZNY CCCCC ZZH 

P 030707Z JUL 07 

FM AMEMBASSY BUDAPEST 

TO RUEHC/SECSTATE WASHDC PRIORITY 1519 
INFO RUEHUB/USINT HAVANA 0012 


SIPDIS 
SIPDIS 


DEPARTMENT FOR WHA - SHAPIRO AND MCCARRY; EUR FOR NCE; G 
STAFF FOR FERRAO; PLEASE PASS TO NSC FOR ADAM STERLING 


E.O. 12958: DECL: 07/01/2012 
TAGS: PREL, KDEM, PHUM, HU 
SUBJECT: CUBA CONFERENCE DRAWS SUPPORT ACROSS PARTY LINES 


Classified By: P/E COUNSELOR ERIC V. GAUDIOSI; REASONS 1.4 (B) AND (D) 


1. (SBU) The Cuba Conference planned by the GoH and hosted 
by the International Center on Democratic Transition (ICDT) 
June 26 - 29 received favorable press coverage and strong 
statements of support across Hungary\'s political spectrum. 


2. (SBU) In addition to the formal schedule, which 

highlighted Hungary\'s experiences through presentations by 
figures active in the system change of 1989-90, 

representatives of the Cuban opposition groups attending met 
with FM Goncz and the senior leadership of coalition and 
opposition parties. Of particular note was the agreement of 
FIDESZ leader Viktor Orban to begin a \"sponsorship\" program 
to assist the families of political prisoners in Cuba and to 
publicize their cases in the international media. Orban told 
Ambassador Foley that he regards this program as \"a personal 
obligation.\" Cuban representatives also met with senior 
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Officials from the junior coalition SZDSZ party and with Dr. 
Ibolya David, leader of the opposition MDF party. 


3. (C) Comment: The low-key approach to the conference 
advocated by the MFA has, in our view, produced significant 
results in highlighting the Cuba issue for the Hungarian 

public. More importantly, it has generated multipartisan 
support for Hungary\'s engagement in the issue, with the 
parties all but openly competing to give the Cuban delegation 
the warmest welcome. MFA officials continue to express their 
thanks for our understanding re their approach to the 
conference, and we believe the absence of a high-profile US 
delegation kept the focus appropriately on the Cuban 
opposition. We will use the unanticipated degree of public 
support across the political spectrum to encourage the GoH to 
take further steps on Cuba. End Comment. 


FOLEY 
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STATE FOR EAP/CM AND EAP/EP TWANG 

STATE FOR G/AIAG JLANGE, HFOSTER, RFENDRICK 
STATE FOR M/MED AND M/MEDEX PETER WOOD 
STATE FOR INR/EAP 

HHS FOR OGHA - STEIGER, BHAT 

BANGKOK FOR RMO, CDC 

STATE PLEASE PASS TO USDA FOR DU/US LAMBERT 
BEIJING FOR DSELIGSOHN 


E.O. 12958: N/A 
TAGS: ECON, TBIO, SENV, EAGR, AMED, KFLU, HK, CH 
SUBJECT: MACAU HEALTH CARE: RESPONDING TO NEW REALITIES 


Column 3 
AND OPPORTUNITIES 


REF: A. HONG KONG 189 
B. HONG KONG 193 
C. HONG KONG 1510 
D. HONG KONG 1661 


1. (SBU) Macau\'s health care system is coping wth the 
territory\'s quick economic expansion, rapd population 
growth, and large influx of tourist. A system that was 
created to care for 400,000residents now provides health 
care services to oer 500,000 people and approximaely 21 
million tourists (and rising) per year. While existing 
health care facilities are able to provide preventive care to 
local residents, health care officials acknowledge that 
emergency response capabilities must be expanded. Macau 
experiences a shortage of trained medical professionals -- 
particularly specialized physicians, nurses, and physical 
therapists -- and is looking to mainland China to fill the 
gap. 


2. (SBU) Macau\'s Center for Disease Control and Prevention 
greatly depends on Hong Kong and other international partners 
for information on emerging infectious diseases and how to 
develop response strategies. Macau plans to follow Hong 
Kong\'s lead in responding to an Avian Influenza (Al) or other 
pandemic. Tuberculosis, HIV/AIDS and dengue fever also 
remain immediate public health concerns. A recent health 
survey by Macau Polytechnic University reveals that the local 
sex industry could contribute to the expansion of AIDS in the 
region. (NOTE: This cable follows previous reports on the 
strains of rapid development on Macau\'s existing public 
infrastructure and how the Macau Special Administrative 
Region Government (MSARG) plans to respond. See reftels.) 
END SUMMARY. 


3. (SBU) Macau\'s health care infrastructure, developed under 
Portuguese rule, envisioned universal health care coverage 
for a population of 400,000 through a system of two hospitals 
and six health care clinics. These facilities are largely 
geared to serve the population of the urban Macau peninsula, 
while two satellite facilities serve the populations of the 
outlying islands of Taipa and Coloane. (Note: Macau, with a 
current population of over 500,000, consists of the Macau 
peninsula, two islands, and Cotai, a 16 kilometer landfill 

area between the islands. Over the next few years, Cotai 

will become the heart of Macau\'s casino, gambling and 
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convention industry.) 


4. (SBU) Currently, the health care system\'s annual budget of 
1.7 billion patacas (approx. US$200 million) is financed 
through government revenue, which has increased recently due 
to the liberalization of the gaming industry. The Department 
of Health has a staff of 100, including nine public health 
physicians, 12 public health \"technicians,\" two public health 
nurses, and 33 sanitary inspectors. All of these technical 
specialists could be mobilized during a public health 
emergency. The Department of Health also contains Macau\'s 
Center for Disease Control and Prevention, which employs 
three physicians. Macau\'s two functional hospitals -- a 
government facility and a private facility -- are 

supplemented by an recently-opened private hospital at Macau 
University of Science and Technology. This small 
experimental facility combines western and traditional 
medicine. Macau residents receive the bulk of medical 
services through public clinics, which provide preventive 

care and health promotion outreach at little or no cost. The 
most pressing problem in the health care system now is 
emergency response capabilities -- both those involving 
pandemic diseases and routine emergencies. While this 
problem should not impact the daily provision of medical 
services, it could complicate the MSARG\'s ability to respond 
to a crisis. 


Emergency Services & Future Plans 
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5. (SBU) Head of Macau\'s Center for Disease Control and 
Prevention Tong Ka lo told us that the provision of emergency 
health services remains a problem for Macau, particularly in 
the outlying regions of the territory. To address this 

issue, Macau\'s private hospital recently opened a satellite 
emergency clinic to serve Taipa, but Tong acknowledged that 
this small facility cannot handle all emergencies. He also 
stated that Macau does not yet have adequate plans for 
providing health care and emergency response services in the 
Cotai strip. He acknowledged that the lack of facilities in 

this area could affect the MSARG\'s ability to respond to a 
large scale public health issue in this future tourist hub, 

where 16 international hotels and casinos are slated to open 
in the next few years. Tong said that the government plans 

to contact casino operators about response plans and believes 
that some casino operators could be developing their own 


Column 3 
facilities/plans to respond to various emergency situations. 


6. (SBU) The Macau health care system faces a shortage of 
qualified personnel. Macau has enough general practitioners, 
but lacks specialists, trained nurses and physical 

therapists. For the past few years, it has imported doctors 
from prestigious hospitals and medical schools in the 
Mainland. However, as salaries and private opportunities 
rise on the Mainland, Macau is facing strong competition for 
these professionals. Macau recently drew up a \"Ten Year 
Human Resource Nursing Plan\" to increase the number of 
nurses; Macau will have to import foreign nurses from 
mainland China to meet this goal, although importing labor, 
even skilled labor, is controversial with the Macau public. 
Nonetheless, he underscored that bringing in non-Macanese 
doctors and nurses is the most efficient and cost effective 
way of expanding health care services for the population. He 
also stated that increased government revenue provided 
opportunities to the MSARG to reform and expand the health 
care system, including hiring more personnel and creating 
additional facilities. However, the public is opposed to any 
changes to the health care financing system. In fact, the 
government backed down to public opposition during previous 
attempts at reform. Tong later acknowledged that economic 
and population growth will eventually mandate changes to the 
financing system even if the government does not yet have 
popular support or a concrete reform proposal. Ultimately, 
the Macau Secretary for Social Affairs and Culture, who is 
responsible for the health sector, will make these policy 
decisions. 


7.(SBU) Emerging infectious diseases are a major concern 
for Macanese authorities. Given Macau\'s small size and its 
lack of domestic research institutions, it depends largely on 
Hong Kong for information and guidance. Tong noted that 
Macau experienced a devastating outbreak of dengue fever in 
2001, when over 1,400 people became infected. The MSARG 
responded by creating and later strengthening the powers of 
the Macau Center for Disease Control and Prevention. This 
proactive approach helped Macau prepare for the SARS crisis, 
although Tong admitted that they largely took a trial and 

error approach to SARS. Macau health authorities closely 
monitored the situation in Hong Kong and Guangdong, 
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replicated treatment and prevention techniques that appeared 
to work elsewhere, and altered protocols that were not having 
success in the Mainland. Despite Macau\'s ability to avoid a 
devastating epidemic, Tong implied that they were lucky not 
to have had any deaths during the SARS crisis. 


8. (SBU) He noted that information sharing has improved 
between Hong Kong, Guangdong and Macau. He said that Hong 
Kong has been particularly helpful in allowing Macau to use 
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its laboratory services for testing, accepting patients that 
Macau cannot treat effectively, and providing occasional 
training. He said Macau, like Hong Kong, is completely 
transparent in disclosing information on diseases, but that 
mainland authorities could be more forthcoming. Tong said 
that the lack of intensive care facilities remains a major 

gap in Macau\'s pandemic preparedness plans. Macau currently 
has about 40 intensive care beds and can increase that 
capacity to 50 in an emergency. MSARG has plans to build a 
stand-alone infectious disease facility at the government 
hospital that would be used to isolate patients during a 
pandemic. MSARG is also stockpiling anti-virals. Ina 
preventive move, the MSARG already closed poultry farms, 
implemented stricter biosecurity and sanitation requirements 
at wetmarkets, and mandated that imported birds be 
slaughtered the day they enter Macau. Tong also cited 
tuberculosis, HIV/AIDS and dengue fever as immediate public 
health concerns. 


9. (SBU) In a separate meeting, Cheng Bing Shu, Associate 
Professor in the School of Health Sciences at Macau 
Polytechnic University, stated that Macau has a good system 
of primary health care, but that the government does not have 
an adequate handle on infectious diseases, particularly 
HIV/AIDS. He told ConGen staff that HIV could become a 
larger problem in Macau society. In an on-going university 
survey of 3,000 Macau residents, Cheng claimed that 18% of 
adult Macanese men admitted to having visited prostitutes, a 
figure that Cheng stated is not reflected in current 
government statistics. He said that respondents were chosen 
by computer generated software to include a random, but broad 
section of society. In the survey, respondents underwent 
complete physicals, received blood and urine analyses, and 
spoke at length about lifestyle and diet. Cheng believes 
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that the MSARG should take a stronger role in regulating the 
sex industry, including conducting regular medical tests on 
sex workers. This academic survey could have broader 
implications for HIV/AIDS infections in southern China. The 
final study, with a detailed methodological review, will be 
published in late 2007. CongGen Hong Kong will follow up 
with Macau Polytechnic University when the survey is 
finalized. 


10. (SBU) The MSARG recognizes the need to implement changes 
to its health care system to meet the challenges of the new 
Macau. With growing gaming and tourist revenue, the 
government should have adequate financial resources to 
implement changes and improve response services during public 
health or other emergencies. However, the MSARG currently 
lacks the policy and regulatory expertise, areas where the 

USG could offer advice. Equally important, the MSARG appears 
to lack the political will to execute broad policy changes. 

As in other areas, the MSARG seems unwilling to take 
potentially unpopular measures, even if those measures would 
expand the availability of services and guarantee a more 
sustainable health care system for the people of Macau. 
Cunningham 
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TAGS: EAID, OECD, EUN, AU 

SUBJECT: PARTNERSHIP FOR DEMOCRATIC GOVERNANCE: AUSTRIA 
REMAINS RELUCTANT, BUT WILL NOT BLOCK 


REF: STATE 90020 


1. (SBU) Acting Econ-Pol Counselor delivered reftel talking 
points on July 2 to Ulrike Magloth, Director of the Federal 
Chancellery\'s International Economic Affairs Office (GoA lead 
on OECD issues). Magloth said she had shared the USG 
position with Austria\'s OECD representative and with the 
Ministry of Foreign Affairs\' Development Cooperation 
Department. According to Magloth, the GoA remains concerned 
that the Partnership for Democratic Governance is duplicative 
of on-going work in other institutions. However, Magloth 
stressed that the GoA would not block consensus to create the 
PDG. 

McCaw 
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E.0.12958: N/A 
TAGS: EFIN, ECON, EAID, AM 
SUBJECT: ARMENIAN BANKING SECTOR GETS SERIOUS 


1. (U) Steady macroeconomic growth, stable inflation, a strong local 
currency and inspired, independent leadership at the Central Bank 
have given Armenia\'s banking sector room to grow. According to new 
data, the sector grew by more than 20 percent last year. Western 
banks, led by HSBC ten years ago, have a foothold in Armenia\'s 
capital, and together with growing local banks, business has shifted 
over the years from facilitating remittances and trade finance to 
mortgages, auto loans and construction finance. Recent 

institutional and legal developments -- with significant USG or 
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Diaspora assistance -- are bringing promising changes and 
accelerating momentum to the financial sector. END SUMMARY. 


2. (U) By the end of 2007, the Netherlands\' PostBank, Russia\'s 
GasPromBank, Austria\'s Raiffaisenbank, Lebanon\'s ByblosBank and 
Germany\'s ProKreditBank (Germany) will join HSBC, which has been the 
only major multinational bank currently operating in Armenia. The 

Central Bank of Armenia (CBA) projects a 40 percent growth rate in 

the banking sector over the next three years. These developments 
should lead to more robust capital markets, lower interest rates, 
significant imported management expertise, greater access to credit 

and the elimination of WpocketW banks and insurance companies. 


3. (U) The financially powerful Armenian communities abroad have 
played a role in development of the sector. With his own funds, 
UK-based financier Bob Manukian helped found HSBC Armenia and 
continues to hold a 30 percent share (and now profits handsomely 
from his investment). Armenian-American Jerry Cafesjian founded 
Cascade Bank and several other affiliated financial institutions. 
HSBC Armenia CEO Anthony Turner pointed out to us that while a 
rising tide floats all boats --and Armenia\'s sustained strong 
macroeconomic performance was certainly a rising tide - the sector 
is still crowded with undercapitalized banks. 


4. (SBU) Penetration of the Armenian banking sector into the overall 
economy has been historically low, both in real terms and as 
compared to Armenia\'s neighbors. The short duration of the banks\' 
deposits has been one of the structural causes for their inability 

to extend credit. Banks have only been able to take in funds at 

short maturities and thus have been reluctant to lend on longer 

terms to corporate and individual borrowers. This constraint is 
easing, however, as the banks are turning to capital markets to 
borrow at longer terms. In September 2006, Cascade Credit issued 
the country's first registered bond -- the first registered security 

for that matter -- backed by USAID Development Credit Authority 
(DCA) guarantee, thereby making bonds issuance possible. Recently 
Ararat Bank -- with USG technical assistance -- issued coupon bonds 
for 1 year at 8 percent interest. This transaction was 

groundbreaking in that the bonds pay quarterly interest, whereas in 
the past, all debt issuances had been sold as discount paper. It 

has also been demonstrable: Ineco Bank and First Mortgage Company 
are planning to offer DCA-guaranteed bonds amortized over 5 years, 
which will also involve USG technical assistance. 
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5. (SBU) Another structural cause for the low level of credit access 
has been the management structures and practices within the banking 
system. Most Armenian banks only offer a limited range of products 
and operate under a system of collateral-based lending. Since 
September 2006, however, Converse Bank, ACBA Bank and Armenian 
Development Bank have had total or partial ownership changes. Two 
other Armenian banks are also reportedly in play and may be for 

sale; moreover, Anelik Bank will offer significant additional 

shares, and VTB has announced it will increase its capital by $40 
million. Additionally, well-known international banks have 

expressed their willingness to join HSBC and have either announced 
their entry into the market or are in the process of conducting 

their due diligence. 


6. (U) Part of this ownership shift trend is the result of the 

CBA\'s higher capital requirements for banks. Effective January 1, 
2008, minimum capital for new entry banks will rise from $5 million 
to $14.5 million, and this requirement will apply to all banks by 
January 1, 2009. Many argue that this is driving out the \"casual\" 
owners of banks in favor of those demonstrating more capital and 
management commitment. 


7. (U) Access to credit by the general population outside of Yerevan 
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- a major USG development concern - may be increased by a pending 
transaction by Armenia\'s Postal Service, Hay Post. Operated under 
management contract to Post Finance International, a consulting 
group formerly associated with ING Bank in the Netherlands, Hay Post 
has stated its intent to create Hay PostBank, a bank that will be 
located in all post offices. The prospect of a new bank with up to 

900 new locations raises significant opportunities to expand access 

to affordable credit to Armenia\'s rural and lower income families. 
Again, the USG has encouraged this development by providing 
technical analyses of the banking sector and the business 
opportunities they represent to Hay Post. 


8. (SBU) Tigran Sargsian has been Chairman of Armenia\'s Central 
Bank for nine years (since March 1998), has been a consistent 
supporter of reform, and is highly-regarded by the local banking 
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community. Re-appointed in March 2005, Sargsian\'s term runs until 
March 2012. 


GODFREY 
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E.O. 12958: N/A 
TAGS: PTER, PGOV, SP 
SUBJECT: SPAIN/ETA: FALSE ALARM AT IBIZA AIRPORT 


1. (U) Spanish media outlets reported on June 30 that a bomb 
threat was called in by a member of the Basque terrorist 
group ETA to the Basque publication \"Gara\" warning of an 
explosive device at the airport on the Spanish island of 
Ibiza, a big international tourist destination. ETA 

frequently uses Gara as a conduit to advise Spanish 
authorities that the group has placed a bomb in a specific 
location. According to Spanish police, no bomb was actually 
found, but as a result of the false alarm, 4,000 people were 
evacuated from the airport after a suspicious package was 
found by security officials. Some witnesses told police that 
they heard a loud explosion, but police said that the noise 
had been created by a robot used to defuse bombs. 


2. (U) The reaction of Spanish security officials to the bomb 
threat exhibits the high state of alert in Spain after ETA 
broke its \"permanent\" ceasefire in early June. June 30 
marked the first official day of the summer holiday travel 
season, and a total of 13,000 passengers were reportedly 
affected by the hoax. The situation was resolved quickly and 
after three hours Ibiza officials reopened the airport. Some 
Spanish authorities speculate that ETA will not resort to 
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fatal attacks, but instead will target the tourism industry 

in an attempt to exact maximum damage to the Spanish economy 
during the height of the tourist season. 

AGUIRRE 
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E.O. 12958: N/A 
TAGS: Cl, GH, PREL, SO, SU 
SUBJECT: PDAS THOMAS-GREENFIELD MEETS WITH PRESIDENT KUFUOR 


1. (SBU) Summary: On June 28, Principal Deputy Assistant 
Secretary for Africa Linda Thomas-Greenfield and the U.S. 


SIPDIS 

delegation to the Africa Union Summit met with Ghanaian 
President John Kufuor. Kufuor agreed with the USG approach 
on Sudan but his staff thought the current draft UNSC 
resolution on Sudan required softening. He reiterated the 
GOG\'s commitment of 350 troops to AMISOM. End summary. 


3. (SBU) Sudan/UNSC Resolution: P/DAS Thomas Greenfield 
pointed out that the U.S. welcomed the willingness of Ghana 
and the United Kingdom to co-sponsor the draft UNSC 
resolution authorizing the hybrid force. P/DAS urged that 
Ghana as a member of the Security Council and Chair of the AU 
use its influence to seek buy-in from other African leaders. 
Kufour agreed with most of the content of the resolution. 
However, Special Advisor to the Chairman of the African Union 
Nana Effah Apenteng, who was in the meeting, said he thought 
some of the resolution required softening. Kufuor was 
frustrated that neither Rwandan nor Ghanaian troops were 
being paid. P/DAS and the President agreed that the U.S. and 
AU are on the same page on Sudan, stressing the need to apply 
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continued pressure on Bashir. 


4. (SBU) Somalia: Kufour and his Special Senior Advisor on 
the African Union Lt. General Seth Obeng indicated that Ghana 
was unable to contribute a full battalion to AMISOM but 
remained committed to providing 350 troops, who they said are 
already prepared to deploy with support from the 

international community. The President agreed to draft a 
communique to the AU in this regard. 


5. (SBU) Cote de Ivoire: P/DAS and President Kufuor both 
expressed satisfaction with the current state of peace in 
Cote de Ivoire. They agreed the next important step is the 
voter registration exercise. (Note: we heard reports that 
morning that there was an unsuccessful attack on Prime 
Minister Soro\'s plane. End note.) 


6. (U) Participants: P/DAS was accompanied to the meeting 
by: Pamela E. Bridgewater, U.S. Ambassador to Ghana; Cindy 
L. Courville, U.S. Ambassador to the Africa Union; Captain 
William S. Couch, Joint Task Force Horn of Africa; Jerry 
Lanier, Director, Office of Regional Security Affairs for 

Africa; Lauren Landis, Senior Representative on Sudan, Sudan 
Programs; and USAID/Ghana, Program Officer and AU Control 
Officer, Regina Dennis. GOG participants included: Special 
Advisor to the Chairman of the African Union, Nana Effah 
Apenteng; MFA Director of African Union Hanson Hall; and 
Special Senior Advisor to the AU Lt. General Seth Obeng. 
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OSD FOR APSA SHINN/SEDNEY/HILL/BASALLA; COMUSJAPAN FOR 
J00/J2/J3/J5 


E.O. 12958: DECL: 07/03/2017 

TAGS: PREL, MARR, PINR, PGOV, JA 

SUBJECT: JAPANESE VICE ADMIRAL UPDATES AMBASSADOR ON AEGIS 
INVESTIGATION 


Classified By: Ambassador J. Thomas Schieffer; Reasons: 1.4 (b/d) 


SUMMARY 


1. (S) In a July 2 update for the Ambassador on the status of 
the GOu\'s investigation into the AEGIS leak, Vice Admiral 

Kato said the Japanese Ministry of Defense (MOD) found no 
evidence that the Chinese national spouse of the Japanese 
Maritime Self Defense Force (JMSDF) seaman involved in the 
case was spying for the PRC government, and would not indict 
her on charges of espionage. MOD assessed that third-country 
governments would not be able to use the file to reverse 
engineer the AEGIS system even though parts of the AEGIS file 
found on the hard disk drive contained information classified 

at the Special Defense Secrets level. MOD sought to improve 
information sharing with the U.S. side on the case and hoped 

to have a system in place for protecting classified 

information before the conclusion of the overall 

investigation. MOD, expecting little movement on the case 
before the July 29 Upper House elections, aimed to produce 
both an interim report and revised plans for protecting 
classified information by mid-August. END SUMMARY. 


2. (S) On July 2, Vice Admiral Tamotsu Kato, Vice Chief of 
Staff of the JMSDF called on the Ambassador to provide an 
update on the Ministry of Defense\'s (MOD) investigations into 
the AEGIS leak. 
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MSDF SEAMANVS CHINESE WIFE NOT TO BE INDICTED 


3. (S) Kato said MOD concluded the investigation into the 

Chinese spouse of the JMSDF seaman who had copied the AEGIS 
information onto his personal computer, found no evidence 

that she was spying for the PRC government and would not 

indict her on charges of espionage. (NOTE: She is currently 
serving a three-year sentence at a prison in Tochigi 

Prefecture on charges of immigration violation and 

shoplifting. END NOTE.) An examination of the hard drive in 
question revealed that it was last accessed in March 2006, 

but the seaman had met his wife in the summer of that year 

and married her in October when she became pregnant. The 

wife spoke only broken Japanese and had little knowledge 

about personal computers. The MOD also assessed that the 

wife showed no interest in either the seaman\'s duties or in 

his personal computer throughout the marriage. She knew, 
however, that her husband was a member of the MSDF when they 
first met. 


4. (S) Kato noted that, out of the 45,000 JMSDF servicemen 
who were married, 186 were married to third-country 

nationals. He added that MOD policy precluded servicemen who 
were married to \"critical countries\" (i.e., PRC, Russia, 

DPRk) from assignments that involved handling classified 
information. 


HOW THE COMPROMISE OCCURRED 


5. (S) Kato said the compromised AEGIS information originated 
from the Program Generating Center (PGC) in Yokosuka for use 
by JMSDF students using information originally obtained from 
Japanese sources. The First Service School in Eta Jima 

taught an overview course on the AEGIS system. The PGC sent 
the information to the school, where one of the instructors 

had copied it to his personal computer. He then allowed his 


students to copy the information for their studies. Leading 
Seaman Suzuki, who later copied the information to Petty 
Officer Second Class Naoi\'s computer, was one of the 
students. In light of this background, the MOD had narrowed 
its investigation to three questions: 

-- Who took the information from the PGC? 


-- Who made copies for personal use? 


-- Who distributed the information to the students? 
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DAMAGE ASSESSMENT: AEGIS RE-CREATION UNLIKELY 


6. (S) Kato said the Maritime Police (a subordinate unit of 

the Maritime Staff Office) currently had custody of the hard 
disk drive, but MOD decided shortly before his meeting with 
the Ambassador to allow the U.S. to make a copy of the 
original for joint forensic analysis using American 

equipment. According to MODYs damage assessment, the file in 
question did not contain sufficient information on the AEGIS 
system that could be used by third-country governments to 
reverse engineer the AEGIS system. The 800-page AEGIS file 
was not a direct translation of the material provided by the 
USG, but a patchwork of various portions of U.S. documents 
compiled by the GOJ, only parts of which contained classified 
information at the Special Defense Secret category. 


INVESTIGATION NARROWED DOWN TO 100 INDIVIDUALS 


7. (S) Kato revealed that 3,000 students have gone through 
the First Service School during the period of interest. 

About 2,000 of them received AEGIS training. MOD\'s 
investigative committee had narrowed down to 100 individuals 
who might have been involved in the case, although it 
remained unclear exactly which ones had access to the data. 
Nevertheless, Kato asserted, MOD had not yet found any 
evidence to suggest that the information was leaked by the 
100. JMSDF officials had passed their findings and awaited 
final evaluation from the U.S. side, particularly whether the 
information could be used by third countries to counter the 
AEGIS system in combat. 


SYSTEM FOR INFO PROTECTION BY MID-AUGUST 


8. (S) Citing some glitches in information sharing at the 
working-level on the damage assessment, Kato said MOD 
assigned Rear Admiral Togo on the GOJ side to improve 
coordination. He also conveyed MOD\'s desire to create an 
information \"pipeline\" with DATT for sharing classified 
information about the case. MOD wanted to come up with a 
system for ensuring the protection of classified information 
passed between JMSDF and the U.S. Navy before the conclusion 
of the overall investigation, considering that cooperation 

between JMSDF and the Kanagawa Prefectural Police was a joint 
investigation and was expected to be slow in producing 

results. He noted that there would not be much movement 

until after the Upper House elections on July 29. MOD, 

however, based on recent meetings with the Chief of Naval 
Operations and the Pacific Fleet Commander, sought to produce 
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both an interim report and an effective means for protecting 
classified information by mid-August. 


COMMENT 


9. (S) The JMSDF is intent upon containing the damage done by 
the AEGIS leak. It wants to bring its investigation to 

conclusion without doing further damage to its relationship 

with the U.S. Navy in particular and the USG in general. The 
JMSDF is convinced that an investigation conducted by someone 
outside military channels can only do harm to their 

interests. We recommend continued pressure to produce a 
transparent, credible report by an entity without a clear 

conflict of interest. Clearly, the Japanese would like this 
problem to go away. Just as clearly, it is in USG interest 

to know how widely this information was distributed and who 
might have obtained it through counter-intelligence efforts. 
SCHIEFFER 
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STATE FOR S/CT AND INL/AAE BARCLAY AND BOULDIN 
USPACOM ALSO FOR SOCPAC SOJ3X 


E.O. 12958: N/A 

TAGS: PTER, PINS, PREL, ASEC, PBTS, SNAR, RP 

SUBJECT: RENEWED REQUEST FOR INL FUNDING FOR MARITIME 
POLICE UNIT 


REF: A. E-MAIL BARCLAY/JONES 4/30/07 
B. STATE 24249 
C. 06 MANILA 3789 


Column 3 
1. (U) This is an action request - see para 10. 


2. (U) Summary. After thorough review by all involved 
agencies and consultations with the Philippine National 
Police (PNP), Embassy would like to renew its $2 million 
funding request from FY2005 funds of the Bureau for 
International Narcotics and Law Enforcement Affairs (INL) to 
improve the capabilities of the PNP\'s Maritime Group (ref c). 
The funds would establish a six-boat unit to interdict the 
transit of narcotics, terrorists, trafficking victims, and 
contraband through the northern edge of the Sulu Sea, off the 
coast of Palawan, an island on the western border of the 
Philippines. The unit, based in Puerto Princesa, on the 
eastern coast of Palawan, would also help protect the 
Malampaya Natural Gas Project, a $4.5 billion dollar facility 
that provides some 30 percent of the Philippines\' power 
needs, and numerous high-end tourist resorts frequented by 
U.S. and other foreign tourists. The PNP leadership has 
indicated its full support for the project, and its 

willingness to sign a Letter of Agreement on its own 
operational funding obligations upon notification that we are 
prepared to fund the project. Embassy\'s Law Enforcement 
Working Group has reviewed INL\'s concerns (ref b) and offers 
information below to address these issues. End Summary. 


3. (SBU) Embassy highly appreciates the close scrutiny that 
INL has given to ref c request and the series of concerns INL 
raised. Upon full reflection, deliberations within our Law 
Enforcement Working Group, and discussions with the PNP 
leadership, Embassy continues to believe that the maritime 
police unit (MPU) is the best use of these FY 2005 funds. 

The MPU would actively complement our Mission priorities to 
fight terrorism, smuggling, and trafficking in persons by 

helping to modernize the PNP. (The 2005 Philippine-U.S. 
Joint Law Enforcement Assessment also noted that an infusion 
of resources could significantly improve the ability of the 

PNP MPU to combat terrorism, narcotics, and other smuggling, 
and trafficking in persons.) Additionally, the establishment 

of the MPU project would provide a platform from which the 
INL-funded Model Police Station project could expand into 
Puerto Princesa, enhancing the implementation of the PNP 
Transformation Plan. 
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4. (U) The requested $2 million would be sufficient to 
purchase six boats and related equipment, as well as fund a 
contract maritime police advisor for one year. However, that 
sum would indeed be insufficient to provide for necessary 
infrastructure construction, such as dockside and dry-dock 
facilities, including boat ramps. JIATF-West representatives 
have confirmed that this agency is prepared to build several 
boat houses, ramps, training facilities, and firing ranges in 
Puerto Princesa, upon INL approval of the project. 


5. (U) Long-term maintenance will remain a major issue, 
since, without proper maintenance of the boats, they would 
quickly fall into disrepair. Until the PNP could fully take 

over the maintenance of the boats, JIATF-West and U.S. 
Customs and Border Protection (CBP) are willing to utilize 
their small boat maintenance and repair teams to provide 
training on preventive maintenance to the MPU and to provide 
some maintenance during the first year of the program. (In 
FY08, JIATF-West already plans two maintenance missions.) 
The projected boats are the same type already in use ina 
similar program in Indonesia, resulting in interoperability 

and standard training packages for preventive maintenance by 
USG agencies, including JIATF-West, Special Operations 
Command Pacific (SOCPAC), and ICITAP. 
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6. (U) While the proposal already includes funding for a 
one-year contract maritime police advisor who would provide 
general project management, interagency coordination, and 
general law enforcement training, it is true that there is no 
\"stream of funds\" for long-term training to achieve full 
implementation of the MPU. However, SOCPAC representatives 
at Embassy have confirmed that SOCPAC has agreed to provide 
up to two SOCPAC personnel to advise and assist the MPU, 
stationed with the MPU for staggered six-month rotations 
(ensuring continuity through three-month overlap). SOCPAC\'s 
commitment is to a long-term engagement, and SOCPAC has also 
offered to provide focused Joint Combined Exercise Training 

for the MPU. 
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7. (U) The maritime police advisor would likely report to 

the INL-funded Senior Law Enforcement Advisor in Manila, who 
has significant contact with ICITAP in Indonesia and can 
leverage that relationship to provide opportunities for joint 
training and joint operations between the MPU and the 
Indonesian National Police maritime unit. In addition, 

ICITAP has already established a training structure in the 
Philippines for instructor development to enable the MPU to 
address its own training needs in the future. Finally, the 
Legal Attache at Post has offered to provide FBI training and 
assistance on topics such as sensitive site 

exploitation/crime scene search and processing, evidence 
processing and documentation, and processing of suspects in 
custody. 


8. (SBU) The Senior Law Enforcement Advisor and poloff have 
discussed potential PNP obligations for various operational 
costs, notably fuel. PNP Deputy Director General Avelino 
Razon, who oversees the PNP Transformation Plan and who is 
most likely to succeed Director General Calderon upon 
retirement later this year, verbally agreed to fund the MPU 
operations and tasked one of his officers with preparing an 
estimate of projected PNP obligations; the total was a 

realistic $436,000 annually. Razon also indicated that the 

PNP would be willing to sign a Letter of Agreement (LOA) with 
the U.S. Embassy on this obligation upon formal INL approval 
of this project. 


9. (U) Over the longer-term -- unlike the more ambitious 
program in Indonesia -- the MPU should not require additional 
INL funds beyond the initial $2 million investment and would 
therefore not divert resources from the PNP Transformation 
Program. Other Mission agencies have expressed willingness 
to fund any other necessary expenditures, while PNP will pay 
for the fuel and other operational costs. Mission does not 
intend to request INL FY 2006 and 2007 funds for the MPU, so 
these would still be available for other law enforcement 
projects in support of the PNP Transformational Plan. Should 
future funding for the MPU become desirable, Mission intends 
to submit 1208 funding proposals to SOCPAC. 


10. (U) Action Request: Please advise if INL is now able 
formally to approve $2 million in FY 2005 funding for the 
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maritime police unit. 


Visit Embassy Manila\'s Classified SIPRNET 

website :http://www.state.sgov.gov/p/eap/manila/index. cfm 
You can also access this site through the State Department\'s 
Classified SIPRNET website: 

http:// www.state.sgov.gov/ 

KENNEY 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, KCRM, KWMN, AE, SU, PK, MR, BG 

SUBJECT: RESPONSE TO INQUIRY RE. CLAIMS FACILITY FOR CAMEL 
JOCKEYS 


REF: STATE 86406 


1. (U) At request of Department (reftel), Post has requested 
information from the GOB on the facility being set up by the 
United Arab Emirates (UAE) to compensate camel jockeys. Post 
addressed Department\'s questions to the Ministry for Home 
Affairs (MOHA), which oversees anti-trafficking programs and 
represents the GOB on the camel jockey issue. 


2. (U) MOHA provided background on the agreement. The 
memorandum of understanding (MOU) was signed between the UAE 
government and GOB on April 25, 2007. The MOU covers the 
period going back to 1993, and all camel jockey victims will 

be eligible to apply for compensation for mental and physical 

injuries. A board consisting of the MOHA (Bangladesh) and 

Ministry of Interior (UAE) will be formed to make decisions 

on the eligibility of compensation claims. 


3. (U) Answers to Department\'s questions follow: 
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(A) Does the GOB expect all former camel jockeys to use the 
compensation process established in the MOU? 


Yes, the GOB expects this. 


(B) If a former child camel jocket does not pursue 
compensation through the MOU claims process, does the MOU 
permit the child or his parents to seek compensation through 
Bangladeshi, UAE, or third country courts? 


This is still under review by the GOB. 


(C) If a former child camel jockey requests but is denied 
compensation through the MOU claims process, does the MOU 
permit the child or his parents then to seek compensation in 
Bangladeshi, UAE or third country courts? 


This is still under review by the GOB. 


(D) If a former child camel jockey requests and receives 
compensation that he or his parents believe is inadequate, 
does the MOU permit the child or his parents then to seek 
additional compensation through Bangladeshi, UAE, or third 
country courts? 


This is still under review by the GOB. 


(E) If the claims facility does not in fact operate in 
accordance with the MOU, will court actions that would 
otherwise be barred by the MOU become permissible? 


Yes, if the process does not operate in accordance with the 
MOU, the GOB would reserve the right to take other court 
action. 


(F) What steps is the government taking to ensure child camel 
jockeys are aware of the claims process? 


MOHA is currently preparing a list of all camel jockeys to 
inform them of this process. They are also setting up 

\"service centers\" at the district level, and are convening a 
meeting of deputy commissioners (local government officials) 
to explain the MOU and the procedure. A technical committee, 
chaired by the deputy commissioner, will review and verify 
claims at the local level. 


(G) Would a lawsuit seeking compensation for former child 
camel jockeys have any impact on implementation of the claims 
facility or of the UAE-UNICEF program in your country? 


The GOB did not indicate an official position on this. 
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(H) Has the administrative board been constituted yet? 


The GOB is in the process of constituting the board. 
PASI 
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DEPT FOR P, EUR/NB, OES (J FIELD) 
OSD FOR HURSCH 


E.O. 12958: DECL: 07/01/2017 

TAGS: PREL, NATO, SENV, ENRG, IC 

SUBJECT: Icelandic PM, FM Host U/S Burns for First Bilat Security 
Dialogue" 


Classified By: Amb. Carol van Voorst for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Under Secretary Burns\ visit to Iceland on June 14 
reiterated the U.S. commitment to Iceland\'s security and laid the 
groundwork for new areas of cooperation, particularly in energy 
security and scientific research. New Foreign Minister Ingibjorg 

Solrun Gisladottir carried herself well, demonstrating she is quickly 
getting into her brief. On global affairs, attention centered on 
developments in Iraq -- past and present -- and Afghanistan, with 
considerable time devoted to the Middle East peace process and the 
question of legitimizing Hamas. In private and in public, the 

message came through that the U.S. remains Iceland\'s close friend and 
ally. A lively roundtable with key opinion makers received lengthy 
favorable coverage in all major news outlets. In the same vein, U/S 
Burns\' interview on Iceland\'s most popular television news show 
generated ample positive buzz, with some observers terming it the 
best interview of a foreign official in recent memory. End Summary. 


U.S.-ICELAND DEFENSE TIES 


2. (SBU) In separate meetings, and again over a joint PM-MFA working 
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lunch to review the strategic environment, PM Haarde and FM 
Gisladottir noted that Iceland continued to look to the 1951 

U.S.-Iceland Defense Agreement as the cornerstone of Iceland\'s 
defense. Atthe same time, Iceland continues to expand and deepen 
its defense ties with other NATO allies in the North Atlantic, as in 

the case of recent defense MOUs signed with Norway and Denmark. The 
FM added that similar discussions are underway with the German and 
Canadian governments; PM Haarde will travel to Ottawa in August, and 
a reciprocal visit by Canadian Prime Minister McKay may be in the 
works. 


3. (C) Both the PM and FM pressed for continued progress on issues 
of importance to Iceland in the wake of the departure of permanent 
U.S. forces in September 2006. On the Iceland Air Defense System 
(IADS), both requested that the USG accelerate progress to ensure 
that the air defense radars and other necessary system components 
could be handed over on August 15 of this year, when U.S. funding 
expires. Burns noted positively the work led by OSD\'s Jim Hursch to 
coordinate bilateral work on the IADS issue, and reiterated the U.S. 
commitment to leave Iceland with an adequate air defense system. 
This would dovetail with efforts at the NATO Military Committee to 
approve a plan for peacetime air surveillance and interception 
preparedness (i.e., air policing). PM Haarde expressed his great 
pleasure at hearing that the U.S. and Icelandic NATO delegations had 
made significant progress on the air policing issue, with a draft 

plan expected to pass silence in the Military Committee on June 22. 


4. (C) FM Gisladottir also asked for U.S. assistance in two areas: 
ensuring the continuity within NATO of the \"Island Commander Iceland\" 
billet -- which the MFA Defense Department Head clarified as less a 
request for continuing the structure of decades past and more a 

request for a single Iceland Point of Contact within the SHAPE 

structure -- and the possible lending of strategic assessment 

expertise as Iceland works to establish a cross-party institution to 
examine national security issues. Burns said the U.S. could assist 
Iceland on both of these points. 


AFGHANISTAN 

5. (C) PM Haarde said Iceland\'s most significant involvement in 
stabilization and reconstruction work abroad was in Afghanistan. He 
further noted that the previous FM had changed the \"way of our 
[peacekeeping] mission\" by withdrawing Icelandic PRT personnel in 
April, although Iceland was still soending the same amount of money. 
Throughout the day, Burns expressed his strong appreciation for the 
contribution Iceland had made in Afghanistan, through ISAF airlift 
funding, the management of Kabul International Airport, and through 
PRT deployments in Chaghcharan. Noting that NATO is a big alliance 
where every country brings something that they do best to Alliance 
missions, Burns strongly urged that Iceland consider renewing its PRT 
deployment, which had brought special skills to the table. FM 
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Gisladottir described a general apprehension among Icelanders at 
seeing their fellow citizens in military or quasi-military roles, but 
pledged to continue Iceland\'s activities in humanitarian 

reconstruction. Burns reiterated the flexibility of the PRT concept, 
nothing this flexibility allowed for Iceland to shape its 

contributions in an appropriate manner. Burns updated the PM and FM 
on progress in Afghanistan as a whole. 


IRAQ 

6. (C) In her meeting with Burns, FM Gisladottir drew attention to 

the new coalition government\'s statement regretting the war in lraq, 
and pointed out that her party in 2003 had been deeply opposed to the 
invasion. Burns noted that what was important at this point is the 
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need to work together to promote progress in stabilizing the country. 
Over lunch, he emphasized the need to put the arguments of 2003 
behind us, and noted French President Sarkozy and German Chancellor 
Merkel have both made helpful comments in this regard. 


PALESTINE: FOLLOWING IN NORWAY\'S FOOTSTEPS? 

7. (C) Over lunch, FM Gisladottir expanded upon her recent idea that 
Iceland should follow Norway\'s lead and recognize the Palestinian 
Unity Government. Burns said the U.S cannot accept Hamas until the 
organization renounces terrorism, accepts Israel and accepts peace, 
and noted this was the Quartet view. FM Gisladottir responded that 
some in the European Commission believe the EU is trapped in this 
policy, because they have already invested so much in Palestine\'s 
infrastructure, which is crumbling without direct aid. Burns argued 

that the U.N. fills that role, while Hamas has continued to prove its 
unreliability by smuggling weapons and, based on the day\'s news 
reports, is working to annihilate Fatah. Time is needed to rebuild 
credibility on the Palestinian side. Intrigued, FM Gisladottir asked 
point blank for Burns\' view on the Norwegians\ initiative. Burns 

said that, in light of current events, legitimizing Hamas would be a 
mistake. Hamas was acting in a completely unacceptable way, and the 
USG would make that clear to Norwegian FM Stoere. Gisladottir noted 
that she will be meeting with Stoere in Oslo on June 20. 


RUSSIA 

8. (C) Haarde said that Iceland\'s relationship with Russia is 

important, noting the historical trade ties and the strategic 

situation in the Barents Sea. The Icelanders had an indication that 
Putin might be coming to Iceland as a stopover during his July 1-2 

visit to Maine to meet with President Bush. Haarde said that his 
government has \"watched in amazement\" as Russia has attempted to 
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reassert itself in unpredictable ways, particularly in the last year 
and with regard to the Baltic states. Gisladottir pointed out the 
contradictions in Russian behavior at a Council of the Baltic Sea 
States ministerial earlier in the week, where Russian FM Lavrov 
flatly refused a meeting request from his Estonian counterpart, but 
was all smiles and easy jokes over dinner later at the meeting. 
Burns explained U.S. concern over Russian unpredictability, 
describing U.S. efforts to be patient and not respond to Putin\'s 
provocations. Both the PM and FM agreed that like-minded nations 
need to work with Russia to encourage it to integrate with the 
broader world. 


ENERGY SECURITY/CLIMATE CHANGE 

9. (C) Haarde noted that energy transportation in the North Atlantic, 
especially between Russia and North America, will be an increasingly 
important issue. Burns responded that we have great interest in 
energy security. Haarde welcomed President Bush\'s climate change 
initiative as very important to Iceland and said the U.S. should take 

a leadership role on this issue. Gisladottir also noted the 

importance of having India and China, in addition to the U.S., as 

part of the global arrangement to reduce emissions. She described 
Icelandic investment in the U.S. in geothermal development and said 
there are a lot of possibilities to cooperate on deep-drilling 

research. Haarde said that the \"know-howm\" of harnessing geothermal 
resources was an Icelandic export commodity, and reiterated the 
Icelandic willingness to work together with the United States in this 
area. Burns agreed that clean energy is an area where we can work 
together, and promised to talk to the Department of Energy to 
emphasize the importance of closer collaboration in research and 
development. 


WHALING 

10. (C) Haarde proved more expansive on the reasoning behind 
Iceland\'s position on whaling than in prior discussions on the topic. 

He stated flatly that Iceland would \"never compromise on the 
principle\" behind its issuance of a commercial whaling quota in 2006, 
and that the whale stock around Iceland must be \"contained and 
culled.\" Reflecting his confidence in in GOl-sponsored research 
claims that whales are a threat to Icelandic fish stocks, Haarde 
noted that Icelanders depend on fishing for their livelihood and that 
whaling should be viewed as a legitimate activity if itis done ina 
sustainable manner. Haarde did allow that now that the Icelanders 
\"have demonstrated the principle,\" his government may choose not to 
re-issue the commercial whaling quota if the largest company engaged 
in whaling cannot find a market for the meat. While thanking Haarde 
for Iceland\'s support of the aboriginal bowhead quota at May\'s 
International Whaling Commission meeting in Anchorage (a vote the PM 
was keenly aware of), Burns communicated the strong objection the 
U.S. has to whaling for commercial reasons. 
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QUEST FOR A UNSC SEAT 
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11. (C) Haarde noted that much had changed in the world since 1945 
and Iceland was much in favor of reforming and strengthening the 
United Nations and expanding the Security Council. He asked Burns 
for U.S. support for Iceland\'s UNSC bid and noted that despite the 
GOl\'s success in getting a few commitments for supporting votes, he 
didn\'t know how reliable they would be in the end. Burns said that 
Iceland would be a welcome addition to the Council but that the USG 
does not disclose its votes in UN elections. 


COMMENT 

12. (C) BurnsY visit to Iceland, the first by a senior U.S. official 

since 2003, was greatly welcomed by the new Icelandic government, and 
received heavy and positive press coverage. In the meetings, some 
foreign policy divisions between the Prime Minister and his new 
Foreign Minister, most particularly on support for the war in Iraq, 

were deliberately underscored by Gisladottir. In general, however, 

the personal relationship between the two most senior members of the 
new coalition appeared collegial and relaxed. (In fact, Haarde said 
that the new government coalition was so stable that he saw no reason 
why it couldn\'t last for two to three terms.) Gisladottir was 

willing to listen to the argument for a renewed Icelandic 

contribution to the PRT in Afghanistan, although her obvious wariness 
of any Icelandic association with any military means we still have 

work to do to convince her to renew the mandate before winter. Both 
leaders expressed confidence that bilateral relations with the U.S. 

are back on a firm footing but want to wrap up the last of the base 
legacy issues, especially the future of IADS, early this summer. 

With Gisladottir clearly taking energetic control of her new brief, 

and in a mood to travel, we can expect a request for cabinet-level 
meetings in Washington within the near future. PM Haarde\'s visit to 
the United States in August would present an excellent opportunity 

for a White House meeting with a NATO leader who is not only likely 
to be in place for a long time, but whose steadiness and calm 
management went a long ways to taking the domestic fire out of the 
base closure issue. 


van Voorst 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, KPKO, CG 

SUBJECT: SECOND INTERNATIONAL CONFERENCE ON DDR AND 
STABILITY IN AFRICA 


1. (SBU) Summary: The GDRC and the UN co-hosted a conference 
in Kinshasa June 12-14 on disarmament, demobilization and 
reintegration (DDR) programs in Africa. Delegates agreed on 

the need to link transitional justice to ongoing programs, to 

focus on the needs of women and children, and to proceed with 
repatriation of foreign armed groups, but issued no concrete 
proposals. End summary. 


2. (U) The Second International Conference on Disarmament, 
Demobilization and Reinsertion (DDR) and Stability in Africa 
took place in Kinshasa June 12-14. It was hosted by the GDRC 
and the UN Office of the Special Advisor on Africa (OSAA), 

and funded by Belgium and Sweden. Delegations from 22 
African countries participated along with representatives of 
NGOs, regional organizations, and several UN offices. SRSG 
Swing and DRC Foreign Minister Mbusa Nyamwisi addressed the 
delegates, who discussed four main issues: the links between 
DDR and Security Sector Reform (SSR), the need for 
transitional justice to be incorporated into DDR, the special 

role of women and children in armed groups, and combatants on 
foreign soil. 


3. (U) Delegations focused on the challenges specific to 
reintegration. Working groups developed recommendations on 
each of the four DDR issues. Their conclusions emphasized 
the need to integrate DDR and SSR strategies, create local 
ownership of the DDR process, and include regional partners. 
They also recommended separating women and children during 
the DDR processes and providing special support programs for 
them. They proposed that locally-inclusive transitional 

justice mechanisms be integrated in the DDR process, and 
emphasized the importance of political will and national and 
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regional dialogue. Other recommendations called on 
governments and regional organizations to oversee existing 
cease-fire agreements. 


4. (SBU) Plenary discussion focused on comparing African 
experiences and lessons learned as the basis of practical 
strategies to improve DDR and build peace in Africa. The DRC 
was one of five case studies participants analyzed. The GDRC 
delegate emphasized the necessity of follow-through and 
continuing foreign financial support. He highlighted the 

creation of integrated brigades, but conceded that the 

process had not successfully reintegrated former combatants 
into society. He stated that community development projects 
were needed to reconcile ex-combatants to their communities 
and to pursue transitional justice. He did not address 
recruitment and use of child soldiers, but noted that the DRC 

is continuing to repatriate foreign combatants. 


5. (SBU) Comment: The conference recommendations provided an 
intellectual framework for dealing with DDR issues by 

creating \"African solutions to African problems.\" Practical 
implementation of DDR programs in Africa will require 

concrete strategies by the governments themselves. Delegates 
instead called on donors to finance African programs and did 

not discuss political initiatives. End comment. 

MEECE 
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SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 07/03/07 


Index: 

(1) Kyuma resigns 

(2) Kyuma\'s remarks about atomic bombings: Has the habit of saying, 
\"couldn\'t be helped\"; Frequent calls for his dismissal; Arguments 


shallow, explanations less persuasive 


(3) Editorial: Support rate at 28 % , Tension appears as election 
nears 


(4) USGC chairman: Biotech crops key to stable supply of food 


(5) USGC chairman plans to increase corn production primarily by 
using GM corn 


(6) Interview with US Grains Council Chairman Miller on soaring corn 
price; Price to be stabilized in fall 


(7) Is US Japan's true ally? 
ARTICLES: 
(1) Kyuma resigns 


ASAHI.COM 
July 3, 2007 
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Defense Minister Kyuma, elected to the Lower House from the Nagasaki 
Constituency No. 2, on the afternoon of July 3 met with Prime 
Minister Abe and conveyed his intention to resign to take 
responsibility for stating in a speech that the atomic bombings of 
Hiroshima and Nagasaki by the US \"could not be helped." The prime 
minister accepted his resignation. Kyuma offered an apology, taking 
back his remark. However, as criticism of Kyuma spread in the ruling 
camp, the prime minister has judged that he should not allow the 
issue to become prolonged any longer with the Upper House election 
due to be publicly announced on July 12. Kyuma is the third minister 
to be replaced in the nine months since the inauguration of the Abe 
administration. As it stands, the Kyuma flap is bound to inflict a 
severe blow on the Abe administration and the ruling parties, which 
are already suffering from the pension premium payment record 
errors. 


Emerging from his meeting with the prime minister at the Kantei, 
Kyuma told reporters: \"| have caused a great deal of trouble to the 
citizens of Nagasaki. | am sorry | seem to have failed to obtain 
understanding. I, therefore, have decided to step down to take 
responsibility. According to Kyuma, Abe said, You have been of 
great help. It is regrettable that you have to resign,\" but he did 

not persuade him to stay on. 


Tomihisa Taue, mayor of Nagasaki City, on the morning of July 3 
visited Kyuma at the Defense Ministry and hand-delivered a letter 
noting: \"The remark has trampled on the feelings of the victims of 

the atomic bombings. Nagasaki City, the bomb site, cannot overlook 
such a remark. We call on the government to deeply recognize that 

the use of nuclear arms cannot be allowed whatever the cause and to 
make efforts to abolish nuclear arms.\" Kyuma made an apology, \"l am 
sorry | have caused trouble to the citizens of Nagasaki City and 
Nagasaki Prefecture and the victims of the atomic bombings 
throughout the country.\" He also conveyed his intention to consider 
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declining an invitation to attend the Nagasaki Atomic-Bomb Victims 
Memorial Peace Prayer Ceremony on Aug. 9. 


In the meantime, a growing number of ruling party members had called 
on Kyuma to voluntarily step down. The New Komeito had planned to 
hear explanations from Kyuma after a cabinet meeting on the 3rd. 
However, it later turned down the offer as being too early to do so, 
since internal discussion on the issue was not over yet, according 

to a senior official. Deputy head Toshiko Hamayotsu the same day 
issued a comment seeking his resignation: \"I personally think that 
Defense Minister Kyuma\'s statement is grave. It is qualitatively 
different from the remark made by MHLW Minister Yanagisawa. | would 
like Mr. Kyuma to reach a wise judgment on what to do with 
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himself" 


Secretaries general of the Democratic Party of Japan (DPJ or 


SIPDIS 

Minshuto), the Social Democratic Party (SDP) and the People\'s New 
Party (PNP, Kokumin Shinto) had planned to visit the Kantei to call 
for Kyuma\'s resignation. 


Kyuma on June 30 made a speech in Kashiwa City, Chiba Prefecture. 
Commenting on the atomic bombings of Japan by the US military, he 
noted: Many Nagasaki people suffered by the US atomic bombing, but 
| think that the bombing in Nagasaki put an end to the war. | think 

it was something that couldn\'t be helped.\" 


Following this remark, the government and the ruling parities tried 

to quell the uproar, with LDP Secretary General Nakagawa telling 
Kyuma to offer an apology and retract the statement. Kyuma held a 
press conference in Nagasaki and retracted his comment. The prime 
minister on July 1 indicated his intention of not questioning 

Kyuma\'s responsibility. 


However, opposition parties demanded his dismissal. An increasing 
number of ruling party members also called for a strong approach to 
Kyuma. Calls for Kyuma\'s dismissal gained momentum in Nagasaki 
Prefecture, his home constituency. Giving consideration to the 
possible impact of the remark on the upcoming Upper House election, 
the government and the ruling parties decided that his resignation 
would be necessary. 


Kyuma was first elected as a Lower House member in 1980, after 
serving at the Ministry of Agriculture, Forestry and Fisheries and 

as a Nagasaki Prefectural Assembly member. He has been elected nine 
times since then. He served as Defense Agency director general 

during the Hashimoto Cabinet, after serving as state secretary for 

the Transport Ministry and LDP deputy secretary general. He took 

office as Defense Agency director general last September, after 

serving as acting secretary general and Executive Council chairman 

of the LDP. He became the first defense minister when the Defense 
Agency was upgraded to the Defense Minister in January this year. 


(2) Kyuma\'s remarks about atomic bombings: Has the habit of saying, 
\"couldn\'t be helped\"; Frequent calls for his dismissal; Arguments 
shallow, explanations less persuasive 


MAINICHI (Page 3) (Full) 
July 3, 2007/07/03 


Defense Minister Kyuma said in a speech that the dropping of atomic 
bombs by the United States on Japan \"couldn\'t be helped\" -- a 
comment that has caused a huge commotion. Kyuma apologized for the 
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remarks in a press conference on July 1. Prime Minister Shinzo Abe 
summoned Kyuma to his office and reprimanded him yesterday. The 
government now is earnestly trying to calm down the situation, but 
opposition party members and the residents of Nagasaki and 
Hiroshima, both of which were atom-bombed, are still angry at Kyuma. 
Officials in the government and the ruling camp are increasingly 
concerned about a negative impact of the remarks on the upcoming 
House of Councillors election. 


Kyuma\'s controversial statement cropped up in a speech he delivered 
on June 30 in a symposium on \"peace\" at Reitaku University, Chiba 
Prefecture. 


Kyuma made the remarks in answering a question after reiterating the 
propriety of the Shigeru Yoshida-led cabinet\'s decision to join the 
liberal camp during the Cold-War period. Later, Kyuma told 

reporters: YI wanted to say that Japan, which was unable to read the 
Soviet Union\'s real intentions, made a serious miscalculation.\" This 
explanation could be taken as implying the Japanese government\'s 
responsibility for causing serious damage to the Japanese people due 
to its improper judgment in ending the war. 


But the defense minister just said in the speech that the US dropped 
the atomic bombs with the aim of preventing the Soviet Union from 
participating in the war, adding: \"In the worst case, the Soviet 

Union could have seized (Japan), including even Hokkaido.\" These 
remarks could be interpreted as indicating that the war ended 
because the US dropped atomic bombs, resulting in preventing an 
invasion by the Soviet Union into Japan and urging Japan to join the 
liberal camp. 


Kyuma has so far made a series of remarks that are a deviation from 
the governmentVs policy on Japan\'s relations with the US. He once 
criticized the US government\'s decision on the Iraq war as based on 
a wrong judgment. Now, he is under heavy fire for his remarks taking 
the side of the US. 


A senior member of the Upper House Liberal Democratic Party 
attributed Kyuma\'s series of controversial comments to his personal 
characteristics, saying, \"His arguments are always shallow.\" In 
apologizing in a press conference on July 1, Kyuma said: \"I said 
various things, like a commentator. That was the problem\"; and \"\'The 
phrase \'couldn\'t be helped\' was vague.\" But later, he grumbled to 

his aide: \"\'couldn\'t be helped is my favorite phrase." 


When asked by reporters about the opposition camp\'s demand for his 
resignation as cabinet minister, too, Kyuma simply replied as if he 
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didn\'t care about it at all, Such a situation always happens." Last 
night, however, Kyuma reportedly told his aide in a weak-spirited 
way: \"| feel sorry for causing you trouble. | have been off my guard 
probably because | am getting old." 


Kyuma knows only a bit of historic background 
Comment by Kazutoshi Hando, author of the History of Showa 


The arbitrary argument in the United States is that it dropped 

atomic bombs in order to make Japan quickly surrender. There is no 
need for the Japanese defense minister to take the US side\'s view. 
Many Japanese people must be feeling the same. Japanese people 
should always claim and must continue to claim that the use of 
inhumane weapons is unacceptable for the sake of humans. 
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Defense Minister Kyuma seems to take the view that the US and the 
Soviet Union fought in order to make Japan surrender, but the US had 
agreed in the Yalta Conference (in February 1945) to allow the 

Soviet Union to join the war three months after Germany\'s surrender. 
The US had ordered the dropping of atomic bombs before the Potsdam 
Declaration (in July 1945). The Japanese government was moving to 
terminate the war even from before the US dropped atom bombs. Both 
the US and the Soviet Union knew about it. Defense Minister Kyuma 
knows only a bit of the historic background and does not correctly 
understand it. 


(3) Editorial: Support rate at 28 % , Tension appears as election 
nears 


Asahi (Page 3) (Full) 
July 3, 2007 


In Asahi Shimbun\'s latest public opinion poll, the Abe cabinet\'s 
sluggish support rate has finally dropped into the 20 % range. 
When the Koizumi cabinet was in office, the support rate never 
dipped below 30 % , and although polling methods differed, even the 
Mori cabinet fared better. It has been 6 years since a cabinet 
support rate was this low. 


There are only 4 weeks left until the Upper House election, so it 
must be quite a shock to Prime Minister Abe that he is in such 
\"dangerous waters.\" 


In this latest poll, 28 % of respondents said they support the Abe 
cabinet. Abe\'s support rate began to drop in late May after the 
eruption of the pension fiasco and the suicide of former farm 
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minister Matsuoka. However, even then his rating didn\'t fall below 
30%. In other media polls, Abe\'s popularity has taken a similar 
dive. 


The reasons for this decline are nat difficult to imagine. 


In an all-night session of the Diet last weekend, the government and 
the ruling camp, over the objections of the opposing camp, pushed 
through laws regarding the breaking up of the Social Insurance 
Agency and a bill to remove the statute of limitations on pension 
claims. They also passed legislation to help retiring bureaucrats 
find new jobs and a revision to the Political Funds Control Law. 


The prime minister most likely wants to be praised for these 
achievements. However the results of the poll offer a completely 
opposite view. 59 % of respondents said they \"do not appreciate" 
the government\'s response to the pension fiasco, and 49 % said that 
their "anxiety has not been relieved.\" 


As the distrust and dissatisfaction towards the government\'s 
handling of the pension fiasco continues to grow, the declining 
support rate may be a reflection of the public\'s disgust with 
strong-arm tactics and the use of numerical superiority to 
forcefully push legislation through the Diet. 


Another interesting aspect regarding the results of the poll is the 
increase of unaffiliated voters to 53 % . When the Abe cabinet was 
first inaugurated, unaffiliated voters were around 40 % , but over 
time, they have slowly increased. This is a change from the Koizumi 
cabinet, which drew unaffiliated voters to its ranks during the 
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battle over postal privatization. The current situation is a return 
to the old Liberal Democratic Party (LDP). 


It has become clear that voters have turned a critical eye towards 
the Abe cabinet\'s nine months in office. 


What is truly pitiful is the Democratic Party of Japan (Minshuto). 
Their support rate has been stagnant at 16 % . Minshuto uncovered 
the problem of \"vanished pensions,\" yet 45 % of respondents said 
that they \"do not appreciate\" Minshuto\'s handling of the issue. 
Minshuto must reflect on the seriousness of their inability to 
translate dissatisfaction with the Abe cabinet into support for 

their own party. 


LDP leaders, perhaps in a conscious response to the declining 
support rate, commented that \"the Upper House elections are a 
midterm evaluation of the Abe administration.\" They are probably 
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putting up protective barriers to prevent the election results from 
directly necessitating the prime minister\'s resignation. 


However, will the Upper House elections really just be a \"midterm 
evaluation\"? Amidst increasingly critical public opinion, the 

upcoming elections could go beyond a mere \"midterm evaluation\" and 
serve as a judgment of the Abe cabinet as a whole. 


The prime minister has also upped the voltage. (Abe in a debate 
with Minshuto president Ichiro Ozawa) \"Who is better suited to be 
prime minister - me or Mr. Ozawa?\" In response, Ozawa showed his 
resolve by stating that he is \"betting his political life.\" 


If tension has appeared in the political realm, that is just fine. 
(4) USGC chairman: Biotech crops key to stable supply of food 


JIJI PRESS ONLINE NEWS 
June 27, 2007 at 19:48 


Visiting US Grains Council (USGC) Chairman Vic Miller stated in an 
interview with Jiji Press on June 27 that the expansion of ethanol 
production had caused corn prices to rise, and the gap between 
demand and supply of corn to widen worldwide. He noted that one 
decisive factor in securing sufficient supply of corn would be to 
disseminate biotech crops even more. He continued that the price 
hike was primarily attributable to rising energy costs. 


(5) USGC chairman plans to increase corn production primarily by 
using GM corn 


HOKKAIDO SHIMBUN (Page 9) (Full) 
June 30, 2007 


Visiting US Grains Council (USGC) Chairman Vic Miller arrived in 
Japan on June 29 and visited dairy farmers at Naganuma Town in the 
Sorachi Area in Hokkaido. Miller mentioned the worldwide shortage of 
grains caused by the expanded production of bio-ethanol and said 
that corn acreage in the United States was on the increase, 

indicating that the production of genetically-modified (GM) corn 

would be one key to securing the supply of corn. 


The purpose of his visit to Hokkaido was to exchange views with 
diary farmers using imported feed and others. The USGC consisting of 
90 relevant organizations, including growers\' bodies, aims for 
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promoting exports of US-grown corn, sorghum, and barley. 
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Speaking of the expansion of the amount of land devoted to planting 
crops, Miller stressed: \"A sufficient amount of crops will be 
produced to meet demand! As a key to a stable supply of crops, he 
cited the cultivation of GM corn, which needs a small amount of 
agricultural chemicals and is less affected by the weather, by 

noting: \"Corn is likely to occupy a larger part of the area planted 

in the future.\" 


According to the US Department of Agriculture, GM corn is grown in 
70 % of the land devoted to corn. This percentage is expected to 
increase even further. 


(6) Interview with US Grains Council Chairman Miller on soaring corn 
price; Price to be stabilized in fall 


HOKKAIDO SHIMBUN (Page 10) (Full) 
July 3, 2007 


US Grains Council Chairman Vic Miller, 60, now visiting Japan to 
publicize American corn, gave an interview to the Hokkaido Shimbun 
on June 29. In the interview, Miller took a view on the price of US 
corn, which has skyrocketed due to demand for ethanol: \"The corn 
crop is expected to increase in the fall. So the prices of animal 

feed will stabilize.\" The following are the details of the 

interview. 


-- Dairy farmers in Hokkaido are concerned about the soaring price 
of US corn. 


Miller: The skyrocketing corn price is attributed to a sudden 
increase in bio-ethanol production. There is growing concern about 
our corn supply in the world. But there is no need to worry about 

it. According to the US Agriculture Departmenti\'s latest estimate, 
the crop acreage for this year will increase by 12-15 % from last 
year. Since we have so far been blessed with magnificent weather, 
the crop will likely increase. 


-- Do you think the corn price will stabilize? 


Miller: | think so. Actually the market price has been stable for 
the last several days, reflecting the expected boost in the harvest. 
Japan imports annually 16 million tons of corn, mainly for feed. 
About 25 % of the 16 million tons are consumed in Hokkaido. | 
visited Japan to promise a stable supply of corn to our important 
customers. 


-- How do you see Japanese consumers\' deep-rooted aversion to 
genetically modified (GM) products? 


Miller: Seventy-two % of US-grown products are GM products. | think 
the number of GM foods will increase more and more. The reason is 
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that GM products have a great advantage in that they are 

environmentally friendly because they need less use of pesticides. 

We have produced GM crops for more than a decade. Although American 
people have continued to eat them, there has been no report of any 
health hazard. | hope that Japanese consumers will make a right 

decision based on the scientific evidence. 


(7) Is US Japan's true ally? 
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SHUKAN SHINCHO (Pages 178, 179) (Abridged slightly) 
July 5, 2007 


By Yoshiko Sakurai 


Minshuto (Democratic Party of Japan) lawmaker Keiichiro Asao asked 

an interesting question in a House of Councillors Foreign Affairs 

and Defense Committee session on June 19. The question was about the 
Voice of America\'s (VOA) May 12 report on US Pacific Command 
Commander Timothy Keating\'s alleged indication that the United 

States was willing to help China build aircraft carriers. 


Keating said in the May 12 press conference: \"If China is to push 

ahead with a program to build aircraft carriers, we will help them 

build a carrier to the degree that they seek and the degree that we 

are capable.\" Having a lunch with Vice Adm. Wu Shengli, commander of 
China\'s navy, ahead of the press conference, Keating reportedly 
explained in detail to the Chinese side about complexity and 

difficulty building and maintaining aircraft carriers. 


To Asao\'s question a month and week after the VOA broadcasting, the 
defense minister replied that he knew nothing about Keating\'s 
remarks. Asked about his perception of Keating\'s statement, Defense 
Minister Kyuma said: \"I have nothing to say about it.\" 


Explaining that Japan has told China that possessing aircraft 
carriers would be extremely costly and that adding a new area would 
take a toll on other areas in a limited budget, Kyuma, said: \"We 

will keep an eye on China\'s program.\" 


Was there any need for Keating and Kyuma to point out the need for 
an enormous budget? China must be aware of such an aspect. 


China\'s view on aircraft carriers has been clear. Arguing that China 
possessing aircraft carriers is not a matter of its economic or 
technological power, the People\'s Liberation Army Daily March 17, 
1989 issue noted: 
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\"Since the emergence of carrier-borne airmen at the turn of this 
century, it has been proven through combats that no country can 
secure maritime control without gaining maritime air supremacy and 
that maritime control goes hand in hand with maritime air supremacy. 
Carrier-borne airmen are the main body of navy seamen, and aircraft 
carriers are bases for the activities of carrier-borne airmen. 

Whether or not the country needs aircraft carriers is not a matter 

of building equipment but a matter of whether or not it needs to 

gain maritime air supremacy.\" (Yomigaeru Chuugoku Kaigun (Reviving 
Chinese Navy) by Shigeo Hiramatsu) 


China eyes an era after annexing Taiwan 


Possessing aircraft carriers is China\'s national objective 
transcending such factors as costs and economic might. Shigeo 
Hiramatsu, a China expert, noted: 


\"By the mid-1970s, China reached for the South China Sea and made 
the Paracel Islands part of its territory. China\'s desire for 

building strong navy and possessing aircraft carriers has been 

evident since those days.\" 


On January 11, 1974, China declared that all islands in the South 
China Sea -- the Spratly, Paracel, Macclesfield, and Pratas Islands 
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-- were part of its territory. On January 17, the country attacked 
the South Vietnam forces, and placed the Paracel Islands under its 
control on January 20. 


Ostensibly it was a battle between China and Vietnam, but behind it, 
there were the Soviet Navy\'s intention to advance into Asia and 
China\'s determination to block it. At the time, the United States 

was struggling in the Vietnam War and Britain had withdrawn from the 
east of the Suez Canal since the late 1960s. Taking advantage of the 
situation, the Soviet Union continued to expand its forces to the 

Indian Ocean. 


Taking the Soviet Pacific Fleet\'s passage through the Strait of 
Malacca that led to the reopening of the Suez Canal as a threat, the 
People\'s Daily reported on May 12, 1974 


\"(The Soviet Union\'s) maritime supply line from the Red Sea to the 
Indian Ocean to the Persian Gulf has been shortened from 11,000 
miles to 2,000 miles due to (the reopening of the Suez Canal). The 
Soviet Union is expected to further strengthen its naval power in 
the Indian Ocean, as well." 


China\'s fear of the Soviet Union grew stronger, and China 
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established diplomatic relations with the United States in January 
1979 to counter the Soviet Union. China back then even urged Japan 
to increase its defense spending to GNP from 1% to 2 % to be 
prepared against the Soviet threat. In 1985, China bought the 
16,000-ton aircraft carrier Melbourne from Australia and opened it 

to the public. 


Hiramatsu noted: 


\"China also made public the aircraft carrier Varyag it bought from 
Ukraine. Beijing was careful not to let the international community 
harbor unnecessary doubts by making it clear that it was too early 
for the country to build its own flattops, while exhibiting its 

eagerness to possess carriers. There is no doubt that they examined 
the Melbourne inside out. After all, it was the first aircraft 

carrier to Chinese military personnel, although it was old in the 

eyes of other countries. | believe they scrapped it after absorbing 

all the necessary knowledge." 


The international community reacted coldly to China\'s purchase of 
carriers, saying, \"They are decrepit.\" Such a reaction was exactly 
what China wanted. 


Hiramatsu explained: 


\"China is cautious. Although they say possessing aircraft carriers 
is their long-cherished wish, their immediate goal is annexing 
Taiwan. Until that is achieved, China doesn\'t need aircraft 
carriers. | don\'t think they will possess carriers.\" 


US, Japan as targets of China\'s operations 


The situation is likely to turn around once China annexes Taiwan. 
China\'s long-term strategy is to gain control of the Pacific and the 
Indian Ocean after placing the South China Sea, the East China Sea, 
and the western Pacific under its control to eventually face off 

with the United States across the western Pacific. Because China 
eyes the maritime control of the entire Pacific Ocean, they do not 
acknowledge the Okinotori islets as Japan\'s territory. That\'s why 
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they have repeatedly conducted maritime surveys in waters around 
those islets without acknowledging them as Japan\'s territory or in 
Japan\'s exclusive economic zone. In order to vie for control with 
the US Navy, China must completely know its territorial waters. 


Hiramatsu also took this view: 


\"After annexing Taiwan, China is expected to advance into the 
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western Pacific and beyond by making full use of aircraft carriers. 
At that point, they will build their own aircraft carriers to 

nurture an elite overseas navy. In my view that would be sometime 
between 2020 and 2030 -- before 2050 at the latest, the country\'s 
centennial.\" 


At this point, Japanese people must take special note of the 2010 
China national defense program compiled by the China University of 
National Defense, which goes: 


\"China will not commission an aircraft carrier before 2010. However, 
the country will be able to build a semi-aircraft carrier similar to 

JapanYs Okuma-class amphibious assault ship to acquire experience in 
building and using aircraft carriers to meet demand for amphibious 
operations. The United States and Japan that may intervene in Taiwan 
and a Taiwan naval battle will be main targets of China\'s operations 
over the next decade.\" 


Pointing out the United States and Japan as China\'s immediate 
enemies, the program also reads: 


\"Ground-based fighters will be able to accomplish their missions in 
operations (against Japan and the United States).\" 


This exposes the Chinese military\'s excess confidence. However, 
given the US commander\'s comment expressing his country\'s 
willingness to help China build its own aircraft carriers and the 
attitude of the Japanese defense minister, who did not know the 
commander\'s vital statement for over a month, it is only natural for 
China to have full confidence in itself. 


SCHIEFFER 
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E.O. 12958: N/A 

TAGS: PREL, MCAP, MARR, IV, LI, HA, AF, YI, SU, TT, RP 
SUBJECT: PHILIPPINE CONTRIBUTIONS TO INTERNATIONAL 
PEACEKEEPING 


REF: MANILA 01947 


1. (SBU) Summary: With over 600 soldiers, police officers, 
and military observers currently deployed to seven countries, 
the Philippines remains an important contributor to 
international peacekeeping efforts. These deployments 
highlight the government\'s continuing policy of supporting UN 
peacekeeping operations despite its own manpower shortages, 
particularly in the Philippine National Police (PNP), as well 

as the overall high quality and good English language skills 

of the Philippine participants. The government has been 
appreciative of U.S.-funded peacekeeping-related training and 
assistance in the past, and is likely to sign up for the 

Global Peace Operations Initiative and to continue to 

volunteer for various UN peacekeeping operations. End Summary. 


2. (U) According to statistics from the United Nations 
Department of Peacekeeping Operations (UNDPKO), the 
Philippines (as of May 2007) had 627 peacekeepers currently 
deployed in seven countries: Timor Leste, Liberia, Sudan, 
Kosovo, Haiti, Afghanistan, and the Ivory Coast. (Statistics 

in para 6.) Among ASEAN countries, the Philippines ranks 
behind Indonesia and Malaysia in terms of total peacekeepers 
deployed, but is first for police personnel in the field. 
Worldwide, the Philippines the 29th largest contributor of 
peacekeepers. Philippine participants in peacekeeping 
operations in Liberia, Timor Leste, and Haiti have won 

special commendations from the UNDPKO, which has frequently 
sought to extend the tours of high performing individuals. 
Among other qualifications, the high English language skills 
of Philippine troops are especially welcome. 


3. (SBU) Philippine officials including Foreign Secretary 
Alberto G. Romulo have reiterated repeatedly their 
government\'s commitment to continuing to play an active role 
in UN peacekeeping operations, while senior officers of the 
Armed Forces of the Philippines (AFP) and the PNP have noted 
how much their own troops welcome the opportunity to serve in 
these capacities and how much they themselves benefit from 
the experiences. Officials have commented, however, that 
resource constraints, notably a manpower shortage in the PNP, 
are a limiting factor. 
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4. (SBU) Both the government and the AFP have specifically 
welcomed various U.S. training for Philippine peacekeepers. 
Through the Joint U.S. Military Action Group (JUSMAG), the 
Embassy extended peacekeeping operations training to six AFP 
personnel in FY 2006 and six more thus far in FY 2007. 
JUSMAG most recently arranged training for several AFP 
personnel at a Peacekeeping Operations Seminar in Cambodia, 
and is currently vetting two additional soldiers for the 
Multinational Peace Support Operations Exercise in Mongolia 

in August. In the immediate future, JUSMAG plans to invite 

the AFP to nominate additional personnel for a number of 
upcoming peacekeeping courses hosted regionally, including 
courses on civil military coordination, peace operations 
instructors training, and United Nations staff officers 

training. The AFP is now considering standing up a dedicated 
AFP battalion to support UN peacekeeping operations, 
according to AFP Chief of Staff General Hermogenes Esperon. 


5. (SBU) While the Philippine government has yet to respond 
to our invitation to participate in the Global Peace 

Operations Initiative (GPOI), Embassy has high confidence 
that we will receive a positive answer in the coming weeks. 
Both Acting Assistant Secretary of State for Political 

Military Affairs and Pacific Commander Admiral Keating have 
raised GPOI with senior Philippine officials during recent 
visits, and heard expressions of high interest and general 
support, especially in light of our willingness to provide up 

to $394,000 in GPOI funding to train and equip Philippine 
peacekeepers. The Department of Foreign Affairs is now \"fast 
tracking\" our invitation; we suspect the only slow down is 

the detailed examination by DFA legal experts of the required 
section 505 agreement. We also expect to see Philippine 


MANILA 00002259 002 OF 002 


participation in many UN peacekeeping operations in the 
future, as in the past. End comment 
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6. (U) The breakdown of Philippine peacekeeping 
contributions according to the UNDPKO (as of May, 2007): 


- Haiti: 156 troops, 12 police 

- Afghanistan: 1 police 

- Kosovo: 44 police 

- Liberia: 169 troops, 29 police, 3 military observers 
- Sudan: 39 police, 13 military observers 

- Timor Leste: 145 police, 3 military observers 

- Ivory Coast: 3 troops, 6 police, 4 military observers 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
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E.O. 12958: DECL: 07/02/2017 

TAGS: KIPR, ETRD, KCOR, ECON, ID 

SUBJECT: PIRATED DISK FACTORIES RAIDED BY INDONESIAN 
AUTHORITIES 


REF: JAKARTA 00011 


Classified By: Econ Officer Jonathan Alan. Reason: 1.4 (b) and (d). 


1. (C) SUMMARY: Indonesian authorities carried out the 
single largest and most successful operation to date against 
manufacturers of pirated optical disks on Sunday, July 1, 
2007. Fifteen people were arrested and face charges under 
copyright and optical disk laws. Police also seized 
approximately 50,000 pirated disks and 11 replicating 
machines capable of a combined production capacity of 220,000 
disks per day. Preliminary estimates by Indonesian police 

put the value of the seized equipment and pirated products 
between USD $7.5 and $9 million. The raided factories are 
connected to Arief \"Cocong\" Prijatan, a reclusive Indonesian 
businessman of Chinese origin involved in several illegal 
activities. Government of Indonesia (GOI) law enforcement 
authorities benefited from intelligence and technical 

assistance provided through the State Department/INL-funded, 
Department of Justice International Criminal investigative 
Training Assistance Program (ICITAP). Since Indonesia\'s 
upgrade to the Special 301 Watch List in November 2006, the 
GOI has continued to make progress in improving its 
enforcement and protection of Intellectual Property Rights 
(IPR). Sustained efforts and continued progress still remain 
essential for Indonesia to avoid being placed back on the 
Priority Watch List. Post recommends extension of the ICITAP 
program for another year. END SUMMARY 


Profits of $4 Million a Month 


2. (SBU) The optical disk factories targeted by police in 

the July 1 police raid represent two of the thirty registered 
optical disk factories licensed by the GOI to operate in 
Indonesia. (The number of illegal, unregistered facilities 
remains speculative; Indonesian law requires registration and 
licensing of all optical disk factories.) Police seized 
approximately 350,000 pirated disks and, more importantly, 11 
replicating machines capable of a combined production 
capacity of 220,000 disks per day. Fifteen people were 
arrested and face charges under copyright and optical disk 
laws. Law enforcement authorities estimate that the combined 
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pirated output of both facilities produced illegal profits in 
excess of $4 million per month. Preliminary estimates by 
Indonesian police of the total value of the seizures are 
between $7.5 and $9 million. This was the largest successful 
raid to date and had been carefully planned for weeks. 


Technical Assistance Working 


3. (C) GOI law enforcement authorities benefited from 
intelligence and technical assistance provided through the 
State Department/INL-funded, Department of Justice 
International Criminal Investigative Training Assistance 
Program (ICITAP). ICITAP advisors provided surveillance and 
operational planning assistance as well as specific 
intelligence on the targeted locations. USG-funded ICITAP 
consultants familiar with the operation were disappointed 
that both facilities had passed inspections by officials from 
GOl\'s Ministry of Industry (MOI) as recently as two weeks 
before the scheduled raids. ICITAP advisors are impressed, 
however, to see GOI law enforcement authorities conduct 
operations against facilities connected to powerful 
associates of Indonesian organized crime syndicates, known 
locally as \"Preman\". 


Organized Crime Links 


4. (C) Law enforcement authorities have tentatively linked 
both of the raided factories to Arief \"Cocong\" Prijatan, a 
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reclusive Indonesian businessman of Chinese origin. Mr. 
Prijatan\'s other activities allegedly include illegal 

gambling, prostitution, human trafficking, illegal logging 
and counterfeit pharmaceuticals. Mr. Prijatan is a financial 
partner with Mr. Nurdin Umar, a former police colonel and 
optical disk factory owner. Mr. Umar\'s facility was 
implicated in the production of pirated disks during an 
unannounced MOI Monitoring Team visit in November 2006 (see 
reftel). Interestingly, Mr. Umar is also Chairman of the 
Video Industry Association (ASIREVI), Indonesia\'s industry 
group for legally registered optical disk factories. 


Strike While the Iron is Hot 


5. (C) The successful raids represent the fruits of 
continued USG engagement with the GOI on IPR issues, coupled 
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with a robust program of USG-funded technical assistance. 
The GON's effective use of technical assistance also suggests 
growing political will to combat manufacturers of pirated 
optical disks despite the latter\'s strong links to organized 
crime. That said, the irony of Mr. Umar\'s \"leadership\" of 
ASIREVI indicates the GOI still has a long road ahead to 
develop an effective IPR-enforcement regime. A key test will 
be not only the successful prosecution of the individuals 
arrested during the raids, but also of those financing the 
criminal enterprises. Results from these raids and seizures 
strengthen PostYs recommendation for increased support of 
IPR-related assistance to GOI, including extension of the 
ICITAP program for another year and development of DOJ/OPDAT 
assistance to the Attorney General\'s Office to ensure 
successful prosecutions. 

HUME 
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E.O. 12958: DECL: 07/03/2017 

TAGS: PHUM, PGOV, KGOV, KDEM, BG 

SUBJECT: GOVERNMENTYS PHOTO VOTER LIST PILOT PROJECT A 
SUCCESS 


Classified By: Charge d\'Affaires, a.i. Geeta Pasi for reasons 1.4(d) 


1. (SBU) SUMMARY. The Bangladesh Election Commission\'s 
three-week pilot project to test new methodologies for 
compiling the voter list officially ended on June 28. The 

pilot, which took place in Sreepur north of Bangladesh, 
registered approximately 46,000 voters and tested different 
data collection methods to create a voter list with 
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photographs. END SUMMARY. 


THREE-WEEK PILOT ENDED JUNE 28 


2. (SBU) On June 10, the Bangladesh Election Commission began 
a three-week project to test different methodologies and 
technologies for preparing a voter list with photographs 

(photo voter list, or PVL). Election Commission workers, 

with significant assistance from the Army, set up 30 

registration centers in Sreepur, a town of approximately 

44,000 voters located in Gazipur municipality about 20 miles 
north of Dhaka. The pilot project officially ended on June 

28. Consultants from the United Nations Development Program 
(UNDP) also worked closely with the Election Commission to 
develop the pilot. 


3. (SBU) The process of registering people for the PVL varies 
considerably from previous practice in Bangladesh. Earlier, 
enumerators would go door-to-door, preparing fresh lists 
every five years for parliamentary elections. The ability to 
update the list was limited because the data was not 
computerized or even alphabetically or geographically 
organized. People were sometimes given a receipt with their 
voter number on it, without which it would be difficult to 

find their names on the voter list. This meant that on 
election day, voters without that receipt were dependent on 
political party camps located outside of voting centers to 

give them their registration numbers. According to some 
election observation missions, this was an invitation to 
electoral fraud. 


PROVISIONAL VOTER ID A MAJOR INCENTIVE 


4. (SBU) The pilot in Sreepur tested two methods for 
registering people, both of which required voters to visit 
registration centers. All people over 16 years of age could 
be registered; though the voting age is 18, election 

officials wanted to make sure the list created included all 
those who would be eligible to vote in December 2008, when 
parliamentary elections are anticipated. As an incentive to 
go to the centers, prospective voters were offered a 
laminated provisional voter identity card when they 
registered. According to diplomats who visited the Sreepur 
pilot, people indicated to them the ID card was a major 
reason they went to register. 


5. (SBU) The overall voter registration plan includes 
provisions to use the initial voter list data collection 
process as a jumping-off point for the collection of data for 
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a national identity card. According to the Election 
Commission, the voter registry will not be dependent on 
completion of the national ID card program, which according 
to the Bangladesh government could take up to five years. 


6. (SBU) During the pilot, the Election Commission tested two 
types of software, both of which had been procured by the 
Army shortly after the declaration of the state of emergency 
on January 11 (Reftel). Different types of digital cameras 
and computer equipment were also used to see which systems 
worked best and minimized the time required to register each 
voter. At the initiative of the Army, they also tried out 
different types of portable fingerprint scanners for eventual 
use in the national ID card project. According to UNDP, 
tenders for the procurement of some equipment have already 
been released. Companies will have 40 days to submit bids 
for review. The Election Commission has stressed to us they 
plan to follow Bangladesh procurement law to the letter to 
ensure the bidding is free of corruption. 


ARMY PLAYING MAJOR ROLE 


7. (SBU) According to diplomats from donor countries who 
visited the pilot, the Army was \"very present\" at 
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registration centers. Although the Election Commission has 
tried to downplay the Army\'s role, Army officers in Sreepur 
characterized the situation as \"the Election Commission is 
supporting us,\" rather than the other way around. One 
diplomat described the role of the civilians as \"auxiliary\" 

to the Army, taking the form of enumerators and data entry 
operators. 


POSITIVE -- BUT QUALIFIED -- REVIEWS 


8. (SBU) Election Commission officials are heralding the 

pilot as a success, claiming that even more than the expected 
44,000 voters had been registered during the process. (NOTE: 
Accurate population statistics are difficult to get, and the 

initial 44,000 figure was only an estimate based on census 
and previous voter list data.) The Commission has said it 

will announce an elections \"roadmap\" by July 15. One 
expected element of this roadmap will be the announcement of 
voter registration in Rajshahi, Bangladesh\'s fifth largest 

city, by mid-August, with Khulna and Dhaka to follow soon 
after. Because of resource and budget constraints, the 
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Commission cannot conduct registration throughout the entire 
country simultaneously, but has opted instead for a \"rolling\" 
registration focusing on the most difficult and fraud-prone 
areas first. According to one donor\'s estimate, this means 
running about 170 Sreepur-like operations at any one time 
over the next twelve months. 


9. (C) Several diplomats who visited the pilot said the 
Bangladeshis were much further along in the development of 
the process than they had expected. While praising the 
efficiency of the process, several donors are asking the 
Commission and UNDP for an outside organization to check the 
accuracy of the pilot list. Two of the biggest potential 

donors to the PVL project, the European Commission and the 
United Kingdom\'s Department for International Development, 
have also asked how the Election Commission and UNDP plan to 
incorporate \"lessons learned\" from the Sreepur exercise into 
the overall PVL strategy. 


COMMENT: A SUCCESSFUL STEP, BUT SERIOUS QUESTIONS REMAIN 


10. (C) The new voter registration process has enormous 
potential to improve the way elections in Bangladesh operate. 
While the pilot appears to have gone better than expected, 
there remain several unresolved issues like the role of the 
Army in the overall registration process, and how a country 
lacking data protection legislation will guarantee 

registration information is properly controlled and not 
misused. Most challenging, however, is the scale of the task 
ahead: expanding a successful but limited pilot to reach the 
estimated 70 to 80 million potential voters within the 
one-year timeframe the Election Commission has set for 
itself, especially given the lack of basic infrastructure and 
skilled information technology workers outside major urban 
areas. 

PASI 
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E.O. 12958: N/A 

TAGS: ECON, ETRD, EAGR, PREL, ASEAN, RP 

SUBJECT: Philippines Confirms Participation in APHIS Phytosanitary 
Program 


REF: STATE 90811 


1. On July 3, EconOff presented reftel demarche and talking points 

to Segfredo Serrano, Undersecretary for Policy and Planning at the 
Department of Agriculture. Serrano confirmed the attendance of Joel 
Rudinas, Director of the Bureau of Plant Industry, and Larry Lacson, 
Chief of Plant Quarantine, at the APHIS phytosanitary workshop in Ho 
Chi Minh City. He said that the Philippines does not have 

regulations governing irradiation for phytosanitary quarantine 
purposes, but that the participants will bring to the workshop a 
Department of Health regulation on the irradiation of food. 


2. Serrano said that there are no private or government irradiation 
facilities in the Philippines. The Department of Agriculture has 
one ongoing project, funded by USDA, at the Philippine Nuclear 
Research Institute that focuses upon the effects of irradiation on 
mangoes. The project uses Cobalt 60 equipment. 


3. Serrano also stated that the GRP would be open to signing a 
generic Framework Equivalency Working Plan, but that at the workshop 
it will raise several concerns about provisions in the reftel 

nonpaper. In particular, he noted that the Bureau of Plant 

Industry\'s testing indicates that a generic dose of 400 grays of 

ionizing energy destroys mangoes, and proposes that the standard 
dose be 300 grays. 


Kenney 
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STATE FOR PM/DTTC BLUE LANTERN COORDINATOR 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, ECON, KOMC, SN, ID 

SUBJECT: RESULTS OF BLUE LANTERN CHECK ON APPLICATION 
05-0046658 


REF: STATE 76377 


1. Post conducted a site visit to assess the business 
operations and on-site security of Fortuna Aerospace Supplies 
and Trading. 


2. Fortuna Aerospace is a sole proprietorship that has been 
operating in Singapore since October 26, 1991. Singapore\'s 
online business directory, Biznet, lists the companys 
principle officer as: 


Name: Eng Chew Wah (aka Simon Eng) 

Nationality: Singaporean 

ID: S1206508F 

Address: 171 Hougang Avenue 1, 411-1477, Singapore 


3. DHS/ICE databases revealed no negative information about 
Fortuna Aerospace. 


4. Econoffs visited Fortuna Aerospace on June 26 and met 
with Eng Boon Seng, Sales and Marketing Manager. Eng 
confirmed that Fortuna had placed the order for the goods 
listed reftel. Fortuna had been working with the Indonesian 
Armed Forces since 1991 and also supplied the Malaysian, 
Philippine, Sri Lankan, and Pakistan Armed Forces, according 
to Eng. In the case of Pakistan, the business was limited to 
industrial goods. Eng told us that approximately thirty 

percent of Fortuna\'s transactions required an export license 
application. He said that he understood the restrictions on 


USML items and the importance of knowing the end-user. 
Fortuna\'s office is located in a commercial facility. The 
company often stores equipment on-site before shipping it to 
the final destination, according to Eng. The office itself 

was not alarmed, but the building employed an electronic 
surveillance system, he said. 


5. Fortuna Aerospace appeared to be a legitimate business 
entity, and we believe it is a reliable party in this 
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transaction. 


Visit Embassy Singapore\'s Classified website: 
http://www. state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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SUBJECT: AZERBAIJANI READOUT ON SURPRISE TRACK II DIPLOMATIC 
MISSION TO NK 


SENSITIVE BUT UNCLASSIFIED; NOT FOR INTERNET DISTRIBUTION. 


1. (U) On June 28, Armenian Ambassador to Russia Armen Smbatian and 
Azerbaijani Ambassador to Russia Polad Bulbuloglu visited the region 

of Nagorno Karabakh, accompanied by representatives of the Armenian 
and Azerbaijani intellectual elite. While there, Smbatian and 

Bulbuloglu reportedly met with Arkadi Ghukasian, president of the 
so-called \"Nagorno Karabakh Republic.\" The parties traveled to 
Khankandi and Shusha before moving on to Yerevan to meet Armenian 
President Robert Kocharian, and traveled to Baku on June 29 to meet 
Azerbaijani President Ilham Aliyev. 


2. (SBU) On June 29, Bulbuloglu held a press conference to discuss 
the trip. Also present were Professor Farhad Badalbayli, the Rector 

of the Baku Conservatory and a Shusha native, Dr. Kamal Abdulla, 
Rector of the Slavic University and a Shusha native, Ilham 

Fataliyev, a prominent urban planning engineer, and Professor Azar 
Pasha Neymatov, the Chairman of the Theater Professionals Union. 
Reactions of those present at the press conference were mixed: some, 
such as representatives from the KLO (Karabakh Liberation 
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Organization) responded very negatively, while others were more 
receptive to the commentary from Bulbuloglu and his colleagues. 


Polad Bulbuloglu\'s Comments on the Trip 


3. (SBU) Polad Bulbuloglu spoke first, stating that \"Armenians on 
our territory will eventually be our citizens - as a result, we have 

to establish a dialogue with them." He emphasized the need for 
greater contact between the parties to the dispute and 
representatives of civil society and NGOs, as well as MPs. He 
pointed out that President Aliyev is committed to settling this 
conflict peacefully, and said that the route to peace can be found 
through \"our common points, such as the restoration of mosques and 
other humanitarian activities.\" In concluding, Bulbuloglu said that 
President Aliyev made clear to the Armenian delegation that 
Azerbaijan will \"never give up on the territory.\" 


Kamal Abdulla\'s Comments on the Trip 


4. (SBU) Dr. Kamal Abdulla, Rector of the Slavic University, spoke 
second. He said that Bulbuloglu had proposed the trip to him, and 
that he embarked on it voluntarily. He said that the Armenian 
delegates led the mission first through Aghdere to Xankendi, and 
then to Shusha, Yerevan, and finally Baku. Abdulla\'s conclusion was 
that they were led through Aghdare, rather than through Aghdam, 
because Aghdam was in such shocking condition. Upon visiting 
Shusha, the group found that Shusha was very poorly populated, and 
that its mosque and other historical sites had been partially or 
completely destroyed. 


5. (SBU) Abdulla contrasted the condition of Azerbaijani mosques in 
the occupied regions to that of an Armenian church in Baku that the 
Azerbaijani delegates showed to their Armenian counterparts. The 
Azerbaijani government, Abdulla said, had been careful not to allow 
this Armenian site to fall into disrepair. There, unlike the Shusha 
mosques, the building retained its roof, and many original books and 
articles remained within. Abdulla pointed out that, with respect to 

the Armenian delegates, he \"could see in (their) eyes that (they) 
know that what was happening in Shusha (to the mosques) was wrong, 
and they knew it." Abdulla then discussed the Armenian delegation\'s 
reaction to the differences between Yerevan, where \"only four or 

five buildings were under construction,\" and Baku, where 
\"construction was busy and ongoing.\" 


5. (SBU) Abdulla said that the Azerbaijani delegates had asked 

their Armenian counterparts if they had any justification to offer 

for the Wongoing occupation of the seven regions surrounding former 
Karabakh.\" He stressed that the Armenian delegates, on multiple 
occasions, were unable to offer any reason. 
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6. (SBU) In concluding, Abdulla said that the trip was a \"trial 

trip, to see if we can speak in the same language about issues of 
importance.Y He expressed hope that this type of meeting might 
\"bring warmth to the political negotiations,\" and spoke of the vital 
importance of \"eye to eye, feeling to feeling\" interactions between 
the parties to the conflict. He also noted that Armenian delegates 
went so far as to blame \"the devil between us,\" an indirect 
reference to Russia\'s ongoing involvement in the conflict. 


Farhad Badalbayli\'s Comments on the Trip 


7. (SBU) Professor Farhad Badalbayli spoke next. He said that \"we 
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need to be pragmatic, we need to explore many possible remedies and 
solutions, and we need to talk to those living in Nagorno Karabakh.\" 
He said that \"there\'s a chance for us to work together instead of 
fighting,\" and explained that, as a gesture of good faith, he had 
offered to the Armenian delegates to build a new school of music in 
Shusha. He concluded by saying that he was satisfied that President 
Aliyev had been able to convince the Armenians that Azerbaijan is 
sincere about finding a solution to the conflict. 


Ilham FataliyevYs Comments on the Trip 

8. (SBU) Ilham Fataliyev, a well-known Azerbaijani urban planner, 
spoke last. Fataliyev was very emotional while speaking: he 
recounted stories of the terrible condition of Shusha and of its 

many mosques and historical sites. He emphasized that it had been 
many years since any of them had visited Shusha, and expressed great 
dismay that the family homes of both Polad Bulbuloglu\'s father (a 
prominent Azerbaijani musician) and Uzeyir Hajibayev (a prominent 
Azerbaijani composer) been looted and almost completely destroyed. 
Fataliyev said that it was as if \"the city (of Shusha) was no longer 
alive - it no longer had any breath.\" 


Questions and Answers 


9. (SBU) The group fielded several questions at the conclusion of 

the press conference. In responding to one question about the 
meeting with Arkadi Ghukasian, president of the so-called \"Nagorno 
Karabakh Republic,\" Bulbuloglu noted that Ghukasian had been quite 
diplomatic, and had not acted or spoken provocatively. Bulbuloglu 
said that it was his personal opinion that the parties should 

involve the Armenians of Nagorno Karabakh more in the ongoing 
discussions. However, Bulbuloglu stressed that Ghukasian is not a 
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\"president,\" and should be treated as a community leader" in 
negotiations. 


10. (SBU) In response to other questions, Bulbuloglu and the other 
delegates emphasized that President Aliyev had indeed been aware of 
the trip ahead of time, and stressed that there was \"no chance that 
this could have happened without the President\'s knowledge and 
consent.\" The delegates also noted that they had traveled through 
Azerbaijan rather than traveling through Armenia, as most foreign 
visitors to Nagorno Karabakh do. Moreover, the delegates expressed 
surprise that Armenians in Shusha spoke primarily Azerbaijani, and 
speculated that these people in Shusha might be under some pressure 
from the Armenian leadership to stop speaking Azerbaijani. 


Reactions from NKLO Representatives 


11. (SBU) Two representatives of the Karabakh Liberation 
Organization (KLO) -- including KLO President Akif Naghi -- attended 
the press conference and tried repeatedly to disrupt the event. At 

one point, Naghi began to yell at Dr. Kamal Abdulla. A heated 
exchange ensued, but when police officers attempted to remove Naghi 
from the room, Abdulla prevented them from doing so, and then 
changed seats so as to sit next to Naghi after the policemen 

departed. Later on, Naghi began shouting again, and was removed 
from the room. Naghi was then detained for one hour before being 
released. 
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E.O. 12958: N/A 

TAGS: KTIA, PARM, MO 

SUBJECT: MOROCCO: PROGRESS TOWARD A SEISMIC MONITORING 
STATION AGREEMENT 


REF: 04 RABAT 01121 


1. (U) Summary: On March 25, Department of the Air Force 
Deputy General Counsel for International Affairs Michael 
Zehner and Air Force Technical Applications Center (AFTAC) 
representative Bill Barker held successful follow on 

negotiations with Said Belcadi, Director of Morocco,s 

National Center for Scientific and Technical Research (CNRST) 
on a draft seismic monitoring agreement. The U.S. and 
Morocco made substantial progress toward concluding an 
agreement to establish a seismic monitoring station in 
Morocco, after reaching consensus on minor changes proposed 
by Morocco to the draft text. Next, an AFTAC technical team 
will visit Morocco in the fall 2007 to conduct noise surveys 

to identify the most appropriate location for the station. 

End Summary. 


2. (U) Air Force Deputy General Counsel Michael Zehner and 
AFTAC representative Bill Barker discussed March 25 changes 
proposed by Morocco to the seismic monitoring station 
agreement with CNRST Director Said Belcadi, CNRST Geologist 
Prof. Aomar lben Brahim, MFA Legal Advisor Abdelatif Sadafi, 
and several other technical specialists from CNRST. (NB: 
CNRST, a quasi-governmental institution, has considerable 
latitude in its activities as a research body, but ultimately 

falls under the purview of the Ministry of Education, 

Professional Training, and Scientific Research.) 


3. (U) Belcadi began the discussions by recalling the 

progress achieved in the 2004 negotiations (reftel), and 
reiterated Morocco,s desire to conclude the agreement in as 
timely a manner as possible. He also agreed to host an AFTAC 
technical team in the fall to conduct another round of noise 
surveys at two potential monitoring station locations. (NB: 
AFTAC and CNRST geologists have been in contact about a 
technical visit in October/November.) 


4. (U) The GOM team raised several minor changes to the 2004 
draft agreement, in large part previously presented via a MFA 
diplomatic note addressed to the Embassy dated May 7, 2007 
(that Embassy forwarded to AFTAC for review). Moroccan 
remarks centered on: the Joint Scientific Commission\'s role 

in budget issues (Article Ill), training for CNRST personnel 

on analysis and processing of seismic data (Article IV), 

CNRST responsibilities for supporting the station (Article 

V), and the GOM delegation also requested further 
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Clarification on the scope of the third party transfers 
section (Article VI). 


5. (U) The proposals suggested by the GOM team were 
relatively minor and both delegations easily resolved the 
differences and reached consensus on acceptable text in each 
case. The U.S and Morocco agreed that the current text is 
ready to be reviewed in each capital, followed by preparation 
of the agreement for signature. (Note: Barker informed 
Embassy that AFTAC will directly transmit the latest 
agreement text to the Department. End Note.) 


6. (U) On several occasions through the discussions, GOM 
negotiators highlighted potential difficulties associated 

with acquiring appropriate land rights at the two proposed 
site locations, located near Boumia (Midelt Region) and near 
Oussilkane (Anti Atlas). All indications suggest that 
Morocco currently favors establishing the seismic monitoring 
station at the Boumia site, ostensibly due to the difficulty 
involved in accessing the Anti Atlas site, which is located 

in a mountainous region and not in close proximity to 
established transport routes. Barker suggested that 
discussions concerning site location be deferred until 
analysis of the upcoming noise surveys is complete. The GOM 
team agreed. 


7. (U) Comment: The flexibility displayed by Belcadi and the 
GOM delegation on modifications they had initially proposed 
was encouraging, and likely reflects Morocco\'s desire to ink 
the agreement sooner rather than later. We believe an 
expeditious signing of the agreement may result ina 
similarly prompt determination of a station site location 
(once the noise surveys have taken place). End Comment. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958:N/A 
TAGS: PREL, PBTS, PGOV, AM, RU, AJ 
SUBJECT: REACTION TO SURPRISE TRACK II DIPLOMATIC MISSION TO NK 


SENSITIVE BUT UNCLASSIFIED; NOT FOR INTERNET DISTRIBUTION. 


1. (U) On June 28, Armenian Ambassador to Russia Armen Smbatian and 
Azerbaijani Ambassador to Russia Polad Bulbuloglu visited the region 
of Nagorno Karabakh, accompanied by representatives of the Armenian 
and Azerbaijani intellectual elite. While there, Smbatian and 

Bulbuloglu reportedly met with Arkadi Ghukasian, president of the 
so-called \"Nagorno Karabakh Republic.\" The parties traveled to 
Khankandi and Shusha before moving on to Yerevan to visit Armenian 
President Robert Kocharian, and then traveled to Baku in order to 

visit Azerbaijani President Ilham Aliyev. On Friday, June 29 

Bulbuloglu and his colleagues held a press conference in Baku in 

order to discuss their trip, its purpose and its outcome (septel). 


2. (SBU) Reaction to the trip was mixed, but generally positive. 

While the GOAJ initially seemed to distance itself from the trip, 

GOAJ statements - and President Aliyev\'s June 29 meeting with the 
Azerbaijani delegation - indicate that the trip was carried out with 

GOAJ support and approval. Many analysts and newspapers, however, 
complain that the GOAJ has not provided enough information on the 
reasoning behind the Track II mission, and question why, if the 
government wanted the meetings to be unofficial, an Ambassador was 
sent as the head of the Azerbaijani delegation on this mission. 


Azerbaijani Government Reaction 


3 (SBU) News of the surprise June 28 mission firstbroke in 

Azerbaijan on the evening of June 28. he Foreign Ministry appears 

to have been caught ff-guard by the Mission. MFA Spokesman Khazar 
Ibahim told the press on June 28 that \"the trip to Krabakh is the 
personal initiative of the two ambssadors - the former ministers of 
culture of Azerbaijan and Armenia. Ibrahim explained that a 

meeting with \"representatives of the Nagorno Karabakh community" 
took place in Khankandi. He emphasized that those meetings \"cannot 
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be viewed as recognition of Karabakh as a party to the conflict 
since it happened at the personal initiatives of the ambassadors.\" 
Presidential Foreign Policy Advisor Novruz Mammadov later told the 
press on June 28 that \"without the consent of the (Azerbaijani) 
leadership, the trip would not have taken place.\" He cautioned that 
the trip did not indicate a change in Azerbaijan\'s policy toward NK: 
\"Still, Azerbaijan has not changed its position on the possible 
integration of (Nagorno Karabakh) into the negotiation process.\" 
Deputy Foreign Minister Araz Azimov told the press on July 2 that 
\"within the context of the Minsk Group negotiations, there are 
opportunities for the participation of community representatives - 
both of the Armenian and Azerbaijani communities of Nagorno 
Karabakh.\" He said that \"once the question of occupation is decided, 
opportunities for negotiations between communities and their 
representatives and the government Azerbaijan will probably be 
created.\" 


Initial Public Reaction Critical 


4. (SBU) Although most analysts and political leaders initially 
greeted news of the surprise Track II mission with concern and 
questions, reaction warmed over the weekend, as the public digested 
the details from Bulbuloglu\'s press conference. Not surprisingly, 
Karabakh Liberation Organization leader Akif Nagi condemned 
Bulbuloglu\'s visit to Karabakh as Wa disgrace and dishonour,\" and 
called for the resignation of Ambassador Bulbuloglu, according to 
Azerbaijani news agency Turan. Nagi demanded that Bulbuloglu and 
the parties provide additional information regarding the trip and 

who they met while on the trip. (Nagi and other KLO members also 
tried to disrupt Bulbuloglu\'s press conference, septel.) 


5. (SBU) Opposition leaders also were initially critical of the 

Track Il mission. Sardar Jalaloglu, acting chair of the Azerbaijan 
Democratic Party, emphasized the risk involved in Bulbuloglu\'s trip. 
Jalaloglu said that the Ambassador was not authorized to speak on 
behalf of the state, and considers it \"dangerous\" to present Nagorno 
Karabakh as a party to the conflict. Still, Jalaloglu noted that 
because he considers the citizens of Nagorno Karabakh to be 
Azerbaijan\'s citizens, it is therefore \"not reasonable\" to give a 
political opinion of the visit. Isa Gambar, chairman of opposition 
party Musavat, said that \"there is a definite need for more 
information from (official) Baku about this trip.\" Gambar 

reportedly expressed great surprise upon hearing about the trip. 


6. (SBU) Nizami Bahmanov, leader of the Azerbaijani community of 
Nagorno Karabakh in exile, was far more welcoming of the mission, 
telling the press that \"every citizen of Shusha, every citizen of 
Azerbaijan who is temporarily displaced sooner or later should 
return to his or her land.\" Moreover, Bahmanov stated his belief 
that the visit would prove critical to developing an environment of 
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mutual trust between Armenia and Azerbaijan, and expressed hope that 
the trip will prove AzerbaijanYs commitment to peaceful negotiation. 


But Opinion Warms as More Details Emerge 


7. (SBU) Following Bulbuloglu\'s June 29 press conference, public 
opinion of the Track II initiative slowly warmed. Anar 
Mammadkhanov, an MP, said that \"I view this visit - as well as the 
meetings with the Azerbaijani and Armenian presidents - as a 
positive step. Lately, the non-constructive stance of the Armenian 
leadership has increased the chances that war will break out. But if 
there is even the smallest chance that we can settle this conflict 

in a peaceful way, we must seize it. Azerbaijan has once again 
demonstrated its good will and commitment not only in words, but 
also in actions.\" 


8. (SBU) Rasim Musabayov, an independent political analyst, said 
that \"in my mind, this is all about preparing nations for a 
compromise. Even though the mission was supposedly \'unofficial,\’ 
the delegates are people with public positions. Given the level of 

the meetings, this clearly had to have been blessed by (the 
respective governments).\" He also emphasized that the delegates 
were themselves mostly Shusha natives, a fact which, to him, drove 
home the damaging nature of the division between Karabakh and 
Azerbaijan. \"The main purpose of this trip was to convince Karabakh 
Armenians that we need to live together,\" he said. \"There is a need 
to find solutions. These meetings don\'t harm anyone - and 
eventually, they may bring about positive results.\" 


9. (SBU) Eldar Namazov, an independent political analyst (who also 
has been involved in Track II initiatives), sought more details on 

the GOAJ\'s role. He said that \"I have no doubt as to the patriotism 
of either Polad (Bulbuloglu) or Farhad (Badalbayli), and | am sure 
that this type of visit was not exclusively conceived of and 

supported by these men. This was a political initiative that was 
implemented with the support of the government of Azerbaijan - as a 
result, the administration should explain the trip\'s purpose.\" 


10. (SBU) The Azerbaijan National Independence Party (ANIP) issued 
a statement on the recent visit to the occupied territories of 

Azerbaijan, stating that \"ANIP seriously condemns the defeated 

policy of the administration and the visit to the country-aggressor 

and occupied territories. It is treated as disrespect to the people 

of Azerbaijan. This visit demonstrated that the promises given by 

the administration on settlement of the conflict were not sincere. 
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It serves the goals of the other side. The solution is only possible 
through military operation and in accordance with the international 
law provisions Azerbaijani government should use its right to 
liberate the occupied territories.\" 


Coverage of the Trip in Newspapers and Media Sources 


11. (U) The independent and pro-opposition media in Azerbaijan 
presented mixed but largely positive reactions to the visit. In 
general, the coverage of the trip on pro-government television and 
in official newspapers was straightforward, and carried no comment. 
One 525-ci GAZET article quoted Bulbuloglu as saying that while an 
older generation that still remembers its neighbors still lives, we 
should look for ways to communicate and to build bridges. 


12. (U) On June 29 the independent ZERKALO newspaper carried a 
front-page article ridiculing the MFA\'s shrugging the visit off as 

the Ambassadors\' personal initiative. \"Ambassadors are personal 
representatives of Presidents and the initiative must have been 
sanctioned at the highest level,\" wrote ZERKALO on June 29. \"No, we 
do not call for Bulbuloglu to be punished. If you are not at war, 

then you should conduct dialogue at all levels. But one should at 

least tell the public the truth - including the reasons behind such 
missions - instead of ascribing them to the personal initiatives of 
Ambassadors\", concluded ZERKALO. 


13. (U) \"The Cursed\" headlines a column in the pro-opposition 
BIZIM YOL newspaper. \"I wonder what they talked about with 
Gukasyan? Did they mind that the emblem and the flag above their 
heads symbolizes separatism from Azerbaijan? Did Bulbuloglu mind 
that Gukasyan was the very person who gave the command to destroy 
his father\'s bust in Shusha? What nationality do these three people 
belong to?\" wrote a columnist in the pro-opposition AZADLIQ 
newspaper. 


14. (U) Another pro-opposition newspaper, YENI MUSAVAT, 
characterized the visit as an example of \"the government starting a 
dialogue with separatists.\" The newspaper questioned the purpose 
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behind the mission launched \"apparently under the Kremlin\'s 
initiative\". Despite what Bulbuluglu says about his own reasons and 
purposes, he is Azerbaijan\'s Ambassador to Russia. And as such, his 
visit to occupied Khankendi can be regarded as nothing more than 
groveling before the separatists\", concluded YENI MUSAVAT. 


15. (U) Asked by APA news agency about the U.S. position and 
whether the Minsk Group had a direct role in organizing the visit, 
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Embassy PAO responded that although the Co-Chairs had not organized 
the visit, the U.S. fully supports such people-to-people exchanges. 

The PAO continued by noting that such contacts lower tensions and 
contribute to efforts to find a peaceful solution to the conflict. 

These remarks were widely reported by the Azerbaijani print and 
broadcast media. 


16. (SBU) Comment: Given the heated public criticism that has 
accompanied other Track II diplomatic missions in the past, reaction 
to Ambassador Bulbuloglu\'s initiative has been surprisingly 
positive. The GOAJWs implicit endorsement of this initiative - as 
conveyed by President Aliyev\'s meeting with the Azerbaijani 
delegation - certainly played a key role in toning down rhetoric in 

the pro-government and independent press. While we view this Track 
Il initiative as a positive and much-needed step in helping to 

prepare a climate of peace, the somewhat fumbled roll-out of this 
initiative indicates that much work still needs to be done to lay 

the groundwork for sustainable tolerance-building activities. 
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1. (SBU) Summary. On June 28, Taiwan\'s Vice Minister of 
Economic Affairs chaired a joint committee meeting to give 
final approval to the applications of four of Taiwan\'s 

leading semiconductor packaging and testing firms to invest 

in China. The four companies\' planned investment totals USD 
99.6 million, and their stock prices have risen recently on 
speculation that investment approval was imminent. Two of 
the four firms could begin operations in China by the end of 
this year, with the other two anticipating starting 

production in the third quarter of 2008. These cases have 
received considerable media attention as a gauge of how the 
Ministry of Economic Affairs (MOEA) may in future use Vactive 
management\' mechanisms to facilitate further expansion of 
high-tech investment in China. It is too early to know 

whether other restricted industries, principally up-stream 
petrochemicals and telecommunications, will be encouraged by 
these approvals to lobby the MOEA\'s Investment Commission to 
use similar means to open up investment opportunities in 

those sectors. End Summary. 


FOUR LEADING TESTING/PACKAGING COMPANIES TO LAND IN CHINA SOON 


2. (SBU) In April 2006, Taiwan\'s MOEA announced the removal 
of simple semiconductor packaging and testing from a negative 
mainland investment list, an announcement that received 
considerable attention at the time. Subsequently, Advanced 
Semiconductor Engineering (ASE), in a joint venture with 
Suzhou-based NXP Semiconductors, as well as Greatek 
Electronics, Inc. (Greatek), Walton Advanced Engineering, 

Inc. (Walton), and Siliconware Precision Industries Co. 

(SPIC) all submitted applications to invest in China. The 
investments would be limited to simple integrated circuits 
packaging and testing. On June 28, MOEA conducted a final 
review of the applications, and subsequently approved all 

four. ASE (the world\'s largest chip packager, whcih 
purchased 60 percent of NXP) plans to invest USD 21.6 million 
in china, while Greatek, Walton and SPIC have stated they 

will invest USD 30 million, USD 18 million, and USD 30 

million, respectively. ASE and SPIC both already have 
investments in China and expect to begin mainland packaging 
/testing operations by the end of this year. Greatek and 

Walton could start production by the third quarter of 2008. 


FIRMS PROMISE MORE INVESTMENT AND JOBS IN TAIWAN 


3. (SBU) As a requirement for approval of the investments 
(see para. 4), the firms must provide estimates of the 
amounts they will invest in Taiwan and the corresponding 
number of jobs created. Reportedly, Siliconware plans to 
invest more than NTD 20 billion (approximately USD 606 
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million) in Taiwan and create 6,000 jobs in 3 years, Walton 
will increase domestic investment by NTD 10 billion 
(approximately USD 303 million), creating 100 jobs; and ASE 
plans for an additional NTD 40 billion (approx. USD 1.2 
billion) of investment in Taiwan. In total, the four 

companies plan to invest NTD 75 billion. 


ACTIVE MANAGEMENT AS A MEANS TO REGULATE INVESTMENT 


4. (U) On December 14, 2006, MOEA announced a policy review 
regarding China-bound investment projects that exceed USD 100 
million (or USD 200 million cumulative value or USD 60 

million for re-investment projects) or are in technologically 
strategic areas, such as construction of wafer foundries, 
thin-film-transistor liquid crystal display (TFT-LCD) panel 
manufacturing, or chip testing facilities. The resulting 

Vactive management guidance related to such high-tech 
investment requires applicants to provide information 

regarding \'counter-balancing\' investment in Taiwan, as well 

as the companys global strategy, and the impact on domestic 
employment of its planned investment (reftel). In addition, 

the measures require applicants to allow the government to 
send lawyers, accountants, or other experts to check Taiwan 
enterprises in China when necessary. 


EVERYBODY IS WATCHING 
5. (SBU) Considerable media attention has been focused on the 
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fate of these four applications, especially since Economic 

Vice Minister Shih Yen-Shiang ata press conference on June 
25 confirmed the applications were under final review. 
Previously the review process had been quite low-profile, and 
contacts at ASE and SPIC expressed their surprise that MOEA 
would make such a public disclosure. However, an Investment 
Commission source explained the Vice Minister was merely 
stating the facts in the face of media speculation. Despite 

the apparent interest of MOEA in quelling rumors, the 
announcement set off a spate of stock speculation the same 
day, as investors took the news as an indicator of further 
liberalization of Taiwan investment in China\'s chip industry. 
ASE\'s stock gained 1.48 percent, Greatek\'s 3.39 percent and 
Walton\'s 5.09 percent (although SPIC, Taiwan\'s second largest 
chip testing/packaging firm, declined by 1.79 percent). 

Market analysts characterized the expected approval of the 
four investment applications as a catalyst for capital to 

flow into chip testing and packaging stocks. 


Column 3 
COMMENT 


6. (SBU) Taiwan\'s Vactive managementY mechanisms of high-tech 
investment in industries such as small LCD panels and 
integrated circuit testing and packaging appear to have met 
some of the expectations of industry in liberalizing mainland 
investment. The procedures are designed to give Taiwan 
officials a means to protect Taiwan\'s economic development by 
ensuring continued domestic investment and nominal job 
creation. Whether or not the \'counter-balancing\' investment 
requirements will actually result in more jobs or real 

economic growth is unknowable at present. However, the high 
degree of market and media attention accorded these four 
investment applications suggest that industry anticipates 

MOEA will continue to open up additional opportunities for 
Taiwan investment in China. Currently, much of the 

investment there is not new but rather expansion of existing 
projects or re-investment of profits earned in China. 

Therefore, any channels for new investment will find many 
takers. There is wide-spread speculation that the approval 

of these chip testing/packaging projects could stimulate 

other industries, such as up-stream petrochemicals and 
telecommunications equipment manufacturing, to seek a similar 
path to invest in China. 

YOUNG 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS 


Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage July 3 on the island-wide Joint College Entrance 
Examination held over the weekend, on the 2008 presidential 
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election, and on the KMT\'s ill-gotten party assets. Almost all 

papers also carried news stories on their inside pages regarding the 
American Institute in Taiwan celebrating the U.S. Independence Day 
in Taipei on Monday. In terms of editorials and commentaries, an 
editorial in the pro-independence, English-language \"Taiwan News" 
commented on U.S.-Taiwan relations, particularly in the wake of the 
State Department\'s open opposition to Taiwan\'s proposed referendum 
on the island\'s UN bid under the name \"Taiwan.\" The article 
concluded by saying \"it would be better for leaders in both 
Washington and Taipei to enhance direct dialogue both to build 
understanding and avoid VunpredictableY outcomes and to ensure 
democratic Taiwan receives proper respect and fair treatment from 
the U.S.\" End summary. 


\"Dialogue Key in U.S.-Taiwan Ties\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] editorialized (7/3): 


\"Taiwan\'s ties with the United States have entered a critical stage 
as upcoming presidential elections gear up, and both sides need to 
intensify efforts to bridge differences and work out mutually 
acceptable solutions through direct dialogue. ... 

It is evident that Bush feels trapped by the political morass he 
created through his ill-advised, hapless and fully 
counter-productive invasion of Iraq and the inept pressure campaign 
against nuclear-armed North Korea. Based on his questionable 
assumption that Beijing is able and willing to help extract the U.S. 
from these political quicksands, the frazzled lame-duck Republican 
president now interprets any autonomous moves by Taiwan\'s DPP 
administration to deepen our democracy as Vrocking the boat\' and 
\'making trouble\' for Washington. 


\"It is evident that the Bush administration has used public, 
semi-public and private channels to warn the Chen administration and 
perhaps even KMT presidential candidate Ma Ying-jeou not to cross 
Vthe red line,\' perhaps under the pain of a threat for Bush to 

publicly express that the U.S. Vopposes Taiwan independence\' instead 
of its existing formulation of affirming that \'the U.S. does not 

support Taiwan independence.Y Such a threat would have weight only 
against the DPP, since the KMT Vopposes Taiwan independence\' and 
could use the Republican administration\'s official statement to 
support its advocacy of eventual unification with China, which of 
course also intensely \'opposes\' any form of \'Taiwan independence\' 
and would be immensely pleased with such an open declaration by 
Bush. 


\"The next most serious possible move by Bush would be an open 
condemnation of President Chen for allegedly violating the latter\'s 
Vfour noes\' pledge and reiterating demands on Chen to Vdisplay 
leadership\' by \'rejecting\' the bottom-up referendum drive and thus 
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following Bush\'s own habitual trampling on domestic human and 
democratic rights. Since Chen has already declared that he cannot 
take such action and the DPP has reaffirmed its intention to 

continue with the U.N. referendum campaign regardless of what either 
president says, a remaining scenario would be for Washington to 
downgrade transit treatment for Taiwan\'s national leaders. ... 


\"Another observation point will be how Washington handles the 

transit request for President Chen himself, who is slated to visit 

Central America in late August. Alternatively, the Bush 

administration could recall American Institute in Taiwan Taipei 

Director Steven Young [sic], cancel the diplomatic privileges of 

Taiwan government officials while traveling in the U.S., suspend the 
sales of defensive weapons to Taiwan (even though the KMT-controlled 
Legislature has finally given initial approval) and intensify 

cooperation with the PRC to further marginalize Taiwan. 


\"Certainly, the DPP government needs to consider such possibilities 
and figure out effective solutions to deal with them, but we should 
also realize that there is a floor as well as a ceiling in the house 

of U.S. diplomacy. Naturally, the Bush administration should also 
consider how attempting to suppress direct diplomacy in Taiwan while 
appeasing the PRC\'s authoritarian Chinese Communist Party regime and 
openly stacking the deck against the DPP and in favor of the KMT in 
the coming polls will play at home at a time when the continuation 

of the Republican administration is threatened by a resurgent 
Democratic Party which now has control over both branches of 
Congress. 


\"Decisions by a right-wing Republican administration to show open 
disrespect for Taiwan\'s democratic achievements or even betray the 
values of American democracy by sacrificing one of Asia\'s genuine 
democratic miracles to appease the PRC could well backfire in the 
face of a Democratic Party-controlled Congress, many of whose senior 
leaders, including U.S. House Speaker Nancy Pelosi, are known to be 


friendly to Vdemocratic Taiwan. We believe it would be better for 
leaders in both Washington and Taipei to enhance direct dialogue 
both to build understanding and avoid \'unpredictable\' outcomes and 
to ensure democratic Taiwan receives proper respect and fair 
treatment from the U.S.\" 


YOUNG 
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E.O. 12958: DECL: 07/03/2017 
TAGS: PHUM, PREL, MOPS, RP 
SUBJECT: MELO COMMISSION FRUSTRATED BY ONGOING KILLINGS 


REF: A. MANILA 777 
B. MANILA 609 
C. MANILA 468 
D. MANILA 2198 


Classified By: Pol/C Scott Bellard, reasons 1.4 (b) and (d) 


1. (C) Summary. The Melo Commission wrapped up its current 
mandate on June 30, and will submit a second report to 
President Arroyo by the end of July. While impressed with 

the number of new measures that the government has 
instituted, Commission members remain frustrated that the 
killings continue. They were unable to meet with key leftist 
NGOs, despite earlier indications from those groups of a new 
willingness to cooperate. The Embassy continues to raise 

the issue of unlawful killings with our interlocutors, and 

will maintain our active efforts to seek additional ways in 

which the U.S. Government might provide additional assistance 
to enable the Philippine government better to pursue these 
cases. End Summary. 


2. (C) Ina meeting with Pol/C on July 3, Melo Commission 
chairman retired Supreme Court Justice Melo and Commission 
members Bishop Pueblos of Butuan, University of the 
Philippines Regent Gonzalez, and Chief State Prosecutor Zuno 
confirmed that their mandate had expired on June 30 and that 
they did not believe the President would extend it again. 

They are now preparing a second report to the President (ref 

c reported on the first), but admitted that they have few new 
proposals to add to their earlier list. Justice Melo 

commented favorably on how President Arroyo had moved so 
quickly to adopt many of his recommendations earlier this 

year (ref b), but admitted that implementation was likely 
imperfect, at best. 


3. (C) Justice Melo said that the next report would again 
call upon the President to make even more explicit her 
absolute opposition to unlawful and extrajudicial killings, 
while noting that the President had already spoken out 
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publicly and often in opposition and had also vowed to bring 
any and all culprits to justice, regardless of who they were. 
Justice Melo added that he would explore the possibility of 
drafting a proposed law that would enshrine the principle of 
command responsibility" to ensure that individual AFP 
commanders would necessarily face legal punishment not only 
for such killings by their subordinates but also for any 
failure actively to investigate and bring culprits to 

justice. He admitted that such a law might have a difficult 
time making it through Congress, but underscored that the 
continuing violence against leftist activists and journalists 
had given the Philippines a \"black eye\" internationally. 


4. (C) Commission members explained that they had tried to 
set up meetings with various leftist groups, notably the NGO 
Karapatan -- which has made the highest claims for unlawful 
killings nationwide -- but earlier hopes fizzled as Karapatan 

and other groups began to make \"impossible demands,\" notably 
trying to pick and choose with which Commission members they 
would be willing to meet. Justice Melo said that it also 

became increasingly clear to him that Karapatan in particular 
might use such a meeting as to make propaganda points against 
the government and in favor of leftist party list groups 

during the campaigning for the May 14 mid-term elections. 


5. (C) Justice Melo complained that the Armed Forces of the 
Philippines leadership still seemed to be \"in denial\" about 

the possible participation by troops in some killings, 

despite the establishment of a new AFP Human Rights Office to 
investigate such allegations. He lamented the under-funding 

of this office and the junior rank (Lt. Colonel) of its chief 

as serious impediments to effective investigations. He 
welcomed possible assistance for this office from the U.S. as 
part of the Philippine Defense Reform (with one U.S. Subject 
Matter Expert already imbedded in the AFP Inspector Generals 
Office) and from the European Union following its recent 

Needs Assessment Mission (ref d), with which he met. 


6. (C) Chief State Prosecutor Zuno lamented that more than 
400 vacancies within the prosecutor corps nationwide made it 
almost impossible vigorously to pursue these cases, despite a 
mandate from the Supreme Court and the Department of Justice 
to prioritize such cases. Only significant new funding for 
salaries might address this deficiency, given that private 

sector salaries even for new graduates were significantly 
better than for prosecutors. Many prosecutors also quickly 
leave these jobs to become judges, where the salary scales 
are better, he admitted. Zuno noted more positively that a 
long-awaited Executive Order on police/prosecutor cooperation 
had gone through final vetting to ensure its full compliance 

with the rules of court, and would likely go to the President 


Column 3 
for signature within weeks. 
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7. (C) Comment: The distinguished composition of the 
Commission is a tribute to the government\'s desire for some 
credible recommendations, and the government also deserves 
credit for quickly acting on most of the key items. 

Frustrations remain high that some killings nonetheless 
continue, and that court cases are few, with few convictions 

so far, however. The Embassy continues to raise the 
importance of making progress in bringing culprits of 

unlawful killings to justice in our discussions with 

Philippine officials from the President on down, and will 
maintain our active efforts to seek additional ways in which 

the U.S. Government might provide additional assistance to 
enable the government better to pursue these cases, such as a 
likely upcoming grant from USAID of US$1 million to assist 
the Philippine Commission on Human Rights. 


Visit Embassy Manila\'s Classified website: 
http://www state.sgov.gov/p/eap/manila/index. cfm 


KENNEY 


114167 

PP RUEHWEB 

DE RUEHKH 1049/01 1840909 

ZNR UUUUU ZZH (CCY TEXT ADDDOEFF WSE8272) 

P 030909Z JUL 07 

FM AMEMBASSY KHARTOUM 

TO SECSTATE WASHDC PRIORITY 7781","UNCLAS KHARTOUM 001049 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR AF/SPG, AF/EPS, EB/IFD, AND EB/ESC 
DEPT PLS PASS USAID FOR AFR, AND ALSO PASS USAID 


CORRECTED COPY (TEXT) 
E.O. 12958: N/A 
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SUBJECT: OUT WITH THE DINAR, IN WITH THE POUND 


Column 3 

1. (SBU) SUMMARY: On June 30, the Central Bank of Sudan came one 
step closer to converting its currency, announcing that the dinar is 

now invalid in commercial transactions. Although the general public 

can still trade in dinars at banks until September 1 of this year, 

vendors are no longer obligated to accept the dinar. While widely 
regarded as a success, there have been a number of problems with the 
currency upgrade, which include: long and restless lines at banks; 

minor skirmishes between customers and shopkeepers who have refused 
to accept the dinar; the presence of counterfeit pounds; and 

vendors\' acceptance of dinars and other regional currencies after 

the 30th of June. Despite these problems, the currency upgrade 

appears to be on track, and could represent one of the first and 

most tangible accomplishments of the Comprehensive Peace Agreement 
(CPA). More importantly, this one currency for all of Sudan carries 

not only the symbolic power of money, but also embodies the unity of 
Sudan. END SUMMARY. 


2. (U) The Wealth Sharing Agreement of the CPA stipulates (Section 
14.9) that the Central Bank of Sudan \"...shall adopt a program to 

issue a new Currency as soon as is practical during the Interim 
Period.\" The Republican Decree #275 of 2006 and Article 19 of the 
charter of the Central Bank of Sudan provided further support for 
implementing these changes. Since January of 2007, the Central Bank 
of Sudan has gradually removed dinars from circulation and 

introduced different denominations of the pound, beginning with one 
and five pound notes and ending with the largest bills. 


3. (U) During this vulnerable transition period, there have been 
reports of attempts to counterfeit the pound. Being unfamiliar with 
the new currency, vendors and consumers are particularly susceptible 
to accept counterfeit bills. The Central Bank of Sudan has not 
released estimates on the amount of counterfeited currency. 
However, one article from the Sudan Tribune from April 2007 noted 
that authorities in Rumbek, Marana, and other southern towns were 
struggling to identify counterfeit dinars at trading stations, and 

to a lesser extent new counterfeit pounds. Despite these reports, 
according to experts from the International Monetary Fund, the new 
currency is reasonably secure from counterfeiting. The bills 
include the latest technology including two metallic security 

threads in every bill, watermarks, and color shifting ink. 


4. (U) On the first and second of July, most Sudanese newspapers 
carried stories about the June 30 cutoff for transactions of the 
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dinar. The Sudanese English language \"The Citizen Times" reported 
that fighting broke out in Bentiu when a vendor dutifully denied 

pounds as legal tender. The same article also reported that several 
hundred customers lined up outside the Bank of Southern Sudan on 
Saturday, waiting to convert dinars and foreign currency for the new 
Sudanese pound. Additionally, on June 19, the Arabic daily 

Al-Sudani noted that many banks outside of Khartoum and Juba did not 
receive a sufficient amount of new currency for the conversion. 
Observers also noted that in addition to this shortage, the number 

of citizens participating in the money exchange did not meet 
expectations. The article urged the central bank to assume a more 
proactive role in exchanging currency, adding that commercial banks 
are not helping the effort. 


5. (U) Regardless of the June 30 cut-off date for the dinar, it 
appears as though the notes are still being accepted as valid 
currency in commercial transactions. Two and three days after the 
cutoff, locally engaged staff reported witnessing and partaking in 
transactions in dinars. Furthermore, the acting Assistant Governor 
and Director for Administration and Finance for the Bank of Southern 
Sudan, Mathian Ajing Jupur, warned the public against using dinars 
on the black market. He added that some money changers have 
attempted to profit from the confusion by providing a lower exchange 
rate than the Central Bank of Sudan. In Southern Sudan, other 
regional currencies such as the Kenyan and Ugandan shillings, the 
Ethipian Birr, and the Eritrean Nagfa continue to be used. 


6. (U) From its initial project proposal at the Multi Donors Trust 

Fund, the new Sudanese pound has been envisioned as a new symbol of 
unity. The languages, art, and other elements included on the bills 
were intended to reflect the cultural and geographic diversity of 

Sudan. Containing architectural landmarks, industrial projects, and 
nature scenes, the bills intentionally depict scenes from both the 

north and the south. Most Sudanese have responded favorably to the 
initiative, as many southern Sudanese harbored negative feelings 
towards the northern centric and Arabic laden dinar. As Anthony 

Lino Manrana, South Sudan\'s minister for commerce, trade and supply, 
stated in an April 19 Sudan Tribune article, \"We believe the dinar 

does not represent the Sudanese people, it was forced on the people 

of the south.\" 


7. (U) Two more important dates for currency reform will follow. 

On August 1, patrons will no longer be able to trade in currency 
through commercial banks, restricted to replacing all currency at 

the Central Bank of Sudan. On September 1 the dinar will no longer 
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be considered legal tender, null and void in all of Sudan. Dinar 

coins will continue to be accepted until the end of 2007. COMMENT: 
While there have been difficulties in this currency conversion, 

overall the project remains largely on schedule and should be 
celebrated as a step towards the further integration, development, 
and stabilization of Sudan. END COMMENT. 

FERNANDEZ 
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E.O. 12958: DECL: 07/02/2017 

TAGS: PREL, PHUM, SP, CU 

SUBJECT: ZAPATERO WRITES TO DAMAS DE BLANCO 
Classified By: COM Michael E. Parmly, Reasons 1.4 (b/d) 

1. (SBU) Spanish leader Jose Luis Rodriguez Zapatero wrote a 
letter to Laura Pollan, representatives of the \"Ladies in 

White\" saying that Spain\'s engagement with the Cuban regime 
is aimed at raising human rights concerns, including release 

of the \"Ladies\'\" husbands, who are political prisoners. Text 
of letter follows in paragraph 2 below: 

2. Unofficial translation. Begin Text: 

President of Government, 30 May, 2007 

Dear Ms. Laura Pollan 

Ladies in White 


Havana 


Dear Madam: 


Column 3 

Thank you for your letter from the month of March in which 
you pass on your reflections on the human rights situation in 
Cuba, especially the matter of political prisoners. 


Firstly, | would like to express to you my admiration for the 
courageous efforts carried out by the Ladies in White, which 
has earned international recognition, in the form of human 
rights awards. 


The overall subject of human rights, and in particular the 
plight of all political prisoners in Cuba, is of constant 
concern to the Government of Spain in its policy toward the 
island. In our dialog with Cuban authorities, we transmit 
this concern repeatedly, every time we have a chance. 


After the visit of the Foreign Minister to Cuba in April, 

Spain developed a permanent political consultation mechanism 
with Cuba, which includes a dialog on the subject of human 
rights, in which no matter is excluded a priori. The Spanish 
Government is convinced that the best way Spain can stay in 
tune with the Cuban people regarding decisions about their 
future is via a dialog with all sectors of Cuban society. 


Please be assured that Spain desires the release of all and 
every one of the political prisoners. Our fundamental 

interest is to create a context propitious for the necessary 
changes to be able to obtain advances in this and other areas. 


Reiterating to you the Spanish Government\'s recognition for 
your courage and dignity, please accept this as testimony to 
my deepest respect. 


(Signed) 

Jose Luis Rodriguez Zapatero 
President of the Government of Spain 
End Text 


3. (C) Comment: The Damas de Blanco overall, and Laura 
Pollan in particular have told us that they feel let down by 

the Spanish initiative to engage the Cuban regime. Since 
Foreign Minister Moratinos! April visit, except for a small 
number of prisoners whose sentences were already completed, 
no Cuban political prisoners have been released. 

Additionally, the GOC has made new arrests and prison 
sentences under the same harsh laws and selective application 
of those laws that it used to arrest the husbands (or in some 
cases, brothers or other relatives) of the Ladies in White. 
Despite SpainWs failure to obtain results, and the Cuban 
regime\'s public insults to the European Union regarding a 
human rights dialog in Brussels, we don\'t see European 
diplomats in Havana, and especially the Spaniards but also 
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others, giving up on regime engagement. 
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E.O. 12958: DECL: 07/03/2017 

TAGS: TSPL, TNGD, TPHY, RS 

SUBJECT: RUSSIAN ACADEMY OF SCIENCES SCRIMMAGES WITH 
MINISTRY 


REF: A. MOSCOW 1974 
B. MOSCOW 1704 
C. 06 MOSCOW 12582 
D. 06 MOSCOW 11278 


Classified By: EST Counselor Daniel J. OVGrady. Reasons: 1.4 (b,d) 


1. (C) SUMMARY: The Russian Academy of Sciences (RAS) 
recently appointed Mikhail Koval\'chuk and Anatoliy Grigoriev 
as acting Vice Presidents, reflecting a continuing struggle 
between the government and the RAS. While Grigoriev is a 
respected full member of the RAS, Koval\'chuk only aspires to 
full RAS membership. Koval\'chuk brings to the RAS, however, 
the multibillion dollar GOR budget for nanotechnology, but he 
also represents the prospect of increased governmental 
control. This conflict will play out against the backdrop of 
legislative and Presidential elections in December 2007 and 
March 2008. Its outcome, and the continuing turmoil itself, 
will adversely impact the investment in new technology. END 
SUMMARY 


2. (SBU) On June 26, the Presidium of the Russian Academy of 
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Sciences (RAS) appointed Mikhail Koval\'chuk as acting Vice 
President in a move deemed by many in the media and the 
Academy to be a compromise with the Ministry of Education and 
Science in the struggle for government control of the RAS. 
Media reports and commentary cited a reputed tradeoff in that 
Kovalchuk\'s close connections to the government will bring 

the RAS access to the 130 billion ruble (approximately $5 
billion) budget for nanotechnology research and development 
that he administers as Director at the Kurchatov Institute 

and the Institute of Crystallography. (REF A) Since 

Koval\'chuk is only a corresponding member of the RAS and not 
a full member, he technically did not qualify to be an 

officer. However, in a move called \"face savingW by the 
independent newspaper Kommersant, the Presidium also named 
RAS Secretary for Biological Sciences Academician Anatoliy 
Grigoriev as acting Vice President to share the duties. 

(NOTE: Grigoriev and Koval\'chuk were appointed to \"acting\" 
posts because an officer can only be elected during the RAS 
elections that take place during the annual RAS General 
Meeting, which is expected to occur in April or May of 2008 
after the March Russian Federation Presidential election. END 
NOTE) 


3. (SBU) Grigoriev is Director of the Institute of Medical 

and Biological Problems (IMBP) and Head of the RAS Division 
on Life Sciences. He is co-chair of the U.S.-Russian Joint 
Working Group on Space Biomedicine, Life Support Systems and 
Microgravity Sciences that has met frequently with NASA 
medical scientists for three decades. He has an exemplary 
scientific background and is respected widely for his skill 

at bringing together people with opposing viewpoints. He has 

a forceful personality and will be an equal match for the 
domineering Koval\'chuk. (NOTE: Koval\'chuk hosted a dinner for 
Undersecretary of Commerce Robert Cresanti to celebrate the 
2006 opening of the Nanotech Center of Excellence in Moscow. 
When Kovalchuk rose to leave at the end of the meal, the 

entire Russian delegation of approximately a dozen people 

stood up --some of them in mid-sentence-- and departed in a 
few seconds. END NOTE) When ESToff met Grigoriev at the 
IMBP-hosted meeting of the Joint Working Group last November, 
several Russian attendees mentioned that he is a potential 
candidate to succeed Yuriy Osipov as head of RAS, which 
places him squarely in competition with Koval\'chuk. (REF C) 


4. (C) The government, acting through the Ministry of 
Education and Science (MES), has been trying for the past two 
years to rein in the RAS and gain access to the assets and 
associated revenues controlled by the hierarchy of the RAS 
and its various institutes. (REF D) In March, RAS members 
rejected the new MES-drafted charter that would have placed a 
Supervisory Council over the administration of the RAS. The 
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membership voted by a large margin in favor of a charter that 
maintained its 200-year old independence from government 
oversight. As he revealed in remarks made in an April 
meeting with EST, Koval\'chuk belongs to a wing of the RAS 
that feels the older RAS generation has abused its position 
and stayed in power too long. (REF B) As such, these Young 
Turks welcome the opportunity for government intervention to 
unseat the elder wing. Koval\'chuk represents a ready 
instrument of government action. 


5. (C) Academy Member Yury Ryzhov (protect), President of 
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the International Engineering University, told EST last week 
that \"this business of the RAS vice presidents appointments 
has nothing to do with science. This is all part of another 

plan to gain bureaucratic control over the Academy.\" He 
noted that Koval\'chuk\'s appointment was packaged with the 
huge nanotech budget as a means for the government to 
\"sweeten the pill" and put its own person in the Academy 
administration. On the issue of the enormous spending on 
nanotechnology, he disagreed with Koval\'chuk\'s position that 
Russia could catch up with U.S. nanotech prowess by massive 
investment. He called current Russian use of the term 
nanotechnology \"unscientific\" because there is no commonly 
agreed definition of its purpose. Another contact at the 
Academy told us recently that the RAS needed to cover the new 
field of nanotechnology and Koval\'chuk was a good candidate. 
She pointed out that GrigorievYs appointment was timely 
because the previous incumbent vice president for life 
sciences had died recently. She did not see Koval\'chuk\'s 
appointment as tied to the nano money, but she said his 
selection had the effect of asserting governmental supremacy 
over the RAS. 


6. (C) COMMENT: The appointment of Koval\'chuk has all the 
appearance of a prepackaged deal similar to the agreement to 
allow Yuriy Osipov to stay on as president of the RAS past 

the mandatory retirement age of 70 in exchange for his 
backing the MES charter. The defiance of the Academy rank 
and file in an election year -- Duma elections are in 

December and the Presidential election in March 2008 -- has 
compelled the government to proceed cautiously. The Academy 
seems to be holding its own, however, as demonstrated by the 
appointment of Grigoriev, who will be a formidable rival to 
Koval\'chuk. In this chess match, there is no end game in 
sight, but both sides are guarding their flanks. This 

struggle has put the nanotech money in play and will divert 
time and attention from the effort to invest in needed 
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science and technology reforms. 
RUSSELL 
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SUBJECT: EGYPT: NATIONAL COUNCIL ON CHILDHOOD AND MOTHERHOOD 
EFFORTS ON TRAFFICKING OF CHILDREN. 


Sensitive but unclassified. Please protect accordingly. 
1. (U) This is an action request. See paras 7 and 8. 


2. (SBU) SUMMARY: DCM Jones met with National Council on Childhood 
and Motherhood (NCCM) chief, Ambassador Mushira Khattab on June 25 
to discuss Egypt\'s anti-trafficking strategy of the coming year. 

Khattab elaborated on efforts to push the draft \"Child Protection 

Law,\" through Parliament. The \"law\" is a collection of amendments 

to criminal and welfare laws related to children, to include a new 

definition of trafficking in children. Khattab has asked for USG 

input on the articles related to trafficking (See para eight). She 

also said that NCCM\'s June 25-27 regional conference on Violence 
Against Children, featured a session on trafficking in children, a 

first in Egypt. Finally, the Minister of Information has agreed to 

air public service announcements on labor trafficking produced by 

the UN Office on Drugs and Crime in Vienna. NCCM is interested in 
additional public awareness products (see para seven). End 

summary. 


3. (SBU) As head of the NCCM, and in her role as Vice Chair of the 

UN Committee on the Rights of the Child, Ambassador Mushira Khattab 
has compiled a comprehensive list of 149 articles relating to 

children, which either exist in various laws and codes and require 
amendment, or are new articles. During a recent meeting with the 
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DCM, she requested USG comments on the articles related to 
trafficking. She wants input while the law is still in draft Was 
the definition of child trafficking will greatly affect the GOE\'s 
perceived efforts on TIP.\" See para eight for the text of the 
amendments and action requested. 


4. (SBU) Khattab believes that the amendments will be adopted, but 
predicts it will be difficult as they include raising the marriage 

age for girls and the age of criminal liability for children. In 

fact, her amendments would affect about two-thirds of existing 
legislation on children. Once adopted, a public education campaign 
will be needed so that government officials and the public will 

accept them. Khattab has started her own outreach, meeting with 
ministry officials, and opposition and independent lawmakers, in an 
effort to gain broad-based government and opposition support for the 
amendments. She has obtained the support of the Sheikh of Al Azhar, 
the state\'s highest Muslim official, which she is using to publicly 
promote the reforms. She has also gained support from the Assistant 
Minister of Justice, some parliamentarians and governors. 


5. (U) The NCCM, a state organization, organized the Third Regional 
Conference on Violence Against Children in Cairo June 25-27. The 
conference included representatives from most Arab countries and 
included a session dedicated to trafficking in children. In her 
presentation, Khattab stressed that delegations no longer limit 

their understanding of trafficking to cross-border movement. She 
stressed that countries must include early marriage and child labor 
in their definitions of trafficking, two significant regional 
phenomena. Egypt is focusing on these issues, as well as street 
children and their particular vulnerabilities in its national plan 

on violence against children. 


6. (SBU) Khattab also told DCM that increasing public awareness on 
trafficking of adults and children is one of her top priorities. 

She successfully persuaded the Egyptian Minister of Information, 

Anas el Fiqqi, to direct Egyptian Television (ETV) - the official 

state television of Egypt - to air free of charge a public service 
announcement (PSA) on labor trafficking produced by the UN Office on 
Drugs and Crime (UNODC). 


7. ACTION REQUEST: Post requests G/TIP assistance in obtaining 
additional public education materials, especially short spots that 

can be used on television, for use by Ambassador Khattab and the 
NCCM, including videos, documentaries and other awareness-raising 
tools. 


8. ACTION REQUEST: The unofficial translation of the text of new 
proposed legislation on trafficking follows. Khattab has asked for 
USG comment on this draft. Embassy Cairo would like a front channel 
response from G/TIP soonest. 
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Begin text. 


Article 125 (New): Punishment of no less than 6 months imprisonment 
if the perpetrator used means of force or threat against a child to 
commit a felony or a misdemeanor. 


Article 138 (New): Punishment of imprisonment for a period no less 
than five years and a fine no less than L.E. 50,000 and not to 
exceed L.E. 200,000 for anyone who sells, buys or displays selling 
or buying a child who is treated as a slave, or is abused through 
sex or labor, or is to be involved in any illegal acts. 


Article 139 (New): Punishment of two years imprisonment and a fine 


of no less than L.E. 10,000 and not to exceed L.E. 50,000 for anyone 
who imports, exports, prepares, displays, markets, or possesses 
depictions of obscene acts where children are involved or anything 
related to child sexual abuse. All amounts of money and equipment 
are to be confiscated. 


Article 141 (New): Punishment of one year imprisonment not to exceed 
two years and a fine no less than L.E. 2,000 and not exceed L.E. 
5,000 for: 

- Using computer, internet, IT networks, animation to prepare or 
display or print or publish activities and obscene acts related to 
inciting children or using them in prostitution and obscene acts. 

- Using computer, internet, IT networks or animation to incite 
children to deviate or to exploit them in a crime or to commit 
activities or ¡llegal or unethical acts, even if the crime did not 
take place. 

End text. 

Ricciardone 
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SUBJECT: EU CHARACTERIZES GVN HUMAN RIGHTS DIALOGUE AS A \"MAJOR 
DISAPPOINTMENT\" 


HANOI 00001202 001.2 OF 002 
REFS: 


SUMMARY 


1. (SBU) In a meeting with Embassy PolOffs, Hanoi-based EU diplomats 
lamented that its semi-annual human rights dialogue with the GVN, 
held on June 28 in Hanoi, was \"extremely disappointing\" and 
\"superficial.\" Only Ministry of Foreign Affairs (MFA) officers 
composed the GVN delegation, which the EU described as largely 
unprepared and detached. A detailed EU presentation of its 
57-person list of those imprisoned, detained or missing, which 
focused on female persons of concern, largely fell on deaf ears. EU 
representatives expressed concern that the GVN has a much different 
perception of what freedom means and does not seem fazed by 
arguments based on international law. The European Parliament is 
reportedly drafting a human rights resolution on Vietnam. End 
Summary. 


GERMAN AMBASSADOR LEADS EU DELEGATION 


2. (SBU) On June 29, PolOffs met with Hanoi-based members of the 
EU\'s delegation to the semi-annual EU-GVN Human Rights Dialogue, 
which took place in Hanoi on June 28. German Ambassador to Vietnam 
Christian-Ludwig Weber-Lortsch led the delegation, which was 
composed of diplomats from several EU member missions in Hanoi. 
(Note: Typically, the mid-year EU-Vietnam dialogue is attended only 
by Hanoi-based EU diplomats; the end-of-year dialogue includes 
representatives from Brussels and elsewhere. End Note.) The GVN 
delegation was composed of 17 members of the Ministry of Foreign 
Affairs (MFA) and led by Le Hoai Trung, the Director General of the 
MFA Department of International Organizations, which has 
responsibility for human rights within the MFA. The agenda for this 
year\'s dialogue focused on two primary areas, Freedom of Expression 
and Persons of Concern. 


GVN DELEGATION \"UNPREPARED\" AND UNCONCERNED 


3. (SBU) EU representatives described this year\'s dialogue as 
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\"extremely disappointingW and \"superficial.\" The GVN delegation was 
\"unprepared\" and \"not taking it seriously,\" although our colleagues 
noted positively that this year\'s GVN delegation was \"much less 
aggressive\" than in previous sessions. The EU representatives also 
expressed great disappointment at learning a week before the 

dialogue that the GVN would only be represented by the MFA, as they 
had also requested additional participation, at a minimum, by 
representatives of the Ministry of Public Security (MPS). In sum, 

the EU representatives told us that they were not able to make much 
progress in discussions because the GVN simply \"has a much different 
perception of freedom than we do.\" They also remarked that a few 
times during the talks, it seemed at times like members of the GVN 
delegation were \"laughing at us.\" 


EU SUBMITS LIST OF 57 PERSONS OF CONCERN; FOCUSES ON WOMEN 


4. (SBU) On the issue of persons of concern, the EU delegation 
presented a list to the GVN of 57 individuals, including those in 

jail, missing or under house arrest. It centered its discussion on 
currently detained and jailed female political activists, including 

human rights lawyer Le Thi Cong Nhan, journalist Tran Khai Thanh 
Thuy, lawyer and democracy activist Bui Kim Thanh and Tran Thi Thuy 
Tran (a lawyer associate of recently released NED fellow Le Quoc 
Quan). The GVN\'s response was that the GVN is focused on stability 
and that these individuals are all \"lawbreakers.\" Some of our EU 
counterparts expressed the opinion and concern to us that drawing 
attention to individual cases of political prisoners could actually 

hurt the individual\'s chance for an early release or, at least, give 

the GVN another bargaining chip in future negotiations. 


5. (SBU) Responding to the EU\'s presentation, the GVN 
representatives said that Vietnam remains \"very engagedW on human 
rights issues, which the EU representatives explained to us was the 
GVNVs perennial \"excuse\" to ensure its continued stream of 
international donor benefits. The GVN also cited an increased 
number of petitions and complaints from the public regarding public 
services; according to the GVN delegation members, this is a 
demonstration of greater civic participation and \"democracy\" in the 
running of the country, our EU colleagues said. 


GVN NOT FAZED BY INTERNATIONAL LAW ARGUMENT 
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6. (SBU) On the agenda item of freedom of expression, the EU 
representatives focused their discussion on the lack of freedom of 
the press in Vietnam and the limitations on and persecution of 
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journalists. They cited rights guaranteed under Vietnam\'s 
constitution and its obligations under the International Covenant on 
Civil and Political Rights. Here, the GVN representatives merely 
recited the number of journalists who have permits to work and 
disagreed with the premise that journalists are in any way 
restricted. 


EUROPEAN PARLIAMENT REPORTEDLY DRAFTING RESOLUTION 


7. (SBU) Finally, the EU representatives noted to PolOffs that the 
European Parliament is currently preparing a draft resolution on the 
human rights situation in Vietnam. 


MARINE 


114172 

RR RUEHDBU 

DE RUEHMO 3240/01 1840936 

ZNY CCCCC ZZH 

R 030936Z JUL 07 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC 1787 

INFO RUCNCIS/CIS COLLECTIVE 

RUEHXD/MOSCOW POLITICAL COLLECTIVE""CONFIDENTIAL SECTION 01 OF 02 MOSCO\ 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/03/2017 

TAGS: PGOV, SOCI, PINR, RS 

SUBJECT: NIZHNIY NOVGOROD: GOVERNMENT STRUCTURES SENSITIVE 
TO CIVIC ACTIVISM 


Classified By: Political M/C Alice G. Wells. For reason 1.4(d). 


1. (SBU) Summary: The planned construction of a shopping 
center on the site of an unkempt park in Nizhniy Novgorod\'s 
industrial district and the political and civic response 
illustrates the difficulties opposition politicians and civic 
activists have in mounting effective protests against 
government power structures that perceive all activist 
attempts as political criticism. All agree that the shopping 
center will likely be built, with the timing of the 
construction dependent on the December Duma election. 
Dissatisfaction with local government behavior and a growing 
desire for a more responsive government, however, show an 
electorate beginning to tire of the status quo. But, the 
combination of a defensive government, an unresponsive 
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public, and underdeveloped organizational skills has left 
civic activism in the Nizhniy Novgorod Region weak. End 
summary. 


2. (SBU) In 2006, the Nizhniy Novgorod Region\'s Investment 
Council approved a USD 130 million project to build a 
shopping mall in \"Dubki\" Park, which is located in Nizhniy 
Novgorod\'s industrial district, where almost a third of the 
city\'s 1.5 million residents live. The reconstruction 

project was billed as a way of re-juvenating an area that had 
become dilapidated and unsafe for residents, especially at 
night when crime and drug dealing were more prevalent. 
Construction was scheduled to start at the beginning of 2007. 


3. (SBU) Dubki, which features century old oak trees, is the 
district\'s only \"green\" area. The district houses 

blue-collar workers, many of whom are now under- or 
unemployed as Nizhniy\'s factories become obsolete, and is a 
strong Communist Party (KPRF) base. Nonetheless, the 
proposed mall is not viewed as a possible source of jobs for 
the district\'s residents. The KPRF immediately protested the 
decision, arguing that federally-mandated green space would 
be further, and dramatically, decreased and that cancer rates 
would increase. 


4. (U) The Nizhniy Novgorod City Council (controlled by the 
United Russia party) responded by re-zoning the park in June 
2007 so that it would no longer be subject to the federal 
requirements. In the face of continued opposition, Mayor 
Vadim Bulavinov promised that no construction would begin 
unless an expert study, due to take three to six months, 
endorsed the project. Bulavinov also claimed in the press 
that all the protest activity was being financed by 
\"commercial interests\" in the district who feared the 
competition that the mall would bring. 


5. (C) Ina June 28 meeting, KPRF Regional Duma Deputy 
Vladislav Yegorov told us of his frustration that, having let 
Dubki fall into disrepair, the city was now arguing that it 
was unfit for public use and the best solution would be to 
\"reconstruct\" it, even though this was not popularly 
supported. He doubted that construction could be stopped, 
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but promised that the KPRF would not give up. A visibly 
distressed Yegorov told us that he had introduced amendments 
that would in future prevent such re-zoning. 


6. (C) Just Russia (the second Kremlin party) representative 
Svetlana Chermina stated that Just Russia was also strongly 
against the construction, but conceded that since the party 
had only just held its first official meeting in May and was 

still registering members, it had not done anything to oppose 
the decision. 


7.(C) Russian Academy of Sciences\' Institute of Sociology 
Aleksandr Prudnik assured us that since United Russia 
Governor Valeriy Shantsev had already \"spent\" the money he 
had received for greenlighting the project, the mall would be 
built. Prudnik noted, however, that Shantsev intended to 
deliver over 50 percent of the region\'s vote to United Russia 
in the December Duma elections and would not want to risk a 
reaction at the polls which meant, Prudnik thought, that no 
construction would begin before 2008. 


8. (C) Askhat Kayumov of Dront ecological group was the most 
upbeat about the chances of halting the construction. Dront 

is assisting in bringing legal action against the government 

and while Kayumov predicted a long process, he optimistically 
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pointed out that there was a brownfield site nearby. 
Although not covered by the press, Kayumov told us that a 
handful of protesters had set up tents in the park a couple 
of weeks ago with the intent of physically blocking any 
construction efforts. 


9. (SBU) The citizens of Nizhniy are complacent. Only about 
200, mostly elderly, people showed up for a rally against the 
shopping center organized by the KPRF and held on World 
Environment Day in early June. Unscientific questioning of a 
few locals garnered the response that it was a \"terrible\" 
thing, but that the bureaucrats would do what they wanted 


anyway. 


10. (C) According to Mikhail Yevdokimov of Yabloko and 
Sergey Vinogradov, an activist for orphans\' rights, the 
\"Dubki\" story is typical. Civic activism entailed enforcing 
laws that government structures were ignoring, which 
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Yevdokimov said, government officials perceived as an attack. 
Therefore, attracting funds for civic activism from the 

wealthy strata of Russian society remained very difficult, 

since the upper class did not want to antagonize those in 
power. 


11. (C) United Civic Front\'s (Garry Kasparov\'s party) 
Nizhniy Novgorod and Ulyanovsk representatives Vladislav 
Lukin and Aleksandr Bragin agreed, noting that bureaucrats\' 
personal interests had pervaded every sphere of life. 
Separately, the Nizhniy Novgorod permanent representative to 
the Russian Federation, Sergey Bukin, cited \"a guy sitting in 
Siberia (imprisoned oligarch Mikhail Khodorkovskiy) as a 
reason for the lack of reinvestment and philanthropic 

interest by the Nizhniy local business community. Lukin was 
inclined to give less weight to Khodorkovskiy\'s fate as a 
cautionary tale, saying most feared local, not Kremlin, 
retaliation. 


12. (C) The People\'s Democratic Union (Mikhail Kasyanov\'s 
party) youth representative Svetlana Sumina commented that 
the middle class harbors a deep distrust about how their 
donations might be used and, as a result, does not support 
such causes. Konstantin Baranovskiy, Chief Editor for 
Nizhniy\'s regional edition of the magazine Argument of the 
Week, believed that the middle class was simply not 
interested. ltwas more concerned with issues that directly 
affected its economic well-being. Baranovskiy predicted that 
when a politician who identifies and addresses those 
interests comes along, Russian political apathy will 
disappear. He criticized the current rush by most political 
parties to the left, telling us that pensions and affordable 
housing were of limited interest to RussiaWs working 
electorate. 


13. (C) Civic activists and even opposition parties in 

Nizhniy Novgorod suffer the same difficulties as many Russian 
civil society organizations: they seem unable to transform 
themselves into sustainable organizations that appear 
relevant to the general public. Their ability to be 

effective is further hampered by a ruling party and a 
bureaucracy that often have their own personal agenda. The 
encouraging observation is that Nizhniy government structures 
are not oblivious to public opinion being felt at the polls 

in December and will consequently likely delay implementation 
of a major investment project for over a year. Nonetheless, 

as in much of Russia, civic activism is too weak at this 
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point to demand accountability. 
RUSSELL 
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SUBJECT: LOWER HOUSE SPEAKER KONO ON DOMESTIC AND FOREIGN 
POLICY ISSUES 


Classified By: Ambassador J. Thomas Schieffer, Reasons 1.4 b/d 


1. (C) Summary. Lower House Speaker Yohei Kono believes 
pensions will be the biggest issue in the upcoming Upper 
House election, and is worried more about Komeito leaving the 
coalition than whether the LDP loses seats. Kono is critical 

of PM Abe\'s approach on collective defense, as well as Abe\'s 
foreign policy in general. Kono advocates less emphasis on 
security issues in the U.S.-Japan relationship and more work 
on global issues. End Summary. 


Upper House Election 


2. (C) Speaker of the Lower House of the Diet Yohei Kono told 
Political Minister-Counselor Meserve recently that the 

pension controversy would be the predominant issue in the 
upcoming Upper House elections. As the ruling party, the 
Liberal Democratic Party (LDP) is expected to receive much of 
the blame, he noted. The extent to which the issue might 

lead to LDP election losses depended on how well the LDP can 
explain the issue to the public and present remedial 

measures. Kono added that the Democratic Party of Japan 
(DPJ) was not presenting any specific solution to the problem. 
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3. (C) Kono pointed out that the LDP currently holds more 
seats in the Upper House than has been the case in the past. 
Kono said he was not concerned about the LDP losing its 
majority, but was concerned about the possibility that 
Komeito might abandon the coalition, because the LDP\'s 
governing ability was highly dependent on Komeito support. 

If Komeito were to leave the coalition, the LDP would be in 
serious trouble, he emphasized. This was of particular 
relevance because of Komeito\'s pointed objections to the LDP 
focus on revising Japan\'s policy on collective defense and a 
possible rewriting of Article 9 of the Constitution. Kono 

said he doubted that Komeito would, in the end, bolt the 
coalition because to do so would significantly weaken its 
political influence. 


Defense and Foreign Policy 


4. (C) Kono was extremely skeptical of Prime Minster Abe\'s 
panel to consider collective self-defense. He remarked that 
Abe had already made up his mind about the policies he 
intended to follow, and had stacked the panel with members 
who shared his views, excluding anyone who might disagree. 
Kono expressed concern about PM Abe\'s recent comments on 
Japan\'s &departure from the post-war regime.8 He thought 
Abe was speaking this way to appeal to the Japan Conference 
(Nihon Kaigi), a right-wing group. Regardless of Abe\'s 
intentions, Kono felt the Prime Minister should have been 
more careful in making these comments in order to avoid 
misunderstandings, both domestic and international. 


5. (C) Kono also criticized Prime Minster Abe\'s foreign 
policy, which he viewed as hard-line and uncompromising. 
Kono advocated putting more emphasis on diplomacy, 
communication and trust. Citing North Korea, Kono argued 
that since there was no real military solution to the 

problem, greater diplomatic efforts should be tried. Kono 
said he was pushing for additional funding for diplomatic 
efforts, even if the funds came at the expense of the defense 
budget. Kono expressed concern about the decrease in Japan\'s 
ODA budget. He recalled that during PM Koizumi\'s 
administration, it was possible to reallocate funds to Africa 
from the unnecessarily large loans for China. Such 
reallocation was no longer possible, however, and ODA could 
only be increased by a larger budget. 


Decline in Political Activism Among Youth 


6. (C) Kono observed that the number of both left-wing and 
right-wing activists was decreasing. He estimated that most 
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of Japan\'s left-wing activists were now in their 70s and 80s. 
Saying he did not support extremism of any kind, Kono 
expressed regret that Japanese young people were less 
interested in political activism. He blamed the education 
system and societal trends for creating a sense of apathy and 
purposelessness. Kono recalled anti-war activism in Japan 
during the Vietnam War, contrasting that with the complete 
lack of student activism despite the ongoing Iraq War. 
Looking at the Diet, Kono agreed that the number of young 
Diet members had increased, but said he was not impressed 
with their caliber. 


Parliamentary Exchange 


7. (C) Kono stressed his commitment to official parliamentary 
exchanges with the U.S. and China. A Japan-China exchange 
was launched last year, and Kono hoped to establish a similar 
exchange with the U.S., as well. Kono said Senator Inoue had 
been in touch with him, and that they hoped to propose a date 
certain for U.S.-Japan parliamentary exchange soon. Kono 
commented that unofficial diplomatic activities between 
politicians could contribute to positive bilateral relations. 


U.S.-Japan Relations 


8. (C) Kono made two requests. He prefaced them by saying 
that he usually refrains from commenting publicly about these 
kinds of issues, but stressed that the U.S. should not \"take 

its relationship with Japan for granted.\" He asked first 

that the U.S. reconsider participating in the Comprehensive 
Test Ban Treaty (CTBT). Kono said he realized President Bush 
does not support the CTBT, but he hoped nevertheless that the 
U.S. would reconsider its position. Kono also expressed 
concern that security issues were being overly emphasized at 
the expense of other key concerns in the U.S.-Japan 
relationship. He admitted that he was not a strong supporter 

of strengthening bilateral military ties, but felt that more 
attention needed to be paid to non-military issues. 

Recalling his time as Minister of Foreign Affairs when he 
worked closely with us on the Common Agenda, Kono felt the 
U.S. and Japan should concentrate more on global issues and a 
broader range of problems. 

SCHIEFFER 
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1. (SBU) SUMMARY: First Lady and Senator Cristina 
Fernandez de Kirchner will be the official candidate of the 
GOA for president in October, replacing her husband, current 
President Nestor Kirchner. Fernandez de Kirchner\'s candidacy 
was widely anticipated after months of intimation from the 
Casa Rosada, but the timing of the announcement on July 1 
caught most political analysts by surprise and has led them 

to speculate that the ongoing vacillation between \"pinguino\" 
and \"pinguina\" was becoming a political liability. The 
announcement will give renewed hope to the dispersed 
opposition of denying the Kirchners a win in the first round 
(given Cristina\'s lower poll numbers). However, unification 

of the opposition is still unlikely. With an energy crisis 

on their hands, a recent series of provincial election 

setbacks, and the emergence of yet more corruption scandals, 
the Kirchners\' position as the front-runners of the 

presidential race seems more vulnerable to encroachment by 
opposition candidates. END SUMMARY. 


2. (U) The official news agency of the Argentine government 
Telam on July 1 cited Cabinet Chief Alberto Fernandez as 
saying that First Lady and Senator Cristina Fernandez de 
Kirchner will announce on July 19 her candidacy for 

president, replacing her husband and current President Nestor 
Kirchner as the Frente Para Victoria (FPV - Kirchner\'s 
Peronist-based grouping) candidate. Rumors of Fernandez de 
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Kirchner\'s possible candidacy have been circulating for over 
a year, but gained credibility wnen President Kirchner 
himself confirmed the possibility on multiple occasions in 
recent months. In the last couple months, the President 
asked the public to be patient with him as he and his 
advisors considered the options. 


3. (C) The administration appears to be betting that 
Fernandez de Kirchner will bring some new life into the 

fading Kirchner presidency. Unlike her husband, Fernandez de 
Kirchner has remained largely unscathed by corruption 
scandals, poor management of the prolonged teacher union 
strike in Santa Cruz, scrutiny of unreliable inflation 

figures, and recent energy shortages. She is expected to 
bring a more academic and intellectual air to the presidency, 
as her husband\'s populism is not really her style. While she 
is widely expected to represent more of the same policies and 
attitudes as her husband, some analysts here suggest that we 
may see some subtle changes such as: a more defined foreign 
policy, clearer rules of engagement with Venezuela, and more 
openness to working with the U.S. on some issues. 
Furthermore, by running Fernandez de Kirchner as the 
candidate, Kirchner reserves a chance at another term in the 
future and buys himself four more years to cultivate and 
groom another FPV politico as a successor to the Kirchner 
family reign. Some commentators are reporting that another 
factor is that Nestor Kirchner is tired and does not want to 

be in the center limelight for another four years. 


4. (C) Kirchner has been teasing the electorate with the 
question of pinguino or pinguina for several months, but 

faced with an energy crisis, increasing numbers of corruption 
scandals, and electoral defeats in a number of recent 
provincial contests, vacillation over who will be the 

candidate was proving to be a political liability. According 

to Kirchnerista sources quoted in Clarin, the announcement 
was advanced to July 19th after the June defeats of 
Kirchner-backed candidates in Buenos Aires and Tierra del 
Fuego. Launching Fernandez de KirchnerYs candidacy changes 
the headlines and may help bring national and media attention 
back to the administration and away from the opposition 
victories of June. 
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Mobilizing the Opposition 


5. (SBU) The announcement of Fernandez de KirchnerYs 
candidacy has given renewed hope to the dispersed opposition 
candidates. Most political analysts here see Cristina\'s 
candidacy as a chance for the opposition candidates to deny 
the Kirchners a win in the first round (given her lower poll 
numbers). Only center-right RECREAR candidate Ricardo Lopez 
Murphy seems open to working together to force a runoff. He 
has suggested the opposition candidates should agree to an 
\"understanding\" that they not attack each other in the lead 

up to the first round, which would serve as a sort of primary 

to select the opposition candidate for the second round 

runoff. Ideally, then, the rest of the opposition candidates 
would support the one who made it to the runoff in the hopes 
of beating Fernandez de Kirchner. 


6. (SBU) Other opposition sectors still seem to prefer to 
take their chances alone. Center-left leader Elisa Carrio 
remains reluctant to join forces in the presidential race, 
saying that she prefers \"not to make collective 
speculationsA" Former Economy Minister Roberto Lavagna has 
rejected the idea of working together to challenge the 
government, fearing that it would send a sign of weakness as 
a candidate. Lavagna has, however, said that it will be very 
difficult for the opposition to \"steal the fight" if it 

remains fragmented. Several dissident Peronist figures are 
also making noise about organizing themselves into an 
anti-Kirchner presidential effort. 


7. (C) President Kirchner and his wife have remained the 
front-runners in projections for the October elections in 

large part because the opposition remains fragmented and 
without a nationally marketable candidate. If the opposition 
could unite and propose a strong candidate, they could pose a 
real challenge to the house of Kirchner in October. Although 
there has been no emergence of a united opposition candidate 
to date, some in the opposition will be re-energized by the 
possibility of forcing Fernandez de Kirchner into a runoff 

and they may work harder to actually do it. With the ongoing 
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energy crunch and more corruption scandals bubbling to the 
surface, the Kirchners\' position as the front-runners of the 
presidential race may be vulnerable to encroachment. But 
this outcome is contingent on the unlikely eventuality of the 
opposition putting aside its differences, tempering its egos, 
and focusing on creating a united front to challenge the 
Kirchners in October. END COMMENT. 
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SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, ETRD, EAIR, AR 
SUBJECT: ICAO ASSEMBLY DEMARCHES DELIVERED 


REF: A. STATE 77572 
B. STATE 83246 


On June 22, Econoff and TSA Attache delivered the U.S. 
positions described in ref A and ref B to Messrs. Marcelo 
Cesa and Martin Romero, from the Argentine Foreign Ministry\'s 
Office of North American Affairs and Office of Regional 
Multilateral Affairs, respectively. According to Messrs. 
Cesa and Romero, Argentina has not yet formulated its 
positions with respect to these reftel subjects. Messrs. 
Cesa and Romero said that they will be in contact with us 
regarding their position in the coming weeks, regarding both 
a response to the U.S. positions and if they will present any 
working papers at the Assembly. We will continue to seek 
feedback prior to the September meeting. 
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E.O. 12958: DECL: 07/03/2032 

TAGS: PGOV, PHUM, PINR, PREL, HK, CH 

SUBJECT: HONG KONG COMMEMORATES TEN YEAR ANNIVERSARY WITH 
CELEBRATIONS AND PROTESTS 


Classified By: Political Unit Chief Jeff Zaiser. Reasons: 1.4 (b,d) 
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1. (C) Summary: On July 1, Hong Kong celebrated the tenth 
anniversary of the Special Administration RegionYs (SAR) 
reversion to the PRC with a mixture of official celebrations 

and the annual pro-democracy demonstration. PRC President Hu 
Jintao helped mark the anniversary by personally swearing in 
Chief Executive Donald Tsang (and his cabinet) for his second 
term. The PRC Presidents official itinerary was tightly 
choreographed to present his many different roles to the Hong 
Kong public: on the one hand, he visited local families and 
played ping-pong with local teenagers, but he was also 
photographed inspecting the People\'s Liberation Army\'s Hong 
Kong garrison. During a speech commemorating the tenth 
anniversary of the HKSAR, Hu praised Hong Kong\'s successes 
over the past decade but also emphasized the importance of 
the \"one country, two systems\" framework, saying that \"one 
country" was the prerequisite for \"two systems.\" Separately, 
a crowd variously estimated at 20,000 to 68,000 people 
marched through the city, led by democracy \"stars\" such as 
Catholic Cardinal Joseph Zen and former Chief Secretary Anson 
Chan. Underlining the core issue for the demonstrators, the 
rally organizer told us that the WHong Kong people have 

waited long enough. We\'re asking for (the implementation of 
universal suffrage in) 2012.\" End Summary. 


2. (C) Comment: In recent years, most attention on July 1 

has focused on the pan-democratic demonstration, but the 
tenth anniversary of reversion brought competition this year. 
President Hu used his visit to send a message that Beijing 

is keeping a close eye on Hong Kong\'s political development, 
and also would like to see more patriotism and national 
identity in the SAR. While the two sides have conflicting 
views on the way forward, the weekend activities nevertheless 
showed that freedom of speech and demonstration are alive and 
well. The next major political development should be the 
release of the government\'s \"Green Paper," on or about July 
11, that will lay out several options for democratization, 
although it reportedly will not include a timetable. End 
Comment. 


Competing Activities on the Handover Anniversary 


3. (SBU) Hong Kong marked the tenth anniversary of the 
reversion to the PRC with a busy series of events over a long 
weekend. The June 29-July 1 visit of PRC President Hu Jintao 
highlighted the official agenda, which included a pro-Beijing 
parade on the morning of July 1, a flag-raising ceremony 
officiated by the Chief Executive, the presentation of two 
pandas from the central government, and a variety show at the 
racecourse which included the People\'s Liberation Army\'s 
Parachute Brigade descending by parachute into the stadium. 
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PRC President Delivers Clear Message 


4. (SBU) Among other activities, President Hu conducted the 
July 1 \"swearing in\" ceremony for Chief Executive (CE) Donald 
Tsang (and his cabinet members) for their new term of office. 


SIPDIS 

Tsang, re-elected in March by the Chief Executive Election 
Committee, focused on economic issues in a speech following 
the swearing-in ceremony; he pledged more infrastructure 
investment and increased economic opportunities for the 
underprivileged. Tsang also repeated his promise, made 

during the CE election campaign, to resolve the issue of 
universal suffrage by 2012. Local media have reported that 

the HKG\'s \"Green Paper" on constitutional development will be 
released on July 11. 


5. (SBU) Tsang\'s remarks, were, however, overshadowed by Hu\'s 
first official visit to Hong Kong since his appointment as 

PRC President. (President Hu last visited the HKSAR in 1999 

as Vice President.) The PRC President\'s official itinerary 

was tightly choreographed to present his many different roles 

to the Hong Kong public: on the one hand, he visited local 

families and played ping-pong with local teenagers, but he 

was also photographed inspecting the People\'s Liberation 

Army\'s Hong Kong garrison, the second time since the handover 
that a mainland president has inspected the garrison. 

Finally, in a sign of the continuing integration of the Hong 

Kong and mainland economies, Hu also opened the Shenzhen-Hong 
Kong Western Corridor, a new bridge and border crossing to 
Shenzhen. 


6. (SBU) The most significant aspect of Hu\'s visit, however, 
were his remarks on Hong Kong\'s political development 
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following the swearing in of the new government team. While 
praising Hong Kong\'s successes over the past ten years, Hu 
emphasized the \"one country, two systems\" concept, saying 
that \"one country" was the prerequisite for \"two systems.\" 
His remarks were consistent with NPC Chairman Wu Bangguo\'s 
remarks on June 6: the central government controlled the 
degree to which Hong Kong enjoyed autonomy. The PRC 
President also urged the Hong Kong people to be more 
pragmatic and to concentrate on developing the economy and 
building a \"harmonious society.\" \"Only with continued 
economic development can Hong Kong improve the life for its 
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people, maintain stability and develop a democratic system 
that suits its actual condition,\" he added. Hu departed Hong 
Kong on July 1 before the pro-democracy event started at 2:30 
pm. 


Democracy \"Stars\" Boost Turnout 


7. (C) The pan-democrats held their annual July 1 
pro-democracy demonstration, which drew somewhere between 
20,000 (police estimate) and 68,000 (organizers\' claim) 
protesters; a fairly solid turnout on a hot day with rain 
threatening. Chris Yeung of the \"South China Morning Post\" 
estimated the crowd at 40,000-50,000. As usual, the event 
proceeded smoothly with no violence. Underlining the core 
issue for the demonstrators, Civil Human Rights Convenor 
Jackie Hung told us after the march, \"The Hong Kong people 
have waited long enough. We\'re asking for (the 
implementation of universal suffrage in) 2012.\" 


8. (SBU) Most of Hong Kong\'s democracy \"stars\" led the 
demonstration: Cardinal Joseph Zen (marching the entire route 
from Victoria Park to the Central Government Offices, for the 
first time); former Chief Secretary Anson Chan; veteran 
democracy leaders Szeto Wah and Martin Lee; and \"Apple Daily\" 
publisher Jimmy Lai. According to organizers, the 

participation of Zen and Chan, had boosted interest in the 
demonstration. Zen had participated each year since 2003 in 
prayer sessions before the marches, and did so again this 
year, but had never marched before. This year, he told the 
media he was \"in no mood to celebrate while people fought for 
democracy.\" Zen\'s participation in the democracy rally has 
already spurred criticism from the Chinese Catholic Patriotic 
Association. Liu Bainian, a Deputy Chairman of the Patriotic 
Association, criticized Zen\'s actions as not conducive to 

Hong Kong\'s stability and unhelpful to Sino-Vatican 

relations. The demonstration came a day after Pope Benedict 
released a long-awaited letter to Chinese Catholics calling 

on Beijing to engage in a \"respectful and constructive 
dialogue\" with the Vatican on the normalization of relations. 


9. (SBU) As usual, the demonstrators displayed a wide variety 
of banners and slogans addressing both longstanding issues 
and more recent local controversies: \"democracy is not a gift 
from Beijing;\" \"one person, one vote;\" assess and resolve the 
June 4, 1989 incident; \"save Radio Television Hong Kong\" (a 
government-controlled but editorially independent 

broadcaster); family unification for abode seekers; job 

creation for the unemployed; and safeguard academic freedom. 
The Falun Gong group (and accompanying marching band) also 
participated, as usual, notwithstanding media reports that 
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Falun Gong adherents from Taiwan had been turned back at the 
Hong Kong airport. 

Cunningham 
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SUBJECT: SRI LANKAN PERMANENT REPRESENTATIVE LOBBIES 
AGAINST HRC RESOLUTION; MAY LOOK TO CHINA FOR SUPPORT 


REF: GENEVA 1659 


Classified By: Polcouns Velia M. De Pirro. Reason: E.O. 12958: 1.4 (b)( 
d) 


1. (C) Recently arrived Sri Lanka Permanent 
Representative, Dayan Jayatilleka, used an introductory 
courtesy call with Ambassador Tichenor June 27 to lobby hard 
against any kind of resolution on Sri Lanka in the Human 
Rights Council. Jayatilleka stressed that Sri Lanka saw all 
country resolutions as bad, including consensus resolutions 
focused on technical assistance and cooperation. He noted the 
role of the European Union (EU), particularly the United 
Kingdom, in efforts in the fall of 2006 to gain Sri Lanka\'s 
consent to a consensus resolution that would have some kind 
of role for the Office of the High Commissioner for Human 
Rights in Sri Lanka. He speculated that the UK\'s interest in 
the resolution was partially motivated by the government\'s 
need to attract voters among the UK\'s Tamil communities in 
upcoming elections. (Note: Under the EUYs burdensharing 
agreement in Geneva, the UK had the lead in negotiations on 
the Sri Lanka resolution, which remains pending.) 

Jayatilleka also dismissed EU assistance to Sri Lanka as 
insignificant and said that if the EU continued to pressure 

the GOSL on human rights issues, Sri Lanka would turn to 
China for funding and guns. 
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2. (C) Jayatilleka went on say that the international 
community\'s (IC) focus on human rights violations by the 
government was misguided and would lead to a backlash against 
the IC by the Sri Lankan people. He pointed to President 
Mahinda Rajapaksa\'s June meetings in Geneva with NGOs, UN 
agencies, and High Commissioner for Human Rights, Louise 
Arbour, as an example of Sri Lanka\'s cooperation with the 
international community and UN human rights mechanisms. He 
noted that the GOSL would not consider any type of monitoring 
mission in Sri Lanka until all other UN human rights 
mechanisms had been exhausted. Although Jayatilleka pointed 
to the government\'s agreement in principle to a visit by 

Arbour as indicative of GOSL cooperation, he said that the 

July dates requested by Arbour posed problems since the GOSL 
does not want a report, especially a negative one, in 

September. He said the government is considering dates in 
September, which would mean the High Commissioner would not 
report until the November-December session of the Council. 

In addition to considering a visit by Arbour, the GOSL has 

invited the Special Rapporteur on Torture, Manfred Nowak, and 
the Working Group on Enforced Disappearances to visit later 
this year. 


3. (C) Jayatilleka stressed the brutality of the Tamil 

Tigers and their failure to honor commitments as proof that 
they could not be trusted to negotiate in good faith or to be 
included in a process to monitor human rights violations by 
all sides. He said that the Tigers were a situation to be 

dealt with by the GOSL. Jayatilleka was adamant that no 
permanent presence by the OHCHR would be accepted in Sri 
Lanka. Further rejecting international human rights 
monitoring, Jayatilleka added that Sri Lanka would be happy 
to discuss human rights concerns and the spread of democracy 
after it had dealt with the Tamil Tigers. 


Comment 


4. (C) Mission suspects that the GOSL is thinking of the 

UNGA Third Committee session, which ends in November, in its 
rejection of a July visit by High Commissioner Arbour. A 
negative report in September could lead to action at the 
September Council session and/or follow-up action in the 

Third Committee. A negative report to the HRC in 
November-December could not have follow up in the Third 
Committee. End comment. 


5. (U) CV Provided by Mission of Sri Lanka: 


H.E. Ambassador Dayan Jayatilleka presented his credentials 
as Permanent Representative of the Democratic Socialist 
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Republic of Sri Lanka to the United Nations at Geneva and 
other International Organizations in Switzerland on 6 June 
2007. He has also been appointed Consul General of Sri Lanka 
to Switzerland and Ambassador to the Holy See. 


Ambassador Dayan Jayatilleka, who is a well known political 
analyst, is Senior Lecturer in Political Science at the 
University of Colombo, Sri Lanka. He is also a member of the 
Council of Management of the Bandaranaike Centre for 
International Studies (BCIS) and the editorial board of its 
journal, and is a regular commentator in the media. He 
served as Minister of Planning & Youth Affairs in the 
North-East Provincial Council in 1988-89. 


Ambassador Jayatilleka, who holds a First Class Honours 
degree in Political Science from the University of 
Peradeniya, Sri Lanka, recently completed his Ph.D. at the 
Department of Politics and Public Policy, Griffith 

University, Brisbane, Australia. He obtained his MPhil from 
the University of Colombo in October 2002. He was also a 
Fulbright Scholar in 1982-83. 


He was educated at St. Josephs College Colombo, Aquinas 
University College Colombo, Peradeniya University, at the 
State University of New York at Binghamton and Griffith 
University, Brisbane, Australia. 


Ambassador Dayan Jayatilleka, who has a distinguished 
academic record, is also author of numerous publications 
including \"Sri Lanka: The Travails of a Democracy: Unfinished 
War, Protracted Crisis\" (1995) and the forthcoming book 
entitled \"Fidel\'s Ethics of Violence: The Moral Dimension of 
the Political Thought of Fidel Castro\" to be published in 
September 2007 by Pluto Press (London) and the University of 
Michigan Press (Ann Arbour). 


Ambassador Jayatilleka is the son of the late Mervyn and 
Lakshmi de Silva. He was born in 1956 and is married to 
Sanja de Silva, an accountant and chartered secretary. 


End text. 
TICHENOR 
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Treat as Sensitive but Unclassified. Not for Internet Distribution. 


1. (SBU) Summary. Georgiy Dzekon, Chairman of the Board of 
Ukraine\'s state-owned telecommunications provider, Ukrtelecom, 
charged that the State Property Fund\'s (SPF) attempt to sell 1% of 
Ukrtelecom stock in a trial run was counterproductive, noting that 

any money raised would not go back to bolster Ukrtelecom, but would 
go directly into the State budget. Dzekon contested the popular 
belief that Ukrtelecom was a scleritic dinosaur incapable of turning 
itself around, noting a projected 35% growth for Ukrtelecom in 2007. 
Moreover, he characterized Ukrtelecom as a company which is 
improving its infrastructure by investing 60 million USD over the 

last 3 years, patterning it business plan after other successful 
European models, eliminating obsolete positions, and developing new 
products, markets, and services. If Dzekon\'s claims hold true, 
Ukrtelecom might be a company worth watching, as Ukraine\'s 
telecommunications market is rapidly growing. End Summary. 


2. (SBU) EconOff met with Dzekon on June 14, 2007, on the heels of 
a public offering of 1% of Ukrtelecom stock. Under Ukrainian law, 

all privatization of state-owned enterprises falls under the 

jurisdiction of the SPF. Dzekon alleged the current head of the 

SPF, Valentyna Semeniuk, a socialist, had consistently derailed the 
privatization of Ukrtelecom and unwillingly allowed a mere 1% to be 
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offered on June 15. He reminded EconOff that the well publicized 

sale of 1% had been held up due to a pending court decision on May 
22 and cancelled on May 29 and June 5 because of a lack of bidders. 
On the first official offering of 15 on June 15, a mere 0.07% was 

sold for 3.07 million USD on the local stock exchange to two 

Ukrainian firms, Concord Capital and Millennium Capital. On June 

20, however, the SPF cancelled the June 21 scheduled sale of another 
1% again due to a lack of interest. 


3. (SBU) Dzekon described himself as a proponent of true 
privatization who had pushed the selling of the majority of 

Ukrtelecom stock since becoming Chairman in 2003. Dzekon correctly 
predicted that a token amount would be sold on June 15, yet, he 
stressed that such a sale would not ensure that a substantial amount 
of stock would be put up for offer by the SPF any time soon 

thereafter. Dzekon felt that the SPF had received sufficient 

pressure from the President and some members of the Party of Regions 
to put up a small amount of stock to pacify critics and feign that 

the SPF was actually slowly moving toward Ukrtelecom\'s 

privatization. According to current SPF regulations, the GOU would 
retain 50 +1% of shares in Ukrtelecom anyway, so selling off small 
percentages amounted to little more than raising funds for the State 
budget. 


4. (SBU) Dzekon claimed that President Yushchenko\'s progressive 
vision for Ukrtelecom was in line with his, and the President\'s 

support had allowed him to remain chairman when Communists and 
Socialists in government had called for his removal since 2003. 

Dzekon acknowledged that it had taken him three attempts to get an 
advertising budget from the government to improve Ukrtelecom\'s 
lackluster image. Dzekon recalled that few in government could 
understand why a telecommunications monopoly needed an advertising 
budget. After threatening to resign in 2005, Dzekon received a 3 
million USD advertising budget in 2006, and a 6 Million USD 
advertising budget in 2007. Dzekon said that the advertising budget 
was used to showcase new products and services such as broadband and 
high speed Internet, and to improve Ukrtelecom\'s poor customer 
service image. Dzekon estimated that he spends 40% of his time 
dealing with customer service issues. Dzekon underlined that he had 
learned the value of improving customer service while working in the 
U.S. Dzekon recounted that he left a successful telecommunications 
job in San Francisco when he agreed to head Ukrtelecom in 2003. 
After sacrificing a lot to move back to Ukraine, he was prepared to 
make unpopular decisions at Ukrtelecom to improve Ukrtelecom\'s image 
and efficiency. 


Column 3 
Downsizing Ukrtelecom 


5. (SBU) In 2006, Dzekon took the controversial step of asking the 
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Cabinet of Ministers for permission to downsize Ukrtelecom\'s 
employee base. Dzekon explained to government leaders that 
Ukrtelecom could cut necessary costs by downsizing from 120,000 
employees to around 50,000 over the next 5-7 years. The savings 
could then be put into bonuses and employee merit programs in order 
to retain good employees. According to Dzekon, the GOU refused his 
downsizing request in 2006, but agreed to allow 10,000 positions to 
be cut in 2007. Dzekon added that he intended to ask for 
10,000-15,000 cuts per year until the company is roughly 50,000 
strong. Dzekon considered the approved 2007 cuts huge progress, 
especially since many of the cut positions were located in small 
villages and towns, and Dzekon initially believed that many 

politicians would be afraid of cutting State job in low income areas 

of the country. Dzekon said that he had visited many Ukrtelecom 
operations across the country, especially in small towns and 

villages, and was shocked to see that many employees were still 
receiving checks, even though their positions had become obsolete 
years ago. 


6. (SBU) Dzekon attributed many improvements at Ukrtelecom to 
training and consulting services from representatives from the 

German State-owned Deutsche Telekom and the Italian State-owned 
Telecom Italia. Dzekon praised both as examples of very successful 
State-owned telecommunications companies. (Comment: Deutsche 
Telekom has been moving into the Eastern European market for some 
time. We suspect Ukraine\'s growing market has not gone unnoticed to 
them, so Deutsche Telekom might be building ties for the future. 

End comment). In addition, Dzekon felt that the European 
telecommunications companies and technology were more appropriate 
benchmarks for Ukraine than U.S. counterparts. Dzekon also said 

that Ukrtelecom was not interested in the Wimax technology developed 
by U.S.-based company Intel, as Europeans were developing their own 
technology that would match or even exceed Wimax. Dzekon was 
willing to entertain opportunities to meet with U.S. companies in 

the future to at least exchange best practice ideas. 


7. (SBU) Comment. Dzekon claimed that current political forces do 
not allow any of Ukrtelecom\'s success stories to get to the public. 
It seems that Dzekon\'s commitment to privatization, infrastructure 
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reform, customer service, and employee retention are important 
long-term goals for a monopoly that is experiencing large growth. 
Dzekon added that it is his intention to gain more buy-in from 
Ukrainian politicians across parties, implement key business 
reforms, and bring Ukrtelecom up to European standards for quality 
and service. If Dzekon maintains his ability to reform Ukrtelecom 
despite political pressure, what is now widely regarded as the 
telecommunications dinosaur of Ukraine might actually evolve into 
something more viable rather than becoming extinct. End comment. 
TAYLOR 
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SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, SOCI, ECON, VM 
SUBJECT: POLICE, PROTESTORS CLASH IN NEW LAND PROTEST 


REF: 06 HCMC 625 AND PREVIOUS 


1. (SBU) Press and HCMC government contacts confirmed on July 3 
Internet reporting of a clash between land rights protestors and 
police in HCMC on July 1. The bulk of the protestors were from 

the Mekong Delta province of Tien Giang. They sought to 

overturn a GVN decision to expropriate their land to build a 
high-voltage power line. Separately, HCMC press reported that in 
late June, fishermen in the central province of Khanh Hoa 

clashed with authorities as they protested the construction of a 

new state-owned shipyard in their fishing grounds and anchorage. 


2. (SBU) Land protestors from Tien Giang had been assembling in 
front of the National Assembly offices near the HCMC airport for 
at least a week prior to the incident. We were told that on June 

28, there was an urgent meeting in Hanoi between Nguyen Viet 
Thanh, Deputy Head of the GVN anti-corruption Committee, and 
Tien Giang provincial leaders. General Thanh is a native of 
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Tien Giang and a former police general, who has been heavily 
involved in dealing with land protestors in the past. In the 

fall of 2006, Thanh met with land protestors in HCMC from the 
Mekong Delta, HCMC and Tay Ninh provinces, and told them that 
they must cease their protests if they wished the government 
address their complaints. He warned that the state would punish 
those that continued their protests. Shortly following Thanh\'s 
warning, the land protests fizzled out. 


3. (SBU) On June 29, General Thanh, the Tien Giang leaders, and 
the Chief and Deputy Inspectors for the GVN flew to HCMC to meet 
with the protestors. They reportedly asked the protestors to 

return to Tien Giang so that their grievances could be 

processed, but they refused. 


4. (SBU) A local government contact confirmed Internet reporting 
that, the following day, police clashed with protestors in 

HCMC\'s District 6, where they were staying. It is unclear thus 
far, how and why the incident occurred, but our contact told us 
that police did use force against the protestors. However, he 
firmly denied that any protestors were killed, however. HCMC\'s 
media has not reported on the protests; our contacts indicated 
that the press is highly unlikely to risk the censors\' wrath, 
despite confirmation of clashes between police and protestors. 


5. (SBU) Comment: Our contacts in the land rights movement in 
HCMC claimed not to be connected in any way to the Tien Giang 
protests. The Tien Giang protestors appear well-organized and 
briefed in how to exploit the Internet to gain maximum 
international attention for their cause. Nonetheless, public 
protest remains a brave act, especially after a powerful 
Hanoi-based figure traveled to HCMC and told them to end their 
protest. 


6. (SBU) Comment Continued. The Tien Giang protest -- as well 
as the unrelated fisheries protest in Central Vietnam -- 

reflects the continued frustration of Vietnam\'s underclass. 
Based on past experience, they have no confidence that the 
government and the Party will protect their interests. Thus, 

they believe they have no effective outlet to challenge official 
decisions or to obtain fair compensation. The move by protest 
organizers to \"internationalize\" the land protests by 

publicizing them on the Internet is a risky strategy; it is 

likely that the GVN will seek to mediate a peaceful end to the 
protest, but later try and identify and arrest organizers, 

especially if they are affiliated with dissident groups. How 
government officials deal with the subject of land expropriation 
and compensation will help determine the pace of major planned 
infrastructure projects, not just in HCMC, but throughout the 
South. End Comment. 


Column 3 
WINNICK 
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NOFORN 
SIPDIS 


FOR NEA/ELA AND NEA/I/POL 


E.O. 12958: DECL: 07/03/2017 
TAGS: PREL, PTER, SY, IZ, JO 
SUBJECT: FOREIGN FIGHTER DEMARCHE DELIVERED 


REF: STATE 91551 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (S) Polcouns delivered reftel demarche July 2 to Thamer 
Adwan, director of Foreign Minister Khatib\'s private office. 
Adwan had no substantive reply to our demarche, but promised 
to pass our concerns to the appropriate GOJ officials. Adwan 
also said the Foreign Ministry is seeking information 

regarding a proposed SARG-hosted border security meeting that 
was discussed at the Sharm Al Sheikh Iraq Neighbors 
Conference. 


2. (S/NF) GRPO Amman closely monitors this issue. GRPO 
officers raised reftel points with host government 
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counterparts on July 1, and will report any information as it 
becomes available. 

Hale 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/03/2017 
TAGS: PGOV, PREL, PHUM, KDEM, NP 
SUBJECT: NEPAL: MUSLIMS WANT AN ELECTION QUOTA TOO 


REF: KATHMANDU 1237 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 


Don\'t Forget the Muslims! 


1. (C) On June 27, Izhar Mikrani, who is the President of the 
Intellectual Muslim Association of Nepal, requested that the 
United States use its influence to persuade the Government of 
Nepal (GON) to revise the Constituent Assembly (CA) Members 
Election Act (reftel) to grant Muslims a specific percentage 

of seats in the November CA election. Mikrani, who is also 
known as Mohammad Ejaharul Haq, told Emboffs that Nepali 
Muslims were committed to democracy and would be satisfied by 
a five percent quota from among the proportional seats. The 
2001 Census, he said, had identified NepalYs population as 
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being approximately five percent Muslim, although Mikrani 
claimed the figure was actually closer to eight to ten 

percent. He did not disagree when Emboff suggested that, in 
effect, he was asking that a quota for Muslims be carved out 
of the 32 percent of proportional seats for the \"others\" 
category. (Note: The CA Members Election Act requires the 
political parties to ensure that set percentages of the 
candidates on their party lists for the CA\'s 240 proportional 
seats are women, indigenous nationalities, Madhesis, Dalits, 
from the \"backward region," or \"others.\" End note.) 


Nepali Muslims in Politics 


2. (C) Mikrani explained that there were currently four 

Muslim MPs in the 329-member Interim Parliament -- all 
representing Terai districts where the majority of Nepal\'s 
Muslim population resided. Two, both Nepali Congress (NC) 
MPs, had been elected in 1999. One of those was a former 
cabinet minister. The other was the sole Muslim member of 
the NC Central Committee. Mikrani added that the other two 
had been nominated to the Parliament in January -- one each 
by the Maoists and the Communist Party of Nepal - United 
Marxist Leninist (UML). As best he knew, the Maoist nominee 
was not a party member. He argued that the Muslim vote was 
up for grabs, and the parties were starting to strategize as 

to how they could attract those voters. The Maoists, the 

UML, and the Rastriya Janashakti (\"People\'s Power\") Party had 
or were creating Muslim organizations. Mikrani remarked that 
the Madhesi People\'s Rights Forum was particularly eager to 
draw Muslims into its fold and had included a Muslim in its 
talks team with the GON. He admitted that a Muslim and 
former royal minister, Salim Yansari, had applied to register 

a new party, but he gave Yansari\'s party little chance of 
SUCCESS. 


Comment 


3. (C) Nepal\'s Muslims should be brought into the political 
process. They are arguably the largest minority group that 
does not have a quota of seats under the Constituent Assembly 
Members Election Act. Although the various indigenous 
nationalities (janajati) did not obtain specific quotas, they 

did receive a general 37.8 reservation for all janajatis from 
among the proportional seats. For example, the largest of 
those nationalities, the Magars, make up approximately eight 
percent of the country\'s population. The Magars, unlike the 
Muslims, are also likely to get elected in larger numbers in 
contests for the CA\'s 240 CA first-past-the-post seats 
because they are concentrated in the mid-western hills, 
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unlike the Muslims who are spread out across the entire Terai 
with only a few significant concentrations (e.g., in Banke 
district). A challenge for the Muslims is that re-opening 

the formulas agreed to in the Election Act could unravel the 
whole deal. Given this, post will encourage the parties to 
consider nominating Muslims to their party lists under the 32 
percent \"others\" quota. 

MORIARTY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/03/2017 

TAGS: PGOV, PTER, MARR, UN, NP 

SUBJECT: NEPAL: UNMIN POLITICAL ADVISER SAYS COMBATANT 
VERIFICATION ON HOLD 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d) 


Summary 


1. (C) On July 1, UN Mission in Nepal (UNMIN) political 
adviser John Norris informed Emboff that Maoist chief Pushpa 
Dahal had suspended further verification of Maoist combatants 
after receiving the results of UNMIN\'s review of members of 
the Maoist \"1st Division. Dahal had asked for a delay until 


Column 3 

at least his return from an overseas trip. Norris hoped that 
the Nepali Government and the Maoists would take advantage of 
the extra time to work out the details of discharging and 
paying those camp residents whom UNMIN had disqualified. 
Although there is considerable press speculation, UNMIN has 
yet to release statistics on how many members of the \"1st 
DivisionW were disqualified and why. UNMIN military adviser 
Gen. Wilhemsen assured the outgoing and incoming Defense 
Attaches June 28 that he would resign if the Maoists did not 
permit him to conduct a proper verification process. 


Maoists Suspend Combatant Verification 


2. (C) United Nations Mission in Nepal (UNMIN) political 
adviser John Norris told Emboff July 1 that the process of 
verifying Maoist combatants (the so-called \"second phase\") 
was on hold for the time being. He explained that UNMIN had 
provided the results of UNMIN\'s verification of members of 
the People\'s Liberation Army (PLA) \"1st Division\" cantonment 
in Chulachili in eastern Nepal to Maoist chief Pushpa Kamal 
Dahal (alias Prachanda) on June 30. Norris noted that UNMIN 
had passed the same information simultaneously to Prime 
Minister Koirala\'s Nepali Congress party. Dahal had asked 
that further verification be suspended -- at least until his 

return from a Socialist International conference in 

Switzerland. According to press reports, the Maoist chief 
departed Kathmandu late June 30. Norris stated that he 
expected Dahal to return after a week. 


Discharge of Noncombatants Still To Be Worked Out 


3. (C) Norris expressed his disappointment about the Maoist 
decision. He stressed that UNMIN was ready and eager to 
proceed with combatant verification of the remaining six PLA 
\"divisions.\" The UNMIN political adviser noted that UNMIN 
had planned to begin work immediately at the PLA \"2nd 
DivisionW camp. The one advantage he saw to the delay was 
that it would give the Government of Nepal (GON) and the 
Maoists time to agree on how to go about discharging those 
camp residents who had been found to be underage or new 
recruits or otherwise unqualified. He ventured that, until 

the GON and the Maoists clarified how and when those 
discharged would be paid, none of them would be willing to 
leave. Norris concurred with Emboff that it was incumbent on 
the Maoists to spell out how the first month\'s pay would be 
handled since the Finance Ministry had already given that 
money to Maoist Minister of Information Mahara. The UNMIN 
political adviser stated that he understood Mahara had given 
the money to the respective camp commanders, but he confessed 
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he did not know what had happened to it afterward. 


Mixed Reports on Results, Much Confusion 


4. (U) Press reports with the alleged results of UNMIN\'s 
verification of the 3,000-plus members in the PLA\'s \"1st 
Division started appearing on June 27, the day after the 
process concluded. Various reports alleged that UNMIN had 
disqualified some 400 people who were under 18, recruited 
after the cease-fire in May 2006, or disabled. One Nepali 

daily quoted a deputy PLA commander, Baldev, saying June 30 
that it might be ten days before the process of verification 
resumed. On July 1, UNMINVs press spokesman Kieran Dwyer 
responded to the media, denying the veracity of these 

reports. He went on to say that UNMIN would make figures 
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public, but not at this stage, pending further discussions 
with the Maoist leadership." 


UNMIN Military Adviser Privately Affirms Tough Line 


5. (C) On June 28, UNMIN military advisor Brigadier General 

Jan Erik Wilhemsen confided to the outgoing and incoming 
Defense Attaches that the Maoists were not happy with UNMINVs 
tough approach to verification and wanted to discuss terms 

for continuing the process. He stressed he would resign if 

he was not permitted to do his job. Wilhemsen reported that 
UMIN had examined 2,800 \"combatants\" out of an original 3,300 
counted at the \"1st Division\" camp during phase one. The UN 
had immediately disqualified the 400 no-shows. When asked 
where they were, the local PLA commander had responded: \"they 
left the camps.\" 


Comment 


6. (C) Post can appreciate UNMIN\'s desire to keep the second 
phase of arms management on track. UNMINVs strategy of not 
yet disclosing the results of its review of Maoist \"1st 

Division" members no doubt reduces its immediate tensions 
with the Maoists, but the fundamental issue cannot be so 

easily avoided. If UNMIN is implementing the process of 
verification \"thoroughly and professionally,\" as its 

spokesman assured the press and public on July 1 it had been 
doing, it is going to disqualify significant numbers of 

Maoists. The Maoists are going to be unhappy, very unhappy. 
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Ultimately, if UNMIN holds firm, the Maoists are going to 
have to accept the results or suspend the process 
indefinitely. 

MORIARTY 
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SIPDIS 


SIPDIS 
DEPT FOR DS/IP/OPO/HTP JEAN RICHTER 


E.O. 12958: N/A 

TAGS: OTRA, ASEC, AMGT, IZ, KU, COUNTRY CLEARANCE 
SUBJECT: COUNTRY CLEARANCE GRANTED FOR DS/IP/OPO TEAM 
(AUGUST/SEPTEMBER 2007) 


REF: STATE 092000 


1. Embassy Kuwait welcomes and grants country clearance for 
referenced DS/IP/OPO PMR Team to transit Kuwait August and September 
2007. 


2. This clearance is not/not valid for entry into Iraq; you must 
apply for Iraq clearance through Embassy Baghdad. 


3. Embassy points of contact are: 


John Higi, Iraq Support Unit 

Office - (965) 259-1545 

Cell- (965) 983-5923 

Fax- (965) 259-1190 

Unclass e-mail: HigiJR2@state.gov 


SIPDIS 

and 

Mark Drobot, RSO 
Office - (965) 259-1700 


Cell- (965) 961-9870 
Fax- (965) 259-1809 


Column 3 
4. Lodging: Not requested. 
5. Following is post\'s standard guidance for visitors to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry visas to 
American citizens on arrival, upon presentation of a valid passport. 
There is a processing fee of three (3) Kuwaiti Dinar (KD 3.000, or 
USD 12.00) for each visa issued. The fee may be paid either in KD or 
USD. Post strongly advises travelers to carry some documentation on 
the purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side of the 
airfield and passports have to be carried to a different location at 

the airport for processing. Airport visas are valid for 90 days 

after arrival; anyone staying beyond this period must obtain an 
extension, which should be requested 2 weeks prior to visa 
expiration. Anyone departing Kuwait who has overstayed the visa 
will be charged a fine of KD 10.000 (US 35.00) per day at the 

airport. All travelers planning to visit Iraq should make sure that 

they obtain the required exit/entry stamps for each transit through 
Kuwait, and be aware that they will need to obtain a new Kuwaiti 

visa upon return, even after a daytrip to Baghdad. Failure to do so 
can result in heavy fines. If possible, travelers should try to 

obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of alcohol, pork 
products, personal firearms, and any suggestive/pornographic 
materials (videotapes, magazines or books) is strictly prohibited by 
Kuwaiti law. Kuwait is still clearing mines and munitions. Visitors 
must remain on major paved roads when traveling in Kuwait. Travel 
north of Jahra toward the Iraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through Wednesday, 
and office hours are from 8:00 a.m. to 4:30 p.m. The time difference 

with the East Coast of the United States is EDT plus seven hours. 

The embassy switchboard number is (965) 259-1001, and the IVG number 
is 4950000. The after-hours number which rings at Marine Guard Post 
One is (965) 538-2098. The mission duty officer can be reached 

through the embassy switchboard, Post One or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, Dulles, VA 
20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and the military 
threatcon is currently Charlie. We have increased security 
precautions at official U.S. installations in Kuwait and recommend 
that all Americans in Kuwait remain alert to their surroundings and 
review their personal security practices. 


e. Health Advisory for Kuwait: April through October is the hot 
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season in Kuwait. Temperatures reach 120-140 degrees F in summer. 
Caution should be taken to prevent dehydration and heat exhaustion 
by 1) drinking plenty of fluids and 

2) staying indoors, especially during peak temperature hours of noon 
to 3:00 p.m. (12:00-15:00). Low humidity coupled with high 
temperatures creates excessive moisture loss from evaporation. It 

is necessary to drink 2-4 quarts of water daily to prevent 

dehydration. 


f. Money: Credit cards are widely accepted at hotels, restaurants 

and other establishments throughout Kuwait and ATM machines are also 
readily available. For travelers on official orders, the Commercial 

Bank of Kuwait can provide accommodation services (cashing a 
personal check drawn on a U.S. bank into local currency) up to a 
maximum of USD 300.00 per day from noon to 2:00 p.m., Saturday 
through Wednesday. At the current rate of exchange, one Kuwaiti 


Dinar (KD) is equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into secure areas 
of the mission must slug cables to the attention of the RSO, and 
include the level of their clearance. The cable should include the 
visitor\'s Social Security Number, and the name of the agency 

granting the clearance. Cables should include the ASEC tag to 

ensure distribution to the RSO office and the Marine Security guard 

at Post One. 


h. Computer and Electronics Usage: Sensitive military information 

has been discovered recently on business center computers at local 
hotels in Kuwait City. All U.S. Government personnel and 

contractors must remember that it is their responsibility to observe 

good computer and information security practices. Information 
processed on computers in hotel business centers, through email 
correspondence or document creation, is highly exploitable. Public 
computers located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or disseminate 
sensitive information. Compromise of sensitive government or 

military information can result in serious damage to national 

security. Compromises of sensitive personal data can result in 
significant personal and financial hardship. Random checks are 
conducted by Embassy personnel on public PC\'s. Breaches on COMPUSEC 
will result in the violator receiving security infractions and/or 

security violations. Interagency security standards prohibit the 
introduction or use of non-USG owned computer hardware and software 
at all USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all secure areas 

of the mission. 


i. Photography: Tourist photography is encouraged in Kuwait. 
However, it is strictly forbidden to photograph public buildings, 
economic infrastructure, or military and other security-related 
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facilities and personnel. Confiscation of film and camera and even 
arrest may result from doing so. A good rule of thumb: If there is 
any doubt as to whether a photograph should be taken, don\'t take it. 


j. Action Request: Each visitor, regardless of length of stay, must 
bring or forward fiscal data to pay for direct costs of the visit. 

Each agency, organization or visiting delegation will be charged for 
the actual costs attributed to their visit. Direct charge costs 

include, but are not limited to: American and LES staff overtime 
(e.g., expeditor, accommodation exchange, representational event 
support), field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all other 

costs that are directly attributable to the visit. If fiscal data 

on a traveler\'s authorization is to be used for this purpose, this 
information must be spelled out in the travel orders and sufficient 
funding provided to meet these expenses. In addition, for TDYers 
over thirty (80) days, there will be a charge for ICASS support 
services. If your sponsoring agency is not signed up for ICASS 
services at post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. The 
agency should provide post with written communication, generated by 
the traveler\'s headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provide the agency ICASS billing code for the 
TDY support to be provided, and authorize the traveler to sign the 
ICASS invoice generated by the TDY module. When travel is urgent, 
TDYers should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not provide 

any services to a TDYer staying in excess of 30 days without having 
received this documentation prior to day 31 of the TDY. 


k. Visit Kuwait\'s Classified Website at 
http://www. state.sgov.gov/p/nea/kuwait/ 


6. This cable was last updated on October 30, 2006. 
LeBaron 


114184 

OO RUEHAG RUEHBC RUEHDE RUEHKUK RUEHROV 
DE RUEHLB #0984/01 1841012 

ZNY CCCCC ZZH 

O 031012Z JUL 07 

FM AMEMBASSY BEIRUT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8669 
INFO RUEHEE/ARAB LEAGUE COLLECTIVE PRIORITY 
RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1381 
RUEHNO/USMISSION USNATO PRIORITY 1299 
RHEHNSC/NSC WASHDC PRIORITY 


Column 3 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY""CONFIDENTIAL SECTION 01 OF 


SIPDIS 
SIPDIS 
NSC FOR ABRAMS/SINGH/MARCHESE/HARDING 


E.O. 12958: DECL: 07/02/2017 

TAGS: PGOV, PREL, PTER, SY, LE, FR 

SUBJECT: LEBANON: SINIORA CONFIDENT DESPITE CONCERTED 
SYRIAN CAMPAIGN TO DESTABILIZE LEBANON 


Classified By: Ambassador Jeffrey D. Feltman. Reason: Section 1.4 (b) 


SUMMARY 


1. (C) Coming off a pivotal trip to Paris, Rome, Madrid, 

Cairo and Jeddah, PM Siniora spoke confidently of the 
pro-democracy movement\'s successful facing down of Syria\'s 
focused campaign to destabilize the country. Siniora 

believes the pro-Syrian opposition just might be becoming 
frustrated. Despite Nahr al-Barid, attempted unrest in Ein 
el-Helweh, the June 24 attack on UNIFIL, June 17 rocket 
launches, border closings, MP Eido\'s assassination, Lahoud\'s 
threat of a second government, random explosions, Damascus\' 
torpedoing of the Arab League initiative, and Berri\'s 

continued closure of parliament, Siniora maintained that 

thanks to unwavering international support, Lebanon\'s 
fledgling democracy has taken every blow and not buckled. He 
acknowledged, however, that the coming months, leading up to 
the September-November presidential electoral period, may yet 
prove to be the most dangerous, particularly regarding 
assassinations of democratic reformists. He urgently asked 
for continued U.S. security assistance emphasizing that it 

was enabling him to finish the fight against Sunni militants 

in Tripoli and continue his drive to neutralize other 

extremist groups. Concerning the border, he said his 
discussions in Cairo and Riyadh, as well as in Germany, Italy 
and France, had laid the groundwork for a possible 
Arab/Muslim/European border monitoring force, but he wanted 
to be proceed carefully so that it doesn\'t become yet another 
promising, but unrealized initiative. Siniora also noted 

that he was trying to steer French thinking about a possible 
dialogue with Syria in a constructive direction. End summary. 


2. (C) Prime Minister Fouad Siniora met with the Ambassador 
and Special Assistant in the Grand Serail on July 2, 36 hours 


Column 3 

after his return from nearly a week outside the country. It 

was clear that the respite from his confined existence in the 
Serail had been a genuine tonic for his spirits. His closest 
advisor, former Ambassador Mohamad Chatah, and his senior 
advisor, Rola Nouraddine, also attended the meeting. Prior 

to seeing Siniora, the Ambassador also discussed the meetings 
in Paris with March 14th stalwart Marwan Hamadeh, who 
provided additional details on SinioraWs discussions with the 
new French foreign policy team. 


A SUPPORTIVE ELYSEE PALACE 


3. (C) Following his Wextremely valuable meeting with the 
Secretary, PM Siniora met with President Sarkozy, his 
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National Security Advisor Jean-David Levitte, as well as 

Foreign Minister Bernard Kouchner and his advisors. Siniora 
said he found Sarkozy fully committed in his support of 
Lebanon\'s democracy, but also eager to try out new approaches 
to break out of the continuous series of crisis. (Marwan 
Hamadeh said based upon his observations, it would be much 
more effective for Siniora \"to deal with Elysee Palace than 

the Quai D\'Orsay\" if the GOL desired decisive action from the 
French.) Sarkozy pointedly asked Siniora to answer three 
questions: what should be done about Lebanon\'s borders; how 
will Siniora meet the opposition\'s threat of a second 
government"; and finally, should theymove forward with the 
French initiative? 


4. C) In response to Sarkozy\'s inquiry regarding Lebnon\'s 
problematic borders, Siniora said that he nd the French 
president discussed in general term the concept of a 
\"tripartite\" Arab/Muslim/Europan monitoring force that would 
provide credible order security, while at the same time 

blunt Syran charges that UNIFIL was exceeding its mandate. 
Siniora said that while Sarkozy and his advisors dd not 
commit to the plan, they found it interestng and worthy of 
pursuit. Siniora noted that suh a plan should help undercut 
the Syrian argumens that the Syrian-Lebanese border cannot 
be handed the same way as the Israeli-Lebanese border (wit 
the PR implication being that Israel is an enem but Syria a 
fraternal Arab partner). 


5. (C) As a result of these promising conversations, 

Sniora said he also discussed the idea with ItalianPrime 
Minister Romano Prodi, Egyptian President Hsni Mubarak, 
German Chancellor Angela Merkel (byphone), Arab League 
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Secretary General Amr Moussa and Saudi King Abdullah. When 
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asked about the level of interest of the various parties and 

a possible timeline, Siniora urged patience in order not to 
\"burn\" the plan before it could be fleshed out. Siniora 
indicated, however, that he realized that time was important 
and the border issue had to be addressed sooner rather than 
later. 


SECURITY ASSISTANCE 


6. (C) PM Siniora urgently requested Washington to continue 
to meet his country\'s pressing need for equipment, 
particularly large caliber munitions, so that Lebanon could 
continue to successful battle the well-armed extremists in 

the north, as well as deter other militant groups, 

particularly the PFLP-GC and Fatah al-Islam clones, from 
answering Syria\'s persistent call for havoc. 


7. (C) While in Cairo, Siniora said he had spoken to 

Mubarak about Egypt\'s readiness to supply artillery 

munitions. Although he appreciated Mubarak\'s offer to supply 
some of his needs, Siniora was clearly not impressed by the 
Egypt\'s insistence that its Arab brother pay top dollar for 

the ammunition, as well as find a way to transport it to 

Beirut. Siniora asked directly if Egypt was selling him 
U.S.-supplied munitions and wondered if the U.S. could exert 
some pressure on its opportunistic client to lower its 

exorbitant price mark-ups. 


8. (C) The Prime Minister explained that he viewed the 
current struggle in Nahr al-Barid as having as much impact on 
Lebanon\'s sovereignty as its struggle for independence in 
1948. Siniora argued that for the first time in decades, 
Lebanon\'s army was proving it could carry out its 
constitutional responsibility of protecting Lebanese and 
confronting foreign threats. According to Siniora, the 

army\'s success in Tripoli was as important to a free Lebanon 
as last summer\'s historic LAF deployment to the south -- and 
just as worrying to the unrelenting Syrian regime. 


AN UNSURE OPPOSITION 


9. (C) Siniora reflected on the numerous recent attempts by 
Syria to create instability with the intent to bring down the 
democratic government that steadfastly opposes Syria\'s return 


Column 3 

to Lebanon. Although proud of the resilience and unexpected 
durability of the reform movement, Siniora said he was also 

well aware that the coming months would perhaps be even more 
difficult as Syria pulls out all the stops. Siniora said he 

was still considering the ramifications, but believed the 

time may soon be right to call the bluff of both the 

opposition and the Syrians. 


10. (C) Both PM Siniora and Mohamad Chatah, who is the 
primary GOL interlocutor with the Aounists, believe that FPM 
leader Michel Aoun has become \"uncomfortable\" with his 
political allies and his slipping support in the Christian 
community. Although his public statements still careen 
unpredictably between reason and demagoguery, Aoun appears to 
have pulled back from his support for a second government and 
may be looking for an \"invitation\" to participate in the 
government. Siniora said he has instructed Chatah to 

continue his fairly regular contact with Aoun\'s top advisors 

in the hope that an acceptable resolution might be reached, 

but he clearly indicated he did not consider it likely. The 

Prime Minister believed that with only three months to go 

before parliament was scheduled to begin deliberations for 
Lebanon\'s next president, it was far more useful to 

concentrate March 14th resources and energies on building 
support for a quorum to elect a pro-democratic president. 


A POSSIBLE APPROACH TO SYRIA 


11. (C) More intriguing was Siniora\'s admission that he had 
discussed with the Sarkozy, Prodi and Merkel the pros and 
cons of approaching Syria with a comprehensive package," 
similar to the 2002 Lockerbie agreement with Libya. Siniora 
said that he sensed that Sarkozy was still musing about the 
possibility of a dialogue with Damascus, and Siniora, unable 
to stop the French, hoped to steer Sarkozy\'s thinking in a 
constructive direction. Siniora said he warned Sarkozy and 
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Merkel that in any approach to Syria, one had to be 
exceedingly careful of the regime\'s proven ability to \"create 
light\" (i.e., differences wide enough for light to pass) 
between its foes. He also explained an additional danger in 
any approach to the insular Syrian regime was its proclivity 
to misinterpret any approach as a weakness in its opponents. 


12. (C) Bearing in mind those pitfalls, Siniora advised his 
European allies that if they were to approach Syria, they 
must go in knowing exactly what they wanted and when they 
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wanted it. Toward this end, he believed the preparatory work 
would have to be done by a \"non-political\" envoy who would 
set the ground rules before any proposal would be offered. 
At a minimum, Siniora said, Syria should stop its support of 
the Palestinian military bases in the BigaW Valley. Siniora 
acknowledged that the idea was still in its earliest stages, 

but since his discussions with Sarkozy, Prodi and Merkel had 
occurred after his June 26 meeting with the Secretary, he 
wanted the U.S. to hear about it first from him. 

FELTMAN 
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E.O. 12958: DECL: 07/02/2017 
TAGS: ASEC, CASC, PTER, AG 
SUBJECT: AQIM SEEKING RECRUITS IN ALGERIA AND BEYOND 


REF: (A) ALGIERS 896 (B) 06 ALGIERS 1942 
Classified By: Ambassador Robert S. Ford for reasons 1.4 (b) and (d) 


1. (C) SUMMARY. Al-Qaeda in the Islamic Maghreb (AQIM) 
incorporates several recruiting methods that include imams 
trawling prisons, upscale internet videos and capitalizing on 
festering local resentment of America and the West. Over a 
period of four weeks, AQIM\'s newly launched website has 
received over 182,000 hits. Indoctrination of recruits for 
suicide missions is a prominent feature of this new website. 
Journalists covering Islamic extremists assert that AQIM 
needs disposable recruits so the old guard can remain safely 
hidden and in control. Scholars assert that the lack of 
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democracy, unemployment, and boredom all contribute to AQIM\'s 
recruiting efforts. End Summary. 


PRISON TRAWLING 


2. (C) On June 23, Al Jazair News editor Hmida Ayachi, 
considered one of the best Algerian experts on the Algerian 
Salafist movement, told the Ambassador and PolOffs that imams 
can enter prisons without permission. Ayachi added that AQIM 
has capitalized on this by sending radical imams to target 

the youngest prisoners, some of whom are drug addicts. In 
doing so, AQIM is able to recruit devoted, disposable 

recruits with pre-existing criminal tendencies. Ayachi 

recalled an imam previously in Afghanistan with al-Qaeda who 
is now in a prison located in the Harrach district of 

Algiers, where he speaks freely to other prisoners. (NOTE: On 
June 21, analyst of Islamist extremists and editor of 

Echourouk el-Youmi newspaper Anis Rahmani told us that the 
third suicide bomber in the April 11 attacks did not execute 

his mission because he was too drugged to operate the car. 
He left the car on a street near the target in the Hydra 
neighborhood of Algiers. Mansur claimed that the individual 
was so scared that AQIM drugged him to calm him down. End 
Note.) 


RECRUITING THE VERY YOUNG 


3. (C) Both Rahmani and Liberte journalist Mounir Boudjema, 
another good Algerian journalist on the Islamist beat, told 
PolOffs on June 24 that AQIM recruits 12-14 year-olds because 
they are not known to the police and they come cheap. This 
trend also surfaced in comments to the Embassy by a senior 
official of the National Police (DGSN) after the double car 
bombs at police stations in the eastern Algiers suburbs of 
Reghia and Dergana in October 2006 (reftel). Journalist 
Boudjema said 500 dinars (about $7) is a month\'s salary for a 
12-year-old. Ayachi added that AQIM limits exposure of 
teenage recruits to the organization. They are often given 
sentinel duty, surveillance runs or simply ordered to guard 
warehouses so that if they are caught, damage to the 
organization is minimal. Both Ayachi and Boudjema reported 
that the teenagers are given cell phones to text message 
unusual movement by Algerian security services and military. 
A June 11 Echourouk el-Youmi article reported that security 
forces had arrested boys aged 13-16 in AQIM Zone 2 (al-Thania 
region). According to the article, the boys were attending a 
one-month training camp (the Salah ChildrenYs camp) from 
which Algerian military intelligence confiscated AQIM 

training DVDs for making bombs and shooting AK-47s. 
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4. (C) AQIM is a highly compartmentalized organization, which 
Rahmani compared to a bunch of grapes. Members are divided 
into very small cells (individual grapes) so if one is 

caught, the rest remain intact. On June 24, Boudjema told 
PolOff that AQIM does not need the support of the Algerian 
people to survive in Algiers. The older, more established 

AQIM leaders stay hidden in the hills and have the youngest 
members run errands. AQIM utilizes different recruits to 

buy supplies in small amounts so as not to arouse suspicion. 


ANTI-AMERICANISM AND SOCIAL CONDITIONS 


5. (C) Professor of History and Islamic Studies Mohamed 
Belghit told PolOff June 24 that al-Qaeda and its 
anti-American rhetoric are imported into Algeria. Belghit 
asserted that anti-U.S. sentiment exists throughout the Arab 
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world due to the continued U.S. occupation of Iraq and the 
unsettled Israel/Palestine issue. Ayachi said separately 

that since the 1990\'s Algerians have been taught from a very 
young age to hate Americans in school and in mosques. 
Belghit and Ayachi both concluded that adopting al-Qaeda 
extemism is a short next step for impressionable, angry young 
Algerians. 


6. (C) On June 12, former presidential candidate and Islamist 
luminary Dr. Ahmed Taleb Ibrahimi told Ambassador and PolOff 
that extremists are offering a way for youth to feel 

involved. He warned that people in difficult circumstances 

will resort to extreme measures. He added that a robust 
economy would help improve the conditions of bored Algerian 
youth and perhaps draw them away from extremist groups and 
rhetoric. On June 20, Liberte editor Ali Ouafek told us that 
lack of democracy has become a terrorist recruitment tool. 

He added that the youth did not vote in the May parliamentary 
election because they know they could not effect change. 
They end up looking elsewhere to give their lives value. 


GOING TO THE MOVIES: WWW.QMAGHREB.ORG 


7. (C) All of our contacts believes that www.qmaghreb.org is 
AQIM\'s new website and not an invention of the Algerian 
military intelligence service (the DRS). Launched on June 7, 
the website makes use of upscale production videos, like 
those produced by al-Qaeda, to lure recruits. As of July 3, 
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there were over 182,000 hits. The website posts biographies 
of martyrs, communiquQs, ideology, dialogue and a monthly 
magazine. The website went interactive on June 25, making it 
possible for people to start a dialogue directly with AQIM. 
There are video segments that focus on recruiting Muslims in 
neighboring countries as well as Algeria. Some focus on the 
rewards of martyrdom and the satisfaction of jihad. The 
following recruitment video mimics videos produced by 
al-Qaeda and al-Jazeera: 


\"Shadows and Swords\" (30 mins.): A group of Algerian and 
Moroccan mujahideen deliver messages aimed at future 
jihadists. 


-- Segment 1: Al-Qaeda\'s Ayman al-Zawahiri asks God to grant 
Muslim brothers in the land of the Maghreb strength and 
courage to shake the pillars of the French regime, striking 

the interests of the Crusaders in the Maghreb. Set to 
inspirational songs, the video shows two military personnel 
transport vehicles exploding in Tizi Ouzou\'s Al-Akhdariya 
region, as well as a VBIED attack on a Gendarmerie barracks 

in Si Mustafa region. (Comment: There is a striking 
resemblance between these attack videos and videos of attacks 
against American military personnel in Iraq. End Comment.) 


-- Segment 2: A mujahid in the video, Abd al-Rahman 
al-Maghrebi, identifies himself as a Moroccan and addresses 
the nation of Islam, inviting youth from Rabat to Algiers to 
strike the enemy of God. Al-Maghrebi asks the sons of 
Morocco to pack their bags and come to the mountains of 
Algeria to fight. He then tells the Muslims in the land of 

the Rafideen (Iraq) to fight the Crusaders who launched a 
fierce and barbaric war against the sons of Islam. He tells 
the Muslims to strike those who side with the Crusaders as 
well. He goes on to accuse Algerian President Bouteflika of 
being a collaborator with the enemy and a thief of Algerian 
resources. He declares that Bouteflika is not an Arab and 
knows nothing of Arabization. 


-- Segment 3: Surrounded by 17 armed mujahideen, Abou 
al-Walid al-Aasi and Abou Harrira Tlemcani call for Algerian 
Muslims to escape the cruel Algerian regime, because they are 
lost without genuine Mujahid Islamic Ulema guidance. They 
insist that the only way to discover true Islam is through 

Jihad. Tlemcani urged young Moroccans to pack their bags and 
come to the mountains of Algeria and fight. Al-Aasi 

highlights the longstanding suffering of the Palestinians in 
Jerusalem. Muslim youth, he charges, are lost between 
priests and \"witchcraft.\" Al-Aasi urged Jihad to free Arab 
lands from the Americans. Al-Aasi then instructs viewers on 
what precautions to take in order to avoid coming under the 
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evil spell of the West. 


-- Segment 4: AQIM makes good use of Abd al-Qahar Belhadj 
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(lbn Mouawiya), son of Islamic Salvation Front (FIS) founder 
Ali Rahmani Belhadj, to present this message. Standing amid 
three mujahideen, with a rifle slung over his right shoulder, 

18 year-old Belhadj calls on the sons of Algeria to stand up 
and fight the apostates who violated the honor of this 

country, and to fight for God on behalf of the weak. He 

states he is happy where he is enjoying with the same 
happiness that his parents and his mosque previously 
provided. Belhadj speaks unemotionally and appears to be 
reading flashcards. 


8. (C) Rahmani told Ambassador on June 21 that Ali Belhadj 
came to Echoroug al-Youmi offices earlier in June to view the 
video of his son. The senior Belhadj proclaimed that his son 
is just a boy who does not know any better. On June 24, 
Liberte journalist Boudjema told the Ambassador that Ali 
Belhadj had also come to the Liberte office to view his son\'s 
video. After father Belhadj was satisfied it was his son, 
Boudjema asked Belhadj if he planned to ask his son to quit 
the fight and leave the mountains. Belhadj replied that he 
had never asked any Jihadi to come down from the mountains 
and he would not ask his son to do so. 


COMMENT: WINNING HEARTS AND MINDS 


9. (C) The high production value of the AQIM website video is 
a signature of al-Qaeda. The soundtrack, rewinds of convoy 
hits, detailed filming of casualties and appeals to religious 
sentiment all mimic al-Qaeda videos. In addition -- and 
demonstrating savvy marketing techniques -- criticizing 
President Bouteflika for government waste and abuse draws on 
popular dissatisfaction with the current Algerian government. 
They also slam the U.S., an easy target these days. The use 
of Ali Belhadj\'s son is a more original and brilliant 

technique. FIS founder Ali Belhadj is a household name in 
Algeria with strong credibility still among Islamist 

hardliners. (The father also was the best orator of Algeria 

in the early 1990s; the son has far to go yet in that regard, 

but his name certainly draws attention.) By contrast, the 

video makes no mention of Mokhtar Belmokhtar and his fighters 
in the extreme South. (It focuses entirely on the fighters in 

the mountains of northern Algeria and makes appeals to young 
Algerians and Moroccans.) 
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10. (C) The recent video from the AQIM website calls on 
Algerian young men to join the fight against the Algerian 
government and promises martyrs rewards to those who die in 
that fight. It does not specifically justify suicide 

operations and made no mention of the controversial April 11 
attacks that have caused some dissension in AQIM ranks (ref 
A). The video was released around the same time as the 23 
page justification for those April 11 attacks. 


11. (C) Even though our contacts have identified the various 
methods of AQIM recruitment, they are not able to provide 
accurate membership and recruitment numbers. AQIM is making 
a pitch to recruit people across the Maghreb region. 

Interior Minister Zerhouni July 1 publicly claimed there were 

not more than 40 foreign fighters in AQIM groups in Algeria. 
That statement quickly drew ridicule among observers, and 
Zerhouni backtracked on July 2, saying the GOA doesn\'t know 
really how many there are. Several of our sources guess the 
total number of AQIM members under Droukdal\'s leadership at 
700-800. Our sources also think the group is in serious need 
of more recruits and hence has made a real effort to gain 
attention. The new AQIM website, if not shut down, will 

likely enhance AQIMVs recruitment efforts and ease delivery 

of its Jinadist message in Algeria and beyond. 

FORD 
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DEPARTMENT FOR EAP, EAP/MTS 

E.O. 12958: DECL: 07/03/2017 

TAGS: PREL, PGOV, ID 

SUBJECT: AMBASSADOR HUME\'S COURTESY CALL ON FM WIRAJUDA 
Classified By: Ambassador Cameron R. Hume, for reason 1.4 (b,d). 

1. (C) SUMMARY: In a July 3 courtesy call on Indonesian 


Foreign Minister Wirajuda as part of the process of 
presenting ambassadorial credentials, Ambassador Hume 
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highlighted common interests of the two countries, pledged to 
strengthen the bilateral relationship and commended Indonesia 
for its progress since 1998 and its religious toleration. 

Wirajuda welcomed Ambassador Hume\'s arrival after a 
considerable hiatus following Ambassador Pascoe\'s departure, 
said the U.S.-Indonesia relationship was important, 
underscored Indonesia\'s established tradition of moderate 
Islam and expressed appreciation for U.S. assistance, 
particularly in combating terrorism. Ambassador\'s formal 
presentation of credentials to President Yudhoyono has yet to 
be scheduled. End summary. 


2. (C) FM Wirajuda welcomed Ambassador Hume, said the 
Indonesian government looked forward to working with the 
Embassy under his direction and underscored the importance of 
the bilateral relationship. Ambassador echoed Wirajuda\'s 
sentiments and pledged to work to strengthen that 
relationship. President Bush and President Yudhoyono had a 
strong relationship, he said. The United States and 
Indonesia shared many common concerns, including justice, 
democracy, the welfare of their peoples, the rule of law, 
security and international cooperation. There would be ample 
opportunity to cooperate in these and other areas. 


3. (C) Wirajuda related the importance of the building in 

which they were meeting. It was called the Pancasila 

building because it was the place where the early republic\'s 
founders had deliberated on the country\'s state philosophy, 
which had became known as Pancasila (Five Principles). The 
building had also been the site of deliberations after World 
War Il on the republic\'s first constitution. These 

deliberations had included the question of whether Indonesia 
should become an Islamic republic. Despite the fact that the 
vast majority of the population was Muslim, the majority of 

the people had favored a secular state. Indonesia had chosen 
the middle ground: there was no official state religion, but 

the government was assigned a role in promoting religious 
life. Accordingly, the Department of Religion had a division 
for each major religion represented in Indonesian society. 


4. (C) In the decades that followed, Wirajuda noted, some 
Indonesians had still clung to the notion of an Islamic state 
and the rule of sharia law, and periodically some had 
endorsed violence to achieve those ends. In a sense, Jemaah 
Islamiyah terrorists were a continuation of that tendency, 
despite their broader regional presence. The overwhelming 
majority of Indonesian Muslims had remained moderate, and 
terrorism was not gaining ground. Indonesia appreciated the 
assistance that the United States and other partners had 
provided to Indonesia in combating terrorism. The success of 
these collective efforts, however, ultimately depended not 
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only on capturing and prosecuting the terrorists, but also on 
strengthening moderate Islamic forces. After September 11 
the moderates had grown quiet, but recently they had begun to 
find their voice again, and Indonesia had sponsored a number 
of conferences and interfaith dialogues in an effort to 

bridge differences within Islam as well as between Islam and 
other religions. Indonesia had also just finished hosting a 
major conference on police counterterrorism training. 
Indonesia was becoming more open-minded, both at home and 
toward its international partners. 


5. (C) Ambassador Hume pointed out that all U.S. money bore 
the words \"In God We Trust and that founding documents of 
the United States often spoke of \"one nation under God,\" yet 
in none of these references did we ever say who God was. 
Religion served an important function in many societies as an 
organizing principle for understanding the world around us. 
Ambassador related that he had spent most of his time 
overseas since 1968 in Islamic countries and had witnessed 
the religious fervor of many Muslims. Fervor was not a 

threat, but violence was unacceptable as a means of advancing 
religious ends. Washington appreciated the strides Indonesia 
had made since 1998 on democracy, rule of law, 
counterterrorism and security, and Indonesia should explain 
this progress to the two Congressional delegations (Payne and 
Faleomaveaga) that were in town this week. Indonesia had a 
good story to tell and should tell it, he stressed. 


6. (U) Ambassador will present his credentials to President 
Yudhoyono through a formal ceremony which has not yet been 
scheduled. 


7.(C) COMMENT: President Bush has announced plans to 
appoint a U.S. ambassador to the Organization of the Islamic 
Conference (OIC). Given Indonesia\'s importance as the 
world\'s largest Muslim democracy and the example Indonesia 
can set as a beacon of moderate Islam within the Islamic 
world, we believe the first stop of the future U.S. envoy to 

the Organization of Islamic Conference (OIC) should be 
Jakarta. 

HUME 


114187 

OO RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHPG #0802 1841017 

ZNR UUUUU ZZH 

O 031017Z JUL 07 

FM AMEMBASSY PRAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9329 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 


Column 3 

RUEKJCS/SECDEF WASHDC PRIORITY 
RUEHNO/USMISSION USNATO PRIORITY 1893 
RHEHNSC/NSC WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY" "UNCLAS PRAGUE 000802 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PGOV, MASS, MARR, EZ 

SUBJECT: CZECHS SELECT HILL 718 FOR BALLISTIC MISSILE 
DEFENSE RADAR SITE 


REF: PRAGUE 591 


1. (SBU) The Czech MFA informed the Embassy on July 3 that 
the State Security Council selected the proposed BMD radar 
site. The site (hill 718) near Trokavec, in the Brdy 

Military District, is one of the two original sites offered 

by the Czech Government and one of the locations of the 
original MDA survey work. This decision is final and will 
not/not need approval by the cabinet. 


2. (SBU) The survey team was unable to visit this site 

during its last visit in April. Accordingly, MDA will have 

to return to the site to develop a detailed site layout 

before the in-depth geotech work can begin at this location. 
The survey team will also need to conduct an unexploded 
ordnance survey. The Czech government is willing to host the 
survey team as soon as arrangements can be made for travel. 


3. (SBU) The next bi-lateral missile defense coordination 
meeting will take place July 9. 
GRABER 
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DE RUEHPF #0904/01 1841024 
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FM AMEMBASSY PHNOM PENH 

TO RUEHC/SECSTATE WASHDC PRIORITY 8666 

INFO RUCNASE/ASEAN MEMBER COLLECTIVE PRIORITY" "GONFIDENTIAL SECTION 01 Ol 


SIPDIS 


SIPDIS 


Column 3 
STATE FOR EAP/MLS, INR 


E.O. 12958: DECL: 07/03/2017 
TAGS: PGOV, KDEM, CB 
SUBJECT: RUDDERLESS FUNCINPEC NOT RULING ANYTHING OUT 


Classified By: Pol/Econ Officer Jennifer Spande for reason 1.4 (b). 


1. (C) Summary. FUNCINPEC\'s leaders appear to have no 
guiding vision for their party and are disjointedly 

discussing party independence, reunification with the Norodom 
Ranariddh Party (NRP), and a continued coalition with the 
ruling CPP. Ata June 28 lunch with the Ambassador and DCM, 
FUNCINPEC President Keo Puth Rasmey, Prince Sisowath 
Sirirath, and Minister of Education Kol Pheng found it easier 

to revel in the party\'s glory days and lampoon Prince Norodom 
Ranariddh than to put forward any definite strategy for the 
party\'s growth. Instead, the leaders gave the impression of 
marking their time, that they are willing to cooperate with 
anyone, a strategy that is likely to ensure their survival 

for the moment but will continue to erode what little 

influence they may still have. End Summary. 


FUNCINPEC\'s Survival: Exceeding their Low Expectations 


2. (SBU) FUNCINPEC had fared better since Ranariddh\'s 
departure than Rasmey had expected, the FUNCINPEC President 
said, admitting that at one point he feared the party would 

not survive. He claimed that Ranariddh has been the real 

loser from the split, attracting fewer than half of the 

FUNCINPEC base. (Comment: This claim comes despite the NRP 
outperforming FUNCINPEC in the April 1, 2007 commune council 
election, and represents a significant lowering of 

aspirations from Rasmey\'s pre-election posture. End 

Comment.) Moreover, Rasmey rebutted speculation that 
Ranariddh\'s continued absence from Cambodia had hurt the 
NRP\'s performance in the election, instead asserting that it 

may have actually helped by generating sympathy for the 
embattled leader who faces an 18-month prison term at home. 

In the 2008 national elections, whenRanariddh has either 

returned from self-imposed exile or his absence is old news, 

the NRP will lose those sympathy votes and FUNCINPEC is 

likely to fare even better, Rasmey suggested. 


3. (SBU) Rasmey said he was proud of FUNCINPEC\'s policy 
achievements over the years, but admitted that the party had 
failed to translate these accomplishments into voter support. 
He noted that being in a coalition with the ruling CPP has 

put them in a difficult position, as FUNCINPEC can neither 
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effectively claim credit for government successes (which the 
CPP publicizes as their own) nor criticize their partner 

party\'s shortcomings. To address this dilemma, FUNCINPEC 
will strive to differentiate itself from the CPP without 

actually publicly opposing the party. FUNCINPEC\'s 2008 
political platform will be based on the notion of 

\"progressive monarchy\", Rasmey said, explaining that this 
would mean support for democracy and human rights as well as 
maintaining the monarchy. The party will concentrate its 
political efforts in 15 of Cambodia\'s most populous provinces. 


Rapprochement with Ranariddh Possible 


4. (SBU) Rasmey and his FUNCINPEC colleagues appeared to 
have mixed feelings about Ranariddh, delighting in 

disparaging his self-importance and recounting unflattering 
stories about the prince while simultaneously admiring his 
charisma and emotional appeal to voters. The FUNCINPEC 
leaders expressed confidence that their party could survive 
without Ranariddh and claimed unconvincingly that they, not 

the NRP, had momentum among royalist supporters. Rasmey also 
said that lower-profile royals like Prince Thomico and 

Ranariddh advisors Ok Socheat and Noranarith Anandyath had 
indicated their willingness to re-join FUNCINPEC. (Note: 

Prince Thomico publicly announced his move to FUNCINPEC on 
July 2. End Note.) 


5. (SBU) \"Sometimes one plus one equals three or four,\" 
Rasmey observed, indicating that if the NRP and FUNCINPEC 
were to re-join forces, they might attract a new group of 
supporters disenchanted with other parties. Rasmey gave 
contradictory messages about how eager the party was to 
reunite with Ranariddh, at one point claiming that he was \"in 
no rush to talk to Ranariddh\" but would be open to discussing 
reunification if Ranariddh approached them first. 


6. (SBU) However, Rasmey later allowed that he had traveled 
to Kuala Lumpur to meet with the prince after the April 1 
elections, a trip for which he had secured the Prime 

Minister\'s blessing in advance. Ultimately, Rasmey and 
Ranariddh failed to meet because they could not establish in 
advance the circumstances under which Ranariddh might return 
to the party. Ranariddh insisted that FUNCINPEC must agree 
to three conditions: convincing the government to drop its 
arrest warrant against him so that he could return to 

Cambodia, the reunited FUNCINPEC operating without internal 


PHNOM PENH 00000904 002 OF 002 


Column 3 

divisions, and reinstating Ranariddh as party leader. Rasmey 
stated he had no problem with the first two conditions, but 
that the last condition was hard to accept as FUNCINPEC was 
not comfortable with Ranariddh in any role more visible or 
powerful than the \"historical president" position they had 
offered him several months ago. (Comment: lt seemed to us 
that their insistence that Ranariddh return to the symbolic 

but powerless post of \"historical president" all but 
guarantees he will not return to the fold. However, the 
FUNCINPEC representatives insisted Ranariddh had not 
discounted this possibility. End Comment.) 


7. (SBU) In a separate conversation with Poloff on July 3, 

Ky Lum Ang, FUNCINPEC Deputy Undersecretary for Political 
Affairs, said that the deal with Prince Thomico and Ok 
Socheat had been approved but that FUNCINPEC\'s Steering 
Committee was still reviewing what exact positions to offer 

the two NRP defectors. She held out no hope that Thomico 
would be able to act as a bridge to Ranariddh and likened 
FUNCINPEC to a dysfunctional family after the parents had 
divorced. Her personal assessment was that FUNCINPEC was now 
\"falling\" and that all of its accomplishments over the years 
will have been for nought unless a reunion with Ranariddh can 
be fashioned. That, she said, depended on the proud 
Ranariddh coming back to the table in negotiations she 
labeled as \"ongoing.\" 


FUNCINPEC Open to Coalition with CPP 


8. (SBU) When asked to comment on speculation that FUNCINPEC 
exists because the Prime Minister allows it to exist, Rasmey 
seemed to suggest that he realized his party could not 

function without some sort of tacit blessing from the PM. 
Rasmey confided that he was open to continuing FUNCINPEC\'s 
coalition with the CPP after the next election, noting that a 
reunited FUNCINPEC could be an effective coalition partner 

for the CPP. Rasmey had in fact already discussed the 
possibility of a new coalition with Hun Sen, he said, and the 
Prime Minister reportedly said he would be willing to partner 
again with FUNCINPEC as long as the party did not exacerbate 
divisions within the CPP. 


Comment 


9. (SBU) FUNCINPEC\'s leaders articulate no clear sense of 
how to guide their party and seem to hope that FUNCINPEC\'s 
former glory and their willingness to form alliances with 
anyone will ensure their survival. The party seems least 
interested in joining a grand coalition of opposition forces. 
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FUNCINPEC\'s purported platform of progressive monarchy 
fails to distinguish it from any of the other opposition 

parties, who all support greater political freedoms and 
maintaining the monarchy. Moreover, in Cambodia\'s 
personality-driven politics, FUNCINPEC\'s bland leaders have 
nothing to offer voters. Given the party\'s lack of 

ideological backbone and apparent willingness to partner with 
anyone who asks, the party is likely to survive for a while 
longer, fading slowly, but never gaining any real influence 

or power. End Comment. 

MUSSOMELI 
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PP RUEHDE RUEHDIR 

DE RUEHMS #0671 1841026 
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FM AMEMBASSY MUSCAT 

TO RUEHC/SECSTATE WASHDC PRIORITY 8471 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE" "SECRET MUSCAT 000671 


SIPDIS 
SIPDIS 
DEPARTMENT FOR NEA/ARP, NEA/ELA, NEA/I/POL 


E.O. 12958: DECL: 07/03/2017 
TAGS: PREL, PTER, SY, IZ, MU 
SUBJECT: STOPPING FLOW OF FOREIGN FIGHTERS TO IRAQ: OMAN 


REF: STATE 92339 
Classified By: CDA Alfred F. Fonteneau for Reasons 1.4 (b, d) 


1. (S) Pol-Econ Chief delivered reftel demarche on July 3 to 
Humaid al-Maani, Office Director for Ministry of Foreign 

Affairs Under Secretary Sayyid al Badr al-Busaidi. (Note: 
Al-Maani had recently returned to Muscat from Washington 
after participating in the U.S.-Oman Gulf Security Dialogue. 

End Note.) Al-Maani acknowledged U.S. concerns over the flow 
of foreign fighters to Iraq via Syria, but noted that Oman 

had \"little influence" with Damascus. Regarding actions to 
prevent individuals from joining terrorist or insurgent 

groups in lraq, al-Maani commented that travel restrictions 

and information campaigns were \"not appropriate or necessary\" 
in the case of Oman as it was not a source or transit country 

for men attempting to enter Iraq for illicit purposes. 


2. (S) As instructed, post is also pursuing reftel 
objectives through intelligence channels. 
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RR RUEHDBU RUEHLN RUEHVK RUEHYG 
DE RUEHAH 0650/01 1841027 

ZNR UUUUU ZZH 

R 031027Z JUL 07 

FM AMEMBASSY ASHGABAT 

TO RUEHC/SECSTATE WASHDC 8940 
INFO RUCNCIS/CIS COLLECTIVE 
RUEHLM/AMEMBASSY COLOMBO 0382 
RUEHKA/AMEMBASSY DHAKA 0404 
RUEHBUL/AMEMBASSY KABUL 0841 
RUEHIL/AMEMBASSY ISLAMABAD 2092 
RUEHNE/AMEMBASSY NEW DELHI 0889","UNCLAS SECTION 01 OF 02 ASHGABAT 000650 


SIPDIS 


STATE FOR INR/R/MR, IIP/T, IIP/G/NEA-SA, SA 
SCA/CEN, SCA/PAB, SCA/INS, SCA/RA, SCA/PPD, DRL 
CENTCOM PUBLIC AFFAIRS-MAJ.BALDWIN/SGT. BAKER 
USCINCPAC FOR POLAD R. HUSO 

SECDEF FOR PA 


SIPDIS 


E.O. 12958: N/A 

TAGS: KMDR, KPAO, OIIP, PREL, PGOV, AF, TX 

SUBJECT: ROMANOWSKI DELEGATION RECEIVES UNPRECEDENTED COVERAGE IN 
TURKMENISTANVS STATE MEDIA 


Reftel: Ashgabat 


Summary 


1. (U) The May 2-5 visit to Turkmenistan of an education delegation 
led by Deputy Assistant Secretary of State Alina L. Romanowski 
received wide coverage in state media. Her meetings with government 
officials from Turkmenistan\'s Mejlis (parliament), Ministry of 

Foreign Affairs and Ministry of Education received Turkmenistan 

media attention. State media also gave wide coverage to 
Romanowski\'s visit to the Dashoguz region, where she met with local 
authorities, visited a local school and attended the closing 

ceremony of Aksaray Ding Tower restoration project, funded through a 
U.S. State Department \"Ambassador\'s Fund for Cultural Preservation" 
(AFCP) grant. State media ignored some events in Romanowski\'s 
program and inaccurately reported her visit to School 27 in 

Ashgabat. End Summary. 


Column 3 
State Media Highlights Romanowski\'s Arrival 


2. (U) On May 2, state-run Watan TV News announced Romanowski\'s 
arrival and purpose of discussing a new direction in 
Turkmenistan-American cooperation in education, culture, and sports. 
The report accurately stated that Romanowski coordinated 
professional, cultural, and youth exchange programs. The report 
praised her meetings with representatives of the Mejlis, Ministry of 
Foreign Affairs, and Ministry of Education. Romanowski expressed 
the United States\' desire to cooperate in the large-scale education 
reforms initiated by President Gurbanguly Berdimuhamedov. The 
report highlighted appreciation of bilateral partnerships in 

education, specifically naming Fulbright, FLEX, Edmund Muskie and 
other U.S. exchange programs. Hundreds of Turkmenistanis studied in 
the United States through those exchange programs, where they 
improved their knowledge of English and made friends with American 
colleagues, according to the broadcast. (Comment: Post fights 

yearly to keep these programs alive, let alone get any positive 

media coverage on them. End Comment.) The report described 
Romanowski\'s visit to School 27 in Ashgabat and her trip to Dashoguz 
City to meet with local authorities, visit School 13, and travel to 

the Aksaray Ding AFCP. The reported noted that Turkmenistan and 
American specialists reconstructed this historical monument with 
funding from the \"Ambassador\'s Fund for Cultural Preservation" 
grant. (Note: No American specialists were directly involved; only 

the funding was American. End Note.) The next day, state dailies 
\"Neutral Turkmenistan\" (Russian, circ. 35,211) and \"Turkmenistan\" 
(Turkmen, circ. 28,091) gave coverage with similar content. 


Inaccuracy and Omission in State Media Coverage 


3. (U) Both May 2 state Watan TV News and May 3 state dailies 
coverage inaccurately reported that Romanowski had already visited 
School 27 in Ashgabat, when she did not do so until noon of May 3. 
(Note: TurkmenistanYs media often inaccurately report details of 
PAO events to give lip-service support but to prevent interested 

locals from attending on their own initiative. End Note.) The 

state media also omitted Romanowski\'s visit to Magtymguly Turkmen 
State University and meetings with the governor of the Dashoguz 
region and education department officials. 


State Media Highlights Dashoguz Visit 


4. (U) Romanowski and her delegation\'s May 4 visit to Dashoguz 
Province received broad coverage on state Watan TV News (Turkmen) 
the following day. The news broadcast reported on her visit to 

School 13 and the Beki Seytakov Pedagogical School. The broadcast 
played various video scenes displaying the delegation arriving at 
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School 13, sitting at student desks, watching performances by 

students, visiting classrooms, speaking to students and holding 
discussions at the pedagogical institute. (Note: Interestingly, the 

video never included the Dashoguz deputy governor, who sat at a 
students desk next to Romanowski. End Note.) The news broadcast 
put a heavy emphasis on Romanowski\'s closing ceremony of the Aksaray 
Ding tower restoration project. The broadcast quoted Romanowski: 
\"Now this monument will be preserved for future generations.\" The 
coverage of the ceremony included video scenes of Romanowski giving 
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remarks and speaking to locals. The broadcast followed with a long, 
accurate interview, where she summarized the purpose of her visit 

and the U.S. government\'s willingness to expand cooperation with 
Turkmenistan in the education sphere. Romanowski expressed support 
for President Berdimuhamedows ideas of reforming education to meet 
international standards through the exchange of specialists. She 

also expressed the United States\' plans to expand these academic and 
professional exchange programs. Romanowski noted the Aksaray Ding 
project was one of seven \"Ambassador\'s Fund for Cultural 
Preservation\" program projects in the country and expressed 
satisfaction in supporting Turkmenistan\'s ancient and rich history. 

On May 5, the Dashoguz visit received coverage in state dailies 
\"Neutral Turkmenistan\" (Russian, circ. 35,211), \"Turkmenistan\" 
(Turkmen, circ. 28,091) and on the pro-government website 
TURKMENISTAN.RU (Russian, English). 


5. (U) On May 11, state TV-4 Channel (Turkmen, Russian, English, 
French, Chinese, Arabic, and Persian) aired a 20-minute long program 
about Romanowski and her delegation\'s visit to Turkmenistan. The 
program gave coverage similar to that used in Watan TV News on the 
visit to the Dashoguz region and included personal interviews of the 
five other members in the delegation. The interviewees gave a 
summary of their areas of interest, purpose of their visit, and gave 
their impressions of Turkmenistan. Embassy\'s PAO gave background 
information about the \"Ambassador\'s Fund for Cultural Preservation\" 
projects in Turkmenistan and the Aksaray Ding tower restoration 
project. State TV-4 replayed the program several times on 
subsequent days. 


COMMENT 


6. (U) State media gave positive coverage to Romanowski\'s program 
throughout her visit. State media praised American-Turkmen 
cooperation in the areas of education and cultural preservation. 

The level of coverage was truly unprecedented in comparison with 
other VIP visits or Embassy programs. Post was astonished and 
pleased with the coverage state media gave on Romanowski visit. End 
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Comment. 
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PP RUEHWEB 

DE RUEHDR #0944 1841029 

ZNR UUUUU ZZH 
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FM AMEMBASSY DAR ES SALAAM 

TO RUEHC/SECSTATE WASHDC PRIORITY 6406 
INFO RUEHAR/AMEMBASSY ACCRA PRIORITY 0161 
RUEHJB/AMEMBASSY BUJUMBURA PRIORITY 2559 
RUEHKM/AMEMBASSY KAMPALA PRIORITY 3038 
RUEHLGB/AMEMBASSY KIGALI PRIORITY 0987 
RUEHNR/AMEMBASSY NAIROBI PRIORITY 0701 


SIPDIS 
SIPDIS 
DEPT AF/E FOR BYODER 


E.O. 12958: N/A 
TAGS: ETRD, EAGR, PREL, TZ 
SUBJECT: AGOA FORUM: DELEGATIONS FROM TANZANIA AND EAC 


REF: STATE 091543 


1. (U) The following delegates will attend the AGOA Forum in 
Accra on July 18 and 19 on behalf of the Government of 
Tanzania: 


- Dr. Adelhelm Meru, Director General, Export Processing 

Zone, Ministry of Industry and Trade 

- Mr. Ramadhan Hashimu Khalfan Director General, Board of 
External Trade, Ministry of Industry and Trade 

- Mr. E.N. Mmari Masia, Managing Director, JAET Ltd. 

- Ms. Emma R. Kawawa, Coordinator, ABR c/o Tanzania 
Investment Centre 

- Mr. Beno Mhagama, Director General, Cashew Board of Tanzania 


2. (U) The following delegates will attend the AGOA Forum in 
Accra on July 18 and 19 on behalf of the East African 
Community (EAC): 


- Amb. Julius B. Onen, Deputy Secretary General 
- Mr. Gerald O. Ajumbo, Principal Trade Officer 
RETZER 
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PP RUEHWEB 

DE RUEHTV #2050/01 1841029 

ZNR UUUUU ZZH 

P 031029Z JUL 07 

FM AMEMBASSY TEL AVIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 2079 
RHEHAAA/WHITE HOUSE WASHDC PRIORITY 
RHEHNSC/WHITE HOUSE NSC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RUEAHQA/HQ USAF WASHINGTON DC PRIORITY 
RUEADWD/DA WASHDC PRIORITY 

RHMFIUU/CNO WASHINGTON DC PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 2409 
RUEHAS/AMEMBASSY ALGIERS PRIORITY 9121 
RUEHAM/AMEMBASSY AMMAN PRIORITY 2443 
RUEHAK/AMEMBASSY ANKARA PRIORITY 3212 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 2430 
RUEHEG/AMEMBASSY CAIRO PRIORITY 0366 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 3168 
RUEHLO/AMEMBASSY LONDON PRIORITY 0041 
RUEHFR/AMEMBASSY PARIS PRIORITY 0513 
RUEHRB/AMEMBASSY RABAT PRIORITY 7104 
RUEHRO/AMEMBASSY ROME PRIORITY 4520 
RUEHRH/AMEMBASSY RIYADH PRIORITY 9436 
RUEHTU/AMEMBASSY TUNIS PRIORITY 3606 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 5549 
RUEHJM/AMCONSUL JERUSALEM PRIORITY 7297 
RHMFISS/CDR USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/COMSOCEUR VAIHINGEN GE PRIORITY 
RHMFIUU/COMSIXTHFLT PRIORITY 


SIPDIS 
STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 
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JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 


SIPDIS 
E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


Israeli media covered Russian President Vladimir Putin\'s visit to 

the US. HaVaretz reported that Presidents Bush and Putin announced 
following their meeting on Monday that they \"stand together on the 
Iranian nuclear question, however they did not elaborate further. 
HaVaretz noted that the Bush administration and US intelligence 
services believe that this round of Security Council discussions on 
economic sanctions against Iran will determine whether this strategy 

is likely to succeed. Other media said that Putin\'s visit to Bush\'s 
Kennebunkport retreat brought few achievements. 


The Jerusalem Post reported that Israel has relayed messages to 
Morocco\'s King Mohamed VI in recent week urging him to travel to 
Ramallah and meet PA Chairman [President] Mahmoud Abbas to boost 
Abbas\'s standing. The Jerusalem Post also cited Jerusalem\'s 
assessment that the Egyptian and Jordanian FMs, who in May announced 
their intention to come to Israel as representatives of the Arab 

League Initiative, were unlikely to come until the situation in the 

is resolved. 


HaVaretz reported that the US Senate version of the Foreign Aid 
legislation for 2008 includes an amendment that would prevent Israel 
from purchasing cluster bombs with US military aid. The daily also 
reported that Senator Patrick Leahy (D-VT), the head of the 
Appropriations Subcommittee on State, Foreign Operations, and 
Related Programs, was trying to downgrade American aid to Israel. 
Leahy ultimately failed when other members of the committee told him 
the changes he introduced were unacceptable. 


HaVaretz Washington correspondent Shmuel Rosner reported that the US 
is rethinking the two-state solution. According to HaVaretz, some 
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senior administration officials have begun to ask what would happen 
if the current strategy does not work. The newspaper reported that 
mainstream groups," including many senior Fatah members, are 
weighing the Jordanian option for solving the Israeli-Palestinian 
conflict. HaVaretz reported that a Palestinian source close to 
Abbas told the newspaper that he was not \"frightened\" by these 
ideas, however, \"this is a sensitive matter. Of course, it is 

difficult to address it publicly.\" HaVaretz quoted Jordan\'s King 
Abdullah Il as saying during in an interview on Sunday that Jordan 
rejects the \"formula of confederation and federation and we believe 
that proposing this issue at this specific point in time is a 
conspiracy against both Palestine and Jordan.\" 


The Jerusalem Post quoted Deputy Defense Minister Ephraim Sneh as 
saying on Monday that IDF projects vital to counter Iran are being 
held up by lack of funding. 


Makor Rishon-Hatzofe quoted Olmert as saying on Monday that it is 
worthwhile to \"increase the margins of risk\" in exchange for the 
diplomatic achievements that Israel will gain in moving forward with 
negotiations with the PA. Olmert was talking before the Knesset\'s 
Foreign Affairs and Defense Committee 


HaVaretz reported that on Wednesday thousands of Palestinians left 
stranded on the Egyptian side of the border will be allowed to cross 
through the Kerem Shalom crossing. Ha\'aretz quoted a senior 
Palestinian security source as saying that Hamas has set up a 
dormant infrastructure of its \"executive force\" and that Fatah is 
now working to dismantle this organization. Major media reported 
that Hamas planned to take over east Jerusalem. The media reported 
that the Shin Bet recently arrested nine senior Hamas activists who 
started organizing young men in the city for military action. 

Maariv said that eight of the apprehended youths carry Israeli ID 
cards and that the Hamas ministers who were arrested last year are 
also involved. 


Leading media reported that on Monday in Jenin IDF troops killed 
Muhammad al-Hija, one of the heads of Fatah\'s Al-Aqsa Martyrs 
Brigades, who was thought to be the deputy to Zacharia Zubeidi. 


HaVaretz reported that a day after assuming his position as Defense 
Minister, Enud Barak ordered the dismantling of structures, mobile 
homes, and shipping containers erected in the West Bank without 
permits. 


Israeli media (lead story in Yediot) once again reported that the 

committee implementing recommendations from the Winograd Commission 
is primarily focusing on bolstering the National Security Council in 

the Prime Minister\'s Office. Israel Radio also reported that the 

committee headed by former IDF chief of staff Amnon Lipkin-Shahak, 

calls for strengthening the \"diplomatic-security cabinet\" and the 
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Foreign Ministry\'s role in decision-making. The radio reported that 
PM Ehud Olmert put his senior aide Yoram Turbowicz in charge of 
implementing Lipkin-ShahakYs recommendations. Major media reported 
that on Monday Acting President of Israel Dalia Itzik invited 

Hizbullah to begin negotiations with Israel on a Vfair exchange" for 

the release of the two soldiers kidnapped last summer. She also 
called on Hizbullah to show Israel some sign of life from the two 
kidnapped IDF soldiers Eldad Regev and Ehud Goldwasser. Itzik 
criticized Olmert for not forming a national unity government during 

the Second Lebanon War. Itzik was speaking at the official state 
ceremony marking the first anniversary of the war, at Jerusalem\'s 
Mount Herzl National Cemetery. The media reported that members of 
the Knesset\'s Foreign Affairs and Defense Committee from both sides 
of the political spectrum, as well as members of bereaved families, 
criticized Olmert for not participating in the memorial 

ceremonies. 


The Jerusalem Post reported that Israel has abandoned plans to build 
a major new bridge to the Mughrabi Gate adjacent to Jerusalem\'s 
Western Wall. 


Major media expects Olmert to appoint Haim Ramon as minister in the 
Prime Minister\'s Office and Vice PM today. Maariv reported on bad 
blood between Ramon and Roni Bar-On, the Interior and newly 
appointed finance minister. 


HaVaretz reported that Palestinian national poet and writer Mahmoud 
Darwish is expected to take part in a literary event in Haifa on 

July 15, for the first time since leaving Israel 35 yeas ago. 

HaVaretz reported that Iman Ouda, the Secretary of the Hadash Party, 
told the newspaper on Monday that the Defense Ministry has permitted 
Darwish to attend the event. 


All media reported that on Monday the Jerusalem Magistrate\'s Court 
sentenced nuclear whistleblower Mordecai Vanunu to six months 
imprisonment. Vanunu was convicted of violating terms of his parole 
-- by meeting journalists without approval -- no less than 14 

times. 


Leading media reported that Likud Chairman Binyamin Netanyahu 
intends to convene his party\'s Central Committee next week to set 
the date for the Likud leadership elections -- most likely in 

August. Yediot quoted senior Likud members as saying that Netanyahu 
wants to prevent his rivals -- principally former FM Silvan Shalom 

-- from having time to organize their campaigns. Moshe Feiglin, the 
head of far-right wing of Likud, is also expected to compete. 

Maariv reported that three months ago the US military in Iraq 
arrested Ali Musa Dakdouk, the former head of Hizbullah\'s 
operations. US authorities only announced his capture on Monday. 
Major media cited the US claim that Iran is using Hizbullah as 
\"proxy\" to organize insurgents in Iraq. 
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Major media reported that the body of Thomas K. Mooney, the US 
Defense Attach in Cyprus, was found 50 km west of Nicosia on 
Monday. 


Ha\'aretz quoted Dr. Richard Herman, Chancellor of the University of 
Illinois at Urbana-Champaign as saying at a meeting with Education 
Minister Yuli Tamir on Monday that the main obstacle to student 
exchanges is the State Department\'s travel advisory against visiting 
Israel. Herman proposed that the members of the delegation from 
American universities visiting Israel, approach the State Department 
with a request to re-examine its recommendations. HaVaretz also 
quoted Laurie Wexler, Executive Director of the American Jewish 
Committee\'s (AJC) Project Interchange, as saying that the visit will 
encourage encounters between scholars and allow people in leadership 
positions to pass on information and to learn first-hand about 

Israel and its complexities. 


All media reported that on Monday at least nine people -- most of 
them Spanish tourists -- were killed in a car bomb attack in Yemen. 


Leading media quoted Egyptian President Hosni Mubarak as saying on 
Monday that Ashraf Mawan, who fell from his apartment window in 
London last week, was an Egyptian patriot and not a spy, and 

contrary to reports published in Israel, he did not warn Israel with 

of the Egyptian-Syrian offensive that started the Yom Kippur War. 

The media reported that Sherif al-Filali, an Egyptian engineer 
convicted in 2002 of spying for Israel, has died in a Cairo jail of 

a possible heart attack. 


HaVaretz presented the results of Tel Aviv University\'s Peace Index 
poll conducted among Israelis on June 26-27: 

-Seventy percent of the Israeli Jewish public presently support a 
peace agreement with the Palestinians based on the \"two states for 
two peoples\" formula (26.5 percent oppose it and the rest do not 
know). However, as for the question of whether or not it is 

possible to reach an agreement in the near future, 39 percent 
replied that it is possible and 55 percent that it is not 

- About half the public thinks that the Abbas government will be 
unable to prevent a Hamas takeover of the West Bank even if it 
receives assistance from Israel and other countries (43 percent of 
people think it will be able to prevent it and the rest do not 

know). Despite and perhaps because of this, 54 percent support 
providing assistance to the Abbas government (compared to 41 percent 
who oppose it and 5 percent who do not know). The overwhelming 
majority (67 percent), however, would condition such assistance on 
the Abbas government fulfilling the Israeli government\'s prior 
demands such as recognizing Israel and putting a stop to terrorism. 
Only 22.5 percent support assistance without conditions, 4 percent 
oppose it under any conditions, and the rest do not know. 
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Defense and foreign affairs columnist Amir Oren wrote in the 
independent, left-leaning HaVaretz: \"Damaging Gazan infrastructure, 
in accordance with the suggestion of hot-tempered Israelis, would be 
a gift to Hamas and to Iran." 


Deputy Managing Editor and right-wing columnist Caroline B. Glick 
wrote in the conservative, independent Jerusalem Post: \"Friends of 
Israel in Congress, the Bush administration, and the US policy 
community would be happy to work with Israel to counteract 
[Secretary] Rice\'s failed policies. Unfortunately, Israeli leaders 
capable of appreciating and acting on this fact are nowhere to be 
found in the Olmert government.\" 


Berlin correspondent Eldad Beck wrote in the mass-circulation, 
pluralist Yediot Aharonot: \"It is now too late to change UNIFIL\'s 
mandate. The facts, which have already been established on the 
ground, cannot be uprooted without starting a military clash with 
Hizbullah -- a clash that no one is prepared to pay the price for.\" 


Block Quotes: 


|. \"Gaza Still Linked to Israel" 


Defense and foreign affairs columnist Amir Oren wrote in the 
independent, left-leaning HaVaretz (7/3): \"The [Israel-Gaza] border 
fence symbolizes separation, but not total disconnection. Israel and 
Gaza are like two parents who continue together to raise their 
children -- the Palestinians -- after their divorce. The illusion 

that it is possible to direct Gaza westward, toward Egypt, has 
dissipated. The only unlimited resource in Egypt is poverty. The 
Gazan economy is still linked to that of Israel.... Israel is not 

being charitable to the Gaza residents. It is being good to itself; 
the ethical and the realistic correspond. Behind Hamas, as behind 
Hizbullah, stands Iran, in a military, ideological and financial 
campaign/war. In the currency war, the rial against the shekel, 
leaving the Gazan playing field to Iran will lead to a lethal 
implementation of Realpolitik. Damaging Gazan infrastructure, in 
accordance with the suggestion of hot-tempered Israelis, would be a 
gift to Hamas and to Iran. As opposed to the day-to-day security 
threats, the big, long-term risk must be considered: If the Iranian 
regime is not replaced, Tehran will be here.\" 


Il. \"Olmert\'s International Coalitions\" 
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Deputy Managing Editor and right-wing columnist Caroline B. Glick 
wrote in the conservative, independent Jerusalem Post (7/3): \"The US 
is presently considering a plan that would allow Iran to continue to 
enrich uranium without facing effective international sanctions as a 
result. The tragedy of this situation is that a coalition could be 
brought together that would be capable of meeting both the 
Palestinian and Iranian threats to Israel and global security. 
Friends of Israel in Congress, the Bush administration, and the US 
policy community would be happy to work with Israel to counteract 
[Secretary] Rice\'s failed policies. Unfortunately, Israeli leaders 
capable of appreciating and acting on this fact are nowhere to be 
found in the Olmert government.\" 


Ill. WA Toothless UNIFIL\" 


Berlin correspondent Eldad Beck wrote in the mass-circulation, 
pluralist Yediot Aharonot (7/3): \"The \'strengthened\' UNIFIL can 
point to two achievements: The presence of UNIFIL prevented -- 
apparently and for the time being -- the collapse of the shaky 

Siniora government despite the series of political assassinations of 
its supporters, and relative quiet has been maintained along the 
border between Israel and Lebanon since it arrived.... UNIFIL troops 
[might later] find themselves stuck between the Israeli rock and the 
Lebanese hard place. Military experts in Berlin have already begun 
to sketch response scenarios to such a possibility, in keeping with 
past UN experience. One option is the VRwanda scenario\': The calls 
by the commander of the UN forces in the country to be given backup 
forces to prevent genocide were not heeded, and when the massacres 
spiraled out of control, UN forces stood idly by and watched the 

turn of events without moving, since their mandate did not permit 
them to intervene. There is the VCroatia scenario\': In the course 

of the civil war that caused Yugoslavia to crumble, the Serb 

minority in Croatia began to organize to ethnically cleanse its 
territory. The UN sent large numbers of troops in helicopters to 

the scene. The Serbs were deterred and capitulated. And there is, 
of course, the Vabandon everything scenario\: In light of the danger 
of renewed war, the UN troops will simply pack up and return home. 
Waiting for the clash is very frustrating, but the international 
community is responsible for creating this trap. It is now too late 

to change UNIFIL\'s mandate. The facts, which have already been 
established on the ground, cannot be uprooted without starting a 
military clash with Hizbullah -- a clash that no one is prepared to 

pay the price for.\" 
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SUBJECT: KABILA SPEAKS OUT ON BEMBA, MONUC IN \"JEUNE 
AFRIQUE\" INTERVIEW 


1. (SBU) Summary: In an interview published in the latest 
edition of the weekly \"Jeune Afrique,\" President Joseph 
Kabila said he wanted \"justice to take its course\" concerning 
Jean-Pierre Bemba. Kabila claimed Bemba tried to \"physically 
eliminate\" him during March fighting in Kinshasa, and that 
those responsible for the loss of life must be held 

accountable. Bemba responded to Kabila\'s comments in an 
interview of his own, saying he still wished to return to the 
DRC but needed security \"guarantees\" before he could do so. 
Kabila criticized MONUC, saying the peacekeeping mission 
needs to be more proactive, particularly in eastern DRC. The 
President responded to charges his government has gotten off 
to a slow start since he was inaugurated eight months ago, 
promising there would be results visible by September of this 
year. End summary. 


2. (U) The June 24 edition of \"Jeune Afrique\" published an 
extended interview, which has been widely circulated in 
Kinshasa, with President Joseph Kabila in which he provided 
his opinions on a wide variety of topics. Congolese media 
reports concerning the article have focused primarily on 
Kabila\'s responses to questions concerning Jean-Pierre Bemba 
and the possibility of his arrest should he return to the DRC 
from his self-imposed exile in Portugal. Kabila said the 
Attorney General has opened an inquiry into the events of 
March 22-23 during which forces loyal to Bemba and Kabila 
fought in downtown Kinshasa, and has asked for Bemba\'s 
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senatorial immunity to be lifted. Kabila urged repeatedly 
that \"justice be allowed to take its course." His comments 
reflect similar statements he made during his recent visit to 
South Africa. 


3. (U) Kabila said those responsible for the March violence 

-- in which he claimed slightly more than 100 were killed -- 
should be identified and brought to justice. He claimed that 
Bemba\'s objective at the time was to assault the presidential 
residence, \"eliminate (him) physically,\" and seize power. 
Responding to critics that the Congolese military had used 
excessive force against Bemba\'s militia, Kabila argued that 
the army exercised a \"force completely proportional to the 
threat\" it faced. He questioned why the Congolese army has 
been criticized when the international community said little 
when the Lebanese army took action against Islamic militants 
hiding in refugee camps, resulting in significant casualties. 


4. (SBU) Kabila mocked Bemba for leaving the country after 

his electoral defeat, noting that French presidential 

candidate Segolene Royal, who won 47 percent against Nicolas 
Sarkozy, decided to stay and continue her political struggle. 
Kabila said Bemba left the DRC because his fight, unlike 
Royal\'s, \"had nothing to do with politics.\" Declaring himself 
\"a man of consensus,\" Kabila said he was not hostile to a 
political overture to Bemba. He added, though, that he is not 
willing to join together with \"anyone who wants to sabotage 

the government.\" Kabila said Bemba is against a government of 
national unity, and that he sees no reason to beg him to join 

in one. 


5. (SBU) Bemba responded to KabilaWs \"Jeune Afrique\" comments 
during a June 29 interview with the Belgian broadcaster RTBF. 
He said he wanted to return to the DRC as soon as possible 

but needed security guarantees for himself and the political 
opposition. Bemba claimed he saw in the government \"the will 

to muzzle all forms of opposition.\" He asked rhetorically 

whether Kabila was trying to install a democracy or another 
system, and argued that if such a system is not a democracy, 
then it \"can only be a dictatorship.\" Bemba alleged there is 

no freedom of expression or movement, and that members of the 
opposition fear for their security. He vowed he would not 

resort to violence, saying the country needs peace, not war. 


6. (U) Kabila criticized MONUC for not assuming a more 
proactive role. He alleged that MONUC peacekeepers in 
Kinshasa did \"nothing\" to stop Bemba\'s militia from attacking 
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the military and police in March, even though they were 
positioned around Bemba\'s headquarters. Kabila added that 
MONUC plays an essential role in the East, but that it must 
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now be \"more effective." He said there are \"a thousand and 
one questions\" about why there is such insecurity in eastern 
DRC even though MONUC has 80 percent of its forces there. 
Kabila said that if MONUC does not become more \"active\" and 
produce better results on the ground, and that if the 

Security Council does not provide it the mandate to do so, 

then MONUC \"will not have much reason for staying." 


7. (SBU) Speaking about dissident General Laurent Nkunda, 
Kabila reconfirmed there is an arrest warrant against him. 
Kabila claimed that Nkunda is not unique, however, noting 
there are numerous war criminals hiding in the Kivus who are 
being sought by national and international justice, though he 
did not name anyone specifically in the interview. He went on 
to list the various attacks Nkunda carried out against the 
government and the population, including the late 2006 
fighting at Sake, which he asserted was stopped by the 
Congolese military. (Comment: The army had all but dissolved 
in the face of Nkunda\'s attack on Sake, and Nkunda\'s advance 
was stopped only after MONUC intervened forcefully, including 
the use of helicopter gunships. End comment.) Nonetheless, 
Kabila complained, MONUC and the international community 
would like for him to negotiate with Nkunda to end the 

conflict. 


8. (SBU) Kabila repeatedly maintained the public would see 
the results of the government\'s work in September of this 
year. He claimed \"no one is more impatient\" than he is for 
reform and reconstruction, and promised that 2008 would be 
the year for economic revival. Kabila claimed he has been 
working without rest or vacation since becoming president. He 
portrayed the Congo as a giant that has been asleep for the 
last 40 years and is now just beginning to awake. He promised 
that any of his ministers found to be corrupt would be 
immediately sent to prison. 


Column 3 


9. (U) Kabila played up his country\'s increasing ties to 
China and the number of Chinese-led development projects 
being launched in the DRC. Referring to the recent African 
forum in China, Kabila said he hoped one day to be able to 
host a similar event in Congo to highlight China. Kabila said 
the Congolese have no worries about Chinese involvement in 
their country, noting it was China who offered its services 

to repair Kinshasa\'s main airport road after the European 
Union allegedly was reluctant to do so. He said if the West 
were truly interested in the well-being and development of 
the Congo, it should shows its willingness to engage in such 
projects. 


10. (SBU) Kabila took a harder public line against Bemba than 
he has previously, signaling that he likely has no intention 

of facilitating the return of his political rival to the DRC. 

While he was quick to criticize MONUC for not ensuring 
complete security in the DRC, he made no mention of the role 
the Congolese military should be playing. End comment. 
MEECE 
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1. (SBU) SUMMARY: A SMALL NUMBER OF ORGANIZED CRIME GROUPS IN 
MONTENEGRO USE LINKS WITH GROUPS IN NEIGHBORING STATES AND 
ELSEWHERE TO EXPLOIT MONTENEGRO FOR THE TRANSIT OF SMUGGLED 
DRUGS, PEOPLE AND ARMS. THE GOM, LARGELY IN RESPONSE TO 
INTERNATIONAL PRESSURE, IS CONFRONTING THE CRIMINAL GROUPS MORE 
AGGRESSIVELY, AND HAS MOVED AGAINST CIGARETTE SMUGGLING, WHICH 
BLIGHTED MONTENEGROS REPUTATION DURING THE 1990S ERA OF WAR AND 
SANCTIONS. PUBLICITY IN MAY SURROUNDING POLICE AND SECURITY 
AGENCY \"DOSSIERS\" ON CRIMINALS DREW ATTENTION BACK TO THE 
PROBLEM. PM ZELJKO STURANOVIC HAS STATED THAT FIGHTING 
CORRUPTION, ORGANIZED CRIME, AND TRAFFICKING IN PERSONS IS A 
PRIORITY FOR HIS GOVERNMENT. ALTHOUGH SOME PROGRESS HAS BEEN 
MADE, MONTENEGROV\'S CAPACITY TO EFFECTIVELY PREVENT, MONITOR, 
PROSECUTE AND TRY CRIMINAL CASES REMAINS LIMITED. END SUMMARY. 


REGISTER OF CRIMINAL ACTIVITIES INMONTENEGRO 


2. (U) ON MAY 8, LOCAL MEDIA EXTENSIVELY REPORTED ON RUMORS 
ALLEGING THE EXISTENCE OF A REGISTER OF CRIMINAL ACTORS OR 
GROUPS IN MONTENEGRO. THE REGISTER IS REPORTEDLY MAINTAINED BY 
THE AGENCIJA ZA NACIONALNU BEZBJEDNOST (ANB), WHICH WAS SPLIT 
OFF FROM THE MINISTRY OF INTERIOR AND THE POLICE IN 2005. 


3. (SBU) DRUGS: THE \"SECRET\" ANB REGISTER, ACCORDING TO THE 

MEDIA, SAID SEVERAL ORGANIZED GROUPS IN MONTENEGRO THAT DEAL 
MAINLY IN DRUGS AND ARMS SMUGGLING ARE CONNECTED WITH CRIMINALS 
FROM NEIGHBORING COUNTRIES, WESTERN EUROPE AND SOUTH AMERICA. 
(N.B.: POST NOTES HOWEVER THAT THE ITALIAN EMBASSY HERE BELIEVES 
THE FORMERLY THRIVING AND CLOSE CONNECTIONS BETWEEN ITALIAN 
ORGANIZED CRIME AND MONTENEGRO HAS DWINDLED SIGNIFICANTLY. AND 
THERE IS VERY LITTLE EVEN ANECDOTAL EVIDENCE ON THE SCALE OF THE 
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PRESENCE OF RUSSIAN ORGANIZED CRIME IN MONTENEGRO, IN SPITE OF 
THE ARREST OF FIVE RUSSIANS FOR ATTEMPTING TO MOVE LARGE AMOUNTS 
OF UNDECLARED CURRENCY. END NOTE.) ANB BELIEVES THAT MOST DRUGS 
TRANSIT MONTENEGRO FROM ALBANIA, AFGHANISTAN, TURKEY, AND SOUTH 
AMERICA, WITH THE MAJORITY OF DRUGS EXPORTED TO WESTERN EUROPE; 
ONLY A SMALL PORTION REMAINS IN THE LOCAL MARKET. COCAINE IS 
TRANSPORTED TO MONTENEGRO FROM SOUTH AMERICA, WHILE HEROIN COMES 
FROM AFGHANISTAN, TURKEY AND ALBANIA. MARIJUANA LARGELY 
ORIGINATES IN ALBANIA. ANB ASSERTS THAT MONTENEGRIN CRIMINALS 

ARE PART OF A CHAIN OF LARGE DRUG TRANSFERS GOING TO SERBIA, 
REPUBLIKA SRPSKA, BIH, CROATIA AND WESTERN EUROPE. 


4. (U) EVEN THOUGH 70% OF THE DRUGS THAT ENTER MONTENEGRO ARE 
TRANSHIPPED TO OTHER COUNTRIES, MONTENEGRO CONFRONTS A GROWING 
DRUG ABUSE PROBLEM. FIFTY PERCENT OF PRISON INMATES WERE 
CONVICTED FOR DRUG-RELATED CRIMES. DOMESTIC ABUSE IS LARGELY OF 
MARIJUANA, WITH SOME ABUSE OF COCAINE AND HEROIN REPORTED. SMALL 
QUANTITIES OF ECSTASY AND OTHER SYNTHETIC DRUGS ARE IMPORTED 
FROM SERBIA, WITH MORE SMUGGLING AND USE DURING THE SUMMER 
TOURISM SEASON. 


5. (U) WEAPONS: SOME CRIMINAL GROUPS ARE SPORADICALLY ENGAGED IN 
SMUGGLING WEAPONS AND EXPLOSIVE DEVICES, ACCORDING TO MEDIA 
REPORTING ON THE ANB REPORT. THE RUGGED TERRAIN IN THE REGION 

IS IDEAL FOR SMUGGLING. ANB BELIEVES THAT WEAPONS SMUGGLING GOES 
THROUGH THE SAME CHANNELS, CONDUCTED BY THE SAME PERSONS, AS THE 
TRANSFER OF NARCOTICS; OCCASIONALLY, WEAPONS ARE TRADED FOR 
DRUGS. THE WEAPONS, MAINLY COMING FROM THE REPUBLIKA SRPSKA (IN 
BOSNIA AND HERZEGOVINA) OR STOLEN FROM THE INSTALLATIONS OF THE 
FORMER STATE UNION MILITARY, ARE SMUGGLED FROM MONTENEGRO TO 
ALBANIA MAINLY BY LAND ROUTES, AND ACROSS SKADAR LAKE. 


6. (U) ILLEGAL MIGRATION: ILLEGAL MIGRANTS ALSO CROSS MONTENEGRO 
INTO WESTERN EUROPE, ACCORDING TO MEDIA STORIES ON THE ANB 
REPORT. ORGANIZERS ARE CRIMINAL GROUPS FROM THE REGION, OR FROM 
WESTERN EUROPE, WITH MONTENEGRIN CRIMINALS INTEGRATED INTO THE 
INTERNATIONAL NETWORK. ANB STATES THAT AFTER ARRIVING IN 
MONTENEGRO, MIGRANTS GET IN TOUCH WITH MONTENEGRIN CONTACTS THAT 
PROVIDE THEM TEMPORARY SHELTER IN THEIR HOMES OR OTHER 

FACILITIES. THEY ARE THEN TRANSPORTED TOWARD THE BOSNIAN BORDER 
WHERE THEY TRY TO CROSS OVER MOUNTAIN AND FOREST TRACKS WITH 
ASSISTANCE OF THE LOCAL GUIDES. MIGRANTS COME TO MONTENEGRO FROM 
ALBANIA THROUGH KOSOVO. THE ILLEGAL MIGRANTS ARE MAINLY KOSOVAR 
ALBANIANS AND CITIZENS OF ALBANIA, TURKEY, AND ROMANIA. 
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7. (SBU) TIP: NATIONAL ANTI-TIP COORDINATOR OBRENOVIC TOLD 

POLOFF ON JUNE 11 THAT HE AGREED WITH THE LATEST USG TIP REPORT 
WHEN IT STATED THAT \"LOW-LEVEL CORRUPTION AMONG POLICE AND 
CUSTOMS OFFICIALS ... ALLOWS SOME TRAFFICKERS TO EVADE LAW 
ENFORCEMENT EFFORTS.\" IOM COUNTRY OFFICE DIRECTOR ZIVKOVIC HAS 
REQUESTED USG SUPPORT FOR IOM EFFORTS TO HAVE THE MINISTRY OF 
LABOR AND SOCIAL WELFARE ESTABLISH BETTER METHODS TO IDENTIFY 
TIP VICTIMS. 


8. (U) CAR THEFT: DURING THE 1990S MONTENEGRO WAS INFAMOUS AS 

THE DESTINATION FOR MANY STOLEN VEHICLES OR VEHICLES \"REMOVED 
FROM INSURANCE" -- TONGUE IN CHEEK, THE TOURISM SLOGAN "WELCOME 
TO MONTENEGRO, YOUR CAR IS ALREADY HERE\" WAS PROPOSED. IN A JUST 
A FEW YEARS, MONTENEGRO \"IMPORTED\" SOME 55,000 USED VEHICLES 
FROM WESTERN EUROPE. SINCE 2003 NEW PROCEDURES, FACILITATED BY 
BETTER COOPERATION WITH WESTERN EUROPEAN GOVERNMENTS, HAVE 
MANDATED THAT THE TITLE AND PRIOR REGISTRATION, INCLUDING VIN, 

OF ALL IMPORTED VEHICLES IS RIGIDLY CHECKED BEFORE BEING 
REGISTERED IN MONTENEGRO. 


THE ORGANIZATION OF CRIME 


9. (U) THE MEDIA STATES THAT THE ANB REPORT POSITS EIGHT 

CRIMINAL CLANS IN MONTENEGRO: PODGORICA, BAR, AND ROZAJE HAVE 
TWO EACH; NIKSIC AND BERANE HAVE ONE EACH. (A CONTEMPORANEOUS 
MONTENEGRIN POLICE REPORT CLAIMS SEVEN CLANS: TWO IN BAR, ONE IN 
EACH OF BUDVA, KOTOR, PODGORICA, NIKSIC AND BERANE, ALSO 
ACCORDING TO PRESS ACCOUNTS.) ACCORDING TO THE PRESS, THE ANB 
CHARACTERIZES THE CLANS AS FOLLOWS: 


-- PODGORICA: THE TWO CLANS ARE INVOLVED IN THE SMUGGLING OF 
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NARCOTICS, WEAPONS AND EXPENSIVE CARS ACROSS THE BORDER, WITH 
NARCOTICS GOING TO (AND THROUGH MONTENEGRO), WEAPONS FLOWING 
INTO ALBANIA, AND CARS IN BOTH DIRECTIONS. THEY ARE CONNECTED 
WITH CRIMINAL GROUPS IN SERBIA, CROATIA, BOSNIA, KOSOVO AND 
ALBANIA. MEHMED BELA DJOKOVIC (NFI) IS MENTIONED AS HAVING A 
CENTRAL ROLE IN THE ILLEGAL TRANSFER OF ALBANIANS FROM ALBANIA 
AND KOSOVO TOWARDS WESTERN EUROPE AND THE U.S., AND HAS 
REPORTEDLY BEEN CONVICTED AND SENTENCED SEVERAL TIMES ABROAD. 


-- BAR: MONTENEGROYS PORT. THESE CLANS ARE REPORTEDLY THE 
LARGEST AND BEST ORGANIZED, PRINCIPALLY INVOLVED IN THE 
SMUGGLING AND SALE OF COCAINE. THE LEADERSHIP IS ACCUSED OF THE 
MURDER OF FORMER POLICE CHIEF SLAVOLJUB SCEKIC. 


-- NIKSIC: MOSTLY ORIENTED TO SMUGGLING WITH THE REPUBLIKA 
SRSPKA. 


-- ROZAJE: VERY POWERFUL FINANCIALLY, AND CONNECTED TO CRIMINAL 
STRUCTURES IN KOSOVO, THEY ARE CENTRALLY INVOLVED IN THE 
SMUGGLING OF HEROIN FROM AFGHANISTAN AND TURKEY. LEAD FIGURE IS 
SAFET KALIC, FROM ROZAJE (NFI). 


-- BERANE: CONNECTED TO CRIMINAL GANGS BASED IN BELGRADE. THE 
PRESS RECENTLY WROTE THAT MANY CRIMINALS FROM BERANE WERE 
INVOLVED IN DRUGS SMUGGLING IN SCANDINAVIA. 


ORGANISED CRIME AND TERRORISM 


10. (U) THE TRIAL OF A CRIMINAL GROUP, DRAWN FROM THE CRIMINAL 
CLAN IN BAR, FOR THE AUGUST 2005 MURDER OF NATIONAL POLICE CHIEF 
SLAVOLJUB SCEKIC, HAS RECENTLY BEGUN. AT THE TIME OF HIS DEATH, 
SCEKIC WAS INVESTIGATING SEVERAL HIGH-PROFILE ORGANISED CRIME 
ACTIVITIES, INCLUDING THE MURDER OF OPPOSITION NEWSPAPER EDITOR 
BT 
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DUSKO JOVANOVIC IN MAY 2004. (THE ONLY SUSPECT ARRESTED IN THE 
JOVANOVIC CASE WAS ACQUITED IN DECEMBER 2006.) THE TRIAL OF 18 
ETHNIC ALBANIANS ARRESTED IN SEPTEMBER 2006 ON CHARGES OF 
PLOTTING TERRORIST ACCTIVITIES IS ALSO IN PROGRESS. 


11. (U) WITH THE APPOINTMENT OF A DEPUTY TO THE SPECIAL 
PROSECUTOR CHARGED TO FIGHT ORGANISED CRIME, THE CAPACITY OF 
THIS OFFICE IS BEING STRENGTHENED. MONTENEGRO COOPERATES 
CLOSELY WITH INTERPOL. MONTENEGRO SIGNED MEMORANDA OF 
COOPERATION IN FIGHTING ALL FORMS OF CRIME AND TERRORISM WITH 
AUSTRIA, ALBANIA, BULGARIA, UNMIK, SERBIA, CROATIA AND THE 
FORMER YUGOSLAV REPUBLIC OF MACEDONIA, AS WELL AS WITH ITALY. 


COUNTRY ACTIONS AGAINST ORGANIZED CRIME AND CORRUPTION 


LEGISLATIVE MEASURES 


12. (U) FOLLOWING THE ADOPTION IN 2005 OF THE STRATEGY FOR 

FIGHTING CORRUPTION AND ORGANISED CRIME, MONTENEGRO ADOPTED IN 
AUGUST 2006 THE ACTION PLAN FOR THE IMPLEMENTATION OF THE 
STRATEGY. ON MARCH 16, 2007, THE NATIONAL COMMISSION FOR 
IMPLEMENTATION OF THE ACTION PLAN STARTED TO OPERATE. THE 
CHAIRMAN OF THE COMMISSION IS DEPUTY PM GORDANA DJUROVIC, AND 
HER DEPUTY IS MINISTER OF INTERIOR JUSUF KALAMPEROVIC. THE 
OPERATIONAL HEAD IS THE CHIEF OF THE ANTI-CORRUPTION INITIATIVE, 
FORMER DEPUTY JUSTICE MINISTER VESNA RATKOVIC (NOTE: BETWEEN 
THESE TWO GOM POSITIONS, MS. RATKOVIC WAS USAID\'S RULE OF LAW 
SPECIALIST). MEMBERS OF THE COMMISSION ARE THE MINISTERS OF 
FINANCE AND JUSTICE; THE PRESIDENT OF THE SUPREME COURT; POLICE 
DIRECTOR VESELIN VUKOTIC; VANJA CALOVIC, THE RESPECTED AND 
OUTSPOKEN HEAD OF A WATCHDOG NGO; CHIEF STATE PROSECUTOR VESNA 
MEDENICA; AND HEADS OF THE PARLIAMENTARY COMMITTEES FOR 
POLITICAL AND ECONOMIC SYSTEMS. 


13. (SBU) THE STRUCTURE OF THE 2007 BUDGET MAKES FUNDING OF THE 
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JUDICIARY VULNERABLE TO POLITICAL INFLUENCE. THE EU AND OTHERS 
HAVE URGED THE GOM TO MAKE THE JUDICIARY FINANCIALLY 
INDEPENDENT, AS A MAJOR STEP IN STRENGTHENING THE RULE OF LAW 
AND FIGHTING CORRUPTION. THERE HAVE BEEN NO POLICE ACTIONS OR 
LEGAL TRIALS AGAINST MID-LEVEL OR SENIOR GOVERNMENT OFFICIALS 
FOR ORGANIZED CRIME AND CORRUPTION. 


AGREEMENTS AND TREATIES 


14. (U) MONTENEGRO HAS RATIFIED THE UN CONVENTION AGAINST 
COURRUPTION, THE UN CONVENTION AGAINST TRANSNATIONAL ORGANISED 
CRIME, THE INTERNATIONAL CONVENTION ON FIGHTING TERRORISM, AND 
BECAME A MEMBER OF THE IOM ON NOVEMBER 2006. MONTENEGRO HAS 
ACCEPTED THE THE INTERNATIONAL CONVENTION FOR THE SUPPRESSION OF 
ACTS OF NUCLEAR TERRORISM. MONTENEGRO WORKS WITH ITS NEIGHBORS 
BILATERALLY AND IN REGIONAL INITIATIVES TO COMBAT ORGANIZED 

CRIME AND TRAFFICKING, AND IS SIGNATORY TO THE NEW SOUTH-EAST 
EUROPEAN COOPERATION PROCESS (SEECP) AND THE SOUTHEASTERN EUROPE 
COOPERATIVE INITIATIVE (SECI). 


ACCESSION TO INTERPOL 


15. (U) MONTENEGRO JOINED INTERPOL AS ITS 185TH MEMBER IN 
SEPTEMBER 2006. BEGINNING IN 2001, MONTENEGRO HAD BEEN CONNECTED 
TO INTERPOL\'S HEADQUARTERS IN LYON, FRANCE, THROUGH BELGRADE. 
THE MEDIA REPORT THAT NINE MONTENEGRIN CITIZENS HAVE BEEN 
ARRESTED ABROAD, UNDER ARREST WARRANTS ISSUED BY THE MONTENGRIN 
POLICE, SINCE MONTENEGRO JOINED INTERPOL. ONE OF THEM, ANDRIJA 
PEKIC, IS EXPECTED TO BE EXTRADITED TO MONTENEGRO FROM THE U.S. 
BT 
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PEKIC HAD BEEN CONVICTED IN ABSENTIA OF RAPE AND SENTENCED TO 
FOUR YEARS IN PRISON. 


BORDER MANAGEMENT 


16. (U) WITH SMUGGLING A MAJOR FACTOR IN ORGANIZED CRIME, BORDER 
SECURITY HAS A PROMINENT ROLE. THE MINISTRY OF INTERIOR TOOK 
CONTROL OF MONTENEGROVYS SHARE OF THE STATE UNIONVS BORDERS FROM 
THE ARMY IN 2003. THE ELEVEN BORDER CROSSINGS HAVE BEEN 
RECONSTRUCTED, WITH USG (NINE) AND EU (TWO) SUPPORT. 
CROSS-BORDER COOPERATION WITH NEIGHBOURING COUNTRIES HAS BEEN 
UPGRADED. THE LEGAL FRAMEWORK FOR THIS WAS COMPLETED BY THE 
ADOPTION OF THE LAW ON THE STATE BORDER IN NOVEMBER 2005. A 
STRATEGY ON INTEGRATED BORDER MANAGEMENT (IBM) WAS ADOPTED IN 
FEBRUARY 2006, ALTHOUGH COOPERATION BETWEEN THE FOUR MAIN BODIES 
(MINISTRY OF INTERIOR, CUSTOMS, VETERINARY SERVICE, 

PHYTO-SANITARY SERVICE) CURRENTLY IMPLEMENTING THE STRATEGY 
NEEDS IMPROVEMENT. 


COMMENT 


17. (SBU) \"CORRUPTION AND ORGANIZED CRIME IS A UNITARY PHRASE 

IN MONTENEGRO, IN PART BECAUSE IT IS A FAVORITE THEME OF THE 
POLITICAL OPPOSITION. HOWEVER, THIS IS AN INCREASINGLY IMPRECISE 
CHARACTERIZATION OF THE SITUATION. HISTORICALLY, ORGANIZED CRIME 
ALMOST EXCLUSIVELY MEANT SMUGGLING THROUGH MONTENEGRO. THAT 
PHENOMENOM MADE IT EASY FOR OFFICIALS TO LOOK AWAY, OR EVEN 
SUPPORT, CRIMINAL ACTIVITY - ESPECIALLY IN THE 1990S WHEN 
MONTENEGRO WAS OTHERWISE POLITICALLY AND ECONOMICALLY ISOLATED 
THROUGH WARTIME SANCTIONS. THE MURDERS OF A PROMINENT EDITOR IN 
2004, AND OF THE POLICE CHIEF IN 2005, PROBABLY BY LOCAL 

ORGANIZED CRIME FIGURES, ALTERED SOME PERCEPTIONS. INCREASINGLY 
INTERNAL PRESSURE, AFTER MONTENEGRIN INDEPENDENCE, AND IN 
CONNECTION WITH ITS BIDS FOR EU (AND NATO) MEMBERSHIP, HAVE ALSO 
RAISED THE CONCERNS ABOUT (ILLEGAL) BUSINESS AS USUAL. 


18. (SBU) EVEN WITH INCREASED POLITICAL WILL, MONTENEGRO IS 
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HAMSTRUNG IN ATTACKING ORGANIZED CRIME. IT IS ONLY RECENTLY, 

AND ONLY WITH OUTSIDE (PRIMARILY USG) HELP, THAT MONTENEGRO HAS 
EVEN THE RUDIMENTS OF THE LEGISLATION, EQUIPMENT, AND TRAINING 
NEEDED TO INVESTIGATE AND PROSECUTE ORGANIZED CRIME. 
ADDITIONALLY HAMPERING THE FIGHT IS MONTENEGRO\'S SMALL AND 
CLOSE-KNIT SOCIETY, WHICH MAKES IT DIFFICULT TO STRIKE HARD AND 
WITHOUT NOTICE AT MAJOR CRIME OPERATIONS. STRONGER GOVERNMENT 
TRANSPARENCY MEASURES WILL HELP BREAK THE CASUAL LINKS BETWEEN 
CRIME CLANS AND GOVERNMENT OFFICIALS, BY EXPOSING UNEXPECTED 
WEALTH, AND INCREASING THE VISIBILITY OF DECISION MAKING. 

BARNES 

BT 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PHUM, PGOV, TU 
SUBJECT: OPENING SESSION OF DINK MURDER TRIAL 


REF: A. ANKARA 0144 
B. ISTANBUL 0387 


1. (SBU) Summary: The much anticipated trial of 18 suspects 
in the January 19 murder of Turkish Armenian human rights 
activist Hrant Dink (ref A) began on July 2 in a closed-court 
session because the murder suspect is a minor. Following 
accusations of police complicity in the murder and questions 
about the conduct of the subsequent investigation, the case 

is viewed by many observers as a litmus test for the 

judiciary and Turkey\'s commitment to the rule of law, while 


Column 3 
bringing international attention to the concept of a Turkish 
\"deep state.\" The trial continues October 1. End summary. 


2. (SBU) The Hrant Dink murder trial began on July 2 at the 
Istanbul 14th Penal Court in Besiktas. Amidst heavy security 
(press reported more than 500 policemen), over 1,000 
protesters gathered outside the courtroom, which was closed 
to observers because one of the defendants -- suspected 
gunman Ogun Samast -- is a minor (ref B). According to the 
Dink family lawyer, the 12-hour hearing featured the 
identification of plaintifts and defendants along with their 
opening statements. The court released four defendants and 
gave procedural orders including demands for the presentation 
of key evidence. The trial is set to convene again on 
October 1. 


3. (U) The case has drawn widespread attention, not only 
because of Hrant Dink\'s high profile as a human rights 
activist but also because of the intrigue and controversy 
associated with the subsequent investigation which brought to 
question government complicity in the failure to protect 

Hrant Dink despite awareness of the threats against him. The 
investigation also implicated a retired general and the 
Trabzon leadership of the extreme nationalist Great Union 
Party (BBP), and cost the jobs of Trabzon\'s governor and 
chief of police who were removed from office on claims of 
negligence and failure to perform their duties. 


4. (U) Many observers view this trial as a test for the 
judiciary. All sides claim undue influence on the 
proceedings. Lawyers for the defense complained the 
prosecutor was pressured into charging the defendants with 
gang membership while attorneys for the Dink family have 
appealed a government decision not to pursue a criminal 
investigation into Istanbul Chief of Police Celalettin 

Cerrah\'s statements immediately following the murder, 
suggesting Samast acted alone. 


5. (SBU) Comment: The Hrant Dink murder case joins the ranks 
of the 2005 Semdinli bombing and the 1996 Susurluk incident 

in putting the theory of a Turkish \"deep state\" on trial. 

While the latter two cases played out largely before a 

domestic audience, the Hrant Dink trial brings international 
attention to the concept. We will continue to monitor this 

case closely. End comment. 

JONES 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: KCRM, KWMN, PHUM, ELAB, SOCI, IN, NP, BG 

SUBJECT: NEW POLICE UNIT IN KOLKATA TO IMPROVE ENFORCEMENT OF HUMAN 
TRAFFICKING LAWS 


REF: NEW DELHI 6588 


1. (U) Summary. On June 28, the Criminal Investigation 
Department (CID) in West Bengal launched the state\'s first 
Anti-Human Trafficking Unit (AHTU) at its headquarters in 
Kolkata in a concerted effort to combat trafficking of persons 
in the state. Chief Minister Buddhadeb Bhattacharjee 
inaugurated the center and urged senior police officials to 
place importance on anti-trafficking efforts. The creation of 
the AHTU is part of a program for police training and 
capacity-building undertaken by the United Nations Office of 
Drugs and Crime (UNODC) in partnership with the GON's Ministry 
of Home Affairs and is supported by USD 2.5 million in USG 
funding. A second AHTU in the state in Berhampore, near the 
border with Bangladesh, is to open in the next month. End 
Summary. 


2. (U) Inaugurating the AHTU, Chief Minister Buddhadeb 
Bhattacharjee said that human trafficking is not just a law and 
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order issue but that poverty, illiteracy and social backwardness 
are the root causes of this problem. West Bengal, sharing 
international borders with Nepal and Bangladesh, experiences 
intra- and inter-state trafficking as well as cross-border 
trafficking. Addressing a gathering of police, government 
officials and NGO representatives, Bhattacharjee said, 
\"Trafficking is a global problem. It should not be considered a 
job of some officers in the unit. All senior officers should 

take this problem seriously.\" He also urged police officials to 
work in collaboration with various government departments, 
non-governmental organizations (NGOs) as well as students, who 
could help raise awareness and campaign against trafficking. 
NGOs like Sanlaap have welcomed the initiative. Sanlaap 
Director Indrani Sinha told post that Sanlaap has already 
started working more closely with police officials and has even 
conducted joint training programs on anti-trafficking, and 
jointly worked on rescue operations of trafficked victims. 


3. (U) Deputy Inspector General (Special) CID Sanjoy Mukherjee, 
who is currently responsible for the Kolkata AHTU, said that it 

will include three inspectors and six sub-inspectors, who will 

be supervised by an officer with the rank of deputy 
superintendent of police. The work of the unit will include 
conducting raids, investigating crimes, arresting traffickers, 
rescuing trafficked victims and arranging for their 

rehabilitation with the aid of the state government and NGOs. 

For the AHTU in Kolkata, the UNODC has provided a vehicle, 
computer system, cell phones, grants for honorariums to NGOs, as 
well as funds for post-rescue care and attention of victims of 
trafficking. Mukherjee also said that a second AHTU will soon 

be set up in a month\'s time in Berhampore, Murshidabad district, 
about 250 kilometers north of Kolkata, near the Bangladesh 
border. The Kolkata unit will look into trafficking incidents 
reported from the southern parts of the state while the 
Berhampore unit will deal with those reported from the northern 
districts. 


4. (U) UNODC Project Coordinator for Human Trafficking, P.M. 
Nair told post that the Chief Minister is very sensitive to the 

issue of trafficking in women and children and has assured him 

of his government\'s cooperation to deal with this menace. Nair 
said that he has suggested to the Chief Minister that the 
achievements of the Kolkata AHTU in the coming months in terms 
of cases registered, arrests made, and victims rescued and 
rehabilitated, could be held up as an example of how a special 
unit to tackle trafficking can make a difference. This practice 

can then be institutionalized and AHTUs be set up in every 
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district of West Bengal with help of funds sought from the 
federal government\'s police modernization program. 
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5. (SBU) The AHTU in Kolkata follows the creation of similar 
AHTUs in trafficking-prone areas of Andhra Pradesh and Goa. 
Nair said that the next state which is going to have an AHTU is 
Bihar. Following the formation of an AHTU in Andhra Pradesh 
three months back, 501 trafficked persons were rescued, 
including 91 children, and 697 traffickers were arrested. Nair 
also said that recently a trafficker was convicted in Andhra 
Pradesh, which is a rare occurrence in India given its 
cumbersome legal system. 


6. (SBU) Comment: The new AHTU in Kolkata reflects national and 
state efforts, with the support of US funding and UNODC 

expertise, to bring greater police focus on the problem of human 
trafficking. Police typically have not aggressively enforced 
anti-trafficking laws but the creation of this special unit 

represents a tangible step in combatting trafficking in persons 

in West Bengal. 

JARDINE 
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SUBJECT: TURKEY TO CONSIDER CONTRIBUTION TO UN/AU OPERATION 
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IN DARFUR 


REF: STATE 90022 


Classified By: Political-Military Counselor Carl Siebentritt for reason 
s 1.4 (b,d). 


1. (U) Per reftel request, we met with MFA Head of Department 
for Africa and East Asia Raif Karaca on July 3 to request 
Turkey consider a contribution of military troops and/or 

police officers to the UN/AU Hybrid Operation to be stood up 
in Darfur, Sudan. Karaca was familiar with the mission and 
said that Turkey has demonstrated its commitment to alleviate 
the situation in Sudan through its contributions of 25 

civilian police to UNMIS in southern Sudan and of a military 
field hospital and doctors to Yala, Sudan. According to 
Karaca, Turkey is currently scouting locations in Yala to 

build a permanent hospital that would eventually replace the 
field hospital. It has also donated the use of a C-160 

aircraft to transport troops to join UNMIS. 


2. (C) Given its demonstrated commitment to Sudan, Karaca 
said, Turkey would consider making some type of contribution 
to the UN/AU Hybrid Operation. However, he would not 
speculate whether that would be in the form of troops, 

civilian police or equipment. Given US interest, he pledged 

to raise the issue with his superiors for discussion in 

advance of the expected mid-July UN Security Council adoption 
of a resolution on the operation. Karaca underscored, 

however, that the Turkish government is preoccupied with 
preparations for July 22 general elections and he could not 
estimate when a response would be forthcoming. We noted the 
importance of rapidly standing up the operation and urged a 
decision in advance of the UN Security Council meeting. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 
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TREASURY FOR D. PETERS 
USAID FOR C GARRETT, S. SWIFT 
ADDIS FOR US AMB TO AU 


E.O. 12958: DECL: 07/03/2017 

TAGS: PGOV, PREL, KPKO, IV 

SUBJECT: WHO TRIED TO KILL SORO? THE SPECULATION IS WELL 
UNDERWAY 


REF: A. ABIDJAN 705 
B. ABIDJAN 691 
Classified By: EMassinga, Acting PolEconChief, Reasons 1.4 (b,d) 


1. (C) Summary. Since the June 29 attack on Prime Minister 
Soro, the rumor mill has gone into overdrive. The facts 
remain scarce, adding fuel to the unending speculation. The 
suspects are numerous, ranging from the most obvious 
(disaffected members of the Forces Nouvelles) to the absurd 
(ONUCI and French), the unlikely (RDR) to the possible (the 
Presidential camp). Possible motives, like the Ivorian 

political scene itself, are manifold and intricate. 

Regardless of the true authors, the clear winner to date has 
been President Gbagbo, as his one-time \"equal\" (Soro) is now 
saddled with a fractured and bickering military and political 
structure. End Summary. 


2. (C) Since the events of June 29 in Forces Nouvelles-held 
Bouake (reftel A), speculation throughout Cote d, Ivoire 
regarding the true authors and motives of the attack has 
moved into high gear. Abetted by the lack of hard 
information on the attackers and the assault itself, the 

rumor mill and conspiracy theorists are having a field day. 
The ongoing theorizing and growing public finger-pointing is 
largely irresponsible and is already weakening the Prime 
Minister and the Forces Nouvelles as a whole. Had the attack 
succeeded (which it very nearly did), the results could 
potentially have led to a reignition of overt conflict. 


The Facts (Or Lack Thereof) 


4. (SBU) What is known is that at 10:30am, the Fokker 100, 
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lent by the Presidency to the Prime Minister for the latter 

to preside over the investiture of magistrates destined to 
oversee the audiences foraines (mobile identification courts) 
in Bouake, had landed and was taxiing when it came under 
attack by concealed assailants. Press reports, based on 
information coming from Licorne and ONUCI officials based at 
the Bouake airport, said three RPG rounds were fired, but at 
least one failed to explode. Widely-seen photos of the 
aircraft after the attack showed one large RPG-sized hole in 
the middle of the central cabin, and gruesome interior photos 
showed that the blast killed one passenger instantly, while 
the other four dead and more than a dozen injured were 
presumably hit by associated flying shrapnel. 


5. (SBU) The rest of the events surrounding the attack 
remains shrouded in uncertainties. Multiple reports indicate 
small arms fire accompanied the RPG barrage, but apparently 
no heavy machine-gun fire was used, as might be expected in 
an attempt to destroy a 100-seat jet aircraft. Forces 
Nouvelles Minister of Tourism (and reputed #3 in the group) 
said in his post-attack press conference that signs that the 
assailants had dug foxholes and encamped at least overnight 
were found, indicating some level of preparation. However, 
the plane was not attacked while on its final approach, when 

it would presumably be more vulnerable to a catastrophic hit, 
and no surface-to-air weapons were employed. 


6. (SBU) The pilot managed to direct the plane to 
ONUCI-protected facilities, according to press reports and 
many eyewitnesses on the plane, but why the attackers failed 
to continue fire is unclear; there is no evidence that either 
ONUCI or nearby Licorne troops on site engaged with the 
attackers. Forces Nouvelles Deputy Force Commander Wattao 
publicly claimed to have saved the day by arriving on the 
scene with loyal units, even carrying the PM on his back to a 
waiting vehicle (according to his own accounts). ONUCI 
forces remain publicly circumspect about their role during 

the attack, but did report protecting the PM during his 
extraction from the scene and during the rest of the day in 
Bouake. Konate said just subsequent to the attack that 
\"several soldiers\" were arrested and \"some materiel was 
recovered at the scene,\" but it was unclear if the arrestees 
were taken into custody at the airport or during sweeps 
conducted in Bouake later in the day. On July 2, Le Jour, a 
daily journal that leans against the President\'s FPI, 

reported that Saint-Clair Kone, a \"member of the Forces 
Nouvelles Army Command\" was arrested in connection with the 
attack on the PM, but no further details were offered. Soro, 
unhurt, made a statement on June 30 and called for an 
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international investigation, promising to speak at greater 
length in the coming days, and remaining in Bouake until July 
2. 


Suspects -- The Forces Nouvelles 


7. (C) The most obvious set of suspects come from the 

Forces Nouvelles itself. On the day following the attack, 
state-owned newspaper Fraternite Matin ran a quasi-news story 
pointing the finger (without any proof or justification) at 

I.B. Coulibaly, the erstwhile leader of the rebellion which 

evolved into the Forces Nouvelles, and currently exiled in 

Benin (although he has made noises about returning in the 
post-Ouaga political framework). Indeed on June 29, the very 
day of the attack, I.B. Coulibaly was the subject of an 

extensive report in L,Inter, a generally pro-opposition 

independent paper which argued a successful peace process 
depended on Soro coming to terms with the man he edged out to 
lead the FNs. Separately, Embassy sources indicate that 
ComZone \"Big\" (a.k.a. ComZone \"Osama Bin Laden in Touba) was 
sacked for unknown reasons two weeks ago and \"reassigned\" to 
Bouake. ComZones Cherif Ousmane of Bouake and Kone Zakaria 
of Seguela were slammed by some in the press for accusing PM 
Soro of betraying the movement and being disloyal to the FNs, 

all supposedly at the behest of I.B. Coulibaly (however, both 

had already stoutly and publicly rejected such accusations 

before the attack). Allin all, several princes of the 

Forces Nouvelles, long subjects of speculation concerning 

their disposition towards the Ouaga Accord and Soro,s 
acceptance of the Prime Ministership, have more than enough 
motive to be prime suspects. 


8. (C) While suspicion should rightly be directed here, not 

all the facts comport with the theory. First, some observers 

close to the opposition (notably the RDR) look at the 

relative amateurishness and lack of sophistication of the 

attack in arguing against the notion that veteran, effective 
commanders such as Cherif Ousmane (who blunted a major FANCI 
offensive in 2004 and also tracked down and killed feared 

Liberian mercenary Sam Bokarie) and Kone Zakaria were the 
authors. Perhaps more tellingly, such observers believe that 

if one or a cabal of ComZones were plotting to eliminate Soro 

for selling out to the President, why not wait until July 5 

for the planned \"Flame of Peace\" disarmament ceremony, where 
both Soro and Gbagbo were scheduled to appear together? 


Column 3 
Suspects -- The RDR 


9. (C) The RHDP alliance of the PDCI and RDR has undergone 
a series of strains with its former Forces Nouvelles allies 

in the past months since the Ouaga Accord,s signature. The 
RDR has in particular found itself at odds with the PM,s 

camp, seeing several prominent stalwarts break ranks and join 
the FPI in the midst of RDR-FNs bickering. Thus, it comes as 
no surprise to hear some accusations of RDR complicity in the 
attack. (Note: Post attaches little credibility to such 
speculation. While nothing can be ruled out in the Ivorian 
political maze, neither the RDR nor its leader Alassane 
Ouattara strike us as possessing either the ruthless cadres 

or savoir faire to attempt such an audacious effort. End 

Note) 


Suspects -- The French, ONUCI 


10. (C) Newspapers close to the President,s FPI have been 
quick to point the finger at ONUCI and the French Licorne 

force. Using specious logic, weak circumstantial evidence 

and stretching the intemperate, ill-considered allusion to 

the \"suspicious presence and inaction of French troops\" at 

the Bouake airport made by Sidiki Konate just after the 

incident, Notre Voie and Le Courrier d,Abidjan directly 

accused France of being behind the attack, and the latter 
alleges that \"the Forces Nouvelles\" themselves suspect France 
and Cherif Ousmane are the masterminds. From within the FNs, 
Wattao made repeated, lurid claims of ONUCI complicity in the 
attack (\"I have proof\") while also slamming Licorne, only two 
weeks after being seen angrily complaining about the French\'s 
\"interference\" in 2002-03. (Note: These patently absurd 
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statements, combined with his cartoonish claims to have saved 
the PM, make Wattao look foolish. However, his very public 
comments show obvious discord within the most senior ranks of 
the FNs, and worryingly demonstrate some measure of FNs 
hostility towards the impartial forces, a development that 

cannot help but delight the hardline factions in the 

President,s camp. End Note) 


Suspects -- The President,s Camp 


Column 3 

12. (C) President Gbagbo made the right statements in his 
address to the nation: \"we cannot turn back from peace 
process... This has been a terrible crime against the Ivorian 
people." Ble Goude, the President,s de facto emissary to 
the North, has been lavish in his praise of the Forces 
Nouvelles, handling of the situation and the group,s 

support among the people of the region. Defense Minister 
N,Guessan was sent to Bouake to Wlend support to the PM.\" 
Despite these adept moves, the President himself let slip 
that had the PM been injured or held by his attackers, he 
might have been compelled to send the army to \"free\" Soro. 
The slip of the tongue only fueled the suspicion of Gbagbo,s 
opponents that he, or perhaps Simone Gbagbo, formulated the 
June 29 attack to either kill or \"scare\" the PM. 


13. (C) Comment. The facts are simply too scarce to 

support any of the rumors or suspicions running rampant in 
Abidjan. However, regardless of whether he or someone from 
his entourage was the author, it is plainly evident to most 
observers that Gbagbo has been able to profit handsomely from 
the attack. The Forces Nouvelles have been fractured by the 
event, and are pointing fingers at one another while key 

leaders also foolishly accuse the international community. 

Soro remains for the time being in Bouake and its extended 
environs, perhaps indicating some level of reluctance to 

return back to the President,s home turf. On July 2, Soro 
attempted to regain his footing by speaking to audiences in 

the northern city of Ferkessedogou on the vital importance of 
continuing the peace process, as well as noting in a public 
meeting with Acting SRSG Abou Moussa that controversies over 
security at the Bouake airport should be handled directly, 

not through the media (implicitly telling Wattao and others 

in the FNs to keep quiet). 


14. (C) Comment Continued. The balance of power with 
Gbagbo that Soro claimed was his strength has shifted more in 
the President,s favor. Furthermore, the incident will 
impede the return of civil servants and especially 
magistrates and prefects, already reluctant to return to the 
North due to their concerns over security, despite the very 
recent restart of \"redeployment bonuses\" (reftel B). Ina 
July 3 meeting with the diplomatic corps and senior UN 
representatives, we will see what steps the PM intends to 
take to more fully recover from the political fallout over 

the attack on his life. End Comment. 

HOOKS 
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1. Key points at the July 3 MFA Press Conference were: 


-- The MFA said FM Yang would meet with DPRK leader Kim Jong 
Il this afternoon. 


-- China holds an open attitude toward the restarting of the 
Six-Party Talks and all parties should jointly set a date for 
the resumption of talks. 


-- The spokesman referred reporters to previous statements 
when asked for comment on the Pope\'s letter to Chinese 
Catholics released this weekend. 


-- The MFA blamed media hype when asked about controversy 
surrounding China\'s food export safety standards. 


-- FM Yang will visit Russia July 12-15, Vice PM Wu Yi will 
travel to Singapore July 9-12 and Mauritius PM Ramgoolam will 
visit China July 9-14 as will Syria Deputy PM al-Dardari July 
8-11 and Malaysia FM Albar July 9-13. 


FM Yang to Meet Kim Jong Il, Six-Party Talks 


Column 3 

2. At the July 3 regular MFA press briefing, spokesman Qin 
Gang said that FM Yang would meet with DPRK leader Kim 
Jong-il this afternoon to convey China\'s will to solve the 
Korean nuclear issue peacefully and to discuss the 
implementation of the initial actions and the long-term 
stability of Northeast Asia. Yang has met with FM Pak 
Ui-chun and PM Kim Yong II to discuss the strengthening of 
the bilateral relationship, including in the areas of 
agriculture and science and technology. They also discussed 
economic bilateral cooperation. 


3. China holds an open attitude on the restarting of the 
Six-Party Talks, stated Qin in response to a question, adding 
that a date for the resumption of Talks should be jointly set 
by all parties. 


No Further Comment on Pope\'s Letter, Cardinal Zen 


4. The spokesman referred reporters to previous statements on 
China-Vatican relations when asked for comment on the Pope\'s 
letter to Chinese Catholics released this weekend. Asked for 
the MFA\'s reaction to the Chinese Catholic Patriotic 
Association head\'s criticism of Hong Kong\'s Cardinal Zen for 
participating in demonstrations over the weekend, Qin said 

the issue falls outside of his area of responsibility. 


Dalai Lama Should Be Informed to Make Right Policy 


5. Lodi Gyari makes frequent trips to China and is not 
traveling as the Dalai Lama\'s \"Special Envoy,\" Qin said 
commenting on the visit. China\'s consistent policy is that 

it sincerely cares for the spiritual needs of Tibetans and 
hopes Tibetans abroad will cherish every opportunity to visit 
China and convey to the Dalai Lama the real situation so that 
he can make the right policy, Qin added. 


Climate Change: Developed Nations Should Give Support 


6. The MFA has taken note of Ban Ki-moon\'s comments, replied 
Qin when asked about the UN Secretary General\'s remarks that 
China should do more to fight climate change. Qin emphasized 
that developed countries should do more to shoulder the 
responsibility of climate change, for example, by providing 
technical support to developing countries. Asked about news 
that research evidencing pollution\'s harm to civilians in 

China was left out of a World Bank report, the sookesman said 
he had noticed the reports. 


Column 3 
Food Export Safety: Rationalism, Not Media Hype 


7. China attaches great importance to the safety of food 
exports and Chinese imports should enjoy the reputation of 
high quality at a good price, said Qin when asked why Chinese 
products were at the center of controversy. Unscrupulous 
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traders, differing systems and specific cases not indicative 
of exports as a whole have fed recent media hype and 
politicization creating consumer panic, said Qin. China 
understands the concern but hopes the media will adopt a 
constrained and rational view to ensure safe and reliable 
products for international consumers, he added. 


Visits: FM Yang to Russia, Wu Yi to Singapore 


8. FM Yang will visit Russia July 12-15 and Vice PM Wu Yi 

will visit Singapore July 9-12 to co-chair the 9th 

China-Singapore Joint Steering Council meeting and the 4th 
China-Singapore bilateral cooperation joint-committee 

meeting. At the invitation of PM Wen, Mauritius PM Ramgoolam 
will visit China July 9-14. Syria Deputy PM al-Dardari will 

visit July 8-11, as will Malaysia FM Albar July 9-13. 


Conflict in Ecuador, Japan and History 


9. The MFA said a conflict at oil facilities of a Chinese 

company in Ecuador has been stabilized with no Chinese 
injuries and gave no information on a potential visit by 

Ecuador President Correa. Asked about activities 
commemorating the Anti-Japanese War, Qin reiterated China\'s 
stance that Japan should take history as a mirror and 

properly handle historical issues. 
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